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User Management Managing user access and authorization

Managing user access and authorization

To provide access to resources such as environments and clusters, you must add users and assign roles and resources
to them.

Using the CDP Private Cloud Management Console, you can perform the following tasks:

• Onboarding users

• Configuring Identity Providers
• Importing or uploading users

• Managing users

• Adding users
• Assigning roles to users
• Generating access keys to users
• Removing roles assigned to users

Onboarding users

To enable users to work on the various CDP components and services, you can onboard them by using LDAP.

Configuring identity providers
You can onboard users by setting up identity federation with CDP.

If your organization uses an enterprise identity provider (IdP) that is compliant with Lightweight Directory Access
Protocol (LDAP), you can set up identity federation with CDP. Identity federation allows users within your
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organization to log in to CDP through the authentication system in your organization without registering with
Cloudera or creating a Cloudera account.

Configuring LDAP authentication for CDP Private Cloud
You can configure LDAP user authentication for CDP Private Cloud from the Administration page of the
Management Console.

Before you begin
If you intend to use Hue as your SQL editor in CDW, you must use Active Directory LDAP over SSL.

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. On the Management Console home page, select Administration>Authentication.

4. Configure the following settings for LDAP authentication:

Property Description Sample values

LDAP URL The LDAP server URL. The URL must
be prefixed with ldap:// or ldaps://.
The URL can optionally specify a
custom port, for example: ldaps://
ldap_server.example.com:1636.

ldap://<ldap-host>:389 or ldaps://<ldap-ho
st>:636

CA Certificate for Secure LDAP The X.509 PEM certificate to be used
to access secure LDAP (URLs starting
with ldaps://). Ensure that at least one
valid certificate is provided. A typical CA
certificate is structured as follows:

           ----BEGIN CERTIFICATE-----..-----
END CERTIFICATE-----          

LDAP Bind DN The Distinguished Name of the user to bind
to LDAP for user authentication search/bind
and group lookup for role authorization.

Distinguished Name (DN) example:

CN=cdh             admin,OU=svcaccount,D
C=example,DC=com

LDAP Bind Password The bind user password.

LDAP User Search Base The distinguished name indicating the path
within the directory information tree from
which to begin user searches.

AD example:

cn=users,dc=example,dc=com

LDAP example:

ou=people,dc=example,dc=com

LDAP User Search Filter The search filter to use for finding users. AD example:

(sAMAccountName={0})

LDAP example:

(uid={0})

Note that a custom attribute can also be used
if the directory is configured differently for
user names. The {0} expands the currently
authenticating user's name entered in the
login form for the query.

LDAP Group Search Filter The search filter to use for finding groups for
authorization of authenticated users for their
Cloudera Manager role.

For Active Directory and openLDAP
compatible directories this will usually be
(member={0}), where {0} will be replaced
by DN string for a successfully authenticated
user through the search/bind process. This
requires configuration of the LDAP Bind
User Distinguished Name field.
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Property Description Sample values

Email Mapping Attribute The LDAP attribute to be used for mapping
the email in Identity Management. If no
value is provided, mail is used as the default
email mapping attribute.

Email is a mandatory value in CDP. If no
value is found for the email attribute, a value
of {userame}@cdp.example is assumed for
the user.

5. If required, select Show Other Options and configure the following additional settings:

Property Description Sample values

LDAP User Bind Property The property of the LDAP user object to use
when binding to verify the password.

This value should always be set to dn.

Username Mapping Attribute The LDAP attribute to be used for mapping
the userId in Identity Management. If no
value is provided, dn is used as the default
username mapping attribute.

Groupname Mapping Attribute The LDAP attribute to be used for mapping
the groupId in Identity Management.

Group DN Property The property of user object to use in {{dn}}
interpolation of groupSearchFilter.

This value should always be set to dn.

First Name Mapping Attribute The LDAP attribute to be used for
mapping the first name attribute in Identity
Management.

Last Name Mapping Attribute The LDAP attribute to be used for
mapping the last name attribute in Identity
Management.

6. Click Test Connection to verify whether the LDAP information you have provided is valid.

The Management Console attempts a connection with the LDAP source based on the information provided, and
returns a confirmation message if the connection is successful.

7. Click Save. The LDAP users are listed on the User Management page.

Updating an identity provider
You can update the access keys and roles associated with a CDP identity provider. To update an identity provider in
CDP, you must be a CDP account administrator or have the PowerUser role.

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. In the side navigation panel, click User Management.

4. Click the user name you want to update.

5. Click the Roles tab.

Alternatively, you can click the Actions button and select Update Roles.

6. Choose the checkbox next to the roles you want to add for the user or unclick the checkbox next to roles you want
to remove for the user.

7. Click Update.

8. If you choose to use a Bind DN, enter the appropriate information in the LDAP Bind DN and LDAP Bind
Password fields.
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9. If you want to specify LDAP attribute for mapping the email in Identity Management, enter it in the Email
Mapping Attribute field.

If you do not enter an email, the default is mail.

10. If you are using a non-standard attribute, click Show Other Options.

a) Enter DN in the LDAP User Bind Property field.
b) Enter the LDAP attribute for mapping the group ID in Identify Management in the Groupname Mapping

Attribute field.
c) Enter the property of the user object in the Group DN Property field.
d) Enter the first and last name of the attribute in the First Name Mapping Attribute and Last Name Mapping

Attribute fields.

These attributes are optional.

11. Click Save.

12. Verify the updates and click OK.

CDP updates the information for the CDP identity provider.

Changing your Local Administrator password
Management Console uses a default password for your Local Administrator account. After you access Management
Console for the first time you should change your Local Administrator password for security reasons.

About this task

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. On the Management Console home page, select Administration>Authentication.

4. Click Change Password  then enter and confirm your new password.

5. Click Change to save your change.

Importing or uploading users
You can bulk import users to CDP Private Cloud and assign them access rights and roles. Importing users in bulk
allows admins to prepare the system for the desired level of access before users log in to CDP Private Cloud. This is
an improvement over the previous version where each user was required to log in at least once before access rights
could be configured.

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. Click User Management in the left navigation panel.

The Users page displays the list of all CDP users.

4. Click Actions.

5. From the dropdown list that appears, click Upload Users.

The Upload Users page appears.

6. Select an identity provider from the dropdown list.
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7. Select an option for adding user details:

• File Upload - If you want to upload a CSV or a JSON file with the details of the users that you like to add.
• Direct Input - Enter the user details in the format specified. Make sure you add the header row as specified in

the sample.

8. Click Next.

9. In the Preview Users screen that appears, verify if all the details are uploaded or added accurately.

10. Click Upload.

Understanding CDP Private Cloud user accounts

User accounts identify the users who can access services, applications, and components in the Cloudera Data
Platform.

Roles assigned to a user account determine the actions that the user can perform in CDP.

There are three types of user accounts in CDP Private Cloud:

• CDP Account administrator
• CDP user
• CDP machine user

CDP account administrator
CDP designates a default user account as a CDP account administrator during the initial setup.

A CDP account administrator has administrator privileges in CDP. The CDP account administrator user account
cannot be managed within CDP. The default username and password for CDP account administrator is admin/admin.
You should consider changing the default password for security purposes. You must contact Cloudera support to add
or remove an account administrator from your CDP account.

As an account administrator, you have all the privileges in CDP and can perform any task in CDP. You can set up
users and assign roles, services, and environments to users in CDP according to the tasks that they need to perform.
You can set up another user as a CDP administrator by assigning the PowerUser role to the user. However, you
cannot set up another user as a CDP account administrator.

CDP user
To perform tasks using CDP and its services, you must be a CDP user with the required roles and resources assigned.

CDP allows users within your organization to log in to CDP through the authentication system in your organization
without registering with Cloudera or creating a Cloudera account. During the initial process of configuring the
environment, the account administrator must set up identity federation and thus automatically add users.

When a CDP user who is not an account administrator logs in to CDP for the first time, the user has limited
privileges. A CDP administrator must assign the appropriate roles to the user after the initial user login.

The CDP account administrator can revoke permissions for a CDP user account. When you revoke permissions for a
user, ensure that you remove all the roles that grant the permissions that you want to revoke.

To revoke all permissions granted to a user, complete the following steps:

• Remove all roles assigned to the user.
• Delete any access key created for the user.

A user who has a valid account in CDP but is not assigned any role can perform a limited number of tasks. A user
who logs in to the CDP console without an assigned role or environment can perform only the following task:
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• View the CDP documentation.

CDP machine user
A machine user account provides programmatic access to CDP. Create a machine user account if you have an
application that needs to access the CDP services with Management Console APIs.

You can define the machine user account in your application to create and manage clusters and run jobs in CDP using
the CLI or API commands.

You can create and manage a machine user account within CDP. You must assign an API access key to a machine
user account to enable it to access the CDP service. You must assign roles to a machine user account to authorize it to
perform tasks in CDP.

A machine user account does not have an associated Cloudera user account. You cannot use a machine user to log in
to the CDP console.

Machine users created in the control plane are not automatically created in the customer LDAP. Therefore you cannot
use machine users to access data in the base cluster.

Use the following guidelines when you manage user accounts in CDP:

• When you create a machine user account, you assign roles and environments to the machine user account in the
same way that you assign roles and environments to other user accounts.

• When you revoke permissions for a machine user, ensure that you remove all the roles that grant the permissions
that you want to revoke. To revoke all permissions granted to a machine user account, complete the following
steps:

• Remove all roles assigned to the machine user.
• Delete any access key created for the machine user.

• You can delete a machine user account in CDP. You can delete the machine user account on the CDP console.

Understanding roles

To access resources and perform tasks in CDP, each user requires permissions. As a CDP administrator, you can
assign a role to a user to give the user permission to perform the tasks.

A policy defines the permissions associated with a role. It consists of policy statements that grant permissions to
resources. The policies attached to a role determine the operations that the role allows the user to perform. When
users attempt to perform operations that are not permitted in their assigned role, they get a permission denied error
message.

CDP provides the following types of roles:

• Account-level roles: These are global roles not associated with any specific resource. CDP has certain predefined
account-level roles that you can assign to users.

• Resource roles: These are resource-specific roles that provide permissions to perform tasks on a specific resource,
such as a CDW virtual warehouse.

The scope of predefined roles and resource roles can vary. For example, a role might grant view access only to CML
clusters but not CDW clusters. You might need to assign multiple roles to ensure that a user can perform all the
required tasks in CDP.

Account-level roles

An account-level role grants permissions to perform tasks in CDP that are not associated with a specific resource.
You explicitly assign a role to a user account.
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The predefined account-level roles available in CDP that you can assign to CDP users, machine users, and groups are
as follows:

Table 1: CDP roles

CDP role Description

PowerUser Grants permission to perform all tasks on all resources.

Note:  Only a CDP account administrator or a user with the
PowerUser role can create environments or assign roles to a
user.

Only a CDP account administrator or a user with the
PowerUser or EnvironmentAdmin resource role can
download and update the Kubernetes configuration file, and
view the compute cluster information.

IamUser Grants permission to create access keys for the user, view assigned
roles, and view all users in the account.

IamViewer Grants permission to view assigned roles and view all users in the
account.

EnvironmentAdmin Grants a CDP user all the rights to an environment and a data lake. The
EnvironmentAdmin role is assigned the Limited Cluster Administrator
role in Cloudera Manager. Environment Admins can manage the
cluster lifecycle, change configurations, and manage parcels.

EnvironmentUser Grants a CDP user the ability to view data lakes and set the password
for the environment. The EnvironmentUser role is assigned the Read-
Only role in Cloudera Manager.

Note:

Only a CDP account administrator or a user with the PowerUser role can create environments, create and
manage data lakes, and assign roles to a user.

Resource roles

A resource role grants permission to access and perform tasks using specific resources.

When you assign a resource role, you must specify the resource on which to grant the resource role permissions. For
example, you can assign a user a resource role that grants permission on a virtual warehouse. The user assigned the
resource role can access and perform tasks on only the resources associated with the virtual warehouse.

The resource role determines the tasks that the user can perform using the resources associated with the role. For
example, the MLUser resource role assigned to a user allows the user to view the Cloudera Machine Learning
workspaces provisioned within an environment.

You cannot modify the pre-defined resource roles or the policies associated with the pre-defined resource roles.

The pre-defined resource roles available in CDP that you can assign to CDP users, machine users, and groups are as
follows:

• Table 2: Resource roles

Resource role Description

DWAdmin Grants a CDP user the ability to activate/terminate or launch/stop/
update services in Virtual Warehouses.

DWUser Grants a CDP user the ability to view and use Cloudera Data
Warehouse clusters within a given CDP environment.
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Resource role Description

MLAdmin Grants a CDP user the ability to create and delete Cloudera Machine
Learning workspaces within a given CDP environment. MLAdmins
also have Administrator level access to all the workspaces
provisioned within this environment. They can run workloads,
monitor, and manage all user activity on these workspaces.

MLUser Grants a CDP user the ability to view Cloudera Machine Learning
workspaces provisioned within a given CDP environment. MLUsers
will also be able to run workloads on all the workspaces provisioned
within this environment.

Assigning account-level roles to users
Assign account-level roles to a CDP user to manage the tasks that the user can perform in CDP. You can assign
multiple roles to users or machine users to provide them with the permissions they need to perform their required
tasks.

About this task

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. Click User Management.

The Users page displays the list of all CDP users.

4. Click the name of the user to whom you want to assign a role.

The user details page displays information about the user.

5. Click the Roles tab.

6. Click Update Roles.

7. On the Update Roles window, select the roles you want to assign to the user.

To remove a role from the user account, clear the selected role.

8. Click Update.

The roles that you select displays in the list of roles assigned to the user.

To remove a role from a user account, click check box next to the assigned role that you want to remove. Click
Update to confirm that you want to revoke the role permissions.

Assigning resources to users
Assign a user or a machine user a resource role on the scope of a CDP environment to grant the user access to the
resources they need to perform their required tasks.

About this task

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. Click Environments.

4. In the list of environments that appear, select your environment by clicking on it.

The Environment Clusters page appears.
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5. Click Actions.

6. Click Manage Access in the dropdown list.

7. In the Access tab, enter the name of the user in the Select group or user text box.

The Update Resource Roles window appears.

8. Select the required resource role.

9. Click Update Roles.

Enabling admin and user access to environments

A user with PowerUser role enables admin and user access to environments in a CDP Private Cloud deployment.

1. A CDP user with PowerUser role creates an environment.
2. The PowerUser assigns the EnvironmentAdmin role to the intended user. For instructions, refer to Assigning

account-level roles to users on page 11.
3. Additional admin resource roles enumerated in Understanding roles on page 9 should be assigned if admin

access to specific CDP services is needed. For example, for admin access to the Data Warehouse service, assign
DWAdmin role. For instructions, refer to Assigning resources to users on page 11.

4. The PowerUser assigns the EnvironmentUser to the intended users. For instructions, refer to Assigning account-
level roles to users on page 11.

5. Additional user resource roles enumerated in Understanding roles on page 9 should be assigned if admin
access to specific CDP services is needed. For example, for user access to the Data Warehouse service, assign
DWUser role. For instructions, refer to Assigning resources to users on page 11.

Access paths to CDP and its components

To access the various CDP components, you must understand the access paths unique to the entry points that are
specific to users and situations.

The typical access entry methods and their details are as follows:

• LDAP access through Management Console - After configuration of LDAP authentication, users can make use
of their credentials to access CDP services such as Machine Learning Workspaces and Virtual Data Warehouses.
CDP Private Cloud supports both Microsoft Active Directory LDAP and Open LDAP for user authentication.

• SSO access through Management Console - After the initial identity provider configuration, users logged into the
Management Console can automatically access services such as Machine Learning Workspaces through internal
SSO.

• Machine user access - To get programmatic access to CDP and its services, you can create and use a machine user.
The process to set up the machine user for access is as follows:

• Create a machine user in the User Management section of Management Console.
• Get access keys in the Management Console for this machine user.

Working with machine users

For programmatic access to CDP Private Cloud, you must create a machine user. After creating the user, you must
also generate an API access key.
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Creating a machine user
You must create a machine user for programmatic access to CDP Private Cloud.

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. Select User Management > Users.

4. From the Actions menu, select Create Machine User.

5. Provide a name and click on Create.

What to do next
You must generate an access for the machine user. For more information, see

Generating an API access key
A CDP user account (a user or a machine user) must have API access credentials to access CDP services.

About this task
Users who have the IAMUser role can generate an access key from their own account page. As a CDP Private Cloud
administrator, you can generate an access key for a user account that does not have the IAMUser role.

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. Click User Management.

The Users page displays the list of all the available CDP users.

4. Click the name of the user or machine user account for which you want to generate an access key.

The user account page for the selected user appears.

5. Go to the Access Keys section and click Generate Access Key.

CDP Private Cloud creates the Access Key ID and Private Key, and displays this information on the screen.

6. Click Download Credentials File to download the generated access credentials as a file.

If you have generated these details for another user, you can share the credentials file with that user.

Important:  You must copy or download the access key ID and private key information when it is
displayed. Do not exit the console without copying the private key. After you exit the console, there is no
other way to view or copy the private key.

7. Copy the access key and private key to a text file and send it to the CDP user who requires it.

8. Click OK to exit the access key window.

Deleting a machine user
Deleting a machine user also removes the resources associated with the user.

Procedure

1. Sign in to the CDP console.

2. From the CDP home page, click Management Console.
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3. Click User Management.

The Users page displays the list of all the available CDP users.

4. Search for the machine user that you want to delete and click the vertical ellipsis (three dots) against that user.

5. Click Delete Machine User and then OK on the confirmation screen.
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