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Managing Cloudera on premises diagnostic data

Cloudera on premises enables you to generate and download diagnostic data associated with the various services
and workloads for troubleshooting purposes. You can perform these tasks from the Diagnostics tab of the Cloudera
Management Console.

Cloudera on premises uses fluentd to collect logs from the Cloudera Management Console services, and the Cloudera
AI, Cloudera Data Warehouse, and Cloudera Data Engineering workloads. If Ozone is configured to store logs from
the workloads, the information collected by fluentd is stored on Ozone. Otherwise, the data is moved through a flue
ntd aggregator in the Cloudera Management Console to an OpenShift Container Platform persistent volume where all
the Cloudera Management Console logs are also stored.

When an administrator selects the option to generate the diagnostic bundle from the Cloudera Management Console >
Diagnostics page, Cloudera Management Console generates a bundle containing the following details after querying
the relevant components and services:

• Logs from the OpenShift Container Platform persistent volume
• Cloudera AI, Cloudera Data Warehouse, and Cloudera Data Engineering logs stored on Ozone
• Kubernetes deployment information such as events, logs, details of the OpenShift Container Platform pods and so

on.
• Metrics for monitoring such as usage information and so on.
• Cloudera Management Console information such as version, UUID, and so on.

Options for generating the Cloudera on premises diagnostic data
You can specify various options on the Collect and Send Diagnostic Data pop-up window to generate Cloudera on
premises diagnostic data based on your specific requirements of duration, scope, and size.

Collect New Bundle

Select the duration for which you want to generate the diagnostic data.

You can select from the following options:

• No Time Limit: Select this value if you want all the diagnostic data to be generated from the time you deployed
Cloudera on premises.

• Recent Time Range: Select a specified time range, in hours, from the drop-down list.

• Custom Time Range: Select the start date and end date between which you want to generate the diagnostic data.
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Scope

Select the services for which you want to collect the diagnostic data.

You can select environment- and workload-related options from the following:

• All Environments and Control Plane: Select this option to generate the diagnostic data for all the environments
and workloads deployed on Cloudera on premises.

• Environment: Select one or more environments from the drop-down list to generate the diagnostic data. You can
also use regular expressions to filter the name of environments for which you want to generate the diagnostic data.

Storage

You can specify the size of the diagnostic data to collect. The default size of the data after compression is 500 MB.
If you want to change the default size, set the BUNDLE_SIZE_LIMIT_MB environment variable on the OpenShift
Container Platform pods on your Cloudera on premises deployment.

Note:  The actual size of the generated diagnostic bundle might vary from the size that you specify.

While Cloudera can exclude namespace pod logs, control plane archive logs, and other archive logs from
the diagnostic bundle to be consistent with the specified size, Cloudera must always include certain type of
diagnostic data in the bundle. Because the size of the diagnostic data that is always included in a bundle is not
constant, the overall size of the generated diagnostic bundle might vary.
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Cloudera Data Services on premises diagnostic data
You can collect and download Cloudera Data Services on premises diagnostic data using the Bundles tab on the
Diagnostics page of the Cloudera Management Console. This topic lists the diagnostic data that is generated.

Cloudera Data Services on premises diagnostics bundle

Namespace information (under <namespace>/):

• pods.json
• events.json
• replication.json
• services.json
• daemonset.json
• deployments.json
• replicasets.json
• configmap.json
• pv.json
• Pod logs (under logs/)
• Archive logs (under archived/)

bundle.json

• File name of diagnostics bundle
• Control plane version
• Control plane namespace

Environment information (under environment/)

• Per environment (under <environment-name>/)

• Archive Logs (under archived/)

• Non-Ozone logs (those stored in the persistent volume claim of the fluentd-aggregator pod)
• Ozone logs (those stored in Ozone)

• cde

• Separated into folders per namespace for the Cloudera Data Engineering services
• Each folder contains namespace information as above

• dwx

• Separated into folders per Cloudera Data Warehouse containing namespace information
• DWX diagnostics bundle for each warehouse

• mlx

• Separated into folders per MLX workspace
• Each folder contains namespace information as above

• environment.json

• Contains the following:

• CM version,
• CDH version
• CM License UUID
• Health of all of the hosts

• client-configs.zip

• Client configs of the base cluster
• details.json
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• Environment details

license.json

• License version
• License Name
• License UUID
• License Start date
• License Deactivation date
• License Expiration date

log.txt

• Good for debugging the diagnostics collection
• All log statements from the diagnostics collection are found here

monitoring-metrics.json

• The results of various monitoring queries

nodes.json

• Details of all cluster nodes
• Examples: labels, creationTimeStamp, etc.

Pod reaper logs (under pod-reaper/)

• Job logs for pod reaper

Collecting Cloudera on premises diagnostics data
You can collect and download Cloudera on premises diagnostic data for different components and services from the
Diagnostics page of the Cloudera Management Console. In addition, you can specify the type of workloads and the
duration for which you want to collect the diagnostic data.

Procedure

1. From the Cloudera Management Console home page, select Diagnostics. The Diagnostics homepage contains data
related to the collected Bundles  and Redaction Rules.
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2. On the Diagnostics homepage, you can perform the following actions: Collect New Bundle and Add New Rule
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3. Select the Bundles tab and click Collect New Bundle. On the Collect New Bundle page, you can specify the
following options for data collection: the time duration, the associated environments and services, and the size of
the file to include the diagnostic data.

For more information on the diagnostic data options, see Options for generating the Cloudera on premises
diagnostic data on page 4.

4. Click Collect and Send Diagnostic Data to commence the process.

Cloudera Management Console initiates the process of generating the diagnostic data based on the options that
you select. After the data is generated, the Last Collected Time field is updated with the collection time.

Once the collection process is completed, navigate to the Diagnostics homepage and click on the collected bundle
name to fetch more details. Alternatively, you can download or delete the selected bundle. The diagnostic data is
downloaded in a .zip file. You can send this file to Cloudera support. If your system is connected to the internet,
Cloudera Management Console collects the diagnostic data and sends it to Cloudera Support.

5. On the Diagnostics home page select the Redaction Rules tab and click Add New Rule.
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Redaction Rules define the list of rules to be followed for redacting sensitive information from the diagnostic
bundle. Sensitive information, including but not limited to passwords and personal identifiers, is not collected.

6. Input the information for the following:

• Description: (Mandatory) Enter the description for the redaction rule.
• Trigger: Enter the redaction rule trigger string.
• Search: (Mandatory) Enter the redaction rule search expression.
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• Replace: (Mandatory) Enter the redaction rule replace string.

7. Click Add New Rule. The defined redaction rule is created.

8. Click Cancel to return to the previous page.
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