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Cloudera Management Console Checking Clouderalogs

When troubleshooting Environment issues and Data L ake clusters, you can access the following logs:

Cloudera Manager can collect system status, configuration details, logs, and other information from a Data L ake
cluster into a zip file to send to Cloudera Support.

To help with solving problems when using Cloudera Manager on your data lake cluster, Cloudera Manager can
collect diagnostic data. Y ou can choose to trigger this collection to aid with resolving a problem, or you can configure
Cloudera Manager to send a diagnostic bundle to Cloudera on aregular schedule. Cloudera Support analyses the
diagnostic information to proactively identify problems.

To trigger creation of adiagnostic bundle for a Data Lake, navigate to the Cloudera Manager Ul that manages the
Data Lake cluster. In the lower section of the left navigation pane, choose Support Send Diagnostic Data and set the
options in the dialog box that opens.

Specifically:

1. Loginto Clouderaweb interface.

2. Intheleft navigation panel, click Environments, and then search for the appropriate environment and click the
environment name.

In the environment detail page, open the Data L ake tab.

Open Cloudera Manager by clicking itslink in the Services section.

In the bottom of the left navigation pane, click Support Send Diagnostic Data.

Choose whether to send the diagnostic bundle to Cloudera automatically or only to collect the bundle.

o gk w

If the Cloudera Manager host does not have an internet connection, you may want to collect the bundle then move
it to a host with access to the internet.

If appropriate, enter a Cloudera Support case number.
Select the Data Lake cluster if thisinstance of Cloudera Manager is managing more than one cluster.
9. If appropriate, limit the diagnostic collection to a single host, service, or role.
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Open the Restrict log and metrics collection and choose the Data L ake host, service, or role for which you want to
collect diagnostics.

10. Set the logic for what data to collect, by target size or by date range.

If you choose atarget size, set the end time to atime to afew minutes after the event that you are trying to capture
diagnostics for. The time range is based on the timezone of the host where Cloudera Manager Server is running.

11. Add a comment to describe the reason for collecting the diagnostic data.
12. Start the collection by clicking Collect Diagnostic Data or Collect and Upload Diagnostic Data.

The Cloudera Manager task dialog appears to track the jobs involved in collecting diagnostics.
13. When the collection tasks are complete, click Download to save the diagnostic bundle locally.

Diagnostic Data Collection in Cloudera Manager
Collecting Usage and Diagnostic Data
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Cloudera Management Console Obtain Clouderatenant ID

Cloudera uses Cloudera Manager to orchestrate the installation of Data L ake components. Each instance in the
cluster runs an Cloudera Manager agent which connects to the Cloudera Manager server. Cloudera Manager server is
declared by the user during the cluster installation wizard.

Refer to the following documentation for information on how to access Cloudera Manager logs:

Cloudera Manager logs

Y our Clouderatenant ID can be found in the user and machine user profile pages, just below the resource CRN.

Y ou may need to obtain your Clouderatenant 1D, for example when working with Cloudera support. Use the
following stepsto find your Clouderatenant ID.

Steps

1. In Clouderaweb interface, navigate to Cloudera Management Console > User Management.
2. Find your user and click on it to navigate to details.
3. Your Tenant ID islisted among other user details.

The following section lists common issues related to creating a credential on AWS and steps to resolve them.

Error: The following error occurs when creating arole-based AWS credential:

User: arn:aws:iam::user/assune-only-user is not authorized to perform sts:
AssuneRol e

Solution: The error occurs when Clouderais not authorized to use the role that you are trying to register as part of
cloud credential creation. The most common reason for this error is that when creating the cross-account |AM role
you did not provide the AWS account ID. Refer to the documentation for creating a role-based credential on AWS for
correct steps to create a cross-account IAM role.

Error: The following error occurs when creating arole-based AWS credential via CDP CLI:

An error occurred: An internal error has occurred. Retry your request, but i
f the problem persists, contact us with details by posting a nessage on the
O oudera Comunity forums. (Status Code: 500; Error Code: UNKNOWN;, Service:

envi ronnents; Operation: createAWSCredential; Request |D: dbf1f b6f-3161-46el
- 80e9- aB894461ceec3;)

Solution: A common reason for this error is that the external ID that you used for your cross-account IAM roleis
associated with another user. The external 1D istied to the Cloudera user who obtained it; Therefore, only the user
who obtained the external 1D is able to complete the credentia creation flow in Clouderawith a given external ID. If
a Cloudera user tries using an IAM role with an external ID obtained by another Cloudera user, Clouderawill return
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Credential creation errors on Azure

this error message. To resolve the issue, loginto CDP CLI, obtain a new external 1D, create a new cross-account
IAM role, and then try creating the credential again.

Create a cross-account |AM role

The following section lists common issues related to creating a credential on Azure and steps to resolve them.

Error: Y ou don't have enough permissions to assign roles, please contact with your administrator

Solution: This error occursin the Azure console because you are not authorized to perform role assignment. To solve
the problem, ask your Azure administrator to perform the step of assigning the Contributor role to your application.
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Error: Failed to verify credentia: Status code 403, {“error”:{“ code”:” AuthorizationFailed”, “message’:” The client
‘X’ with object id ‘Z' does not have authorization to perform action * Microsoft.Storage/storageA ccounts/read’ over

scope ‘subscriptiond/...” "}

Solution: If you get this error during app-based credential creation, then the reason is that you did not assign the
Contributor role to your app. To solve the issue, either assign the Contributor role to the app or - if you don't have
Owner role - ask your Azure administrator to perform this step.
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Application with identifier was not found in the directory

Error: The following error appears during the interactive credential creation flow:

Application with identifier was not found in the directory. This can happen
if the application has not been installed by the admi nistrator of the tenant
or consented to by any user in the tenant. You nay have sent your authentic
ation request to the wong tenant.

B® Microsoft

Bejelentkez&#233;s

Sajndljuk, hiba tortént a bejelentkezése soran.

AADSTST00016: Application with identifier 'B862f45e-dce2-403c-b597-
06eb86600bba’ was not found in the directory '19ec57ed-94ca-4b99-895¢-
345a89eb23925b'. This can happen if the application has not been installed by the
administrator of the tenant or consented to by any user in the tenant. You may
have sent your authentication request to the wrong tenant.

Request Id: 8219d55a-4 237 -4dcb-a343-7e58d9961200 X
Correlation Id: 42e3G62f-fdd8-dbeb-a107-a34f63babsf0

Timestamp: 2019-10-16T09:22:097

Message: AADSTSTO0016: Application with identifier '8862f45e-4ce2-403c-b597-
0Eeb86600bba’ was not found in the directory '19ec57ed-94ca-4b99-895c-345a9eb29250",
This can happen if the application has not been installed by the administrator of the tenant or
consented to by any user in the tenant. You may have sent your authentication request to the
wrong tenant.

Specidlis diagnosztika: Letilis

Ha azt tervezi, hogy tdmogatast kér egy adett probléma megolddsdhoz, kapesolja be ezt a
szolgdltatast, és probdlja meg jra eldallitani a hibat. A szolgaltatas olyan tovabhbi
informaciokat gydjt, amelyek segitenek a probléma elhéritasdban.

Solution: To fix the issue, wait for one minute and then refresh the page. Afterwards, you should see the application
consent page:

¥ Microsoft
thihari@hortonwaorks.com

Permissions requested

cloudbreak-app
This app would like to:
o Access Azure Service Management as you (praview)

~ Sign you in and read your profile

Accepting these permissions means that you allew this app to
use your data as specified in their terms of service and privacy
statement. You can change these permissions at

https:ifm yapps.mlc:msuﬂ.(:nm. Show details
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If auser is mapped to multiple roles via group membership, the specific role to be used needs to be provided at
runtime.

Note:
E Spark does not work with Hive Metastore if there are multiple IDBroker group mappings. If you would like to
use multiple group mappings, you should use the Ranger Authorization Service (RAZ).

If you do not specify the group, you will get an error similar to the following:

Anbi guous group rol e mappi ngs for the authenticated user.
To provide the role, use the following commands:

fs.<s3a | azure | gs>.ext.cab.required. group

This command specifies the name of a particular group from which the credentials should be resolved. This can be
used, when multiple user groups resolve to cloud roles, to specify for which group credentials are needed.

fs.<s3a | azure | gs>.ext.cab.required.role

This command specifies a particular cloud |AM role for which the credentials are needed. This can be used when the
required cloud IAM roleis known, and the IDBroker is configured in any way to resolve the user to that role.

The following examples illustrate how to use these commands in different contexts:

The following command sets a Java system property (-D) called "fs.s3a.ext.cab.required.group” with the value of the
group to use (GROUP).

hdf s dfs -Dfs. s3a. ext.cab. required. group=GROUP -1s s3a://BUCKET/ PATH

The system property is used by the s3a binding to request that group specifically instead of falling back to looking up
all the groups for the user.

Here is how to set the config for a Spark job:

spar k-shell --conf spark.yarn. access. hadoopFi | eSyst ens=s3a:// BUCKET/ --conf
spar k. hadoop. f s. s3a. ext. cab. requi r ed. gr oup=GROUP

val textFile = spark.read.text("s3a://BUCKET/ PATH")

textFile.count()
textFile.first()

Hereis how to set the config for abatch job:

# Ensure credential s
Ki nit

# Create test.py with foll ow ng content
from pyspark. sql inport SparkSession

8
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spar k = Spar kSessi on. bui | der. appNane(" Si npl eApp") . get O Creat e()
textFile = spark.read.text("s3a://cldr-cdp-dl-1/user/systest/test.csv")
textFile.count()

# Upload file to cloud storage
hdf s dfs -copyFronmiocal -f test.py s3a://cldr-cdp-dl-1/user/systest/test.py

# Submit Livy batch job

curl --negotiate -u: -i -XPOST --data '{"file": "s3a://cldr-cdp-dl-1/user/
systest/test.py", "conf":{"spark.yarn. access. hadoopFi |l eSystens":"s3a://cldr
-cdp-dl -1/", "spark.hadoop.fs.s3a.ext.cab.required. group”:"GROUP'}}" -H "Con
tent-Type: application/json" http://krisden-1.gce.cl oudera. com 8998/ bat ches
# Check Livy batch job

curl --negotiate -u: -i http://krisden-1.gce. cl oudera. com 8998/ bat ches/0
curl --negotiate -u: -i http://krisden-1.gce.cloudera.com 8998/ bat ches/ 0/ 1 og

Hereis how to create anew session in Livy using the right config:

# Ensure credential s

Kinit

# Create Livy session

curl --negotiate -u: -i -XPOST --data '{"kind": "pyspark", "conf":{"spark.
yarn. access. hadoopFi | eSystens": "s3a://cldr-cdp-dl-1/", "spark.hadoop. fs. s3a.

ext.cab. required. group": "GROUP"}}' -H "Content-Type: application/json" http:
[/ krisden-1. gce. cl oudera. com 8998/ sessi ons

# Check Livy session is idle

curl --negotiate -u: -i http://krisden-1.gce. cl oudera. com 8998/ sessi ons
curl --negotiate -u: -i http://krisden-1.gce. cloudera.com 8998/ sessi ons/0
curl --negotiate -u: -i http://krisden-1.gce. cl oudera.com 8998/ sessi ons/ 0/
state

# Use Livy session

curl --negotiate -u: -i -XPOST --data '{"kind": "pyspark", "code": "spark
.read.text(\"s3a://cldr-cdp-dl -1/user/systest/test.csv\").count()"}' -H "Con
tent-Type: application/json" http://krisden-1.gce.cl oudera. com 8998/ sessi ons
/ 0/ st atenent s

# Check the session statenment out put
curl --negotiate -u: -i http://krisden-1.gce. cloudera.com 8998/ sessi ons/ 0/ st
atenments/ 0

# Del ete the session

curl --negotiate -u: -i -XDELETE http://krisden-1.gce.cl oudera. com 8998/ ses
sions/0
curl --negotiate -u: -i http://krisden-1.gce. cl oudera. com 8998/ sessi ons

Make sure to set the following configsin the Livy interpreter config before running the notebook:

e Set livy.spark.yarn.access.hadoopFileSystems to s3a://cldr-cdp-dI-1/
e Set livy.spark.hadoop.fs.s3a.ext.cab.required.group to GROUP

Next, create a Zeppelin notebook with the following content:
%ivy. pyspark

textFile = spark.read.text("s3a://cldr-cdp-dl-1/user/systest/test.csv")
textFile.count()
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E Note:
Livy interpreter uses Livy sessions and not batches.

Areyou finding that your Clouderainteractions are hitting errors when they shouldn't? Check to seeif your identity
management system isworking. Freel PA errors can be hidden as failures from Knox, Kerberos, or other systems that
act as clients to Freel PA.

Y ou can eliminate Freel PA issues by checking the following status:

« Cloudera Management Console: Select the Environment Summary Freel PA status.

X FreelPA

Status: £ Unhealthy Actions =

Instance Status Ih;ell:fn FQDN Private IP :':‘-HIC

I- onchable o ipaserver0.jamison.xcu2-
& 0929c15e13ac6f0fa  4h Unreachable  missingdata  gyg "\ cicudera.site 10.117.232.31  N/A
@ Deleted on

i- — ipaserver1. jamison.xcu2-
- 0d470b66dfe3abadf provider missing data 10.117.234.77  N/A

By8x.wl.cloudera.site

i- AR —_ ipaserver2.jamison.xcu2-
& 0oodods2278a0r326 @ Running missing data g g | cioudera.site 10.117.234.253 N/A

« Cloud provider instance status: Follow the link for one of the Freel PA hosts in the status to open the cloud
provider's status page for that host. If one of the Freel PA hosts is stopped, restart it. It is possible to still see a
"Running" status for Freel PA even if one of the hostsis stopped.

Managing Freel PA

If you have AWS Firewall Manager enabled, ensure that your AWS Firewall Manager policies or rules don't affect
any AWS resources created by Cloudera. If they do, you may experience problems deleting these resources due to
dependency violation.

For more information, refer to Security group policies > Avoid conflictsif you also use outside sources to manage
security groups in AWS documentation.
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