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Cross system lineage

Cross system lineage

Cross System Lineage is afeature or capability provided by Cloudera Octopai, a data management and metadata

management platform. Cloudera Octopai is designed to help organizations understand, govern, and optimize their data

assets across various systems and platforms.

Figure 1: Visualized data flow
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Cross System Lineage specifically focuses on tracking and visualizing the flow of data across different systems
within an organization. It provides a comprehensive view of how data moves from its source to its destination,
traversing through multiple systems, applications, and processes.

With Cross System Lineage, Cloudera Octopai enables usersto gain insightsinto the end-to-end data lineage,
regardless of the complexity of the data ecosystem. It allows usersto trace the data path across systems such as
databases, data warehouses, data lakes, Extract, Transform, Load (ETL) processes, Business Intelligence (Bl) tools,

and more.

Cross System Lineage has the following benefits:

« Understanding data flow — Users can track the flow of datafrom itsorigin to itsfina destination, providing a clear

understanding of how datais transformed and used throughout the organization.
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Cross system lineage

* Impact analysis— Cross System Lineage helps users identify the impact of changes or issues in one system on
downstream systems. It allows organizations to assess the potential conseguences of modifications, ensuring data

integrity and minimizing risks.

« Compliance and governance — By providing visibility into the movement of data across systems, Cloudera
Octopai Cross System Lineage assists in meeting compliance requirements and data governance initiatives. It
hel ps organi zations maintain data lineage documentation and ensure data accuracy, privacy, and security.

« Troubleshooting and root cause analysis — When data-related issues occur, Cross System Lineage aidsin
identifying the root causes and troubleshooting effectively. It enables usersto pinpoint where problems arise
within the data flow and take appropriate actions to resolve them.

Overadl, Cross System Lineage offered by Cloudera Octopai enhances data understanding, enables efficient data
management, and facilitates informed decision-making across complex data landscapes by visualizing the end-to-end

flow of data across systems.
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Clicking on each Data Object Bubble will show aRadial button with the following Cross System Lineage

functiondlities:

Figure 2: Data object bubble functionalities
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Cross system lineage
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The Cloudera Octopai focused path analysis tool offers better usability and clearer visual indications with the

following enhancements:

* Visua Indicators for Selected Objects — When analyzing cross-system data flows, any object selected for focused
path analysis displays a visual indication. This makes it easier for usersto identify which objects are part of the

focused path.

« Improved Object Selection — If an object cannot be selected for focused path analysis, it means the map is already
reduced to that specific path. The map shows al objects going through the selected object and their connected

objects.

« Stable Map Filters— If your analysisis focused on a specific path, filters cannot be activated. This ensures the
stability of the map, as any filter changes would trigger a map recalculation. For optimal results, Cloudera Octopai

recommends configuring filters before applying focused path analysis.

Figure 4: Active and inactive data objects
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The Cloudera Octopai connector for Apache Hive enables metadata extraction and lineage tracking with setup and
troubleshooting guidance.

Inner System Lineage is a feature within Cloudera Octopai, a data management platform designed to assist
organizations in effectively managing their data assets. The Inner System Lineage functionality provides users with a
comprehensive understanding of the relationships and dependencies that exist between various data elements within
their systems.

The Inner System Lineage feature within Cloudera Octopai enables usersto track the flow of data across different
stages of data processing, such as data extraction, transformation, and loading. It offers a visual representation of
the data lineage, allowing users to navigate through the complex web of data connections and gain insights into the
origin, transformations, and destinations of their data.

When using Inner System Lineage, users can identify the sources from which their data originates and the
intermediate steps through which it passes before reaching its final destination. This knowledgeis crucial for
ensuring data accuracy, understanding data transformations, and troubleshooting issues that may arise during the data
management process.

The Cloudera Octopai Inner System Lineage feature also provides users with the ability to view the lineage of
specific data attributes or columns. Thislevel of granularity allows users to trace the path of a particular data element,
understand its transformations, and determine where it is used across different reports, dashboards, or downstream
systems.

By leveraging Inner System Lineage, users can achieve several benefits. They can improve data governance by
gaining a deeper understanding of data flows and relationships, facilitating compliance with regulatory requirements.
It also enhances data quality management by identifying potential data lineage issues or bottlenecks that may impact
data accuracy or timeliness.

Furthermore, Inner System Lineage in Cloudera Octopai simplifies the process of impact analysis. Users can
easily assess the potential effects of making changes to a specific data source or transformation logic by tracing the
downstream impact on other data el ements and associated reports or processes.

In summary, Inner System Lineage in Cloudera Octopai empowers users with a clear and visual representation of data
lineage, enabling them to understand the data flow, identify dependencies, and improve data governance and quality
management. By leveraging this feature, organizations can gain valuable insights into their data landscape and make
informed decisions regarding data management and analytics processes.

Top use casesinclude:

» Visuaizing thelogic of areport, ETL, or database object data flow
» Locating dependencies within areport

11
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Inner System Lineage

= Inner System Lineage
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* Hop to Catalog Module

Figure 6: Inner System Lineage Feature Overview
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Click on the three dots next to the column name to open the drop-down menu with the following options:

e Column Properties. The column properties will appear on the left side of the screen
* Focus Component Path Analysis: Focused Component Path Analysis

e Focus Column Path Analysis: Focused Column Path Analysis

e EZ2E Column Lineage: End-to-End Column Lineage

* View in Data Catalog: Data Catalog Module
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End-to-End Column Lineage
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Click on the three dots next to the column to open the drop menu with the following options:

» Properties - Column Properties will pop up on the left side of the screen
» Searchin Discovery - Hop to Discovery Module

» Expand Right E2E Column Lineage - Impact Analysis

« Expand Left E2E Column Lineage - Root Cause Analysis

* Override Column Lineage - Start the E2E Lineage from this Column

E2E Column Lineage Functionalities over each Table
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Click on the three dots next to the table to open the drop menu with the following options:

» Properties - Table Properties will pop up on the left side of the screen
e Searchin Discovery - Hop to Discovery Module
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End-to-End Column Lineage
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Click on the three dots next to the inner square name to open the drop menu with the following options:

Properties - Table Properties will pop up on the left side of the screen

Search in Discovery - Hop to Discovery Module
Inner System Lineage - Hop to the Inner System Lineage

E2E Column Lineage Functionalities over each Outer Square
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Click on the three dots next to the table to open the drop menu with the following options:

» Properties - Table Properties will pop up on the left side of the screen
e Search in Discovery - Hop to Discovery Module

* Inner System Lineage - Hop to the Inner System Lineage

e Cross System Lineage - Hop to the Cross System Lineage

« View in Data Catalog - Hop to Catalog Module

Welcome to the comprehensive guide on Live Lineage, a robust tool designed to streamline data management tasks.
This guide aims to provide a detailed walkthrough of Live Lineage's functionalities, highlighting practical use cases,
and providing useful tips and tricks.

Welcome to the comprehensive guide on Live Lineage, arobust tool designed to streamline data management tasks.
This guide aims to provide a detailed walkthrough of Live Lineage's functionalities, highlighting practical use cases,
and providing useful tips and tricks.

Live Lineage can be applied in various scenarios:

1. Fixing Broken Data Lineage Dueto Script Errors: Utilize Live Lineage to detect and correct errors causing
disruptions to data flow.

2. Simulating Script Changes: Test a script change that could affect a data lineage flow before deploying it to
production.

3. Script Migration : Live Lineage enables confident migration of scripts from one database system to another.

The Live Lineage Visualizer supports awide range of technologies, including SQL Server, Oracle, Teradata, Netezza,
Vertica, Snowflake, MySQL, Hive, PostgreSQL, DB2, Redshift, Google BigQuery, and SAP Hana.

1. Streamlined Migration Projects

What it does: Live Lineage enables you to conduct seamless transitions between different systems,
such as Oracle and Snowflake. It allows you to identify potential issues and resolve them before
initiating the migration process, ensuring a smooth transition.

How to useit: Accessthe Live Lineage module, select the script you want to migrate, and use the
Visualizer tool to review potential migration issues and resolve them.

Protip: Start with afew scripts before migrating all your scriptsto avoid atotal system halt if
issues arise.

17
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2. Syntax Error Detection and Resolution

What it does: Leveraging real-time SQL script visualization, Live Lineage identifies and corrects
syntax errors proactively, maintaining a smooth data pipeline.

How to useit: Input your script into the Live Lineage Visualizer. The module will scan and
highlight syntax errors, offering potential solutions.

Protip: Regularly review the syntax error alerts and address errors promptly to avoid delays and
complications.

3. Script Updates

What it does: Live Lineage empowers users to simulate changes before deploying them to
production, guaranteeing accurate and reliable script modifications.

How to useit: Choose the script you want to update, make the necessary changes, then use the
simulation feature to assess the impact of these changes.

Protip: Frequently test script changes using the simulation feature to preemptively identify
potential issues and disruptions.

1. Navigating Live Lineage

To use Live Lineage, enter your Cloudera Octopai platform and navigate to the Live Lineage
module. This module enables you to input or edit scripts and visualize their data lineage and
potential impact of any changes. Y ou can search for key words or expressions within the script or
correlate specific data lineage tables with the script sections. Use actions like Play, Delete or Copy
the script for ongoing activities.

Whilst you edit a script or simulating the script behavior upon migration, utilize the Error space to
understand the errors you need to fix.

2. Accessing Scriptsvia lnner System Lineage Path or Discovery

Live Lineage also allows users to access and edit existing scripts through the Inner System Lineage
path or Discovery modules. To do this, double-click on components containing the script and press
“Edit”. The changes and activities will be recorded in the Recent Activities.

Protip: Utilize the Inner System Lineage path to quickly access and modify existing scripts without
having to navigate through your entire database especially in context of Change Impact Analysis
and Migration.

3. Recent Activities

Whether you're editing an existing script viayour Inner System Lineage path or creating a new one,
all activities are recorded under Recent Activities. Navigate to your Recent Activities to access this
data. Activities executed using Live Lineage will be labeled as"Show Live Lineage."

4. Working with Scripts

If the script you've worked on is derived from an existing script, the Recent Activitieswill display
the original script's name. If you're editing the script or adding a new one, the activity will be
marked as " Custom SQL Script."

Protip: Keeping track of your Recent Activities allows you to monitor your script changes and
workflow, and can be alifesaver when troubleshooting.

18
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b
<f> orders
J0m8
order_items ON orders.order_id = order_itens_order_id
|5 cors
1 1
oe |1
a 12 average_sales AS (
Discovery | 12 SELECT
14 AVG(sales) AS avg_sales
G |15 FRon
16 monthly_sales
Data Catalog| 17 )

18 region_sales AS (

L’\I 19 SELECT

26 customers.region AS region,
21 DATE_TRUNC('month’, order_date) AS month,
E 22 SUM(quantity * unit_price) AS sales
23 FROM
24 orders
25 30N
26 order_items ON orders.order_id = order_itens.order_id
28 customers ON orders.customer_id = customers.customer_id
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Live Lineage

Live Lineage WL B s
0 Recent Activities X
v (Searah r) Q RESET
Lineage
SQL Server ) < Flow .
— J/ custom saL script
Show Live Lineage * SQL SERVER
0 () i i 05 find orphan column(10500) near: order_date(3,25)fini 500) near:
ronthly_sales oo M y
SELECT unit_price(4,20)find orphan column(10500) near: ord¢ J/ Custom SQL Script x orphan
Q DATE_TRUNC(‘month, order_date) AS month, column(10500) near: unit_price(22,20) SEIRIIEFOCRLEaE
il SUM(quantity * unit_price) AS sales
B FROM access
B orders.
Ned
“ 7 Jom Search « G
5 order_items ON orders.order_id = order_items.order_id .
o GROUP BY [/ Custom sQL Script
10 1 Show Live Lineage ® SQL SERVER
1),
o "‘::zzf”“ 54 Custom SQL Script
13 4
i .
soorey | 11 e(asles) AS avg sales Show Live Lineage  SQL SERVER
9 |15 FROM
16 monthly_sales 4 Custom SQL Seript
Data Catalog| 7 )» Show Live Lineage * SQL SERVER
18 region_sales AS (
19 SELECT
7 20 custonars.ragton 15 reston, @245 0 Nexs
21 DATE_TRUNC( 'month’, order_date) AS month,
EI 22 SUM(quantity * unit_price) AS sales
25 FROM
24 onders
25 30m
25 order_itens ON orders.order_id = order_itens.order_id
27 jom @ Help
28 customers ON orders.customer_id = customers.customer_id
= Live Lineage O L0 B e
AT @ ® @_ RESET
L p N
e saLsever v ) [> T < Flow Error / Warning Dialog
R 1 WITH monthly_sales AS (
2 seLecT
Q 3 DATE_TRUNC 'month’, order_date) AS month,
=]=] 4 SUM(quantity * unit_price) AS sales
5 FROM
A orders
somn
order_items ON orders.order_id = order_items.order_id
GROUP BY —
1
o (1),
012 average_sales AS ( — =
——— |15 sewect =
Discovery . = =
14 AVG(sales) AS avg_sales
15 FROM
16 monthly_sales L — — = 5 .
Data Catalog 7 ),
18 region_sales AS (
) | [ J
20 customers.region AS region, e )
21 DATE_TRUNC('month’, order_date) AS month, .
22 SUM(quantity * unit_price) AS sales
23 FRoM
28 orders argel [ )
25 J0m
order_items ON orders.order_id = order_items.order_id Legend v
s0mM @ Help
= Live Lineage QL e
AT Q @ @ RESET
Lineage g
sqLsever v ) [> [} < Flow Error ming Dialog >
| (Gaes 134 A~ X
5 1 WITH monthly [-ales] AS ( 1
2 seLEcT +
o 3 DATE_TRUNC('month’, order_date) AS month,
50 a SUM(quantity * unit_price) AS
5 FROM
o |6 onders
- 7 J0IN
5 order_items ON orders.order_id = order_items.order_id
o GROP BY —
1
;- =
B —_—

Data Catalog
-~

1% region_| (
9 SELECT

20 customers.region AS region,

21 DATE_TRUNC('month', order_date) AS month,

22 SW(quantity * unit_price) AS =

23 FROM

21 orders

25 J0mn

25 order_itens ON orders.order_id = order_itens.order_id
27 j0m

25 customers ON orders. customer_id = customers. customer_id
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Live Lineage

Discovery

(seavch discovery by keyword (eg column name, calculation, free text)

A > Showing results for: Contains

OBJECTS

Collapse All | | Expand All

Drag a column header and drop it here to group by that column

ServerName Y DatabaseN.. Y  SchemaNa..

+ OctDev/DEMOO..  AdventureWork..  Sales
+ OctDev/DEMOO. AdventureWork. Sales

+ OctDev/DEMOO..  AdventureWork..  Purchasing
+ OctDev/DEMOO..  AdventureWork..  Purchasing
+ OctDev/DEMOO..  AdventureWork..  dbo

+ OctDev/DEMOO..  AdventureWork..  dbo

+ OctDev/DEMOO..  AdventureWork..  dbo

+ OctDev/DEMOO..  AdventureWork..  dbo

+ OctDev/DEMOO..  AdventureWork..  dbo

items per page

Inner System Lineage

A > ufnGetContactinformation

/8
: o]
2 CREATE FUNCTION [dbo].[ufnGetContactInformation]

(@PersonID int)
RETURNS @retContactInfornation TABLE

3

"

5 -~ Columns returned by the function

6 [PersonID] int NOT NULL,

7 [FirstName] [nvarchar](50) NULL,

8 [LastName] [nvarchar](56) NULL,

9 [JobTitle] [nvarchar](50) NULL,

10 [BusinessEntityType] [nvarchar](50) NULL

1)

12 as

13 -- Returns the first name, last name, job title and
business entity type for the specified contact.

Y  ObjectName Y = ObjectType Y

vStoreWithCont. VIEW

vStoreWithAddr

WendorWithCo.

WendorWithAd.

ufnGetAccounti

ufnGetAccounti SQL_SCALAR F

ufnGetContactl SQL_TABLE_VA

ufnGetProductD..  SQL.SCALARF

ufnGetProductLi.  SQL_SCALARF

Q) Advanced Search

Definition

Definition

Definition

Definition

Definition

Defin

Definition

Definition

Definition

Definitior

BusinessEntiyID.

Vendor H

BusinessEnttylD.

BusinessEnttylD.
ContactTypeiD

g

< Properties

OctDev/DEMOONLY >
AdventureWorks2014 > dbo >
ufnGetContactinformation = Definition

Comment Y Connection.. Y
salserverdbwao,
salserverdbwa0,
salserverdbwa0,
salserverdbwa,

salserverdbwaO.

salserverdbwaO.

salserverdbwao.

salserverd

sqlserverdbwa

1-100f 46 items

AT Q Y

G ®/! B

CREATE FUNCTION [
[ufnGetContactInfarmation]
(gPersonId int)

RETURNS @retContactInformation
TaBLE

¢

-~ Columns returned by the
function

[PersonId] int NOT HULL,

[FirstNane] [nvarchar](50)
L,

[Lasthane] [nvarchar](50)
L,

[JobTitle] [nvarchar](50)

Inner System @ Help

DL P

@ RESET [ Q% L,

Discovery | 14 -- Since a contact can serve multiple roles, more than
e CoNTACTTYPEID
s one row may be returned. o
o 15 BEGIN P o
g 1o I EPersonDo 15 o pereone
sataCatalog | orem n
N | IF EXISTS(SELECT * FROM [HumanResources]. susnEssENTITYID
[Employee] e CONTACTTYPEID
19 WHERE e.[BusinessEntityID] = Customer FIRSTNAME
/| @PersontD) . JosTmE
20 INSERT INTO @retContactInformation personid LASTNANE
21 SELECT @PersonID, p.FirstName, StorelD PERSONID
p.LastName, e.[JobTitle], 'Employee" 'STOREID STOREID
2 FROM [HumanResources] . [Employee] AS e Logend ~
23 INER 0TH [Person . [Person] p
24 ON p.[BusinessEntityID] = e.
Live Lineage [ORN
Recent Activi X
RESET
¥ (searcn a) @
———
( sasever ) > @ W »
INNER JOIN [Pe ].C T 2 —
51 erson]. ContactType cf susmEssenTTVD sy Y
— 7 i
52 ON ct. [ContactTypeID] = bec. e JosTITLE w0 4 ufnGetContactinformation
PO ’ . i Show Live Lineage * SQL SERVER
53 TNNER J0TN [Person]. [Person] p soutie
54 ON p.[BusinessEntityID] = bec. DO ufnGetContactinformation
Persen?l
fendor Show Inner System Lineage * SQL SERVER « (LIS
i T Gl R = (R e Lneage S0 e .
3 SusnessEntiyD
57 IF EXISTS(SELECT * FROM [Person].[Person] AS p : 7" oBJECTS * Contains
= INER J0IN [Sales].[Customer] 45 Show Button Data * SQL SERVER « (R EIEE3
59 ON c.[PersonID]
; ; [o——— .
A [BusineesEntatyiD] JHERE . (BusinessEntity D] 70 TABLES & VIEWS * Contains
p.[BusinessEntityID] = BusinessEntiyiD N
Show Button Data * SQL SERVER * (CILEEED
@PersonID AND c.[StoreID] IS NULL) Persond < [ ]
61 INSERT INTO @retContactInformation conTacTTvPED
62 SELECT @PersonID, p.FirstName, N J/ Custom SQL Script
s p.LastName, NULL, 'Consumer’ ContaclypelD Show Live Lineage ® GOOGLE BIG QUERY
63 FROM [Person].[Person] AS p
64 INNER JOIN [Sales].[Customer] AS c
65 ON c.[PersonID] o 25405 89 Next »
[BusinessEntityID]
BusiessEnityD
66 WHERE p.[BusinessEntityID] = R
@PersonID AND c.[StoreID] IS NULL;
67 END
68
69 RETURN; Legend ~ i
70 END; @ Hel
. Festiame Fastiame
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Cloudera Octopai Data Lineage Octomize Al - Lineage Studio empowered by GenAl Copilot

Holistic Data Management: The integration of Live Lineage and Octomize offers a comprehensive solution for
automating, optimizing, and interpreting SQL queries, with real-time data lineage visualization.

e Holistic Data Management: The integration of Live Lineage and Octomize offers a comprehensive solution for
automating, optimizing, and interpreting SQL queries, with real-time data lineage visualization.

e Domain-Specific Al: GenAl technology is purpose-built for tackling data domain challenges, delivering Al-
driven solutions that are relevant and actionable.

* Immediate Impact Assessment: Live Lineage enables real-time visualization of data sources, transformations,
and targets, effectively mitigating operational risks.

« Cost Efficiency & Risk Mitigation: Save on labor and financial resources by avoiding costly errors and
compliance issues.

» Data Democratization: Octomize simplifies complex SQL into understandable language, enabling non-technical
stakeholders to participate in data-driven decision-making.

e Security: Integrated with Azure OpenAl to ensure a secure workspace for your data operations.

» Tailored Experience: Pre-engineered prompts and domain-specific optimizations ensure direct applicability to
the challenges faced by data teams.

e Query Fixing: Corrects and enhances SQL syntax, raising the quality of your code. When integrated with Live
Lineage's real -time visualization, the impact is magnified—not only fixing queries but also making data-driven
decisions on how corrections affect the entire data ecosystem. This synergy ensures both correctness and optimal
data utility, improving efficiency and compliance.

e Query Optimization: Optimizes SQL queries, reducing execution times significantly. Combined with Live
Lineage's dynamic lineage mapping, it offers real-time visibility into the downstream effects of optimizations.
This elevates query optimization from atechnical tweak to a strategic enhancement.

» System Migration: Simplifies script migration by adjusting for compatibility. Supported systems include SQL
Server, Oracle, Teradata, Netezza, Vertica, Snowflake, MySQL, Hive, PostgreSQL , DB2, Redshift, Google
Big Query, SAP HANA, Spark, Java, Python. Migration is supported from and to any of these systems,
enabling seamless script conversion across various environments. With Live Lineage, you gain insight into how
migrations impact the existing data landscape, enabling a proactive, frictionless transition.

e Query Interpretation: Translates complex SQL into plain language, democratizing data access across the
organization. Coupled with Live Lineage, non-technical stakeholders gain context, empowering them to
understand and utilize data effectively within the broader data ecosystem.

< Documentation Generation: Produces business, technical documentation as well as compliance and security
risk assessments, ensuring that all stakeholders have the necessary insightsinto data operations. This capability
drives productivity gains and supports simulations for applying changes—whether it's a script already harvested
by Cloudera Octopai or a new one.

The integration of Octomize GenAl Copilot with Live Lineage creates a powerful synergy, enhancing efficiency,
foresight, and risk mitigation. Thisisatrue"1 + 1 = 3" scenario, where the combined solution exceeds the sum of its
parts.
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Cloudera Octopai Data Lineage Octomize Al - Lineage Studio empowered by GenAl Copilot

Product User Maps

GenAl
Octomize Live

Lineage

Lineage
o -
/

Migrate
Optimize
Document

Intelligent DiSCOVBF\/

Filters

Knowledge
Hub

@ OCTOPAI

How to Enable

Contact Support or your Customer Success Manager for activation. Note that Octomize requiresthe Live Lineage
module to be activated first. Once activated, your Admin can enable it for specific users.

User Details

galziton@gmail.com
User Role
EDITOR

Job Title

Bl Developer D Bl Manager

|:| o0& D Business Analyst

[ oo Joro

|:| Data Analyst D Data Architect

|:| Data Engineer D Data Governance Manager

|:| Data Integration Engineer D Data Scientist
D Data Steward D Database Administrator
D ETL Developer

User Permissions

Lineage End To End Lineage
Discovery D Automated Data Catalog
D Data Catalog Insights Live Lineage

Octomize

By using the O i ilities, you ge its secure
non-learning data usage, and known absence of security risks.
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Cloudera Octopai Data Lineage Augmented Links

Augmented Links

Create manual or bulk augmented lineage linksin the Admin Console to connect database objects in Cross System
Lineage.

How to Create an Augmented Link

e Goto Admin Console --> Augmented Links

Upload Excel File Export to Excel Mew Link
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* Manual Creation

e Click on"New Link"

New Link

Source Object Name

Description

» Fill inthe Source To Target information
e Click on Submit
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Cloudera Octopai Data Lineage Automated Discovery Space - Your Search Engine for Cross-
System Data Asset Discovery

¢ Bulk Creation

» Click on "Export to Excel" (Template spreadsheet)
» Fill inthe Source To Target with a limit of 2000 rows
e Upload thefile

Important: IMPORTANT : Augmented Links will work only for Database Objects and will be displayed as
& red bubblesin Cross System Lineage

Discovery Space in Cloudera Octopai Data Lineage is a high-performance search engine designed for data experts
who need instant access to metadata, scripts, and stored procedures across multiple systems. Think of it as Goo...

Discovery Space in Cloudera Octopai is a high-performance search engine designed for data experts who need instant
access to metadata, scripts, and stored procedures across multiple systems. Think of it as Google Search for your

data ecosystem, enabling fast, context-aware queries that preserve the native structure, language, and formats of the
harvested systems.

1. Comprehensive M etadata Indexing:
» Discovery Space represents the full scope of harvested metadata, including:

« Tables, columns, reports, and dashboards
e ETL processes, scripts, stored procedures
« Businesslogic and dependencies
» The search engine operates across databases, Bl tools, ETL platforms, and cloud environments, ensuring full
visibility into your data landscape.
2. Intelligent Search for Precision:

» Supports fuzzy and exact search parameters to narrow results efficiently, allowing usersto locate relevant
objects without manual filtering.
« Queries are performed using an intelligent search engine that understands system-specific syntax and
maintains the original context of the metadata.
3. Native Format & Terminology Preservation:

« Unlike generic search tools, Discovery Space preserves the structure and terminology of each source system,
ensuring that results align with the way datais defined and stored in its native environment.
» Thisiscritical for impact analysis, root cause investigations, and governance workflows, where context and
accuracy are essential.
4. Downloadable Insightsfor Impact Analysis:

» Discovery Space does not alter or annotate data, but instead enables users to download search results for
further scoping and impact assessment.

* Theseinsights can be cross-referenced in Knowledge Hub, where additional documentation, collaboration, and
governance processes can take place.
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Automated Discovery Space - Your Search Engine for Cross-
System Data Asset Discovery

Optimized for Data Engineers, Analysts, and Governance Teams

With Discovery Space, data professionals can: L ocate critical data assetsinstantly across complex, hybrid
environments Analyze metadata dependencies to assess risks and change impacts Streamline investigations with
precise, system-specific searches

Systems Section:

Discovery
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1. Search Box Searches for any value across the Bl landscape
2. Advance Sear ch Search values using AND / OR when it comes to a non-conclusive term or searching for more

than one value

3. How Cloudera Octopai Searchesthe Value Hover over the tag to know how Cloudera Octopai searches the

value

Detailed Level:

Discovery
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-
-
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+
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1. Column Filter Funnel Narrow down the search within a column
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Tableau Intelligent Graph Connector for operational metadata
intelligence

2. Export thelist to Excel Use theinformation for your own purposes like pivot tables, workload & effort planning,

€etc.

3. Specific tool search Helpsto search for a specific term within the open tool

Apply Filters on which Metadata Sources you wish to apply the discovery function:

—] Discovery
0 (Cproguct x)  Advanced Search
A > Showing results for: Contains product

43/43

Liveage ADF

v

o DATASTAGE

=

< S
))))))))) .
nowtedge

Hub

TEXTUAL FILES
=
E SQL FILES BY TABLE 0 SQL FILES BY COLUMN 0 SQL FILES DETAILS 0

REP FILES DETAILS 0 OUT FILES DETAILS € TXT FILES DETAILS 0 SV FILES DETAILS 0

PY FILES DETAILS 1 JAVA FILES DETAILS 1

DAY= =
) Discovery
Checkall Uncheckall | | Expand all
METADATA SOURCE
ETL 14714 v
ANALYSIS 2/2 v
REPORT 16/16 v
REPORTING & ANALYTICS MODELS
MICROSTRATEGY v

Learn about setting up Tableau Intelligent Graph Connector to extract operational metadata for usage, performance

and auditing data.

The following permissions and prerequisites are valid for setting up Tableau Intelligent Graph Connector:

e API License— Ensure that the API of Tableau Usage is enabled through your Tableau license. Refer to your
Tableau administrator or support if you need help enabling the API.

« Login Permissions— Ensure you have login permissions to the Tableau Usage PostgreSQL server.

« Database Access— Y ou will need PostgreSQL server and port information, along with a username and password.
Ensure that the SELECT permissions are granted for the following public datatables:

e _dites

e users

e views

e hist_comments
e hist_views

e _http requests
e higtorical_events
e projects

e hist_users

» workbooks

e gystem_users

e _sessions
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Cloudera Octopai Data Lineage Tableau Intelligent Graph Connector for operational metadata

intelligence

To configure Tableau Metadatain Cloudera Octopai:

1

0/36

Open Cloudera Octopai Client.
Launch the Octopai Client on your system.
Navigate to the metadata sour ce setup.
* Inthe Cloudera Octopai Client interface, go to the M etadata Sour ces section.
» Locate and select Tableau as the metadata source.
Input the server credentials.
« Enter the relevant PostgreSQL server details, including Server , Port , User , and Password . This
information must correspond to the Tableau PostgreSQL database.
» Ensureyou provide the correct login credentials and that the required permissions are in place (as listed in the
prerequisites).
Select data tables.
o Sdlect the relevant tables for which you have permissions, such as those mentioned in the prerequisites.
Save the configuration.
e Onceyou have input the necessary details, save your configuration. The Cloudera Octopai Client will now
have access to Tableau’s Operational M etadata.
Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful
name)
Server
Username
Password

Port

Port range between 0 and 65535

DataBase

o Lo

Once the metadata extraction is complete, follow these steps to verify the extracted files:
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Cloudera Octopai Data Lineage Cloudera Octopai Connector for Apache NiFi

1. Accessthetarget folder.

* Onthe server where the Octopai Client isinstalled, navigateto the Target (TGT) Folder .
« Default Path : C:\Program Files  (x86)\Octopai\Service\TGT
2. Locatethe connector file.

* Insidethe TGT folder, you will find a.zip file named after the Tableau Connector .
e Example: Tableau Metadata.zip
3. Open thezip file.

» Extract the contents of the .zip file.

Windows (C:) > Program Files (x86) > Octopai > Service > TGT >

T Sort = View

Name Date modified Type Size

|u TABLEAU_USAGE_106_test_tableau_usage_from_main_2024-9-10-14-20-32.zip 10/09/2024 14:20 WinRAR ZIP archive 2,838 KB

4. Verify file contents.

» Ensure the quantity of inner files matches what you expect based on your metadata extraction process.

* Review the quality of the files by checking the format and ensuring that the data is consistent with what was
pulled from the Tableau server.

» Theextracted .zip must contain several files representing different metadata components, for example views,
projects, and historical events.

» Ensurethat all necessary metadata files are present. Any missing or corrupted files could indicate an issue with the
extraction process.

Learn how the Cloudera Octopai Data Lineage connector for Apache NiFi enables visibility into data movement
across systems by capturing and visualizing lineage derived from NiFi flows.

Apache NiFi is a core orchestration platform in modern data architectures, responsible for ingesting, routing,
transforming, and delivering data across heterogeneous environments. The Cloudera Octopai Data Lineage connector
for Apache NiFi extracts metadata from NiFi flows and constructs lineage that exposes how data moves between
systems, technologies, and platforms.

The connector enables the following capabilities:

» Building cross-system, inner system and end-to-end column lineage for NiFi flows.
» Populating the Knowledge Hub assets automatically and enabling users to discover NiFi assets.
« Enabling governance, impact analysis, and operational visibility across enterprise data pipelines.
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NiFi often serves as the integration layer that connects files, databases, object stores, streaming platforms, and cloud
services. Understanding these flowsiis critical for several reasons.

Visibility into data movement

NiFi connects diverse sources and targets. Lineage reveals how data enters, moves through, and
exits the platform.

Cross-system complexity

NiFi commonly bridges legacy, hybrid, and cloud environments. Cross-system lineage enables
teamsto track data as it moves across technol ogies and organizational boundaries.

Operational insight

Understanding dependencies between systems hel ps teams troubleshoot failures, assess the impact
of change, and reduce risk during migrations or platform modernization initiatives.

= Cross System Lineage 0?7
0 #A > NIFi-Load_Airlines Data 5 NIFI-Load_Airport Data > NIFI-Load_Flight Data FIT O ® @ RESET (% &,
Dynamic Filters
43743 Y o
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NIF
-7 . oad_Flights_To_lceberg
. dbo flight «b [ SPAI
h N ﬂ p // b \\-;‘_ DataViz_Flights
- w 0 |
/7 Flight_Snowflakestage e h
. 100 e o — -
DATAY AIRLINES_ICEBERG_SCHEMA f <@
NES_ICEBERG_SCHEMA flights |
o - >
POWERBI )
ABLEA
Dise
oad_Flights_To_DLT
e
Knowledge | Database Prof v ]
Hub
ETL Processes ® >
] Flignt Snowflakestage Databricks—~ TS~ AIRLINES.SCHEMA fights AN
DB Objects & Files [ ) . @ - ~ . \\
e N
WWorst Offendags in On-Time Performance
e
>
Map Reset
[N v

The connector is compatible with Apache NiFi versions 1.2.8 through 2.7.2.

Using supported versions ensures consistent metadata extraction, stable API behavior, and reliable lineage generation.

The connector builds lineage in layers, starting with operational flow relationships and extending to system-level
source and target context.

Processor-level operational lineage (opsLink)
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The foundation of NiFi lineageis the processor-level operational link, referred to as an opsLink.
An opsLink represents a direct execution relationship between two NiFi components:

» A source processor and atarget processor connected by a NiFi connection.
« InputPorts and OutputPorts are treated as processors for lineage purposes.

opsLinks are derived by parsing the ProcessorGroup configuration JSON and capturing:

» Processors, |nputPorts, and OutputPorts.
« Connections between components.
» Associated source or target context when available, such as database, table, topic, bucket, or file location.

This processor-level lineage forms the operational flow graph of a NiFi ProcessGroup and serves as the backbone for
cross-system lineage views.

When a ProcessorGroup contains other nested ProcessorGroups, inner lineage is scoped strictly to the selected
ProcessorGroup:

e Only processors, InputPorts, and OutputPorts that belong directly to the current ProcessorGroup are displayed in
the inner lineage view.

» Nested ProcessorGroups are not expanded or traversed as part of inner lineage.
When one ProcessorGroup is connected to another ProcessorGroup:

« Therelationship between ProcessorGroups is not shown in inner lineage.
* Theserelationships are visualized only in end-to-end lineage or cross-system lineage views.

This separation ensures that inner lineage remains focused on execution flow within a single ProcessGroup, while
cross-group dependencies are handled at higher-level lineage views.

The connector supports a broad set of NiFi processors for lineage extraction.
For each supported processor, the documentation lists:

e Component Type (FQCN)
* NiFiProcessorType
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Cloudera Octopai Connector for Apache NiFi

Table 1: Supported components

Component Type (FQCN) NiFiProcessor Type

org.apache.nifi.processors.standard.QueryDatabaseT able QueryDatabaseTable
org.apache.nifi.processors.kafka.pubsub.ConsumeKafka_1_0 ConsumeKafka
org.apache.nifi.kafka.processors.ConsumeK afka ConsumeKafka
org.apache.nifi.processors.kafka.pubsub.ConsumeK afkaRecord_2_6 ConsumeK afkaRecord
org.apache.nifi.processors.kafka pubsub.PublishKafka 1 0 PublishKafka
org.apache.nifi.processors.kafka pubsub.PublishKafka 2_0 PublishKafka
org.apache.nifi.processors.kafka pubsub.PublishKafka 2 6 PublishKafka

org.apache.nifi.processors.kafka.pubsub.PublishK afkaRecord 2 0

PublishK afkaRecord

org.apache.nifi.processors.kafka.pubsub.PublishK afkaRecord 2 6

PublishK afkaRecord

org.apache.nifi.processors.kudu.Putk udu PutKudu
org.apache.nifi.processors.standard.FlattenJson FlattenJson

org.apache.nifi.processors.attributes.UpdateAttribute

UpdateAttribute

org.apache.nifi.processors.aws.s3.PutS30bject

PUtS30Dbject

org.apache.nifi.processors.standard.PutSQL

PUtSQL

org.apache.nifi.processors.standard.RouteOnAttribute

RouteOnAttribute

org.apache.nifi.processors.standard. RouteOnContent RouteOnContent
org.apache.nifi.processors.aws.s3.ListS3 ListS3
org.apache.nifi.processors.standard.ExecuteStreamCommand ExecuteStreamCommand
org.apache.nifi.processors.standard.ReplaceText ReplaceText
org.apache.nifi.processors.hadoop.DeleteHDFS DeleteHDFS

org.apache.nifi.processors.standard.GenerateFlowFile

GenerateFlowFile

org.apache.nifi.processors.aws.s3.FetchS30bj ect FetchS30bject
org.apache.nifi.processors.parquet. PutParquet PutParquet
org.apache.nifi.processors.standard.InvokeHTTP InvokeHTTP
org.apache.nifi.processors.standard.GenerateT abl eFetch GenerateTableFetch
org.apache.nifi.processors.standard.ConvertRecord ConvertRecord
org.apache.nifi.processors.hadoop.FetchHDFS FetchHDFS
org.apache.nifi.processors.standard.Eval uateJsonPath EvaluateJsonPath
org.apache.nifi.csv.CSV Reader CSVReader

org.apache.nifi.processors.standard.AttributesToJSON

AttributesToJSON

org.apache.nifi.processors.standard.ExecuteSQL ExecuteSQL
org.apache.nifi.processors.standard. ExecuteScript ExecuteScript
org.apache.nifi.processors.script. ExecuteScript ExecuteScript
org.apache.nifi.processors.standard.L ogM essage LogMessage
org.apache.nifi.processors.standard. ExecuteSQL Record ExecuteSQL Record
org.apache.nifi.processors.hive.PutHive3QL PutHive3QL
org.apache.nifi.processors.office.ConvertExcel ToCSV Processor ConvertExcel ToCSV Processor
org.apache.nifi.processors.cdp.objectstore.PutCDPObjectStore PutCDPObjectStore
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Component Type (FQCN) NiFiProcessor Type

org.apache.nifi.processors.cdp.objectstore.Del eteCDPObj ectStore DeleteCDPObjectStore
org.apache.nifi.csv.CSVRecordSetWriter CSVRecordSetWriter
org.apache.nifi.processors.standard.MergeContent MergeContent
org.apache.nifi.processors.standard.QueryRecord QueryRecord
org.apache.nifi.processors.standard.Extract Text ExtractText
org.apache.nifi.dbcp.DBCPConnectionPool DBCPConnectionPool
org.apache.nifi.processors.standard.Distributel oad DistributelL oad
org.apache.nifi.processors.standard.Splitson Splitdson
org.apache.nifi.processors.standard.Jolt TransformJSON JoltTransformJSON
org.apache.nifi.processors.standard.Jolt TransformRecord JoltTransformRecord
org.apache.nifi.processors.mongodb.GetMongo GetMongo
org.apache.nifi.processors.mongodb.PutMongo PutMongo
org.apache.nifi.processors.hive.SelectHive3QL SelectHive3QL
org.apache.nifi.processors.standard.SplitText SplitText
org.apache.nifi.processors.standard.FetchSFTP FetchSFTP
org.apache.nifi.processors.avro.ConvertAvroToJSON ConvertAvroToJSON
org.apache.nifi.processors.standard.UpdateRecord UpdateRecord
org.apache.nifi.processors.parquet.ConvertAvroToParquet ConvertAvroToParquet

org.apache.nifi.processors.enrich.JoinEnrichment

JoinEnrichment

org.apache.nifi.processors.enrich.ForkEnrichment

ForkEnrichment

org.apache.nifi.processors.standard.MergeRecord MergeRecord
org.apache.nifi.processors.standard.InferAvroSchema InferAvroSchema
org.apache.nifi.processors.kite.InferAvroSchema InferAvroSchema
org.apache.nifi.processors.aws.s3.Del eteS30bject DeleteS30bject
org.apache.nifi.processors.standard.SplitRecord SplitRecord
org.apache.nifi.processors.standard.ConvertJISONToAvro ConvertJSONToAvVro
org.apache.nifi.processors.standard.PutSFTP PutsFTP
org.apache.nifi.processors.hadoop.PutHDFS PutHDFS
org.apache.nifi.processors.standard.PutDatabaseRecord PutDatabaseRecord
org.apache.nifi.processors.standard.ConvertJISONToSQL ConvertJSONToSQL
org.apache.nifi.processors.iceberg.Putl ceberg Putlceberg
org.apache.nifi.processors.standard.PutFile PutFile

com.demoul as.nifi.processors.GetSFTPFilelnfo GetSFTPFilelnfo
com.demoulas.nifi.processors.MoveSFTP MoveSFTP
org.apache.nifi.processors.standard. CompressContent CompressContent
org.apache.nifi.processors.standard.GetSFTP GetSFTP
org.apache.nifi.processors.standard.Notify Notify
org.apache.nifi.processors.standard.RetryFlowFile RetryFlowFile
org.apache.nifi.processors.standard.Wait Wait
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E Note: Processorsthat are not listed in the table are handled using basic pass-through logic.

The connector supports environments where NiFi is deployed behind an Apache Knox Gateway.
Use Knox Proxy disabled (default)

4 New Metadata Source wizard (7]

If Use Knox Proxy is unchecked in the New Metadata Source wizard:

* Authentication uses NiFi native token-based authentication.

» The extractor sends credentials to the NiFi APl endpoint: POST  /nifi-api/access/token
e NiFi returnsa JWT bearer token.

» Subsequent API requests use the token in the Authorization header.

Use Knox Proxy enabled
If Use Knox Proxy is checked in the New Metadata Source wizard:

e Authentication uses HTTP Basic Authentication through Knox.

* Credentials are sent with each request in the Authorization header.

» Knox validates credentials and forwards authenticated requests to NiFi.
* No token exchange is performed.

When to use Knox Proxy
Use Knox Proxy when:

« NiFi is accessed through an Apache Knox Gateway.
« Authentication is centrally managed by Knox.
* TheNiFi API isexposed through a Knox proxy URL.

Do not use Knox Proxy when:

» Connecting directly to NiFi without a gateway.
» Using NiFi native authentication.
* TheNiFi URL pointsdirectly to the NiFi server.

The following limitations apply:
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» Dynamic parameters embedded inside table names or query identifiers, such as ${ db.table.fullname}, are not

resolved.

» Site-to-site connections are not currently supported.

Installation and setup

Installation and enablement are performed as part of Cloudera environment configuration.

For assistance with configuration or enablement, contact your Cloudera representative or Cloudera Octopai Data

Lineage Support.

Roadmap direction

The connector will continue to evolve with enhancements including:

» Expanded processor coverage.

Configuring Cloudera Octopai Connector for Apache

Spark

Learn about installing and configuring the Spline-based Cloudera Octopai Data Lineage Connector for Apache Spark
to capture automated metadata lineage.

About this task

Licenserequirement: Ensure Spark isincluded in your Cloudera Octopai subscription before proceeding.

Figure 10: Cloudera Octopai Connector architecture overview
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Spline agent lineage — Lineage capture is limited to what the Spline agent can parse from Spark SQL execution
plans.

Active jobs— Only running or newly executed jobs are collected.

Persistent actions — Read and write operations that touch persistent storage (tables or files) are recorded.
Cluster configuration — Spark must be configured with the Spline properties in spark-defaults.conf.
Explicit application name — For job names to appear, jobs must define the application name explicitly:

spark = SparkSession. bui |l der \
. appNane(" Spar k UDF Exanpl e") \
.getOrCreate()

Customer-managed environments — Spark clusters are deployed and managed within the customer environment.

Limitations

The following constraints apply to the connector:

Successful jobs only — Lineage is generated for jobs that finish without errors.

Persistent storage focus— Operations that remain in-memory are excluded from lineage capture.

Named jobsrequired — Jobs without an explicit name produce lineage records without a meaningful identifier.
Kerberos support — Kerberos and delegation tokens are not yet supported; use basic authentication when sending
lineage to the Spline server.

Spline parsing scope — Only Spark operations that Spline supports will appear in lineage.

Streaming jobs— Spark Structured Streaming workloads (for example, Kafka flows) are not captured.
Partial execution —Only code paths that are executed (for example, a conditional branch that runs) appear in
lineage.

User -defined functions— UDF logic is not parsed, although their invocation appears in the execution plan.

Before starting the installation, ensure the following:

A running Spark Cluster (Spark 2.x or 3.x)

Accessto HDFS for storing lineage files

Cloudera Manager or similar access to configure Spark cluster properties
Access permissions to upload JAR filesto HDFS and edit Spark configurations

Note: Lineageis captured only for data operations that persist results to storage. DataFrames kept solely in
memory do not generate lineage. When intermediate DataFrames are not written to a persistent target, lineage
can appear incomplete.

1. Clonethe Cloudera Octopai customized Spline Agent.

Clone the repository from the Cloudera Octopai customized branch:

git clone https://github.com OCTOPAI LTDY spl i ne-spark-agent. git
cd spline-spark-agent
git checkout OCT-27187 Enable writing to files
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2. Build the Spline Agent bundle.

Choose the relevant folder according to your Spark version and navigate to it. The Jar is shipped with the
Cloudera Octopai Agent and the user needs to upload the correct jar according to its spark version.

For example, for Spark 3.5:
PS C.\d T\spline-spark-agent\ bundl e-3. 5> nvn cl ean package
After the build, you will find the Spline Agent JAR file under:

bundl e- 3. 5/t arget/ spar k- 3. 5-spl i ne-agent-bundl e_2.12-2.2.1.j ar

3. Upload the JAR to HDFS.
Upload the built Spline Agent JAR file to your HDFS /tmp folder:

hdf s dfs -put spark-3.5-spline-agent-bundle 2.12-2.2.1.jar /tnp/

4. Configure Spark defaullts.

Add the following propertiesto your Spark cluster configuration (spar k-defaults.conf) through Cloudera
Manager or equivalent:

spark.jars=hdfs:///tnp/spark-3.5-spline-agent-bundle 2.12-2.2.1.jar

spar k. sql . quer yExecut i onLi st ener s=za. co. absa. spli ne. harvester.listener.S
pl i neQuer yExecut i onLi st ener

spar k. spl i ne. nrode=ENABLED

spar k. spline. |l ineageD spat cher=hdfs

spark. spline.|lineageDi spat cher. hdfs. cl assNane=za. co. absa. spl i ne. harvester.
di spat cher. HDFSLi neageDi spat cher

spark. spline.lineageDi spat cher. hdfs. directory=hdfs:///tnp/spline

spark. driver. menor y=4g

| GDEP Deployment from 2025 Mlay 16 0015 |
flol] CLouo=ra luster 1
Manager

EN % 22 SPARK3_ON_YARN-1  actons-

Q spark-de @Filters  Role Groups  History & Rollback

Filters Show All Description:

~ SCOPE

v CATEGORY

v STATUS

5. Create the HDFS lineage directory.

Create the directory where lineage files will be written and set permissions:

hdfs dfs -nkdir /tnp/spline
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hdfs dfs -chown hive /tnp/spline

0 OCTOPAI CLIENT Good afternoon MarinaQA2 New Metadata So

Q 5 @ N

2. Metadata Source Details
» Metadata Sources spark

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

sparkConnectionName

HDFS Url

= http:/ fccycloud-1.cdp732kafka.root.comops.site:20101/webhdfs /vl

© HDFS Folder Patn

6. Set permissions.
Ensure the user running the Spark jobs has permission to write lineage files to /tmp/spline.

This can typically be done by ensuring the Spark job runs under a user who has write access to /tmp/splinein
HDFS.

After completing the installation, verify the following:

* Spline Agent JAR is built and uploaded to HDFS.

» Spark cluster configuration is updated with Spline properties.
« /tmp/spline folder is created and write-access is configured.

e Spark cluster isrestarted or configuration is refreshed.

» Test Spark jobs are producing lineage files in /tmp/spline.

f Important:

¢ Ensure the Spline Agent bundle matches your Spark and Scala versions.
¢ Only successful jobswith persistent outputswill generate lineage.
* If no lineage appears, verify:

¢ Thejob reads/writes from/to persistent sources.
¢ The Spark job includes the correct configuration parameters. Check the Spark logs.
¢ The JAR file was correctly uploaded to HDFS and accessible.
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Learn how to install and configure the Cloudera Octopai Connector for Apache Spark, based on Spline technology, to
enable automated metadata extraction and lineage tracking.

The Cloudera Octopai Connector for Apache Spark supports both non-secured Spark clusters and Spark clusters
secured with Kerberos authentication.

In Kerberos-secured environments, lineage capture relies on WebHDFS del egation tokens acquired by the Cloudera
Octopai Client running on Windows. Kerberos authentication and delegation token acquisition occur within a Linux
environment running on Windows Subsystem for Linux (WSL). This Linux layer is required because the Hadoop and
WebHDFS security tools necessary for delegation tokens are available only in Linux.

The Cloudera Octopai Client, running on Windows, orchestrates the process but relies on Linux (through WSL) to
authenticate with the Kerberos KDC and securely access HDFS.

Prerequisites
Before starting the installation, ensure the following:

» Spark must be included in your Cloudera Octopai license.

* A running Spark Cluster (Spark 2.x or 3.x).

« Accessto HDFSfor storing lineage files generated by the Spline agent.

« Cloudera Manager or similar access to configure Spark cluster properties.

» Access permissionsto upload jar filesto HDFS and edit Spark configuration files, such as spark-defaults.conf.
» ClouderaManager or similar administrative access to configure Spark cluster properties.

Additiona prerequisites for Kerberos-secured environments only
Kerberos-secured Spark clusters require additional client-side setup to enable secure HDFS access.
Windows Requirements (Cloudera Octopai Client)

* A Windows host for running the Cloudera Octopai Client service. This host acts as the control plane for lineage
ingestion.

e MIT Kerberos for Windowsinstalled, version 4.1 or later. This provides Windows-side K erberos tooling and
ticket vaidation.

» A Kerberos configuration file (krb5.ini) provided by the customer. Thisfile defines realms, KDCs, and domain
mappings.

» A Spark service principal keytab stored securely on the Windows host. This keytab is used to authenticate non-
interactively against the Kerberos KDC.

» Network access from the Windows host to the following:

e Port 88 (TCP and UDP) for Kerberos KDC access.
e Port 749 (TCP) for Kerberos Admin Server access.
» The WebHDFS endpoint on the configured port (for example, port 20101).

Linux Requirements (WSL Ubuntu)

e A Linux environment is mandatory for Kerberos-secured Spark clusters.

*  WSL enabled, with Ubuntu installed. This Linux environment runs alongside Windows and is used exclusively for
authentication and token handling.
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Kerberos utilities installed inside Ubuntu, including:

e krb5-user

o curl

* ia

A Linux Kerberos configuration file located at /etc/krb5.conf. Thisfile is copied from the krb5.ini file on
Windows to ensure consistent realm configuration.

Ability to run Kerberos commands such as kinit and klist inside the Linux environment. These commands are used
to authenticate, validate tickets, and troubleshoot authentication issues.

Linux is required because Hadoop WebHDFS del egation tokens cannot be generated using Windows-native
tooling. The Linux Kerberos and Hadoop security stack is required to securely acquire and manage these tokens.

What is Supported

1

Lineage based on the Spline agent: Lineage capture is based on what Spline is capable of parsing from Spark SQL
execution plans.

Running jobs only: Only currently running or newly executed jobs are captured for lineage.

Persistent actions only: Actions that involve reading from or writing to persistent storage (such as tables or files)
are captured.

Cluster configuration: Spark cluster must be configured to include Spline-specific properties in spark-defaults.c
onf.

Explicit Application Name: For job names to appear, jobs must define the application name explicitly:

spark = SparkSession. bui |l der \
. appNane(" Spar k UDF Exanpl e") \
.getOrCreate()

Deployment inside Customer Environment: Spark clusters must be deployed and managed by the customer.
Authentication modes: Non-secured Spark clusters, using standard HDFS authentication, are supported without

additional setup. Kerberos-secured Spark clusters are supported using WebHDFS del egation tokens acquired by
the Cloudera Octopai Client through Linux running on WSL.

Limitations

1

2.

Lineage for Successfully Completed Jobs Only: Lineageis captured only for Spark jobs that complete
successfully.

Persistent Storage Only: Only persistent read/write actions to tables or file systems are captured. In-memory
DataFrame operations that are not written to storage are not captured.

Explicit Job Naming Required: If no job name is explicitly set in the Spark code, the lineage record will not
include a meaningful job name.

Kerberos Authentication Scope:

» Kerberos authentication is supported through delegation tokens.

« Direct Kerberos authentication inside Spark executorsis not supported.

« Keytabs and Kerberos credentials are not deployed into Spark containers.

Limited Parsing Scope: Only operations that Spline supports and can parse from the Spark SQL execution plan are
included in lineage.

Streaming Jobs Not Supported: Spark Structured Streaming (e.g., Kafka read/write) is not captured.

Partial Code Execution: Only the parts of the code that are executed (e.g., code within true condition branches)
will produce lineage.

UDFs: User-Defined Functions (UDFs) are not parsed. Their usage appearsin the plan, but the internal logic is not
captured.
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Important Usage Note

Important: Lineageis captured only for data operations that are persisted to storage. DataFrames that are not
saved to persistent storage will not have lineage captured. As aresult, there may be cases where the lineage
appears incomplete or broken if intermediate DataFrames are used in-memory without being written to a
persistent target.

In Kerberos-secured environments, successful lineage generation depends on the Cloudera Octopai Client
successfully acquiring avalid WebHDFS delegation token. Failure to acquire a token or token expiration will
prevent the Spark job from writing lineage files.

1. Clonethe Cloudera Octopai Customized Spline Agent

Clone the repository from the Cloudera Octopai customized branch:

git clone https://github.com OCTOPAI LTDY spl i ne-spark-agent.git
cd spline-spark-agent
git checkout OCT-27187 Enable witing to files

2. Build the Spline Agent Bundle

Choose the relevant folder according to your Spark version and navigate to it. The jar is shipped with the Cloudera
Octopai Agent and the user needs to upload the correct jar according to its spark version.

For example, for Spark 3.5:
PS C.\d T\ spline-spark-agent\ bundl e-3. 5> nvn cl ean package
After the build, you will find the Spline Agent jar file under:

bundl e- 3. 5/t arget/ spar k- 3. 5-spl i ne-agent -bundl e_2.12-2.2.1.jar

3. Upload the jar to HDFS
Upload the built Spline Agent jar fileto your HDFS /tmp folder:

hdf s dfs -put spark-3.5-spline-agent-bundle 2.12-2.2.1.jar /tnp/

4. Configure Spark Defaults

Add the following properties to your Spark cluster configuration (spark-defaults.conf) through Cloudera Manager
or equivalent:

spark.jars=hdfs:///tnp/spark-3.5-spline-agent-bundle 2.12-2.2.1.jar
spark. sql . quer yExecut i onLi st ener s=za. co. absa. sp
i ne. harvester.listener. SplineQueryExecutionLi stener
spar k. spl i ne. nrode=ENABLED
spar k. spline.|lineageDi spat cher=hdfs
spark. spline.|lineageDi spat cher. hdfs. cl assNane=za. c
0. absa. spli ne. harvest er. di spat cher. HDFSLi neageDi spat cher
spar k. spline. | ineageDi spatcher. hdfs. directory=h
df s:///tnp/spline
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spar k. driver. menor y=4g
m;‘;f” oster | | CDEP Deployment from 2025-May-18 0015
EZI % %2 SPARK3_ON_YARN-1  acons-
L . Status  Instances  Configuration ~ Commands ~ Charts Library A y Server Web UIZ k
Q spark-dd @Filters  Role Groups History & Rollback
Filters Show All Descriptions
Spark 3 Client Advanced Configuration Snippet
~ SCOPE (Safety Valve) for spark3-conf/spark- al
o
o
* NonC
5. Create the HDFS Lineage Directory
Create the directory where lineage files will be written and set permissions:
hdfs dfs -nkdir /tnp/spline
hdf s df s -chown hive /tnp/spline
Q OCTOPAI CLIENT Good afternoon MarinaQA2 New Metadata So

Qo N @ N

2. Metadata Source Details

” Metadata Sources spark
Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
sparkConnectionName
hd
HDFS Url
> http:/ fccycloud-1.cdp732kafka root.comops.site:20101/webhdfs/v]
(-] HDFS Folder Path

oo | e
[ <
6. Set Permissions
Ensure the user running the Spark jobs has permission to write lineage files to /tmp/spline.

This can typically be done by ensuring the Spark job runs under a user who has write access to /tmp/splinein
HDFS.

Post-Installation Checklist

» Spline Agent jar is built and uploaded to HDFS
e Spark cluster configuration is updated with Spline properties
« /tmp/spline folder is created and write-access is configured
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» Spark cluster isrestarted or the configuration is refreshed

* Test Spark jobs are producing lineage filesin /tmp/spline

» For Kerberos-secured environments:
» Kerberos authentication is validated on Windows.
» Kerberos authentication is validated inside Linux (WSL).
*  WebHDFS delegation tokens are successfully generated.
« The Cloudera Octopai Client service isrunning.

Important Notes

» Provide the SE with the Spark, Scala, and Java version details used in your environment. Reach out to Cloudera
support to generate the appropriate Spline connector jars.
» Ensure the Spline Agent bundle matches your Spark and Scala versions.

Spark / Scala version compatibility matrix

Scala 2.11 Scala 2.12
Spark 2.2 (no SQL; no codeless init) —
Spark 2.3 (no Delta support) —
Spark 2.4 Yes Yes
Spark 3.0 or newer — Yes

« Only successful jobs with persistent outputs will generate lineage.
* If no lineage appears, verify:

* Thejob reads and writes to and from persistent sources
» The Spark job includes the correct configuration parameters. Check the Spark logs
e Thejar file was correctly uploaded to HDFS and accessible

Appendix A. Sample krb5.ini Configuration:

This appendix provides areference Kerberos configuration file example. Use this example to validate realm, KDC,
and domain mappings. The actual values must be provided by your organization.

[1i bdefaults]

default _real m = ROOT. COMOPS. SI TE

dns_| ookup_real m = fal se

dns_I| ookup_kdc = fal se

ticket lifetime = 24h

renew lifetine = 7d

forwardable = true

[ real ns]

ROOT. COMOPS. SI TE = {
kdc = ccycloud-1. cdp.root.conops.site
adm n_server = ccycl oud-1.cdp.root.conops.site

}

[ domai n_real m
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. root.conops. site = ROOT. COMOPS. SI TE
root.conops. site = ROOT. COMOPS. SI TE

On Windows, the file must be placed under C:\ProgramData\M I T\K erberos5\krb5.ini
On Linux, the file must be placed under /etc/krb5.conf

Correct realm and domain mappings are required for successful Kerberos authentication and delegation token
acquisition.

Appendix B. Kerberos Verification and Expected Results:

This appendix describes how to verify that the Kerberos authentication chain is functioning correctly on both
Windows and Linux. These checks must be completed before the lineage can be written to HDFS in Kerberos-secured
environments.

Windows Verification

Run the following command from a PowerShell window:

"C.\Program Fi | es\ M T\ Ker beros\ bi n\ ki nit.exe" -kt C:.\Cctopai\spark.keytab sp
ar k@QOOT. COMOPS. S| TE

Expected result; No output indicates successful authentication.
If an error occurs, verify the keytab, principal name, realm configuration, and network connectivity to the KDC.
Linux Verification (WSL Ubuntu)

Run the following commands from PowerShell:

wsl kinit -kt /mt/c/ Cctopai/spark. keytab spar k@OOT. COMOPS. SI TE
wsl klist

Expected result: The klist output should display avalid Kerberos ticket, including fields such as Valid starting,
Expires, and Service principal .

If no ticket is shown, verify that the krb5.conf file exists under /etc, the keytab path is correct, and the Linux
environment can access the KDC.

After all Windows and Linux verifications are complete, start the Cloudera Octopai Client service:
Start-Service Cctopai dient

Completing these steps successfully verifies that Kerberos authentication and WebHDFS del egation token acquisition
are configured correctly.

Learn how to configure Kafka and Kafka Connect connector in Cloudera Octopai Client using Kerberos
authentication (SASL/GSSAPI).

Before configuring Kafka and Kafka Connect connectors in Cloudera Octopai Client, ensure the following
components are available and properly configured:

« Kerberosinfrastructure: Active Kerberos Key Distribution Center (KDC), valid Kerberos realm configuration,
and network connectivity from the Octopai Client host to the KDC.
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 MIT Kerberosfor Windows: Install MIT Kerberos for Windows on the machine running Cloudera Octopai
Client. The default installation path is C:\Program Files\M I T\K erberos\bin\kinit.exe. Cloudera Octopai Client uses
kinit to acquire Kerberos tickets.

« Kerberosconfiguration file: The Kerberos configuration file must exist at C:\ProgramData\MIT
\Kerberosb\krb5.ini.

Example configuration:

[1i bdefaul ts]
default _real m = ROOT. COMOPS. SI TE
dns_| ookup_real m = fal se
dns_I| ookup_kdc = fal se
ticket _lifetime = 24h
renew |lifetime = 7d
forwardable = true

[real ns]

ROOT. COMOPS. SI TE = {

kdc = ccycl oud- 1. cdp.root.conops.site

adm n_server = ccycl oud-1. cdp.root.conops.site

}

[ donai n_real ni
. root.conops. site = ROOT. COMOPS. SI TE
root. conops. site = ROOT. COMOPS. SI TE

« Kerberoscredentials: Obtain a Kerberos principal (for example, kafka-user@REALM) and its associated keytab
file (for example, C:\octopai\kafka-user.keytab). Ensure the keytab file is securely stored and accessible.

« Kafkacluster configuration: Ensure the Kafka cluster is configured with SASL/GSSAPI enabled, the Kafka
service principal is configured on the brokers (for example, kafka’hosthname@REALM), and the broker hosthames
areresolvable using fully qualified domain names.

1. Create akeytabfile.
On aKerberos administration server, create a keytab file for the Kerberos principal used by Cloudera Octopai
Client using this command:

ktutil

addent -password -p kaf ka-user @GREALM -k 1 -e aes2
56-cts

wkt /path/to/ kaf ka-user. keyt ab

qui t

Or request the keytab file from your Kerberos administrator using this command:
kadm n -q "ktadd -k /path/to/kaf ka-user. keytab kaf ka- user GREALM

Copy the keytab file securely to the Windows server running the Cloudera Octopai Client.
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2. Verify Kerberos authentication before configuring Kafka or Kafka Connect.
a) Open PowerShell.

b) Navigate to the Kerberos binaries directory:
cd "C \ Program Fi | es\ M T\ Ker ber os\ bi n"
¢) Obtain aKerberosticket:

.\kinit.exe -kt "C \octopai\kafka-user. keytab" kaf ka-user GREALM
d) Confirm the validity of the ticket:

.\ klist.exe

IE Note: A valid ticket confirms that Kerberos is configured correctly.

3. Configure Kafka metadata source in Cloudera Octopai Client.
a) Start anew connection:
1. Open Cloudera Octopai Client.
2. Select New Connection.

3. Choose Kafka from the vendor list.
b) Provide basic connection information using the following values:

¢ Bootstrap Servers:
Kafka broker hostnames and ports
Example: kafkal.example.com:9092
* Schema Registry URL (optional):

Example: http://schema-registry.example.com: 8081
¢) Select Kerberos as the authentication method.
d) Configure Kerberos settings:

» Kerberos principal:
Example: kafka-user@REALM

» Keytab path:
Absolute path to the keytab file
Example: C:\octopai\kafka-user.keytab

f Important:

¢ Therealm names are case sensitive.
« Thekeytab file must be readable by the Cloudera Octopai Client service account.
« Broker addresses must use fully qualified domain names.

€) To test the connection, click Test Connection.

f) Click Save to store the connection.
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Configuring Kafka and Kafka Connect Connector in Cloudera
Octopai

4. Set up the Kafka Connect metadata source.

K

= New Metadata Source wizard

connector.

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

a) Configure connection parameters without authentication.

Note: Kafka Connect metadata sources are configured in Cloudera Octopai Client using a dedicated

If the authentication method is None, provide the following values:

» KafkaConnect URL:

e Required

» Kafka Connect REST endpoint
* Bootstrap Servers:

* Required

o Kafkabroker hostnames
e SchemaRegistry URL:

e Optional

b) Configure connection parameters with Kerberos authentication.

If the authentication method is Kerberos, follow the steps described earlier to configure Kerberos.

Required additional fields:
» Kerberos principal
» Keytab path
5. Verify the extracted metadatafiles.
a) After the extraction completes, navigate to this folder:

C.\Program Fil es (x86)\ Cctopai\ Servi ce\ TGT

b) Open the ZIP file matching the connector name.

¢) Verify the presence and structure of the extracted files.

K erberos authentication errors:

¢ Verify the principal format: username@REALM
» Confirm the keytab path and permissions.
» Vadlidate the realm configuration in krb5.ini

K afka connectivity issues:

» Verify the network connectivity.
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e Usefully qualified domain names.
» Confirm the SASL listener configuration.

Ticket expiration:

* Verify theticket_lifetime and renew_lifetime values.
* Adjust therenewal configuration, if required.

Clock skew:

Synchronize the system time:
w32t m /resync /force

Error during the extraction:

e Caollect thelogs from C:\Program Files (x86)\Octopai\Service\log
L;_' POWER_BI_103_21520221025220220215 150272022 10:02 LOG File 3KE

« Send the logs with the connector number and name to Cloudera Support.

Learn how to configure AWS Glue jobs with Spline integration.

IS Note: Supported versions: Aws Glue 3- Spark 3.1, Scala 2

Configure Spark Jar:
On S3, create afolder named lib and copy the Splinejar S3 URL related to Spark. This action needs to be done once.

0 b

spark-3.3-spline-agent-bundle_2.12-2.1.0-5SNAPSHOT jar . B Capy 53 L B Bemiiasd Bpen 8 || Objectactioes ¥

Object overvies

QObject management everview

How to Configure parameters for each Job:

For each job, include in the Job Parameters a parameter named conf with the following values:
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spar k. spline. producer. url =https://databricks. spline. octopai.conipro
ducer

--conf spark.sql.queryExecutionLi st eners=za. co. absa. spl i ne. harvest
er.listener. SplineQueryExecutionLi stener

The value of spark.spline.producer.url should be set to the URL of the producer created for the customer in the
Jenkins job found at https://jenkins.octopai.com/job/Deploy-Spline-Cluster/.

For example, use the URL https://databricks.spline.octopai.com/producer.

For each job, include in the " Job Parameters' a parameter named conf with the following values:

spar k. spline. producer. url =

htt ps://databricks. spline.octopai.conl producer

--conf spark.sql.queryExecutionLi st eners=za. co. absa. spl i ne. harvest
er.listener. SplineQueryExecutionLi stener

The value of spark.spline.producer.url should be set to the URL of the producer created for the customer in the
Jenkins job found at https://jenkins.octopai.com/job/Deploy-Spline-Cluster/ .

For example, use the URL https://databricks.spline.octopai.com/producer .

0 b

spark-3.3-spline-agent-bundle_2.12-2.1.0-5SNAPSHOT jar . B Capy 53 L M Semiiasd Bpen 8 || Objectactioes ¥

Object overvies

QObject management everview

Learn how to integrate Databricks with Cloudera Octopai Data Lineage based on your catalog type, including Unity
Catalog, Hive Metastore, or hybrid (Unity Catalog and Hive Metastore) deployments.

Before configuring Databricks in Cloudera Octopai, review the prerequisites that apply to your catalog environment.
The configuration requirements vary depending on whether you use Unity Catalog, Hive Metastore, or a hybrid
deployment combining both.
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Cloudera Octopai Data Lineage Configure Databricks in Cloudera Octopai

Unity Catalog environments require system table access and Databricks SQL connectivity. To extract lineage,
Cloudera Octopai must authenticate with a service principal and query Unity Catalog lineage system tables.

Note: Databricks admin permissions are required to view and manage Unity Catalog system tables and
E configure the access controls needed for lineage extraction.

For environments using only Hive Metastore, ensure that the user or machine identity meets the following
reguirements:

» Permission to view and access the workspace folders containing the notebooks.
» Read access to the projects or directories selected for metadata extraction.
e Canview the relevant Hive Metastore objects referenced by the notebooks.

In hybrid environments, the following reguirements must be met:

» Unity Catalog prerequisites, including SQL Warehouse access and permissions.
* Hive Metastore assets must aso be included.
» ClouderaOctopai combines metadata sources to provide extended lineage coverage.

Perform the following steps to configure Databricks in Cloudera Octopai:

1. Create aservice principal (required)
Unity Catalog lineage extraction requires a machine identity with access to governed metadata.
Y ou must ensure the following:

» Create a Databricks-managed service principal.
» Enable Workspace access and Databricks SQL access.
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2. Enable or create an SQL Warehouse (required)
Cloudera Octopai relies on querying Databricks system tables, which requires arunning SQL Warehouse.
Y ou must ensure the following:

» Create or enable a Databricks SQL Warehouse.
e Allow access to required system schemas.

Perform the following steps:

a. In Databricks, go to the SQL Warehouses tab.
b. If no SQL Warehouse exists,, click Create SQL Warehouse and configure it as required.
¢. Assign the service principa Manager permissions to the warehouse by selecting Can use.

Manage permissions

Dhix pevnn vl siredcod v o ol Pt Yrrlsiniehs sl Lnme ) i

Cicpal ¥

d. Open the SQL Warehouse and navigate to Connection Details.
e. Copy the HTTP path. Y ou will need this path for the integration process.
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= Microsoft Azure §% databricks Q Search data, notebooks, recents, and more...
T New SQL Warehouses »

i1 Workspace FIlghtS P

® Recents

Overview Connection details Monitoring
4b Catalog

E Jobs & Pipelines Use these details to connect to this warehouse

+
& Compute {_}_} J x a ﬂ‘@d? co ==
@ Marketplace * i

Tableau Power BI dbt Python Java Node.js Go More tools
SQL

L Edit

Bl SQL Editor Server hostname
[ Queries

& adb-90442919623923.3.azuredatabricks.net I ]
A Dashboards
% Genie HTTP path
L1 Alerts

E, /sql/1.0/warehouses/b021a312e236c466 [
40 Query History
& SQL Warehouses

JDBC URL  2.6.25 or later v

PRI E jdbe:databricks:ffadb- &
= Job Runs 90442919623923.3.azuredatabricks.net:443/default;transportMode=http;ssl=1;Auth

@[] Data l i Mech=3;httpPath=/sql/1.0fwarehouses/b021a312e236¢c466;
ata Ingestion

AL Databricks supports drivers released within the last two years. Download drivers here

& Playground OAuth URL

& Experiments (& https:/jadb-90442919623923.3.azuredatabricks.net/oidc il

&' Features
‘ﬁ Models

(> Serving

3. Ensure Unity Catalog—Enabled Compute

« Unity Catalog must be enabled at the workspace/account level.
e A cluster that supports Unity Catalog access must be available.
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Configure Databricks in Cloudera Octopai

4. Grant Unity Catalog Lineage Permissions (required)

The service principal must have SELECT access on the system lineage tables (system.access.table_lineage and
system.access.column_lineage) and read access on relevant catalogs and schemas.

a. Open the Catalog in Databricks.

b. Searchfor:

e Catalog: system
» Schema: access
« Tables: table lineage and column_lineage
c. Thetables are automatically created by Databricks.

E Note: You must have admin permissionsto view and manage the tables.

a. For each table, perform the following steps:

e Open the Permissions tab.

¢ Click Grant.

o Sdlect the service principal created earlier.
» Enable Select Permission.

Catalog
% Flights Serverless 2XS

Type to search...

v My organization
~ [ system
~ B access
[ assistant_even
f audit
[ clean_room_ev
[ column_lineag
@ inbound_netwe
[ outbound_nety
I [ table_lineage
@ workspaces_la
> 8 ai
> B information_sch
> B dev_test_ariel
> [ flights_db
> [ fiights_tables
> 8 main

> A mi madale

® O +  CatalogExplorer > system > access >

i@ table_lineage © +
&

Grant | | Revoke Privileges -

Grant on system.access.table_lineage

Principals

Octopai X
Privileges

APPLY TAG gives ability to apply tags to an object

SELECT gives read access to an object

MANAGE gives ownership-like ability for the object, such as managing permissions, dropping, or renaming

Cancel

5. Download the ODBC Driver

e Download and install the Simba ODBC Driver for Databricks from the official Databricks download page:
https.//www.databricks.com/spark/odbc-drivers-download

» Sdlect the appropriate version for your operating system (Windows or Linux).

Open in a dashboard | ~ Share v

Overview SampleData Details Permissions  Policies  Lineage Insights  Quality

Inherited

Type to filter by principal v

Object

8 system

G system

B system

B system.access
& system.access
B system.access
0 system

B system

B system

B system

@ system

[ system.access table_lineage
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Cloudera Octopai Data Li

neage Configure Databricks authentication in Cloudera Octopai

6. Collect the required workspace information:

*  Workspace URL
*  Workspace ID (required)
e Account ID (optional)

a) Find the Databricks Account ID

The account ID is available in the Databricks Account Console.

1.
2
3.
4

5.
b) Fin

Open the account console: https://accounts.cloud.databricks.com/

. Log in using your organization's credentials (SSO may be required).

In the top-right corner, select your username/email to open the dropdown menu.

. Databricks displays the Account ID asa UUID value, for example: 55eb1a01-48d5-4008-8dbd-03dd8447

ab95
Copy thisvalue.

d the Databricks Workspace ID

The workspace ID is embedded directly in your Databricks workspace URL.

1

2.

3.

Open your Databricks workspace in the browser, for example:
htt ps://adb-90442919623923. 3. azur edat abri cks. net/
or

https://adb-90442919623923. 3. azur edat abri cks. net/ ?0=90442919623923
Locate the parameter ?0=in the URL, for example:

https.//mycompany.cloud.databricks.com/?0=90442919623923 # Workspace | D = 90442919623923
If you do not find the ?0= parameter, navigateto Sidebar Data Science & Engineering .

The URL will update to include the workspace ID:

htt ps:// myconpany. cl oud. dat abri cks. com ?70=90442919623923#wor kspace/

This verifies the workspace ID value.

Databricks Lineage in Cloudera Octopai Data Lineage

Learn about the authentication methods available for connecting Cloudera Octopai Data Lineage to Databricks,
including machine-to-machine authentication using service principals and user authentication using Personal Access

Tokens.

Cloudera Octopai Data Lineage supports two authentication approaches for Databricks integration, applicable to
Unity Catalog, Hive Metastore, or hybrid (Unity Catalog and Hive Metastore) deployment.

Thisisthe

recommended approach for production deployments.

For environments using Unity Catalog, you must configure a service principal. Thisis because Cloudera Octopai
must authenticate using an identity with permission to query Unity Catalog system lineage tables.

To configure Databricks authentication, ensure the following:
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» Create a Databricks service principal.

* Assignit to the workspace.

e Grant the required Unity Catalog and system table permissions.
» Generate OAuth credentials for secure access.

This method enables automated extraction without relying on a personal user account.
Create adedicated service principal
To create a dedicated service principal, perform the following steps:

1. Inthe Databricks workspace, navigate to Settings.
2. Goto Identity and Access Service Principals.

Settings Identity and access

& Workspace admin

Appearance Management and permissions
Identity and access
Users
. Manage

Security Manage users and entitlements
Compute
Devel t

evelopmen Groups Manage

Manage groups and entitlements
Notifications

Advanced
@ user S’Ern\g;:si'::glep::;c\pa\a and entitlements Manage
Profile
Preferences
Developer
Linked accounts

Notifications

3. Click Manage, then select Add Service Principal.
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4. Choose Databricks Managed and assign a descriptive name (for example, octopai).

1 [ T TS [P U S Y | A x_a_1
Add service principal X
at
G Enter details for your new service principal to get started. 3.
G Management |

© Databricks managed _
Manage your service principal in Databricks. | |

QA QD

Microsoft Entra ID managed
Your service principal will be linked with an existing Microsoft Entra ID (formerly Azure
Active Directory) service principal and managed externally.

Service principal name

Octopai

Back Add

5. Open the created service principal and navigate to the Configurations tab.
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6. Select Databricks SQL Access and Workspace Access.

Configurations Permissions Secrets Git integration

Application Id
8930c3c7-960d-4d8c-8135-427552da31dc

Status
Active

Entitlements %

Allow unrestricted cluster creation ()
Databricks SQL access
Workspace access

Update

Alternatively, you can authenticate using a Databricks user token (applicable only for HMS).
Y ou must ensure the following:

* Generate a Personal Access Token (PAT).
» Provide the token during the Cloudera Octopai setup.

Generate a Personal Access Token

Perform the following steps to generate a Personal Access Token:
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1. In Databricks, navigateto Settings Developer Access Tokens (Manage).

Settings Developer
Manage your development settings
& Workspace admin

Appearance

Identity and access

Access tokens Manage
Security Set up secure authentication to Databricks API using access tokens

Compute

Development SQL query snippets —_———
Configure SQL query snippets. Note: SQL query snippets will be moving to the SQL editor ‘ SQL Editor [F

Notifications dropdown menu. S

Advanced

@ User

Editor settings

Profile 9

Preferences General

Developer

. Spark tips
Linked accounts Enrich notebook error stack traces by displaying high-level "error hints" which explain otherwise- on @

e confusing errors.
Notifications

2. Click Generate New Token.
3. Set the maximum lifespan for the token.

E Note: The token must be periodically regenerated.

Generate new token

Comment

Octopai_Client

Lifetime (days)

730

Related Information
Databricks Lineage in Cloudera Octopai Data Lineage
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Configure Databricks Metadata Source in Cloudera
Octopal

Learn how to configure the Databricks Metadata Source in Cloudera Octopai using either user authentication with
Personal Access Tokens or machine-to-machine authentication with service principals.

Cloudera Octopai Data Lineage supports two authentication methods for connecting to Databricks:

e User authentication using a Personal Access Token
* Machine-to-machine (M2M) authentication using a service principal

f Important: Select one of the methods when configuring your connection.

Option 1: User authentication token (Personal Access Token)

> @ >

2. Metadata Source Details
Databricks

Authentication method

© user Auth Token M2M Auth (Service Principle)

Unity Catalog Options

() HMS only

@ Unity Catalog (can contain HMS)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

Databricks server url

Token

HTTP Path

Workspace ID

Account ID

Configure the following settings when using the Personal Access Token authentication method:
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1. Unity Catalog Options

* HMS only —when Databricks uses Hive Metastore without Unity Catalog.

» Unity Catalog (can contain HMS) —when Databricks uses Unity Catalog. Hive Metastore can also be used (not
mandatory).
2. Connection Name

Assign a clear and meaningful name for the connection. This name will appear to users within the Cloudera
Octopai platform.

3. Databricks Server URL
Enter the customer's Databricks workspace URL.

Example: https://abc-1234.5.azuredatabricks.net
4. Token

Enter the Personal Access Token generated under SettingsDevel operAccess Tokens (Manage) in Databricks.
5. HTTP Path

Paste the HTTP Path copied from the Databricks SQL Warehouse Connection Details field.

Example: /sgl/1.0/warehouses/abc123xyz
6. Workspace ID (for Unity Catalog only)
7. Account ID (for Unity Catalog only, optional)

Authentication method

User Auth Token © M2M Auth (Service Principle)

Unity Catalog Options

) HMS only
@ Unity Catalog (can contain HMS)
Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
Databricks server url
Client Id
Client Secret
HTTP Path
Workspace ID
Account ID

T
[Fe=] h

Configure the following settings when using the service principal authentication method:
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1. Unity Catalog Options

* HMS only —when Databricks uses Hive Metastore without Unity Catalog.

* Unity Catalog (may include HMS) — when Databricks uses Unity Catalog. Hive Metastore can also be used but
is not mandatory.

2. Connection Name

Assign aclear and meaningful name for the connection. This name will appear to users within the platform.
3. Databricks Server URL

Enter the customer's Databricks workspace URL.

Example: https://abc-1234.5.azuredatabricks.net
4. ClientID

Enter the Client ID of the service principal created in Databricks.
5. Client Secret

Enter the secret token generated for the service principal.
6. HTTP Path (for Unity Catalog only)

Paste the HTTP Path copied from the Databricks SQL Warehouse Connection Details field.

Example: /sgl/1.0/warehouses/abcl23xyz
7. Workspace ID (for Unity Catalog only)
8. Account ID (for Unity Catalog only, optional)

Databricks Lineage in Cloudera Octopai Data Lineage

Learn how to configure Informatica Cloud (11CS) permissions, set up metadata sources, verify files, access the
Cloudera Octopai Data Lineage target folder, and troubleshoot issues.

f Warning: Missing permissions could end up in broken lineages.

¢ Adduser role:

Log in as admin or any other role that can edit the roles of other users
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Procedure
1. Select the Administrator service.

N\

Log Out

Data Governance and
Catalog

Data Marketplace | | | | Data Profiling Data Quality

e _r N 3£
o’o‘o Integration Hub E-:/—. Mass Ingestion Metadata Command Center

B2B Partners Portal Data Integration

E B

Operational Insights

Administrator é}b Monitor

B ticenses
& SAMLSenp
B 5 EnabledUsers B () Users Pending Activation B () Usersin Groups
) Metering 5 HM 2 Users logged in
Total Users (O Disabled Users W () Locked Users B 5 Users notin Groups last 30 days
¥ Seniogs

D Uses
Selectthe

Users (5) I~ 9

User Name Phone Number Status Groups Roles Lost Login
dakars Dakar Shalev 0545691018 Encbled Admin Nov6, 2023, 7:11 AM
galziton@gmil.com Gl Zion 0504938475 Encbled MDM Business User, Govemance U... Dec 18, 2023, 8:07 AM

igal kakoon 0544694115 Encbled No Groups Designer Dec 18,2023, 805 AM
ori@etemity-tco.l OniTam 0504938475 Encbled No Groups Admin Aug 24,2023, 6:02 AM
Yarden Abramovich 0506915585 Encbled No Groups Aug 27,2023, 8:01 AN

" Advanced Clusters

B FleServers
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3. Scroll down to the rolelist, and select the "Designer” role.
Select the user to whom you want to assign arole.

Click the Save button in the upper right screen.

~$ Informatica A - Clovd_Temp v

K3 sion O igalk -]
P ticenses Define the user account setiings, including group and role assignments.

& SAMLSenp Assignea User roups ana Koles

£ Metering Enabled  Group Name Description

W Setings

@ Add.OnBundies
@ 5vcooerFies
B o

. Advanced Clsters

B FleServers

DDDDDDDDEDDDDDDDDDDDDDDDDDD;Z

4. Set up Informatica Metadata Source.
Metadata Sources are set on the Cloudera Octopai Client.

== New Metadata Source wizard 0

> @) >

2. Metadata Source Details
INFORMATICA CLOUD

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

[
0/36

User Name
Password
Login url
Base Api Url

Base Api full U

Previous m

baseApiUrl: The URL of Informatica Cloud. To derive the correct URL, take the application's URL and remove
the first segment before the dot. For example, https://femw1.dm-em.informaticacloud.com/saas converts to https:/
dm-em.informaticacloud.com/saas.
baseApiUrlFull: For example, https://emw1.dm-em.informaticacloud.com/saasis the full URL of the app.

5. Verify the extracted Metadata File.




Cloudera Octopai Data Lineage SSIS (Files/ Integration Services/ Integration Services Catalog /
Azure)

6. Accessthe Cloudera Octopai Target Folder (TGT).
a) Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default:
C:\Program Files (x86)\Octopai\Service\TGT
b) Open the zip file having the Connector Name.
¢) Verify its content: Quantity & Quality of inner files.

Error during the extraction:

*  Check the permissions.
» Send the log with the connector number and name to Cloudera Support:

C:\Program Files (x86)\Octopai\Service\log

Learn how to configure SSIS (Files, Integration Services, Integration Services Catalog, Azure) as metadata sources
for Cloudera Octopai.

E Note: Version supported: up to SQL 2022

In the Cloudera Octopai Client, select the SSIS method implemented in your organization.

§QLSewer ‘SQLSem-er §QLSemr §QLSewer
SSIS (Azure) SSIS (Files) SSIS (Integration Service Catalog) SSIS (Integration Services)
War ning:

Missing permissions could end up in broken lineages.

E Note:
Permissions Prerequisites:
¢ Read Permission for the Cloudera Octopai Windows NT User to the SSIS folder containing the *.dtsx
files.
¢ Read Permission for the Cloudera Octopai Windows NT User to the SSIS folder containing the *.dtsx
files.
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== New Metadata Source wizard 0

> @’ >

2. Metadata Source Details
INFORMATICA CLOUD

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

[
0/36

User Name
Password
Login Url
Base Api Url

Base Api full Url

3

War ning:

Missing permissions could end up in broken lineages.

Note:
E Permissions Prerequisites (Server Type: Integration Services - MSDB):

« Map thefollowing usersto the login used for extraction:

e Database msdb with Database role membership db_datareader.
« Database SSI SDB with Database role membership public and ssis_admin.
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Good moming

New Metadata Source wizard

s

> @ >

2. Metadata Source Details

1. Metadata Source Type
SSIS (intagration Sarvices)

3.Test & Save

Authentication method

o Windows Windows
Authentication Authentication

(Inherit user

from service)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
Server name
Username

Password

e

SSIS Integration Services Catalog
War ning:

Missing permissions could end up in broken lineages.

E Note:
Permissions Prerequisites:
e Grant database role membership to ssis_ admin.
e Grant read access permission to SSI SDB.catalog.environments.

Figure 16: Setting up SSIS Integration Services Catalog Metadata Source
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Soodmerning '

New Metadata Source wizard

> @ >

1. Metadata Source Type 2 Metadata Souree betalls 3. Test & Save
AiassE Renes ype SSIS (integration Service Gatalog) o

authentication method

© windows Windows
Authentication Authentication

(Inherit user

from service)

Connection Name (The cennection name as it will be displayed te the Octopal platform users, please use a meaningful name)
Server name

Username

Password

Enter Folder Name String/s to be excluded from the list of Extracted Files

Enter Project Name String/s to be excluded from the list of Extracted Projects

)
SSIS Azure
Warning:

Missing permissions could end up in broken lineages.

Permissions prerequisites

« Defineauser with thedb_owner role on the SSISDB instance for the Integration Services Catal og.

Set up the metadata source

Figure 17: Configure the SSIS Azure metadata source
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Good morning New Metadata Source

... New Metadata Source wizard

> @ >

2. Metadata Source Details
SSIS (Azure)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

[
o/36

Server name
Username

Passwaord

FISVeEs w

Verify the extracted metadata file
Accessthe Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT folder located on the server where the Cloudera Octopai Client isinstalled.

The default path is C:\Program Files (x86)\Octopai\Service\TGT.
2. Open the ZIP file with the connector name.

Example:

Figure 18: Example connector archive

| POWER_BI_103_PowerBl- AK-Test_2022-2-13-10-2-33
3. Verify the quantity and quality of the inner files.

Troubleshoot
If an error occurs during the extraction, check the following:

» Confirm that the required permissions arein place.

« Send the log with the connector number and name to Cloudera Support. The default log path is C:\Program Files
(x86)\Octopai\Service\log.

Figure 19: Example log file location

L POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File KB
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Azure Data Factory (ADF)

Overview of the Cloudera Octopai Azure Data Factory extraction workflow.

E Note: Version supported: Version 2

Tool Permissions Prerequisites
Before proceeding, verify that you meet the prerequisites for tool permissionsin Azure Data Factory.
Warning: Missing permissions could end up in broken lineages.

« A dedicated application registered with the 'Reader’ role assigned to the relevant Data Factories.
« Valid'Client Secret' for authentication credentials.

How to set up the permissions

Ensure you have the necessary permissions to set up and manage Azure Data Factory.
Step 1:

Application Setup: Quickstart: Register an app in the Microsoft identity platform
Guidelines for application setup:

» Sdlect ‘Accountsin this organizational directory only’ when creating a new application (registration), under ‘Who
can use this application or accessthis API?.

e On the same page, leave 'Redirect URI empty'.

» Credentias- On the Application page, under Manage > Certificates & Secrets, use the Client Secret option for
Credentials. Copy it immediately, asit won't be fully visible afterward.

Step 2:
Assign the dedicated application a'Reader’ role to the relevant Factory/ies by following the below steps:
1. Under your DataFactory, go to the 'Access control (IAM)' tab and click on'ADD > Add role assignment'.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home » OctopaiDatafactory

A OctopaiDatafactory | Access control (IAM)

Data factory (V2)
|f° Search | ¢« + Download role assignments R'j Feedback
By Overview Add role assignment
ECK access ROle assignments Roles Deny assignments Classic administrators
B activity log
'Q,Q Access control (IAM) My access
View my level of access to this resource.
@ Tags

View my access
7% Diagnose and solve problems

> Settings Check access

Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more o
> Getting started

S vontarng [emoen

> Automation
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2. Look for the 'Reader’ role and click it.

Home > OctopaiDatafactory | Access control (IAM) >

Add role assignment

Role* Members * Cond

Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more 7

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

| P reader = Type : All Category : All
Mame T Description T,
| Reader View all resources, but does not allow you to make any changes.

App Compliance Automation Reader Read, download the reports abjects and related other resource objects.

Log Anazlytics Reader Log Anzlytics Reader can view and search all monitoring data as well as and view monitori

Managed Applications Reader Lets you read resources in 8 managed app and request JIT access.

Monitoring Reader Can read all monitoring data.

Showing 1 - 5 of 5 results,

3. Under the 'Members' tab, choose 'User, group, or service principa’ and click on '+ Select members, then search

for your application.
Home > OctopaiDatafactory | Access control (IAM) > Select members X
Add role assignment
= =]

Role  Members®  Conditions  Review + assign 53 AppRegistrationTestMatan a
B application

@ Showing  fitred st ofrles because your permissions include a conditon. Lear more

Selected role Reader

Assign access to (® User, group, or service principal o
(O Managed identity

Members + Select members e

Name Object ID Type

No members selected Selected members:

. No members selected. Search for and add one or more members you want to assign to
Description Optional

the role for this resource.

Leamn more about REAC
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4. Thelast step will beto review your configuration and assign the role by clicking on 'Review + assign'.

Home » OctopaiDatafactory | Access control (IAM) >

Add role assignment

Rale Members Conditions Review + assign

Role Reader
Scope
Members Name Object ID

AppRegistrationTestMatan

Description No description

‘ Previous | ‘ Next |

Review + assign

Type

App

5. After completing the previous steps, go back to your DataFactory's 'Access control (IAM)' tab > 'Role

assignments. Y our application should be there.

Home > OctopaiDatafactory

A OctopaiDatafactory | Access control (IAM) s

Data factory (V2)

‘P Search | ¢« - Add ~ ¥ Download role assignments Edit columns
By Overview

Check access Role assignments  Roles Deny assignments
B Activity log _

%{ Access control (IAM) Number of role assignments for this subscription O

@ Tags 181 4000

& Diagnose and solve problems

> Settings
2 Getling started All  Job function (21)  Privileged (26)
> Monitoring -
S Automation L AppReglslrationTeslMatanl K
> Help
1 items (1 Service Principals)
Name Type
" Reader (1)

AppRegistrationTestMatan
O = App

() Refresh [ Delete

R’j Feedback
Classic administrators

Privileged @&
26

View assignments

Type : All Role : All Scope : All scopes Group by : Role

Role

Reader ©
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Setting up ADF Metadata Source
Follow these instructions to configure the metadata source in Azure Data Factory.

Metadata Sources are set on the Cloudera Octopai Client:

) Octopai Client | 9.4

File View

0 Good afternoon AlexkTest Company

2. Metadata Source Details
Azure Data Fuctnry

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful nome)
>
Subscription ID
f o
hd
Tenant ID
-
[ ]
o Application (client) ID
e Client Secret
ﬁ Resource Group
i Factory Name
APl Version
e 2018-05-01
m
= n
.
Legend:

e Connection Name: Give ameaningful name, as it will be displayed to the Cloudera Octopai platform users.

e Subscription ID: Found in the 'Subscriptions' section of the Azure portal.

* Tenant ID: Available in the'App registrations section under the application you created.

* Application (Client) ID: Available in the 'App registrations' section under the application you created.

e Client Secret: Generated in 'App registrations > Certificates & secrets.

» Resource Group: Found in the 'Resource groups' section where you created or assigned resources for your Data

Factory.

» Factory Name: Listed in the 'Data Factory' section under your specific factory instance.

* APl Version: Usually specified in the Azure documentation or the REST API version section related to Data

Factory.
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After completing al the mandatory fields, click on 'Next' > 'Finish' > and 'Run’ to extract the metadata from your
source.

IBM DataStage

IBM DataStage integration with Cloudera Octopai Data Lineage enables usersto export and manage DataStage
projects and metadata efficiently. Each project must be exported as a separate file, with specific configurations for
ISX or DSX methods, ensuring compatibility with the Cloudera Octopai Client.

E Note: Version Supported: uptov1l.7

Tool Permissions Prerequisites

Warning: Missing permissions could end up in broken lineages.
IBM DataStage Client version 8.5 or later installed

Open Server Port to DataStage Server Machine

How to export IBM DataStage jobs

1. Open DataStage Designer (Client).
2. Choose project and connect.
3. Click Export -> DataStage Components ->

| Fle view Repostory Import((Export ) Tooks Help

J-P JWEEUS AP A2ONPO BINERE P00 5290
O O x
TokyoMan | Qpen quick fing
= N —— -

2o

10 IMS Databases (DBD)

1 IMS Viewsets [PSB/PC
=) Jobs

B MM

ClaimnClasmf elation:
% CopyOEDW _RI_T
% CopyOEDW_RI_T
¥ CopyOfPartyStagny

FarneNIEOHE Mo
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4. Click Add and choose folder jobs from the pop window: Select I1tems.

A Repository Export H=] E3
_Itm to export:
Name | Description | Folder path [ Incl
:i ClaimClaimRelationshipD... Update the Claim_Claim_Status_... ‘Jobs Yes
Kl | o
‘ Change selection: Add Femove Selectall
,MS to export:
| E xport job designs without executables Options
®Enchde I
[ Include dependent items
Y
xpot to file:
-\ BM\InformationS erver\Chents\Classich\DSE xport. dsx View |
Type :
[dsx > T Appendto existing file
< Export w Close | Help l
e
1 items selected for export, 0 of these items vl be ignored. Y

75



Cloudera Octopai Data Lineage IBM DataStage

A Select Items E

REP_RUNS | | % s Ooen quick find
=g REP_RUNS

i) Data Elements

i IM5 Databazes [DED)
) IMS5 Viewsets [PSE/PCB)
=

) Machine Profiles

i Match Specifications

) MN5 Rules

i Routines

i) Shared Containers —
i) Stage Types

) Standardization Rules |

F
—_—

Item rname: Ok
Jobs

Cancel
Item type:
| Help

4

5. Configure destination file name and location:

e At thedrop-down list of the Job componentsto export:, choose Export job designs without executables.
« Uncheck the Excluderead-only items option.
* Choose the export file destination and type a name for the DSX file— Export tofile.

76



Cloudera Octopai Data Lineage IBM DataStage

6. Click the Export button.

A Repository Export H=]E3
| ltems to export:
Name | Description | Folder path [ Incl
:i ClaimClaimRelationshipD... Update the Claim_Claim_Status_... ‘Jobs Yes

< e
Change selection: Add Hemove Selectall

/ﬁ(-mmt; to export:

Export job designs without executables

Options

| I Append to existing file

e —

( Export ﬂ Close | Help |
I
ed

1 items selected for export, 0 of these items vl be ignored. y

7. The extracted file will appear in the destination defined folder. Use this file as the source for your Cloudera
Octopai metadata DataStage connection in the Cloudera Octopai Client.

8. Ensure appropriate permissions to the path to allow the Cloudera Octopai Client to access the file with the user
running it.

DataStage automation requires the customer to extract the DataStage project using the following methods.
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e New Metadata Source wizard

2. Metoc

t will be displayed to the Octopai platform users, ple

D:\dotostages

Source Folder should include files with extension types: *.dsx, *isx

Enter File Narme String/'s to be excluded from the list of Extracted Fi

es
Enter Folder Name String)s to be excluded from tha list of Extracted Files

Parameter Set Folder

D:\parometers

Each project for each Server needsto be in a separate zip file. Each project will be displayed as a different

connection namein the Cloudera Octopai application:
Octopai Client - DataStage Modul€' sfields

In the Source Folder, there needs to be only one ISX file that resembles one project.
In the Parameter Set Folder, there needs to be the parameters file for that one project. (the format is TXT)

The Parameter Set file should follow this convention: “Isx_File Name DSPARAMS.txt". (For example, if we have a

project named proj ect.isx , the Parameter file name will be project DSPARAM Sitxt )
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This PC » Storage (D:) » parameters

v % project_DSPARAMS. txt

> ThisPC > Storage (D:) » datastages

B Name

B projectisx

DataStage ISX file + Parameters for ISX Project File
The result from this module should look like the following:

E_102_asdiujasd_2023-7-3-16-24-44.zip » DATASTAGE »

B Name

M Parameters

L DATASTAGE_1(
& MainLog_3

B project.isx

2_asdiujasd_2023-7-3-16-24-44.zip > DATASTAGE > Parameters

B Name

® project_DSPARAMS. txt

Inside the parameters folder
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Edit Metadata Source

Connection Name (The connection name as it will be displayed to the Octop

DsxProject-Sample

Source Folder
D:\datastages
Source Folder should include files with extension types: *.dsx, *.isx

Enter File Name String/s to be excluded from the list of Extracted Files
Enter Folder Name String/s to be excluded from the list of Extracted Files

FParaometer Set Folder

o\ parameters
Octopai Client - DataStage Module’s fields

Each project for each Server needsto be in a separate zip file. The connection name specified in the Cloudera
Octopai Client will be the Name of the parameter file:

In the Source Folder, there needs to be only one DSX file that resembles one project.

In the Parameter Set Folder, there needs to be the parametersfile for that one project. (the format is TXT) The
Parameter Set file should follow this convention: “ConnectionName_DSPARAMS.txt”. (For example, if the
Connection Name given while creating this connection was DsxPr oj ect-Sample , the Parameter file name will be
DsxProject-Sample DSPARAM S.txt )
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» Storage (D:) » parameters

L EAPT

% DsxProject-Sample_DSPARAMS.txt

is PC » Storage (D:) » datastages
M Mame

| project.dsx

DataStage DSX file + Parameters for DSX Project
File

The result from this modul e should look like the following:

_102_DsxProject-Sample_2023-7-3-17-0-47zip > DATASTAGE >

B MName Type
W Parameters File folder
£ Conn_ | XML File
L DATASTAGE_102_0

& MainLog_3062001202

. project.dsx

GE » Parameters

B Name

% DsxProject-Sample_DSPARAMS txt

Inside the parameters folder
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DataStage: Export of parameter files

1. Go to the Administrator Client.

=

[

Administrator
Client

2. Choose the relevant Project and click on Properties.

¥ InfoSphere DataStage Administration - OCTTIO8DS3 M=l B3 I

General | Pojects |

Close

dzalil Add...
EPMS0_CSIU = Help
EPM3I0_HCMIU e
ETL_SNAPSHOT Delete
EXTERNAL
KC_MDW Properties
KC_0DS
KKK
KUALL_MDv NLS...
KUaLI_0DS

PJ_Stage_PS_L&_KFS Command

Project pathname:
|C:AIBMAInformationServer\S erver\Projects\EPM30 Suite Admin

3. Click on the Environment button.

"; Project Properties - OCTTIOBDS3\EPMI0_CSIU

Eenerall Eermissiunsl Irac'rgl ﬁchadulel Mainframe Tgnd:lasl F'jra!lel] Seq.len;e] ﬁernolel Logsl

[~ Enable job administration in Director

[~ Enable Runtime Column Propagation for Parallel Jobs Cancel

- Default setting for new Paralle] jobs Help

e

¥ Enable Buntime Calurmn Propagation for riew links

[~ Enable editing of intermal references in jobs
[V Share metadata when importing from Connectors

Protect Project | | Enyironment. . |

i~ Operational metadata in Server and Parallel jobs

[~ Generate operational metadata

Workload management
Queue
| WM default (MediumPrioritwobs) ;]

82



Cloudera Octopai Data Lineage

IBM DataStage

4. Goto User Defined and click on Export to File.

%= Environment Yariables

=1 E3

~ Environment Yariables

are incl

Categories:

The following categorized environment variables are defined in this project. Either set a default value for an existing environment variable or add a new envitonment variable to the user defined ¢

- General

- Customize

= Paralll

: Operator Specific
- Repoiting
- Compiler

B LIser Defined

Expottto Fike...

Import from File...

Set to Default

All to Default

B

Wariable Help

o]

Cancel | heb |
4

5. Thenew file name (.env) will be created - save it as Name of Project _DSPARAM S.txt.

Setting up DataStage Metadata Source
Metadata Sources are set on the Cloudera Octopai Client

Good morning /

== New Metadata Source wizard

+O

> @ >

2. Metadata Source Details
Datastage

0d

e
|

1. Metadata Source Type 3.Test & Save

Coennection Name (The connection name as it will be displayed to the Octopai platform users, please use o meaningful name)

New Metadata Source

oD

Source Folder

source Folder should include files with extension types: *.dsx, *isx

Enter File Name Stﬂngfs to be excluded from the list of Extracted Files
Enter Folder Name String/s to be excluded from the list of Extracted Files

Parameter Set Folder
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1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Error during the extraction:

e Check the permissions
» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

"" POWER_EI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KB

Learn how to configure Oracle ODI as a metadata source for Cloudera Octopai.

E Note: Version Supported: 12c

f Warning: Missing permissions could end up in broken lineages.

1. Open Server Port for each ODI databases repositorie
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2. Existing/New Oracle user for each database with grant read permission for the following dictionary tables:

« SNP_MAP_CONN
« SNP_MAP_CP

« SNP_MAP_ATTR

« SNP_MAP_EXPR

« SNP_PACKAGE

« SNP_MAP_REF

« SNP_TABLE

« SNP_COL

« SNP_DEPLOY_SPEC
« SNP_EXEC_UNIT_GRP
« SNP_LOAD_PLAN

« SNP_EXEC_UNIT

« SNP_PHY_NODE

« SNP_PHY_EXPR

« SNP_MAP_EXPR_REF
« SNP_MAP_PROP

« SNP_SCEN

.+ SNP_SCEN_FOLDER
.« SNP_MAPPING

+ SNP_SEQUENCE

« SNP_MODEL

.+ SNP_FOLDER
 SNP_PROJECT

« SNP_MAP_COMP

Metadata Sources are set on the Cloudera Octopai Client
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Good morning | New Metadata Source

= New Metadata Source wizard

> @ >

2. Metadata Source Details
oDl

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/36

Server name
Username
Passward

Port

Port range between 0 and 65535

Service Name

Repository Schema

m

Connection Name: Giving a meaningful name to the connection will be useful for future references.
How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)
Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT

2. Open the zip file having the Connector Name. Example:
| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions

 Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

&/ POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File 3KB
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Learn how to configure and set up Informatica Power Center as a metadata source for Cloudera Octopai Data
Lineage.

E Note: Version Supported: up tov10.5

E Note:
Warning: Missing permissions could end up in broken lineages.
1. Open Server Port for each Informatica repository database.
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2. Existing/New (Oracle/SQL) user for each database with granted read permission for the following dictionary

tables:

OPB_SESS_EXTNS
OPB_MMD_SESS EXTNS
OPB_SESS CNX_REFS
OPB_CNX_ATTR
OPB_CNX
OPB_MMD_CNX
OPB_EXPRESSION
OPB_EXTN_ATTR
OPB_MAPPING
OPB_OBJECT TYPE
OPB_SWIDGET_ATTR
OPB_SWIDGET_INST
OPB_TABLE_GROUP
OPB_TASK
OPB_TASK_ATTR
OPB_TASK_INST
OPB_TASK_VAL_LIST
OPB_WIDGET
OPB_WIDGET_INST
REP_ALL_MAPPINGS
REP_ALL_MAPPLETS
REP_ALL_SOURCE FLDS
REP_ALL_SOURCES
REP_ALL_TARGET FLDS
REP ALL_TARGETS
REP_ALL_TASKS
REP_COMPONENT
REP_METADATA_EXTNS
REP_SESS WIDGET_CNXS
REP_SUBJECT
REP_TASK_ATTR
REP_TASK_INST
REP_WIDGET_ATTR
REP_WIDGET_DEP

REP WIDGET_FIELD
REP_WIDGET_INST
REP_WORKFLOWS

If you would like to build aloop for this action, we offer to use this guide by Aron Kumar.

Metadata Sources are set on the Cloudera Octopai Client.

Note: If you're using parameters for Informatica workflows, it's recommended to organize themin a
dedicated folder. To upload these parameters, simply navigate to the designated folder and select it from the

"Parameter Set Folder" box.

SQL Server:
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Geodmeming

<» New Metadata Source wizard

00 > =

2. Metadata S Detail
1. Metadata Source Type etadd c! ouree betalls 3.Test & Save
Informatica (st server)

0J
f
‘m

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

ingful n

Server name

name

Database Name

Username

Password

Password [m]

Parameter Set Folder

m e

Oracle:

Good morming / New Metadata Source

¢ New Metadata Source wizard

0o EZ

1. Metadata Source Type 2 Metadata Source De‘m“’ 3.Test & Save
Informatica (orack)

Connection Name (The cennection name as it will be displayed to the Octopal platform users, please Use a medningful name)

me (The cor

Port

Port range between 0 and 65535

Service Name

Parameter Set Folder

Repository Schema

I ﬂ
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1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Error during the extraction:

e Check the permissions

» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

w2/ POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KBE

How to set up and configure the Impala ODBC driver.

f Warning: Missing permissions could result in broken connections or metadata extraction failures.

» Download the ODBC driver for Impala from your vendor’ s website: Impala ODBC Driver Download
« Ensurethat you choose the correct driver version ( 32-bit or 64-bit ) based on your environment and client tool.

1. Open the ODBC Data Source Administrator

e Searchfor " ODBC Data Source" in the Start menu.
» Select either 32-bit or 64-bit , depending on the installed driver.
2. CreateaNew System DSN

* Name: Provide afriendly name (e.g., Impala ODBC).

e Description: (Optional) Add details (e.g., “Impala ODBC connection”).

» Host: Enter the hostname (or | P address) of the Impala service.

* Port: Default port is 21050 for Impala (confirm in your cluster setup).

« Database: Specify adefault database to connect to (e.g., default ).

* Authentication Mechanism: Use User Name and Password authentication.
e SSL/TLS: If required, configure SSL settings for a secure connection.

» Test the connection and ensure the setup is successful.
« |f the connection fails, verify the host, port, database, and authentication settings .
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Setting up Apache Impala Connector with Kerberos Authentication

Accessthe Cloudera Octopai Target Folder (TGT)

1. Navigatetothe TGT Folder on the server where the Octopai Client isinstalled.

» Default location: C:\Program Files (x86)\Octopai\Service\TGT
2. Locatethe ZIP file with the Impala Connector Name.

» Example: Impala_Metadata Export.zip

3. Verify itscontent:

» Check the quantity and quality of inner files.

#Error during extraction? Try the following steps:

Check permissions on the Impala server and ODBC connection.

Verify the DSN configuration (correct hostname, port, authentication).
Ensurethat the Impala serviceisrunning and accessible.

Send the log file with the connector name and number to Cloudera Support:

e C:\Program Files (x86)\Octopai\Service\log

Learn how to configure the Apache Impala connector in Cloudera Octopai Client using K erberos authentication.

Before configuring the Apache Impala connector in Cloudera Octopai, ensure the following components are available

and properly configured:

MIT Kerberosfor Windows: Download and install from the official MIT Kerberos download page. The
default installation path is C:\Program Files\MIT\K erberos\. To verify the installation, ensure that the following
executablefile exists in your environment: C:\Program Files\M I T\K erberos\bin\kinit.exe. This path is configured
by default in the kerberos.settings.json file used by the Cloudera Octopai Client.

Kerberos Configuration File (krb5.ini): Obtain thisfile from the Hadoop or Impala cluster administrator and
placeit under C:\ProgramData\M | T\K erberosS\krb5.ini. The configuration must include the following sections
and values adjusted to the actual cluster environment:

[1ibdef aul ts]

default _real m = ROOT. COMOPS. SI TE
dns_| ookup_real m = fal se

dns_I| ookup_kdc = fal se

ticket lifetime = 24h

renew lifetine = 7d

forwardabl e = true

[ real ns]

ROOT. COMOPS. SI TE = {

kdc = ccycloud- 1. cdp. root.conops.site

adm n_server = ccycl oud-1.cdp.root.conops.site

}

[ domai n_real m
. root.conops. site = ROOT. COMOPS. SI TE
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root.conops. site = ROOT. COMOPS. SI TE

Kerberos Keytab File: Obtain the keytab file from the Hadoop or Hive cluster administrator. The keytab contains
encrypted credentials used for Kerberos authentication and enables non-interactive authentication. The file format
is binary with .keytab extension. Securely store the keytab file in alocation accessible to the Cloudera Octopai
Client, for example, at C:\Octopai\keytabs\impala.keytab.

Impala ODBC Driver: Download and install an Impala ODBC driver that supports K erberos authentication.
Driver options include the Cloudera or Hortonworks Impala ODBC driver, or a vendor-specific equivalent. Ensure
the driver architecture (32-bit or 64-bit) matches the Cloudera Octopai Client installation.

Install and configure the Impala ODBC driver.

a)

b)

0)

d)

e

f)

)

Open the ODBC Data Source Administrator:

» Search for "ODBC Data Source" in the Windows Start menu.
» Select either 32-bit or 64-bit, depending on the installed driver.
Create anew system DSN:

* Navigate to the System DSN tab and click Add.
e Select the Impala ODBC driver (for example, Cloudera ODBC Driver for Impala) and click Finish.
Configure the DSN basic settings:

« Data Source Name: Provide a user-friendly name (for example, Impala_Kerberos Prod).

« Description: (Optional) Add details (for example, "Production Impala with Kerberos authentication™).

* Host: Enter the hostname or |P address of the Impala service (for example, ccycloud-1.cdp.root.comops.s
ite).

* Port: Default port is 21050. Confirm the correct value in the cluster configuration.

« Database: Specify adefault database to connect to (for example, default).

Configure the Kerberos authentication parameters:

* Authentication Mechanism: Kerberos

e Service Name: impaa

« Realm: Kerberos realm (for example, ROOT.COMOPS.SITE)

e Host FQDN: Fully qualified domain name of the Impala service host

* Kerberos Configuration Path: C:\ProgramData\MI T\K erbeross\krb5.ini

Configure SSL or TLS (Optional):

If the cluster requires secure connectivity, enable SSL, and configure the truststore path and password
according to the security policy of the cluster.

Configure advanced settings if required by the environment:

« Connection timeout values

o Thrift transport, typically SASL for Kerberos
< Native query execution

Test and save the DSN:

« Test the connection by clicking Test. A valid Kerberos ticket may be required for the test to succeed.
» |f thetest is successful, click OK to save the DSN.
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2. Configure Cloudera Octopai Client for Impalawith Kerberos.
a) Add an Impala connection to Cloudera Octopai Client:
Launch the Cloudera Octopai Client and click Add New Connection or use the connection wizard.
b) Configure the Impala connection parameters:

e Connection Name: Provide a descriptive name (for example, Production Impala Kerberos)
e Authentication settings:

< Authentication Type: Kerberos (Kerberos-specific fields will be displayed)

e KerberosPrincipal: for example, impaa@ROOT.COMOPS.SITE

« Keytab Path: Full path to the keytab file (for example, C:\Octopai\keytabs\impal a.keytab)
e |If using ODBC, specify the DSN name created earlier (for example, Impala_Kerberos Prod)

3. Test the connection.

* Click Test Connection.
* During testing, the Cloudera Octopai Client performs the following steps:

« Acquire aKerberosticket using kinit and the provided keytab
e Attempt to connect to Impala
» Display the connection status

If the test fails, check the error message and verify the following:
» Kerberos configuration

e DSN settings

e Service availability

* Filepermissions

Learn how to set up and configure Apache Hive ODBC connections, including driver installation, DSN creation, and
metadata verification.

f Warning: Missing permissions could result in broken connections or metadata extraction failures.

1. Download and Install Hive ODBC Driver.

a) Download the ODBC driver for Hive from the Hive ODBC Driver Download website.
b) Ensure that you choose the correct driver version, either 32-bit or 64-bit, based on your environment and client
tool.
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2. Configure the DSN (Data Source Name).
a) Open the ODBC Data Source Administrator.

1
2.

Search for ODBC Data Source in the Start menu.
Select either 32-bit or 64-bit, depending on the installed driver.

b) Create aNew System DSN.

1

o g MWD

7.

Provide a friendly name, for example Hive_ODBC.

(Optional) Add details, for example Hive ODBC connection.

Enter the hostname or |P address of the Hive service.

Set the port. The default port is 10000 for Hive but you must confirm the value in your cluster setup.
Specify a default database, for example default.

Use the User Name and Password authentication method.

If required, configure SSL settings for a secure connection.

3. Verify the extracted metadatafile. Access the Cloudera Octopai Target Folder (TGT) and troubleshoot issues as
needed.

a) Navigate to the TGT Folder on the server where the Cloudera Octopai Client isinstalled.
The default location is C:\Program Files (x86)\Octopai\Service\TGT.
b) Locatethe ZIP file with the Hive Connector name.

For example, Hive Metadata Export.zip.
¢) Verify thefile content by checking the quantity and quality of the included files.

If an error occurred during the extraction, perform the following troubleshooting steps:

1. Check permissions on the Hive server and ODBC connection.
2. Verify the DSN configuration, including the correct hostname, port, and authentication.
3. Send thelog file with the connector name and number to Cloudera Support.

You can find the log at C:\Program Files (x86)\Octopai\Service\log.

Learn how to configure the Apache Hive connector in Cloudera Octopai Client using Kerberos authentication.

Before configuring the Apache Hive connector in Cloudera Octopai, ensure the following components are available
and properly configured:

« MIT Kerberosfor Windows: Download and install from the official MIT Kerberos download page. The
default installation path is C:\Program Files\MIT\K erberos\. To verify the installation, ensure that the following
executable file exists in your environment: C:\Program Files\M 1 T\K erberos\bin\kinit.exe. This path is configured
by default in the kerberos.settings.json file used by the Cloudera Octopai Client.

» Kerberos Configuration File (krb5.ini): Obtain this file from the Hadoop or Hive cluster administrator and place
it under C:\ProgramData\M I T\K erberosb\krb5.ini. The configuration must include the following sections and
values adjusted to the actua cluster environment:

[1i bdefaul ts]

default _real m = ROOT. COMOPS. SI TE
dns_| ookup_real m = fal se

dns_I| ookup_kdc = fal se

ticket _lifetime = 24h

renew |ifetime = 7d

forwardable = true
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[ real ns]

ROOT. COMOPS. SI TE = {

kdc = ccycl oud- 1. cdp. root.conpps.site

adm n_server = ccycl oud-1.cdp.root.conops.site

}

[ domai n_real M
. root.conops. site = ROOT. COMOPS. SI TE
r oot. conops. site = ROOT. COMOPS. SI TE

Kerberos Keytab File: Obtain the keytab file from the Hadoop or Hive cluster administrator. The keytab contains
encrypted credentials used for Kerberos authentication and enables non-interactive authentication. The file format
is binary with .keytab extension. Securely store the keytab file in alocation accessible to the Cloudera Octopai
Client, for example, at C:\Octopai\keytabs\hive.keytab.

Hive ODBC Driver: Download and install aHive ODBC driver that supports Kerberos authentication. Driver
options include the Cloudera or Hortonworks Hive ODBC driver, or a vendor-specific equivalent. Ensure the
driver architecture (32-bit or 64-bit) matches the Cloudera Octopai Client installation.

Install and configure the Hive ODBC driver.

a)

b)

d)

f)

9)

Open the ODBC Data Source Administrator:

e Search for "ODBC Data Source" in the Windows Start menu.
« Select either 32-bit or 64-bit, depending on the installed driver.
Create anew system DSN:

« Navigate to the System DSN tab and click Add.
» Select the Hive ODBC driver (for example, Cloudera ODBC Driver for Hive) and click Finish.
Configure the DSN basic settings:

« Data Source Name: Provide a user-friendly name (for example, Hive_Kerberos Prod).

e Description: (Optional) Add details (for example, "Production Hive with Kerberos authentication").

e Host: Enter the hostname or |P address of the HiveServer2 service (for example, ccycloud-1.cdp.root.como
ps.site).

« Port: Default port is 10000. Confirm the correct value in the cluster configuration.

» Database: Specify adefault database to connect to (for example, default).

Configure the Kerberos authentication parameters:

e Authentication Mechanism: Kerberos

* Service Name: hive

¢ Realm: Kerberos realm (for example, ROOT.COMOPS.SITE)

e Host FQDN: Fully qualified domain name of the HiveServer2 service host

e Kerberos Configuration Path: C:\ProgramData\MIT\K erbeross\krb5.ini

Configure SSL or TL S (Optional):

If the cluster requires secure connectivity, enable SSL, and configure the truststore path and password
according to the security policy of the cluster.

Configure advanced settingsif required by the environment:

e Connection timeout values

e Thrift transport, typically SASL for Kerberos
* Native query execution

Test and save the DSN:

» Test the connection by clicking Test. A valid Kerberosticket may be required for the test to succeed.
o If thetestis successful, click OK to save the DSN.
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2. Configure Cloudera Octopai Client for Hive with Kerberos.
a) Add aHive connection to Cloudera Octopai Client:
Launch the Cloudera Octopai Client and click Add New Connection or use the connection wizard.
b) Configure the Hive connection parameters:

e Connection Name: Provide a descriptive name (for example, Production Hive Kerberos)
e Authentication settings:

< Authentication Type: Kerberos (Kerberos-specific fields will be displayed)
« KerberosPrincipal: for example, hive@ROOT.COMOPS.SITE
« Keytab Path: Full path to the keytab file (for example, C:\Octopai\keytabs\hive keytab)
« |f using ODBC, specify the DSN name created earlier (for example, Hive_Kerberos Prod)
3. Test the connection.

* Click Test Connection.
* During testing, the Cloudera Octopai Client performs the following steps:

« Acquire aKerberosticket using kinit and the provided keytab
e Attempt to connect to Hive
» Display the connection status

If the test fails, check the error message and verify the following:

» Kerberos configuration
e DSN settings

e Service availability

* Filepermissions

Configure Cloudera Octopai Data Lineage to extract metadata from IBM DB2 i Series, from client setup through
ODBC configuration and required permissions.

e Warning: Missing permissions could end up in broken lineages.

* Microsoft Visual C++ Redistributable 2013 x64: Essential for running applications developed with Visual C++ on
Windows systems. Download from this link.

* IBM i Access Client Solutions: A suite for accessing and managing IBM iSeries systems.

» Network Configuration: Ensure the server port is open for each DB2 i Series database connection to facilitate
communication.

IBM i Access Client Solutions Installation:

1. Navigateto the IBM website's login page, and log in using your IBM 1D and password.

2. Download the "ACS Windows App Pkg English (64bit)".

3. Executetheinstaler located at IBMiAccess v1rl WindowsAP_English\lmage64a\setup.exe to extract and install
the ACS application.

Post-installation Configuration:
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1. Accessthe ODBC Data Source Administrator by navigating through Control Panel > Administrative Tools >
ODBC Data Sources (64-hit).

- [—

All Work Apps Documents Web More ¥

Best match

E ODBC Data Sources (64-bit)

System

Apps ODBC Data Sources (64-bit)

B ODBC Data Sources (32-bit) System

2. Inthe System DSN tab, click on Add to initiate the creation of a new data source.

; ODBC Data Source Administrator (64-bit) g

User DSN System DSN  File DSN Drivers Tracing Connection Pooling  About

System Data Sources:

Name Platform Driver Add. .

Remove

Configure ...

An ODBC System data source stores information about how te connect to the indicated data provider.
A System data source is visible to all users of this computer, including NT services.

Cancel Ao Help

3. Select iSeries Access ODBC Driver and click the Finish button. The General tab of the IBM i Access for
Windows ODBC Setup dialog is displayed.
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4. Recommended Settings for the General tab:

» Data source name — Enter any unique name to identify the ODBC data source.
e System — Enter the hostname where LMi resides.

5 ODBC Data Source Administrator (64-bit bt

UseJ IBM i Access for Windows ODBC Setup ? X

Sy General Server Data Types Packages Peformance Language Catalog Conversions Diagnostic

N
N

Data source name:
MyDb2Narne |

Description:

IBM i Access for Windows ODBC data source |

System;
MY_SERVER_NAME]| v| Connection Options...

Groa | [ oy | [t

5. Click the Connection Options button to display the Connection Options dialog. Recommended settings:

e Default user ID — UseiSeries Navigator default

» Sign-on dialog prompting — Prompt for SQL Connect if needed

«  Security — Use the same security as the i Series Navigator connection
6. Click OK.
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7. OnthelBM i Accessfor Windows ODBC Setup dialog box, select the Server tab. Recommended settings:

a. Inthe Naming convention combo box, select SQL naming convention (* SQL).

b. Leave Default SQL Schemaor Library blank.

c. LeavethelLibrary list blank.

d. For the Connection type, select Use ODBC access mode.

e. Leave Override default database with the following unchecked.

IBM 1 Access for Windows ODBC Setup

MNaming convention:

SOL naming convention [*SOL) w

Default SAL Schema or Library:

Library list:

Connection type:
(®) Use ODBC access mode
() Use ODBC access mode, Call allowed

() Limit to Read/Call [Select and Call statements allowed)
() Limit to Read-Only [Select statements only)

[] Override default database with the following:

Advanced

Cacs

f. Click OK.

Apply

Help

>

General Server Data Types Packages Peformance Language Catalog Conversions Diagnostic
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8. OnthelBM i Accessfor Windows ODBC Setup dialog box, select the Packages tab. Packages Tab Adjustment:

In the Packages tab, it is crucial to ensure the 'Enable Extended Dynamic Support' checkbox is unchecked,
deactivating other controls on the page.

IBM i Access for Windows ODEC Setup ? X
General Server Data Types Packages Peformance Language Catalog Conversions Diagnostic
[_] Enable extended dynamic [package] support

Default package settings

OGPL Cache package locally
Package usage Retum code for unusable package
Use Error
IJse/add Warning
Igr'u'urP.

Customize settings per application

s | [ oy | [t

Finally, thisiswhat we will see:
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E ODBC Data Source Administrator (64-bit) X

User DSN System DSN  File DSN  Drivers Tracing Connection Pooling About

System Data Sources:
Name Platform  Driver Add...
MyDb2Name gEL3sl iSeries Access ODBC Driver '
BRemove

. An ODBC System data source stores information about how to connect to the indicated data provider.
@ A System data source is visible to all users of this computer, including NT services.

[ox ] cancel || fooh | Heo |

Setting up IBM Iseries Metadata Source in Cloudera Octopai Client

First, press "New Metadata Source,” then fill in the relevant information for your new connection.

Good afternoon SupportOctopai o New Metadata Source

me New Metadata Source wizard 0

> @ >

2. Metadata Source Details
1. Metadata Source Type o 3.Test & Save
IBM DB2 iSeries

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
DSN Name
User Name

Password

Parse, Analyze, and Tag the Views and Stored Procedures as ETLs
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Google BigQuery

Learn how to configure Google BigQuery as a metadata source for Cloudera Octopai.

E Note: Version Supported: up to 2023

Tool Permissions Prerequisites
War ning:
Missing permissions could end up in broken lineages.

Google Service Account (SA) integrated with Cloudera Octopai.
How to establish a Google Cloud Service Account

Creating a Google Cloud Service Account (SA)

1. Open the Google Cloud Console and navigate to your desired project.
2. Accessthe |AM & Admin menu and select 'Service Accounts.
3. Click on 'Create Service Account' to initiate the creation process.

e¢ Octopai-SQL-Workspaces w

= Google Cloud

Search (/) for resources, docs, pro

B IAM & Admin Service accounts + CREATE SERVICEACCOUNT @ DELETE  +% MANAGE ACCESS
+2 1AM . : & p i
Service accounts for project "Octopai-SQL-Workspaces
e Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or
Organization policies can be used to secure service accounts and block risky service account features, su au atic IAM
9, Policy Troubleshooter

&  Policy Analyzer = Filter Enter property name or value
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4. Assign aunique, identifiable name to your Service Account. Upon clicking 'Create and Continue', an Identity and
Access Management (IAM) principal will be instantiated automatically.

: Important: Important: Do not click 'Done’ at this point.
< Create service account

© Service account details

- Service account name
oct-bg-sa

Display name for this service account

- Service account ID * 3
oct-bg-sa X C

Email address: oct-bg-sa@premium-canyon-372710.iam_gserviceaccount.com ]

Service account description

Describe what this service account will do

CREATE AND CONTINUE

Grant this service account access to project
(optional)
|
© Grant users access to this service account (optional)
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5. From the 'roles dropdown menu, select both '‘BigQuery Data Viewer' and 'BigQuery Job User' to assign necessary
permissions to your Service Account.

Google Cloud

&
@

o* Octopal-SQL-Workspaces w

Create service account

Service account details

Grant this service account access to project
(optional)

Grant this service account access to OctopaiS0L-Workspaces so that it has
permission to complete specific actions on the resources In your project. Leamn

more [5

- Role 1AM condition {optional) @ B
BigQuery Job User ot + ADD IAM CONDITION
ALCE55 1]
Role 1AM condition (optional) @
BigQuery Data Viewer - [ ]

4 ADD 1AM CONDITION

ACCESS 10 view Calasels and &

contents

<+ ADD ANOTHER ROLE

CONTINUE

Grant users access to this service account (optional)

o JE

roles
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&  Create service account

& Service account details

Grant this service account access to project

© (optional)

Grant this service account access to Octopai-SQL-Workspaces so that it has
permission to complete specific actions on the resources in your project. Learn
more [3
I-ROH? y IAM condition (optional) @ -
B8
= Filter Type to filter
Backup and DR Foles
Backup for GKE Bty Admin
BeyondCorp BigQuery Data Editor
- BigQuery BigQuery Data Owner
Billing BigQuery Data Viewer .
© ¢ itional)

Binary Authorization BigQuery Filtered Data Viewer

m CA Service BigQuery Job User

BinNunaru Matardsta Viewar

MANAGE ROLES

6. Complete the Service Account creation process by clicking 'Done'.
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7. Access the newly created Service Account and navigate to the 'KEY S tab.

Service accounts + CREATE SERVICE ACCOUNT @ DELETE  +& MANAGE

Service accounts for project "Octopai-SQL-Workspaces”

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, A

Organization policies can be used to secure service accounts and block risky service account features, such as

= Filter Enter property name or value

O Email Status Name 4

[0 o3 843953183448 ] Compute |
compute@developer.gserviceaccount.com service ac

D °3 dbeaver@premium-canyon- (V] DBeaver
372710.iam.gserviceaccount.com

O 23 oct-bg-sa@premium-canyon- 9 oct-bg-sa

372710.iam.gserviceaccount.com

<  oct-bg-sa
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

Service account keys could pose a security risk if compromised. We recommend you avoid ¢
Cloud here (2.

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies [4.
Learn more about setting organization policies for service accounts &

ADD KEY ~

reate new k ; irati
Create new key Key creation date Key expiration date

Upload existing key
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Generating a Service Account Key

» Click on'ADD KEY", then 'Create new key'. Make sure to select the JSON format. The key will automatically be
downloaded to your local system.

Create private key for "oct-bg-sa"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type

® JSON
Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

Configuring Cloudera Octopai with BigQuery:

1. Open Cloudera Octopai and start the creation of a new metadata source, choosing 'BigQuery' as your source.

2. Assign adescriptive name to this metadata source for easy reference in the future.

3. Input the Project 1D associated with your Google Cloud project. This can be found within the downloaded JSON
file (under the 'project_id' field) or in the project selector on the Google Cloud Console.

4. Specify thefile path where your downloaded JSON key fileis stored in the 'Key Path' field.

5. Saveyour settings and initiate the connection by clicking 'Save and Run'.

Setting up Google BigQuery Metadata Source
Metadata Sources are set on the Cloudera Octopai Client

107



Cloudera Octopai Data Lineage GreenPlum

6 New Metadata Source wizard

> @ >

2. Metadata Source Details
BIGQUERY

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

of3s
Project Id

Key path

@ Analyze stored Procedures as ETLs

e m

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\ TGT
2. Open the zip file having your Connector Name Example:

POWER_BI_103_PowerB|-AK-Test_2022-2-15-10-2-53
3. Verify its content Quantity & Quality of inner files

Error during the extraction:

*  Check the permissions
« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

w/ POWER_BI_103_21520221025220220215 153/02/2022 10002 LOG File 3KB

Learn how to configure GreenPlum as a metadata source for Cloudera Octopai.

f Warning: Missing permissions could end up in broken lineages.

Add the following line to the pg_hba.conf file located under /data/master/gpseg-1.
Enable remote access, alowing the Cloudera Octopai Client to perform the MetaData extraction:
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TYPE DATABASE ADDRESS METHOD

databasename octopai-user octopai-client-ip-address
Replace " databasename”, " octopai-user " d " octopai-client-ip-address’ with the actual values for your
database and client. Thisli ne will allow the Cloudera Octopai Client to access the specified database using md5

authentication.
Ensure the following prerequisites are met:

» Postgres ODBC driver installed on the machine running the Cloudera Octopai Client.

« Open Server Port for each Postgre Database Connection.

« Existing/New Postgres user (OCTOPAI_USER) for each connection with grant select permission for the
following dictionary tables:

e information_schema.tables
e information_schema.views
» information_schema.columns

* pg_catalog.pg_proc

e pg_catalog.pg_namespace
e pg_catalog.pg_attribute

* pg_catalog.pg_constraint
e pg_catalog.pg_class

e pg_catalog.pg_database

How to set up the permissions
psglodbc - PostgreSQL ODBC driver

Setting up GreenPlum Metadata Source

Metadata Sources are set on the Cloudera Octopai Client
How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions
» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

4/ POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File 3KEB
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Oracle Autonomous Data Warehouse (OAD/ADW)

Learn how to configure Oracle Autonomous Data Warehouse (OAD/ADW) as a metadata source for Cloudera
Octopai.

E Note: Version Supported: 19c/ 20c/ 21c

Tool Permissions Prerequisites

f Warning: Missing permissions could end up in broken lineages.

1. Loginto OCI, go to databases.
2. Select the database you want to connect and click on “Database connection”.

Overview » Autonomous Database » Autonomous Database details

OCTOPAI_TEST_ADW_ORACLE

[ Database actions | Database connection | Performance hub Manage scaling

A

3. Setthewallet typeto “Instance Wallet”, and download thefile.

Download client credentials (Wallet)

To download your client credentials, select the wallet type, and click Download wallet. You then en
for mTLS connections. You do not need a wallet for TLS connections.

Wallet type @)

Instance Wallet

<

Download wallet Rotate wallet

Wallet last rotated: -
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4. Extract the content of the zip into afolder, it should look like this:

» More-5Storage (E] » Downloads » Wallet OCTOPAITESTADWORACLE

ETTS - Date modified Type

B cvalletsso 09/01/2023 14: S0 File
=3 ewallet.p12 09/01/2023 14: Personal Informati...
B =vallet.pem 09/01/2023 14: PEM File
B keystorejks 09/01/2023 14: JKS File
B ojdbc.properties 09/01/2023 14: Properties Source ..
09/01/2023 14: File
B sginct.ors 09/01/2023 14: ORA File
I tnsnames.ora 09,01 /2023 14: QOFRA File

I truststore. jks 09/01,/,2023 14: JES File

Metadata Sources are set on the Cloudera Octopai Client

Good morning Octopai

&> New Metadata Source wizard

2. Metadata Source Details
Oracle Autonomous Database

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
Data Source

User Name

Password

Wallet Path
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1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Error during the extraction:

e Check the permissions

» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

w2/ POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KBE

Learn how to integrate IBM DB2 LUW with Cloudera Octopai.

f Warning: Missing permissions could end up in broken lineages.

« DB2 ODBC driver installed on the machine running the Cloudera Octopai Client

e Microsoft Visual C++ Redistributable - Visual Studio 2013 (VC++ 12.0) - 64X, installed on the machine running
the Cloudera Octopai Client

* Open Server Port for each DB2 Database Connection
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IBM DB2 LUW

» Existing/New DB2 user(OCTOPAI_USER) for each connection with:

e Grant connect on DATABASE ;

e Grant Execute on function SY SPROC.ENV_GET_INST_INFO;
» Grant Execute on function SY SPROC.MON_GET_CONTAINER,;
e Grant select permission for the following dictionary tables:

 SYSIBM.SYSTABAUTH,;
* SYSIBM.SYSCOLAUTH,;
*+ SYSIBM.SYSDBAUTH,;
* SYSIBMADM.DBMCEFG;
» SYSIBMADM.DBCFG;
* SSYSIBM.SYSDBAUTH,;

* SYSCAT.PACKAGEAUTH;

« SYSCAT.TBSPACEAUTH,;
» SSYSCAT.DBAUTH,;

* SYSCAT.SEQUENCEAUTH,;

* SYSCAT.INDEXAUTH;
« SYSCAT.TABLES;

* SYSIBM.SYSSCHEMAAUTH ;

* SSYSIBM.SYSTABAUTH,;
e SYSCAT.LIBRARYAUTH,;
» SYSCAT.TABAUTH,;

* SYSIBM.SYSROUTINEAUTH,;

* SYSIBM.ROUTINES;
» SYSCAT.INDEXES,

e SSYSCAT.SCHEMAAUTH;

» SYSCAT.PACKAGES;
« SYSCAT.VIEWS;
* SYSCAT.TRIGGERS;

* SYSCAT.PASSTHRUAUTH;

* SYSCAT.ROUTINEAUTH,;
« SYSCAT.TABLESPACES,
»  SYSCAT.SEQUENCES;

* SYSCAT.ROUTINES,

» SYSCAT.INDEXES,

* SYSCAT.PACKAGES;

* SYSCAT.SCHEMATA,;

* SYSCAT.TRIGGERS;

» SYSCAT.TABLES;

« SYSCAT.VIEWS;

* SYSCAT.ROUTINES,

Metadata Sources are set on the Cloudera Octopai Client
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Good morning Octopai New Metadata Source

mEn New Metadata Source wizard

> @ >

2. Metadata Si Detail
1. Metadata Source Type erada r:| ource betatls 3.Test & Save
DB2 (patabase)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

o0/36

Server name
Database
User Name
Password

Port

50000

Port range between 0 and 65535

Analyze Stored Procedures as ETLs

| Eaea

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions
* Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File 3KB
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How to set up MySQL metadata sources, configure permissions, and verify extracted files.

f Warning: Missing permissions could end up in broken lineages.

MySQL ODBC driver installed on the machine running the Cloudera Octopai Client
Open Server Port for each MySQL Database Connection

Existing/New MySQL user (OCTOPAI_USER) for each connection with grant select permission for the following
dictionary tables:

« information_schema.tables;

* information_schema.columns;

e information_schema.key column_usage;
e information_schema.table constraints;

e information_schema.routines,

Metadata Sources are set on the Cloudera Octopai Client

Good morning New Metadata Source

‘x New Metadata Source wizard

> @ >

2. Metadata Source Details
MySQL (Database)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

ofs6
Server name

User Name
Password

Port
3306

Port range between 0 and 6565635

Analyze Stored Procedures as ETLs

e m

MySQL :: Download Connector/ODBC
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1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Error during the extraction:

e Check the permissions

» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

w2/ POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KBE

How to set up PostgreSQL metadata sources in Cloudera Octopai Data Lineage, including prerequisites, verification,
and troubleshooting.

E Note: Version supported: up to 16.x

f Warning: Missing permissions could end up in broken lineages.

» Postgres ODBC driver installed on the machine running the Cloudera Octopai Client

* Open Server Port for each Postgre Database Connection

» Existing/New Postgres user (OCTOPAI_USER) for each connection with grant select permission for the
following dictionary tables:

e information_schema.tables;

* information_schemaviews;

« information_schema.columns;
e pg_catalog.pg_proc;

e pg_catalog.pg_namespace;

e pg_catalog.pg_attribute;

e pg_catalog.pg_constraint;

e pg_catalog.pg_class;

e pg_catalog.pg_database;

psglodbc - PostgreSQL ODBC driver

116


https://odbc.postgresql.org/

Cloudera Octopai Data Lineage PostgreSQL

Setting up PostgreSQL Metadata Source
Metadata Sources are set on the Cloudera Octopai Client

Figure 21: New Metadata Source wizard

Good morning New Metadata Source

' New Metadata Source wizard

> @ >

2. Metadata S Detail
1. Metadata Source Type etadata Saurce Details 3.Test& Save
PostgresQqL (Datobose

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

o/36

Server name

Database

postgres

User Name
Password

Port

5432

Port range between 0 and 65535

Analyze Stored Procedures as ETLs

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-13-10-2-33
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions

* Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 15/02/2022 10002 LOG File IKB
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Learn how to integrate Amazon Redshift with Cloudera Octopai.

B Note: Version supported: up to 2023

War ning:
Missing permissions could end up in broken lineages.

Amazon Redshift ODBC driver installed on the machine running the Cloudera Octopai Client https://
docs.aws.amazon.com/redshift/l atest/mgmt/configure-odbc-connection.html#install-odbc-driver-windows

Open Server Port for each Redshift Database Connection

Exiting/New Redshift user (OCTOPAI_USER) for each connection with grant select permission for the following
dictionary tables:

e pg_catalog.pg_database

e pg_catalog.pg_proc

e pg_catalog.pg_table def

e pg_catalog.pg_tables

e pg_catalog.pg_views

* pg_catalog.pg_namespace

e pg_catalog.pg_attribute

e pg_catalog.pg_class

e pg_catalog.pg_constraint

e pg_catalog.svv_table info

e pg_catalog.svv_al_tables

e pg_catalog.svv_al_columns

e pg_catalog.pg_user

e pg_catalog.svv_external_schemas
e pg_catalog.svv_external_tables

e pg_catalog.svv_externa _columns

Grant select on all tables in schema dbo to the group assigned to the Redshift user.
Grant usage on schema dbo to the group assigned to the Redshift user.

Metadata Sources are set on the Cloudera Octopai Client

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\ TGT

2. Open the zip file having the Connector Name. Example:
| POWER_BI_103_PowerBI-AK-Test_2022-2-15-10-2-53
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3. Verify its content: Quantity & Quality of inner files

Error during the extraction:

*  Check the permissions

« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File IKB

Learn how to configure Snowflake permissions to enable seamless integration with Cloudera Octopai.

B Note: Version supported: 2025

f War ning:
Missing permissions can result in incomplete or broken lineage. Proper role assignments are critical for a
successful Cloudera Octopai—Snowflake integration.

This guide explains how to create a dedicated user and role, grant the required permissions, validate
configuration, and revoke access if needed. Replace placeholder values such as <username> and
<warehouse_name> with your actual Snowflake details.

» Create the Snowflake user while signed in with an ACCOUNTADMIN role.
e Assignrequiredrolesand aDEFAULT _WAREHOUSE to ensure efficient query processing.
e Grant USAGE on all schemasin the target databases to simplify access management.

Note:
IE Snowflake object names and settings (including warehouses) are case sensitive. Keep capitalization consistent
to avoid errors.

e USAGE: Lists the database and allows metadata queries.
 CREATE SCHEMA: Creates schemas within the database.
e« CREATE TABLE: Createstables within the database.

e SELECT: Queries datafrom tables.

e INSERT: Inserts datainto tables.

* UPDATE: Updates table data.

e DELETE: Deletestable data.

« REFERENCES: Creates foreign-key relationships.
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* USAGE: Runs queries on the warehouse.

« MONITOR: Reviews warehouse usage and performance.
e OPERATE: Starts, stops, and resizes the warehouse.

e OWNERSHIP: Grants full control over the warehouse.

Follow these steps to provision a dedicated Cloudera Octopai user and assign the necessary Snowflake roles and
privileges.

Run the following SQL to create a Snowflake user for Cloudera Octopai metadata extraction:

CREATE USER <user nanme>
PASSWORD = ' <passwor d>'
DEFAULT_WAREHOUSE = ' <war ehouse>"'
MUST _CHANGE _PASSWORD = f al se;

Result: the user appears in Snowflake.

Row  status

User DORA_TEST successfully created.

Create arole to encapsul ate Cloudera Octopai permissions:
CREATE RCOLE <rol e_nane>;

Result: theroleisregistered in Snowflake.

1]

status

Fole DCTOPAI_SAMPLE_ROLE successfully created

Grant the role and set it as the default:

GRANT ROLE <rol e _nane> TO USER <user nane>;

ALTER USER <usernanme> SET DEFAULT_ROLE = <rol e_nane>;
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Allow the role to run workloads on the chosen warehouse:
GRANT USAGE ON WAREHOUSE <war ehouse nanme> TO RCLE <rol e _nane>;
Verify warehouse grants when needed:

SHOW GRANTS ON WAREHOUSE <war ehouse_nane>;

OWNERSHIF WASREHOUSE COTOFALWH

USAZE WIAREHOUZE CCTORA_WH

Provide access to the shared SNOWFLAKE database:

GRANT | MPORTED PRI VI LEGES ON DATABASE SNOWFLAKE TO RCLE <rol e_nane>;

Use the following commands as required for your environment:

Functions

GRANT USAGE ON FUNCTI ON <db_nane>. <schena_nane>. <f uncti on_nane>( <dat at ypel>,
<dat atype2>, ...) TO ROLE <rol e_nane>;

Procedures

GRANT USAGE ON PROCEDURE <db_nane>. <schema_nane>. <pr ocedur e_nane>( <dat at ypel
> <dat at ype2>, ...) TO ROLE <rol e_nane>;

Pipes

GRANT MONI TOR, OPERATE ON PI PE <dat abase_nane>. <schema_nane>. <pi pe_nane> TO
ROLE <rol e_nane>;

Dynamic tables

GRANT USAGE ON DATABASE <db_nane> TO ROLE <rol e_nane>;

GRANT USAGE ON SCHEMA <schema_nane> TO ROLE <rol e_nane>;

GRANT SELECT ON ALL DYNAM C TABLES | N SCHEMA <schenma_nanme> TO ROLE <rol e_na
ne>;

Optional: enable access to future dynamic tables.

GRANT SELECT ON FUTURE DYNAM C TABLES I N SCHEMA <schema_nane> TO ROLE <rol e_
name>;

Use these queriesto validate role assignments and investigate issues:
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e Check database-level grants:
SHOW GRANTS TO ROLE <rol e _nane> ON DATABASE <dat abase nane>;
* Review default warehouse and role settings:

SHOW USERS LI KE ' %<user name>% ;

SHOW ROLES LI KE ' %<r ol e_nanme>% ;

Confirm warehouse grants:

SHOW GRANTS ON WAREHOUSE <war ehouse_nane>;

« Inspect query history logs through the Snowflake UI.
Status All v User DORA_TEST v X ® Last 14 days ~ = Filters v 15 Queries. 000 Columns Cc ~
B Worksheets
EE Dashboards SQL TEXT QUERY ID STATUS USER 'WAREHOUSE DURATION STARTED ¥
O Dpata SELECT * FROM INFORMATION_SCHEMA REFERE. DORA_TEST - 73
8 Marketplace SELECT * FROM INFORMATION_SCHEMA.TABLE_. DORA_TEST OCTOPALWH
@ Activity SELECT * FROM INFORMATION_SCHEMA STAGES DORA_TEST ‘OCTOPAIWH 1 421ms
Query History SHOW SEQUENCES 010 9901ac659a  Success DORA_TEST o 88ms
2 oo, onsmooreorsmoronsess (B oo
Task History
SELECT * FROM INFORMATION_SCHEMA PIPES -0’ 3 Success DORA_TEST OCTOPAI_WH 1 149ms
® Admin - -
SeLeCT * N |ATION_SCHEMA . PROCE! Success DORA_TEST OCTOPAIWH [ 8.7s
SELECT * FROM INFORMATION_SCHEMA FUNCTL Success DORA_TEST OCTOPAILWH = 505
(2 Classic Console SELECT * FROM INFORMATION_SCHEMA.VIEWS Success DORA_TEST OCTOPALWH L 80s
CeLEeT - Fron ORI Sk o = ‘
T = .

Use revoke statements when access must be removed:
REVOKE <pri vi | ege> ON WAREHOUSE <war ehouse name> FROM ROLE <rol e_nane>;
Example:

REVCKE MONI TOR, OPERATE, USAGE ON WAREHOUSE ny_war ehouse FROM ROLE ny_rol e;

Configure metadata sources through the Cloudera Octopai Client.
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Good morning

i“o'? New Metadata Source wizard

, @

2. Metadata Source Details

1. Metadata Source Type
SNOWFLAKE

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

New Metadata Source

3.Test & Save

2D

Host
Username
Password

Port

443

Port range between 0 and 65535

Analyze Stored Procedures as ETLs

After clicking Next, select the databases to scan using the DB List parameter. The list reflects the Snowflake access

you granted.

Figure 27: Database selection list

b

e New Metadata Source wizard
>
1. Metadata Source Type 2. Metadata Source Details
SNOWFLAKE
+/j  Click Finish to Save the Connection

select DB

3.Test & Save

‘ Nothing selected

Select All

ANALYTICS
DEMO_DB
SNOWFLAKE _SAMPLE_DATA
i D2

‘WEATHER

Deselect All
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Enhanced Snowflake connector: key pair authentication

Cloudera Octopai supports key pair authentication, a secure aternative to passwords as Snowflake deprecates
legacy methods.

Authentication options
Y ou can configure key pair authentication in two ways:

« Paste the encrypted private key and passphrase directly into the Cloudera Octopai Agent configuration.
Figure 28: Pasting an encrypted private key

Good afternoon cloudera

> @ >

2. Metadata Source Details
SNOWFLAKE

Authentication method

User-password ‘ © Key-pair

Use key-pair file

Cennection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

Host

Username

Port

443

Port range between 0 and 85535

Pass phrase

Private key
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* Provide thefile path to the encrypted private key along with its passphrase.

Good afternoon cloudera

? @ ?

2. Metadata Source Details
SNOWFLAKE

Authentication method

User-password ‘ © Key-pair

° Use key-pair file

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

Host

Username

Port
443

Port range between 0 and 85535

Pass phrase

Private key file

Both methods ensure secure authentication during metadata extraction.

Snowflake is retiring single-factor password authentication:

* November 2025: password-only sign-ins are blocked for service and human users. See Snowflake announcement
and community update.

* March 2026: programmatic access for password-based legacy service accountsis fully disabled. Refer to
Snowflake MFA rollout documentation.

Supported authentication methods will be multi-factor (SAML/OAuth) and key pair authentication.

« Configure key pair authentication in Cloudera Octopai using one of the available methods.
» Ensure the Snowflake service account is marked as a SERVICE user (not LEGACY_SERVICE).

» Password-based service account access in Cloudera Octopai will no longer be supported after March 2026. Plan
your migration to avoid service disruptions.

Review the full setup stepsin the Snowflake Key Pair Authentication Guide.
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Vertica

If extraction fails:

* Confirm Snowflake permissions.

« Send logs (including connector number and name) to Cloudera Support. Logsreside at C:\Program Files
(x86)\Octopai\Service\log.

w/ POWER_BI_103_21520221025220220215 50272022 10:02 LOG File

1. On the server hosting the Cloudera Octopai Client, open the TGT folder (default: C:\Program Files
(x86)\Octopai\Service\TGT).

2. Locatethe ZIP file named after the connector and open it.

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53

3. Review theinner filesfor completeness and quality.

Learn how to set up Vertica metadata sources with Cloudera Octopai.

E Note: Version supported: up tov12.0

f Warning: Missing permissions could end up in broken lineages.

Ensure the following prerequisites are met:

e Open Server Port for each Vertica Database Connection

3KB
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* Admin Vertica user for each connection with grant permission for the following dictionary tables:

* PROJECTIONS

« TEXT_INDICES

* USER_FUNCTIONS
 USER_PROCEDURES

« USER_TRANSFORMS

* VIEW_COLUMNS

« VIEWS

« VIEW_TABLES

e ALL_TABLES

« DATABASES

« COLUMNS

« COMMENTS

« HCATALOG_TABLES

* CONSTRAINT_COLUMNS
» HCATALOG_COLUMNS

» HCATALOG_SCHEMATA
« HCATALOG_TABLE_LIST
* PROJECTION_COLUMNS

Setting up Vertica Metadata Source

Metadata Sources are set on the Cloudera Octopai Client.

== New Metadata Source wizard

> @ >

2. Metadata Source Details
Teradata

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
0/36

Server Endpoint

Username

Password

Analyze Stored Procedures as ETLs

How to verify the extracted Metadata File

Troubleshoot
Error during the extraction:

e Check the permissions
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» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File IKB

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\ TGT

2. Open the zip file having the Connector Name. Example:
| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Learn how to set up Netezza metadata sources with the Cloudera Octopai Client.

E Note: Version supported: v7.2

Warning:
Missing permissions could end up in broken lineages.
Check/Install Netezza ODBC on the server of the Cloudera Octopai Client
Open Server Port for each Netezza Database Connection
Admin Netezza user for each connection with grant permission for the following dictionary tables:

e SYSTEM.ADMIN(ADMIN)=> select * from _v_sys columns,
e SYSTEM.ADMIN(ADMIN)=> select * from _v_synonym;

e SYSTEM.ADMIN(ADMIN)=> select * from _v_objects;

+ SYSTEM.ADMIN(ADMIN)=> select * from _v_database;

e SYSTEM.ADMIN(ADMIN)=> select * from _v_procedure;

e SYSTEM.ADMIN(ADMIN)=> select * from _v_table;

e SYSTEM.ADMIN(ADMIN)=> select * from _v_view;

Only if previous grants are not enough:
Netezza Grant Permission Steps:

e SYSTEM.ADMIN(ADMIN)=> CREATE USER <UserName> WITH PASSWORD '<UserPassword>";
* SYSTEM.ADMIN(ADMIN)=> GRANT SELECT ON ALL.ALL.TABLE TO <UserName>;

+ SYSTEM.ADMIN(ADMIN)=> GRANT SELECT ON _T_DATABASE TO <UserName>;

e SYSTEM.ADMIN(ADMIN)=> SET CATALOG <Database Name>;

» <Database Name>. ADMIN(ADMIN)=> GRANT LIST ON DATABASE to <UserName>;

e <Database Name>. ADMIN(ADMIN)=> GRANT ALL ON TABLE, FUNCTION, AGGREGATE,
MATERIALIZED VIEW, PROCEDURE, SEQUENCE, SYNONYM, VIEW, SYSTEM VIEW TO
<UserName>;
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Setting up Netezza Metadata Source

Metadata Sources are set on the Cloudera Octopai Client

Good merning / New Metadata Source

N New Metadata Source wizard

> @ >

1. Metadata Source Type 2 Metadata Source Details 3.Test & Save
Netezza

Limit extraction to one Database

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/36
Host

Database

system

Username
Password

Port

5480

Port range between 0 and 65535

Analyze Stored Procedures as ETLs

| m

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions
« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 153/02/2022 10002 LOG File 3KB
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Learn how to set up and verify Teradata metadata sources using Cloudera Octopai.

B Note: Version supported: uptovl7/Vantagev1l7

War ning:
Missing permissions could end up in broken lineages.
Open Server Port for each Teradata Database Connection

Exiting/New Teradata user (OCTOPAI_USER*) for each connection with grant read permission for the following
dictionary tables:

e dbc.tablesv

e dbc.indicesV

e dbc.tvm

« DBC.TVFields
- DBC.triggersThl
e dbc.ColumnsvV

* dbc.dbase

e dbc.texttbl

e dbc.tablesv

Metadata Sources are set on the Cloudera Octopai Client
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Good morning New Metadata Source

== New Metadata Source wizard

> @ >

2. Metadata Source Details
Teradata

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/38

Server Endpoint
Username
Password

Analyze Stored Procedures as ETLs

@

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

*  Check the permissions
« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 153/02/2022 10002 LOG File 3KB

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files
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Error during the extraction:

e Check the permissions
« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

| POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KB

Learn how to configure and manage Oracle (DWH) metadata sources using Cloudera Octopai.

E Note: Version supported: 11g.x, 12¢, 12.1

f Warning:
Missing permissions could end up in broken lineages.

» Open Server Port for each Oracle Database Connection
« Existing/New Oracle user for each database with 'READ’ permissions for the following dictionary tables:

. DBA_INDEXES
- DBA_SOURCE

- DBA_DEPENDENCIES
- DBA_CATALOG

« DBA_VIEWS

- DBA_TAB_COLUMNS
+ DBA_IND_COLUMNS
« DBA_SYNONYMS

« DBA_MVIEWS

Metadata Sources are set on the Cloudera Octopai Client
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Good morning / New Metadata Source

' New Metadata Source wizard

> @ >

1. Metadata Source Type 2-Metadata Source Details 3.Test & Save
Oracle (owk)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/36

Server
Username
Password

Port

Port range between 0 and 65635

Service Name

Analyze Stored Procedures as ETLs

I m

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions
» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

4/ POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File 3KEB
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Learn how to configure and manage Azure SQL DWH/DB.

B Note: Version supported: Managed \ Unmanaged

War ning:

Missing permissions could end up in broken lineages.

» Open Server Port for each Oracle Database Connection
« Existing/New user (SQL Server Authentication only) for each server/database with:

Grant 'CONNECT' to MASTER DB
Grant 'SELECT" for the following dictionary tables:

sys.objects
sys.schemas
sys.sql_modules
sys.columns

sys.identity _columns
sys.computed_columns
sys.check _constraints
Sys.synonyms
sys.indexes
sys.index_columns
sys.tables
sys.foreign_keys
sys.foreign_key_columns

e Only if previous grants are not enough:

USE MASTER:

grant connect any database to "DOMAIN_NAME\OCTOPAI_USER";
grant view server state to "DOMAIN_NAME\OCTOPAI_USER";
grant view any definition to "DOMAIN_NAME\OCTOPAI_USER";

Metadata Sources are set on the Cloudera Octopai Client:
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Good morning New Metadata Source

7 New Metadata Source wizard

> @ >

2. Metadata S Detail
1. Metadata Source Type ctadata uur:.e etals 3. Test & Save
Azure SQL Server (Database)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

Server name

Login

Password

(]

Analyze Stored Procedures as ETLs

m
Figure 35: Azure SQL Synapse

) New Metadata Source wizard
1. Metadata Source Type 2 Metadata Source Detalls 3.Test & Save
Azure SQL Synapse

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

Server name

Login

Password

a

Analyze Stored Procedures as ETLS

M

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files
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Error during the extraction:

e Check the permissions
« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

| POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KB

Learn how to configure and manage SQL Server connectors, including tool permissions prerequisites, metadata
source setup, and troubleshooting steps. This guide also provides instructions for verifying extracted metadata files
and accessing the Cloudera Octopai Target Folder.

E Note: Version supported: up to SQL 2022

f Warning:
Missing permissions could end up in broken lineages.

* Open Server Port for each SQL Database Connection
« Existing/New user (SQL Server or Windows Authentication) for each server/database - with ‘grant SELECT’ for
the following dictionary tables:

e sys.objects
e sys.schemas
e sys.sgl_modules
e sys.columns
* systypes
e sysidentity _columns
e sys.computed_columns
e sys.check constraints
e sys.synonyms
e sysindexes
e sysindex_columns
e gystables
« sysforeign keys
« sysforeign key columns
*  Sys.Sysservers
e sys.ssyslogins
« msdb.sysobs
« msdb.sysobsteps
» Grant execute on sys.sp_linkedservers
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e Only if previous grants are not enough:

* USEMASTER:
e grant connect any database to "DOMAIN_NAME\OCTOPAI_USER";
e grant view server stateto "DOMAIN_NAME\OCTOPAI_USER";
« grant view any definition to "DOMAIN_NAME\OCTOPAI_USER";
+ USEMSDB:

e grant select on msdb.dbo.sysjobsteps to "DOMAIN_NAME\OCTOPAI_USER";
e grant select on msdb.dbo.sysjobsto "DOMAIN_NAME\OCTOPAI_USER";

Windows Authentication: Use the server name, domain, username, and password that are recognized by the SQL
Server.

Windows Authentication (inherit user from service): Run the service as another user. Important Clarification: If you
choose to run the service as another user, please ensure that this user has the appropriate permissions for ALL tools
used by the Cloudera Octopai Client. Otherwise, the other connectors will not be able to authenticate and perform the
metadata extraction.

SQL Server Authentication: Log in with an SQL Server user.

Good morning / New Metadata Source

. New Metadata Source wizard

> @ >

2. Metadata Source Details
SQL Server (Datobasa)

Authentication method

o Windows Windows SQL Server
Authentication Authentication Authentication

(Inherit user

from service)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

Server name

Username

Password

Analyze Stored Procedures as ETLs

==

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\ TGT
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2. Open the zip file having the Connector Name. Example:
| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Error during the extraction:

*  Check the permissions

« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KB

Learn how to set up and manage SSAS (OLAP, Tabular, and Azure Analysis Services).

IS Note: Version supported:

e Tabular: up to 2022
e OLAP: upto 2022
e Tabular on Azure: up to 2022

f Warning: Missing permissions could end up in broken lineages.

Missing permissions could end up in broken lineages.

SSAS - OLAP (On Prem or hosted on Azure): NT User with “Read definition” for each DB on the server. (Windows
Authentication).

SSAS - Tabular; NT User with “Full control” for each model on the server. (Windows Authentication).

SSAS - Tabular on Azure Analysis Services (managed PaaS): 'Active Directory Password Authentication' User with
“Full control” for each model on the server.

Metadata Sources are set on the Cloudera Octopai Client
Tabular:
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SSAS (OLAP + Tabular + Azure Analysis Services)

Good morning A%

J# New Metadata Source wizard

, &

2. Metadata Source Details

1. Metadata Source Type
" SSAS - Tabular

Authentication method

° Windows Windows
Authentication Authentication

(Inherit user

from service)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use o meaningful name)
Server name
Username

Password

m e

OLAP:

Good morning

-

/% New Metadata Source wizard

, &

2. Metadata Source Details
SSAS - OLAP

1. Metadata Source Type

Authentication method

o Windows Windows
Authentication Authentication

(Inherit user

from service)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
Server name
Username

Password

Azure Analysis Services:

3. Test & Save

New Metadata Source

3. Test & Save
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Good morning New Metadata Source

*  New Metadata Source wizard

> @ >

2. Metadata Source Details
Azure Analysis Services

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/36
Sever URL

Username

Password

m

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default; C:
\Program Files (x86)\Octopai\Service\ TGT

2. Open the zip file having the Connector Name. Example:
| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

*  Check the permissions

« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

,'_':' POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File 3KB

MicroStrategy

Executing the Project Merge executable, projectmerge.exe (Part of MicroStrategy Tools)

IE Note: Version supported: up to v2023 + Cloud Version
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Tool Permissions Prerequisites

f Warning: Missing permissions could end up in broken lineages.

Ensure that the Cloudera Octopai Windows NT User has Read Permission to the MicroStrategy *.mmp or backup
filesfolder.

How to Automate Extraction of MMP Files

The MMP files contain the necessary metadata for the analysis by Cloudera Octopai .

Note: To automate creating the MMP files you will need the projectmerge.exe installed (part of the
MicroStrategy tools)

Follow these steps to create MMP files:
1. Open the MicroStrategy Object Manager

MicroStrategy Object Manager

2. Select Project Source and click on Open

Open Project Source

Please select one or many project sources that you would like to open.

Project Sources l
¢ ==

: New Project Source
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3. Enter login credentials (with admin user)

Login: New Project Source

User Login
Login id: |Adrr'tistralor |

Password: || |

[ ok ] cancel |

4. Select Project from the |eft side panel

u.- 1oStrategy Object Manager - [Mew Proj

€ file Edit Yiew Project Jools Window Help )
Calerl &% |2 Ml n &2 0ol
i |

Logation: |} New Project Source\Salesforce

Folder List x| | Namne Type | ion Time it |
54 New Project Source D tistory
& 49 Administration G My Personal Objects  Folder  1/282017 TH16:29 AM
ey p— [ Project Builder Ealder 8/24/20141:33:4 PM  Eolder for all the objects created by Project Suildes
T = - A Project Cbyects Folder 2442014 1:33:55 PM
s — [ Public Objects Folder 1/28/2017 7:16:47 AM  Folder for all public objects
[ Schema Objects Falder /2472014 1:33:55 PM Folder for all scherma objects

& 53 am—
b p—

o

B ]
o R -
[
-

- [—

ata orer - alder F20N4 1,33 Hi rou| ‘older
4 Data Fxplorer - Salesforce F 424301213334 P Mierarchy groups f

a3 - ——
[ X3] [—
-y S —
(RS L .
Aoy —
B S e —
[l
E a4 Salesforce

&7 History

| B My Personsl Dbpects

| @ [ Project Builder

| @[ Project Objects

| @[ Public Objects

| - [ Sehema Objeets

| @4 Dats Explorer - Salesferce

*ad .

|‘f" — -

& & - .
g" -----
u_:"_ —
ey - - —
B —

E-a3 e
B-a, e
] i
LY

184 |
5 -
£y = i
LR
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MicroStrategy

5. Click on Tools --> Create Package

8| MicroStrategy Object Manager - [New Project Source]

% File Edit View PrOJect Tools Window Help

|Lj‘ Ifl‘\ .V. ‘ }( ae| n nﬁ Search for Objects... Ctri+F
Find Unreferenced Objects...
lg New prl‘JjECt Seu r is5ed dependencies
Folderhs H Object used-by dependencies

; Elel New Project Source Project Source Manager...
i @ Administration .@ Diagnostics...

. g - O W= R

- Q A Project Merge Wizard

Elﬂ User Merge Wizard

El'ﬁ} Repository Translation Wizard
a3 -

;} B Import Package...

E-f | Create Package...

a - e Object Manager Preferences...

;}: == e
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MicroStrategy
6. Click on Add
Bl Create Package = O x
| File Tools Help
| » procees | B[ o[ B | W] @
Source | Used Dependency Included | Adtion | Name |
| s
Add Al Used
Dependencies
Remove Al
| Help
Package Opfions
Savein: |C\Pragram Files (xB6}\Common Fles'Micra Strateqy' ProjectPackage mimp | | |
Lpdate Schema
[[] Recalculate table kogical sizes. ] Recalculate table jeys and fact entry levels.
ALL option on replacing objects ACL option on new objects
{#) Lise Existing (®) Keep ACL as in the source objects
() Replace (O) Inhertt ACL from the destination folder
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MicroStrategy

7. Check Import Folder and Children recursively

Add Objects O
() Import Search Results
New... Clear Edit...
(® Import Folder and Children recursively
(O Import Selected Objects
¥
Available objects: geleded objects:
L3 Public Objects 3 Name Path
Name / ] Type )
[_dAutoStyles Folder
[_dConsolidations  Folder =
[_dCustom Groups Folder
[dDocuments Folder >
[_ADrill Maps Folder
[_dFilters Folder
[_dMetrics Folder v
< >
Find: | < >
A
[~/] Retum as a container to create XML 0K [ ke | | I-_IeTp—
8. Select onefolder and click OK
Browse for Folder u
Please select a folder from the list.
Eﬂ Salesforce

7 My Personal Objects

[ Public Objects
@[3 Schema Objects
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MicroStrategy

9. Check Return as a container to create XML and click OK

2] Add Objects 0O X
() Import Search Results
New. Clear Edit.
(@) Import Folder and Children recursively
|\Salesforce \Project Builder ]
(O Import Selected Objects
¥
Available objects: Selected objects:
[3 Public Objects 3 Name Path
Name / I Type A
[ AutoStyles Folder
[_JdConsolidations  Folder =
[_dCustom Groups Folder
[_dDocuments Folder P
[ Drill Maps Folder
_JdFilters Folder
_dMetrics Folder v
< >
Find: ird| < >
i
[/ Retum as a container to create XML oK Cancel | | Hep
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10. Check “Add All Used Dependencies,” change the Save in path, rename the target file as necessary, and click on

Create XML
Create Package = O X
File Tools Help
» Create XML|SH B =7 D @
Source I Used Dependency Included | Action | Name ‘
Selected cont... . Project Bu...
Add All Used
Dependencies
Remove Al
Help
Package Options
Savein: iC:\-.Program Files (x86)\Common Files\Micro Strategy"\Project Package mmp |
Update Schema
[ Recalculate table logical sizes. [[] Recalculate table keys and fact entry levels.
ACL option on replacing objects ACL option on new objects
(®) Use Existing (®) Keep ACL as in the source objects
() Replace () Inherit ACL from the destination folder

11. Repeat steps 8-10 for each folder within the project (Normally at least 4 folders per project).
12. Repeat steps 4-11 for each project.

Using the XML fileto create an updated package:
Executing the Project Merge executable, projectmerge.exe (Part of MicroStrategy Tools)
Use the user and password that you use in order to log in to the Object Manager.

Enter the following command in a batch file: c:\Users\projectmerge -f\Filename.xml -sp -sup

C:\ Users\ octopai >projectnerge -fC\tenp\T. xnl -sp******** _gyp

- Note: Creating a package from the command line locks the project metadata for the duration of the package
3 creation. Other users cannot make any changes to the project until it becomes unlocked.

= Note: If the export gets stuck hanging, split the export to smaller files by creating separate files within each
3 folder by selecting subfoldersin step 8.

- Note: Schedule the batch files one after the other with 10 minute intervals between each file. Thefile
S (*.MMP) will appear in the defined destination folder. Use these files for your Cloudera Octopai metadata
source in the Cloudera Octopai Client.

147



Cloudera Octopai Data Lineage

L ooker

Setting up MicroStrategy Metadata Source

Metadata Sources are set on the Cloudera Octopai Client :

Good morning J

m New Metadata Source wizard

= >

2. Metadata Source Details
MicroStrategy

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/36

Source Folder

Enter File Name String/s to be excluded from the list of Extracted Files

Enter Folder Name String/s to be excluded from the list of Extracted Files

FEes m

Looker

Learn how to configure Looker as a metadata source in Cloudera Octopai Data Lineage.

Tool Permissions Prerequisites

E Note: Version supported: up to 22.x

f Warning: Missing permissions could end up in broken lineages.

Dedicated API3 Credentials (Client ID and Client Secret)

Looker API authentication | Google Cloud with the following permissions:

access data
see |looks
explore

see o

see |ookml
use_sgl_runner
see_|ookml_dashboards
see looks
see_queries
see_datagroups
develop
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We recommended creating a dedicated Permission Set and Role to associate with the credentials.
Supported APl version 4.0 & up

How to set up the permissions

Looker API authentication | Google Cloud

Setting up Looker Metadata Source

Metadata Sources are set on the Cloudera Octopai Client

Good morning Octopai New Metadata Source

2. New Metadata Source wizard

> @ >

2. Metadata Source Details
LOOKER

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

Client Id
Client Secret
Domain

Api Version

4.0

m

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-33
3. Verify its content: Quantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions

* Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 15/02/2022 10002 LOG File IKB
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Learn how to set up and manage SSRS metadata sources using Cloudera Octopai Data Lineage.

E Note: Version supported: up to SQL 2022

f Warning: Missing permissions could end up in broken lineages.

User and password with permissions to the SSRS API (Azure Active Directory authentication not supported)
* The user needsto have “ Content Manager” permissions on the report’s folder or the report itself.

« http://<ServerName>/Reportserver/ReportService2010.asmx * Native Mode Min Permission: Content
Manager

« http://<sp server name>/_vti_bin/ReportServer/ReportService2010.asmx * Sharepoint Integrated Mode Min
Permission: Owners

Metadata Sources are set on the Cloudera Octopai Client

Good morning i New Metadata Source

“ New Metadata Source wizard

> @ >

2. Metadata Source Details
SSRS

Authentication method

© windows Windows Application
Authentication Authentication User

(inherit user

from service)

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use @ meaningful name)
Server URL

Ex. hitp://<ServerName>/ReportServer/ReportService2010.asmx

Username

Password

) [ vox |
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1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector Name. Example:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files

Error during the extraction:

e Check the permissions
» Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

"" POWER_EI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KB

Learn how to configure Tableau Server for metadata extraction.

E Note: Version supported: up to 2023

f Warning: Missing permissions could end up in broken lineages.

Tableau Server/Online — Supported (Tableau Desktop - Not Supported by automation)

e Tableau server from version 10.3 and up
e AP of Tableau Server is Enabled (by Default)
« Login permissionsto the Tableau server using one of the following options:

e Tableau Personal Access Token (PAT) associated with a user that has Server/Site Admin permissionsto the
Tableau API & therelevant Sites (Recommended). More about PAT can be found here: Personal Access
Tokens

e Tableau User and password with Server/Site Admin permissions to the Tableau API & the Relevant Sites.
The error message displayed when AP is disabled:

System Net. Htt p. Ht t pRequest Excepti on: Mt hod: POST, RequestUri: 'http://<Ser
ver >/ api / <api _version>/auth/signin', Version: 1.1, Content...

Check and run Tableau API:
Tableau server version 10.3 or lower:

e Check if the default Rest API of Tableau is enabled --> tabadmin get api.server.enabled
e Ifitisn't enabled (false): tabadmin set api.server.enabled
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» For this, one of the following pre-requisites is required:

» tabadmin stop
* tabadmin start
 tabadmin config

Tableau server versions later than 10.3:

e Check if the default Rest API of Tableau is enabled: tsm configuration get --key api.server.enabled
e [Ifitisn't enabled (false): tsm configuration set --key api.server.enabled true
» For this, one of the following pre-requisites is required:

+ tsmstop
e tsm start

Metadata Sources are set on the Cloudera Octopai Client

Good morning New Metadata Source

+ New Metadata Source wizard

> @ >

2. Metadata Source Details
Tableau

Login with PAT (Personal Access
Token)

Connection Name (The connection name os it will be displayed to the Octopai platform users, please use a meaningful name)

0/36
Server URL

Ex. http:/[<ServerName> fapi/<Apiversion> To locate your API version,

site
Username

Password

FIEVONs m

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled. By default; C:
\Program Files (x86)\Octopai\Service\ TGT
2. Open the zip file having the Connector Name. Example:

POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Verify its content: Quantity & Quality of inner files
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Error during the extraction:

e Check the permissions
« Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

| POWER_BI_103_21520221025220220215 5/02/2022 10:02 LOG File 3KB

How to configure the Cloudera Octopai QlikView connector.

. E Note: Supported version: 2022

* Read Permission for Cloudera Octopai Windows NT User to the QlikView Log filesfolder.
f Warning: Missing permissions could end up in broken lineages.
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Procedure

1. Generate QlikView log files
a) Open the QlikView Model that needs to be uploaded to Cloudera Octopai.
b) Choose “ Settings’ > “Document Properties’.
Q1 QlikView 164 Personal Edition - [C:\_adi_data\_octopai\Ul insights\new user log excel download\Ul Insights customers logs.qvw*]

i File Edt View Selections Layout | Settings | Bookmarks Reports Tools Object Window Help

RN = [P T A Y, T ﬂ User Preferences... CeAReU || @ Back @) Fooward | 4} Lock JUnbd.

Document Properties... CtrilsARR«D

Sheet @ | Implementations =) :
| Sheet Properties... Ctrle AReS
Xs Variable Overview..  CtrieAlteV
Expression Overview...  Ctrie AlteE

¢) Check the boxes “Generate Logfile’ and “ Timestamp in Logfile Name”.

d) Copy and save the Header — Thisis the location of the log files that will be used for the Cloudera Octopai
Application.
“ﬁm%mmmmmmsommw

ms_h__eer_ ° .L.FE'.‘P.'.?I’I?'J.‘?.“E’JEJ Shoot

[IDncument Properties [C:\_adi_data\__octopai\Ul insights\new user log excel download\Ul Insights customers logs.qvw*] I X

Number Scrambiing Extensions Caption
General | Opening  Sheets  Server  Variables  Security Sort Presentation
Tile
Author
| |
i | Mert Pop ' g ::meammd QVD Buff

High ¥| | HebpPopups.. (] Disable Layout Undo
| Mremate States... I
| Memory Statitics... Defaut Bxport Encoding
UTF v
[] Backaround Color ’«M‘"""md wf |
— SroaOheaspe (Ve )
i iknna s No preview available (Giaas -,:] r:ﬁﬁdwm |
Change Tabrow Style bt
[Straught wl Transparency
Image Formatting Henzortal Vettical Tabrow Background 0% I 70%
oo ] [l ] [ Y] et
[ oK ]| Cocel || Ay || Hep

€) Click on Apply and OK.
f) Usethe generated Path (header) for the log file location in the Cloudera Octopai client.
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2. Set up QlikView Metadata Source

Good morning New Metadata Source

= New Metadata Source wizard

> @ >

2. Metadata Source Details
Qlikview

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
Source Folder

The folder should include QlikView files with this type of extension: *log

Enter File Name String/s to be excluded from the list of Extracted Files

Enter Folder Name String/s to be excluded from the list of Extracted Files

Previous m

If an error occurred during the setup, perform the following troubleshooting steps:

1. Check the permissions.
2. Send the log with the connector number and name to Cloudera Octopai Support.

Configure the Cloudera Octopai Qlik Sense connector, including metadata setup, user allocation, and required
permissions.

IE Note: Version supported: 2023

f Warning: Missing permissions could end up in broken lineages.

* Login permissions from the server running the Cloudera Octopai Client to the Qlik Sense Server (User and
password with permissions to the Qlik Sense REST API, which needs to be enabled, and permissionsto all apps
you wish to extract).

» Read Permission for Cloudera Octopai Windows NT User on Qlik Sense Log files folder (Default location for log
files.C:\ProgramData\Qlik\Sense\L og\Script).
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Allocated licensed user with permissions to streams you would like analyzed by Cloudera Octopai, use the
following stepsif needed:

» Create Custom property Creating a custom property # Qlik Sense for administrators

* Name ‘Octopai_Group'
¢ Resourcetype- ‘Users, ‘ Streams’
e Value'Octopai’
e Assign Property ‘Octopai_ Group' and value 'Octopai’ to each stream you would like Cloudera Octopai to
analyze.
» Assign Property ‘Octopai_ Group' and value 'Octopai’ to the user that will be used for extraction
* Add Security rule Creating security rules # Qlik Sense for administrators

¢ Name- Octopai_Stream_Rule

* Resourcefilter - Stream *

e Action- Read

« Condition - ((user.@Octopai_Group=resource.@Octopai_Group))

» Proxy port values most contain default values Editing proxies # Qlik Sense for administrators

e Servicelisten port HTTPS (default) - 443
* Authentication listen port - 4244
e REST API listen port - 4243

E Note: The allocated user is necessary for a successful extraction from Qlik Sense.

Prerequisites:

Login permissions from the server running the Octopai Client to the Qlik Sense Server (User and password with
permissions to the Qlik Sense REST API, which needs to be enabled and permissions to all apps you would like to
extract).

Read Permission for Cloudera Octopai Windows NT User on Qlik Sense Log files folder.

Default location for log files: C:\ProgramData\Qlik\Sense\L og\Script.

Dedicated Header Authentication: Configuring header authentication.

Grant permission to al relevant streams to an allocated user:

Create Custom property: Creating a custom property.

« Name ‘Octopai_Group'

¢ Resourcetype- ‘Users, ‘Streams’

* Value'Octopai’

Assign Property ‘Octopai_ Group' and value 'Octopai’ to each stream you would like Cloudera Octopai to analyze.
Assign Property ‘Octopai_ Group' and value 'Octopai’ to the user that will be used for extraction

Add Security rule: Creating security rules.

Name - Octopai_Stream_Rule

Action - Read

Condition - User@Octopai_Group = #Stream@Octopai_Group

Metadata Sources are set on the Cloudera Octopai Client
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Good marning New Metadata Source

a New Metadata Source wizard

00 E;p
O+ > >
2. Metadata Source Details

1. Metadata Sor T 3. Test & Sa
N e tves Qlik sense “ -

Connection Name (The connection name as it will be displayed to the Octopal platform users, please use a meaningful name)

server Url

Username

Password

Timeout (minutes)
o

source Folder

The folder should include Qlik Sense files with this type of extension: *log

Enter File Name String/s to be excluded from the list of Extracted Files

Enter Folder Name String/s to be excluded from the list of Extracted Files

m
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Configure Qlik Sense for Data Extraction

Learn how to configure Qlik Sense for data extraction with Cloudera Octopai Data Lineage.

Procedure

1. Assignalicenseto the Qlik user used for the data extraction.

a) Open the Qlik Management Console at https://glik-server-address:/gmc.
b) Navigate to the License management menu.

A Notsecure | 10.0.20.36,
# Start ¥

MANAGE CONTENT

Tasks Apps
e H e O A o
liq Content libraries Select a filterad list based on a custom filter. Select a filtered list based on a custom filter.

A #Mytasks A =Myapps

[ s=Everyone
& App objects
A #=Monitoring apps

== Streams
& Tasks
App objects (i ] ; Users [ ]
Select afiltered list based on a custom filter. You can see all the available users from the overview.
import new users b he User directo.
A #Myapp objects Once imported, you can assign the users diffe

must also define security rules to give the user:
resources
curity rules
m properties = B
G == Streams [ ] License management
Select afiltered list based on a custom filter. The License Enabier Fite (LEF) defines the terms of your
license and the access types that you can allocate to users.
A =Mystreams On the License usage summary page, you can see the

distribution of access types.

&3 User directory

GOVERNANCE

| = Monitoring apps

CONFIGURE SYSTEM

cluster

¢) Click Professional license allocation, select the target user, and click Allocate.
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Configure Qlik Sense for Data Extraction

[i# Professional access allocations Si

Showing: 17

Name T
sa_engine

sa_hud

sa_printing

sa_proxy

sa_qlikview

5a_reporting

sa_repository

s3_scheduler

© Allocate

S E

INTERNAL
INTERNAL
INTERNAL

INTERNAL

OCTOPAI-CORP
DEV-WE-QLIK
OCTOPAI-CORP

User directory

-

@ Help

giik admin v

Actions v

(¥ Status

License management

No records found

Actions v

¥ UserlD [y Tags ]
sa_engine
sa_fub

sa_printing
sa_proxy
sa_glikview
53_reporting
sa_repository

sa_scheduler

zacay
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2. Create acustom property to tag specific users and streams.
a) Go to the Custom properties menu.
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< > G

A Notsecure | 1(

# Start Vv
MANAGE CONTENT
Ta
[h Apps @
lig Content libraries Select afil

N Data connections

X Analytic connections
App objects

= Streams

ERESHS

& Users

1 System notifications Select a fil

1 System notification policies N =
MANAGE RESOURCES

3 Andit
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b) Click Create new and add the following properties:

% Start ¥

Custom properties

® Custom properties Showing: 2 Selected: 8

Name
ExtensionBundle

Group

& Create new

Name
Octopai_Group
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Resour cetypes
Streams, Users
Value
Octopai

# Start ¥ @ Help v glikad

Custom properties Edit custom property

A\ Custom properties @ Edit custom property

Create new .
Properties
IDENTIFICATION

Name | Octopal. Group | « Identification

Description ‘

+ Resourcetypes

RESOURCE TYPES v Values
+ [JAnalytic connections [JReload tasks
O Apps [DRepositories
(JContent libraries [JSchedulers
O Data connections @ Streams
(JEngines [ System notifications
(JExtensions [JUser synchronization tasks
ONodes B Users
O Printing O Virtual proxies
O Proxies
VALUES
Values
& Create new
|Octopal o

163



Cloudera Octopai Data Lineage Configure Qlik Sense for Data Extraction

3. Assign the custom property to the targeted streams.
a) Go to the Streams menu.

W Start V¥

MANAGE CONTENT
(5] Tasks
th Apps

lig Content libraries Select a filtered list based on a custom filter.

W Data connections n

#My tasks

X Analytic connections
A #Everyone
k<) App objects

E= Bireame 1 #Monitoring apps

App objects

a
£} System notifications Select a filtered list based on a custom filter.
al

System notification policies M =My app objects

MANAGE RESOURCES
& Audit
i=r Security rules

@ Custom properties == Streams
—

[25] License management
& Extensions Select a filtered list based on a custom filter.

@ Tags A #Mystreams
b) Select the desired stream and click Edit.
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W Start Vv

Streams

= Streams Showing: 5 Selected: 1

Name
Everyone
Monitoring apps
MyStream

Sales

Delete @ Create new

¢) Under Custom properties, find Octopai_Group and select Octopai from the dropdown menu.
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Edit stream

M Streamns = Editstream

OC-Test
IDENTIFICATION
Mame OC-Test

Owner glik admin (DEV-WE-QLIK\glik admin)

CUSTOM PROPERTIES
Octopai_Group

Octopai
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4. Assign the custom property to the user used for extraction.
a) Go to the Users menu.

M Start Vv

MANAGE CONTENT
Tasks
& Apps E]

hq Content libraries Select afiltered list based on a custom filter.

X Data connections A #Mytasks

X Analytic connections
A #Everyone

App objects
= Streams A #Monitoring apps
EREEE

m .
& Users App objects

Q1 System notifications Select a filtered list based on a custom filter.

1 System notification policies
b) Select theintended user and click Edit.

A #Mv app obiects
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A Start Vv

Users

& Users Showing: 17

Name

michaelm
octopai

glik admin
glikuser
sa_api
sa_converter
sa_engine
sa_hub
sa_printing
sa_proxy
sa_glikview
sa_reporting
sa_repository
sa_scheduler
zacay

zacayd

A [y

Selected: 1

User directory

OCTOPAI-CORP
DEV-WE-QLIK
DEV-WE-QLIK
DEV-WE-QLIK
INTERNAL
INTERNAL
INTERNAL
INTERNAL
INTERNAL
INTERNAL
INTERNAL
INTERNAL
INTERNAL
INTERNAL
DEV-WE-QLIK
OCTOPAI-CORP

User ID [y
michaelm
octopai

glik admin
glikuser
sa_api
sa_converter
sa_engine
sa_hub
sa_printing
sa_proxy
sa_glikview
sa_reporting
sa_repository
sa_scheduler
zacay

zacayd

Delete
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¢) Under Custom properties, find Octopai_Group and select Octopai from the dropdown menu.
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5. Create a security rule to connect the user and the streams.
a) Go to the Security rules menu.

M Start Vv

MANAGE CONTENT
Tasks
h Apps @

ha Content libraries Select a filtered list based on a cusic

N Data connections A =My tasks

W Analytic connections

A =z=Everyone
App objects

= Streams A #Monitoring apps

EREEE
m .
& Users App objects

1 System notifications Select a filtered list based on a custc

1 System notification policies R =My app objects

MANAGE RESOURCES
@ Audit
= Security rules

& Custom properties E Streams

License management

% Extensions Select a filtered list based on a custc

A #Mystreams
b) Click Create new and use the following values:
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# Start ¥

Security rules

:=» Securityrules Showing: 8 Selected: 6

A [y Description

& Create new

Name
Octopai_Stream_Rule
Resour cefilter
Stream_*
Actions
Read
Conditions

((user.@Octopai_Group=resource.@Octopai_Group))
¢) (Optiona) Click Validate ruleto verify the configuration.
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# Start v

Security rules Edit security rule

= Edit security rule @Help © @ Audit Audit security rules i B Auto-audit € Clearallfilters B

IDENTIFICATION m |Targetresource[$treams \r| Q =5 | Usersm=1 |
Create rule [ Unspecified | Environment| Both in huband QMC ~ | [ ¥ |

from template

Disabled O IEEE
Name [Ociopai_Siream_Rule
Description « " Transpose g
P 2
‘ 8|,
BASIC Source user i =]
Resource  * Stream * a stask ﬂ u | D | P
filter
Actions Ccreate @Read (JUpdate

Delete (J Publish
O change owner

user v || @0ctopai_( VH = "1 ]

" #Stream v | @0Octopal_Group v}

ADVANCED

Conditions [ ((yser @Octopai_Group=resource.
@0Octopai_Group))

The rule is valid.

Validate rule
Context | Both in hub and QMC V:
@ Link to Qlik Sense help about security rules

TAGS

Apply Cancel Preview

Oracle OBIEE / Oracle Analytics Server (OAS)

Learn how to extract and configure Oracle OBIEE metadata files for analysis by Cloudera Octopai Data Lineage.

Before you begin

e Supported version: up to 12c / 2023
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* Read the Permission for Cloudera Octopai Windows NT User to the OBIEE RDP and Catalog files folder.
f Warning: Missing permissions could result in broken lineages.
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Procedure

1 E Note: The rpd and catalog files contain the necessary metadata for the analysis by Cloudera Octopai.

Retrieve the repository rpd file
a) Log into Oracle OBIEE enterprise manager (em) at http://obieel2c:9500/em/.

Y - e ~

- o
- - - - . e LB
ORACLE

Enterprise Manages 119
Fiotsn Migsewsrs Conmiol

b) Goto Business Intelligence coreapplication Repository .

1 Probiern i page B a3
* : 1 2wl . adareen (001 v Mace i s yoe tarr_at 1 : . e Qs

ARALLE Enmeprins Mansgs 119/ o boire e Dot

;|- o cemeapplication g

7 term st e ] Bumrem iremigmros rutance +
B ]
e ) Vel D Chaieger Gl P Lack wrd Bl Corigus whor
¥ 1) Surmms Insligence

7] e g i
= () Bt Sy
s ) eiatets hapoetioren

L P o 5 e e ) B S D 15 i B o i T by 00 i T e 15 18 T ek 8 e ot Sl 3 8 Ol R
LR .

B+ Fpmwn

e

I Proert ot e Catsbog
i et s, P ke b o Bk g ] B e i o i o P i P ol o B ik it B iy ) e e i

g o, BORACLE BT ANCE Brtardeton T el e tabarter o amporet B CFPONENT WAME et S S, e

The rpd file can be found at D:\Oraclé\Middleware\ user_projects\domains\bi\bidata\service _instances\ssi
\metadata\datamodel\customizations.

¢) Extract the OBIEE reportsthat isthe catalog file.

1. Loginto OBIEE analytics at http://<Server Name>:9502/anal ytics/saw.dl ?bieechome.
2. Click on Catalog at the top right corner.
3. Sdect the folder you want to archive, and then click on the Archive button.
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== — 506
ORACLE N [ - e . S AE——— O

iy i o Cemesm s e fwms  Sgeieds s

-

L S

. Frmrwn

d) Inthetask box select archiveto zip thefiles.
[« 5 Frrr——m—" ; ) P D~

te - Cuncle B O

€) Deselect the Keep Permissions and Keep Timestamps checkboxes.
f) Click OK.
0) Savethefile.

Note:
E « Thefileswill appear in the defined destination folder. Use thisfile as source for your Cloudera
Octopai metadata OBIEE connection in the Cloudera Octopai Client.
« Ensurethat you have appropriate permissions to the path so that the Cloudera Octopai Client can
access the file with the user running it.
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2. Set up the Oracle OBIEE metadata source on the Cloudera Octopai Client.

Good morning
= New Metadata Source wizard

> @ >

2. Metadata Source Details
OBIEE

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
o136
Source Folder

Enter File Name String/s to be excluded from the list of Extracted Files

Enter Folder Name String/s to be excluded from the list of Extracted Files

FISOE m

3. Verify the extracted metadata file by accessing the Cloudera Octopai Target Folder (TGT).
a) Gotothe TGT Folder located on the server where the Cloudera Octopai Client isinstalled.

The default location is C:\Program Files (x86)\Octopai\Service\TGT.
b) Open the zip file with the connector name.

Example
POWER_BI_103_PowerBl|-AK-Test_2022-2-15-10-2-53
¢) Verify thefile content by checking the quantity and quality of the included files.
If an error occurred during the extraction, perform the following troubleshooting steps:

1. Check the permissions.
2. Send the log with the connector number and name to Cloudera Support.

You can find the log files at C:\Program Files (x86)\Octopai\Service\log.
1/ POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File

Learn how to export, schedule, and manage IBM Cognos reports and packages.

E Note: Version supported: up tov11.2.x

IKB
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* Read the Permission for Cloudera Octopai Windows NT User to the Cognos ZIP files folder.
f Warning: Missing permissions could result in broken lineages.
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Procedure

1. Export and Schedule Export of IBM Cognos Reports and Packages
a) Open IBM Cognos Administration and go to the Configuration tab.

BM Cognos Administration

Status Security Coenfiguration ibsrar Multitenancy Imche Saarch
0 Data Source Connectic | Admimistration
4+ Content Administratic
i Distnbution Lists and C Hame 2
Printers 4 1BM_Cognos_Samples
W Shyles Ay Cogned_Expert_Consedtions J0MS0229
y 22

iy Export_20160229

B Portlets
T 4 1BH_Cognos_Audt
% Dispatchers and Senyig

B Query Senice Cachinc A OCTOPAL DBV

ip Alex_Bopert_TO_DEV

Lt it e LB 15:08:41 2006 2

b) Click the New export button.

¥ Canrfigursian ey V.hkrercy dex Ak

[ \0 T -
ety 0 L)

R Ml § A
- B inii - T
-
"l &
.
L

I O O N

¢) Name the export.

Specify a name and location for the deployment specfication. You can also specify a description and scre

!‘hrm::
"MyExpor

Description:

Screen tip:

Location:
Administration
Select ancther location...

Cancel < Back MNext > Einish

d) Select the deployment method by choosing the first option.
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Choose a deployment method.

Deployment method:
@ Select public folders, directory and library content
( ) Select the entire Content Store

Include user account information

Cancel - < Back . Next > Finish

e) Click Add.

f) Add packages and reports you want by dragging them from left to right and then click OK.

Rimpiln the 1RBed i bhrch 16 B Tt SRS, b, b . e M. BASET T S i e 45l 11 T A Bl b Bl B
Rraistie st Seteried retre.
Coper - ks dalie R
Vet o -a o =
- e M

P [

g) Select all the checkbox objects and then click Next.

Ll PR g | mgrs, | ge e fary ol el ool el T pploied 15 il o S gu g

Pl Sodider vy, et ooy wesd et g1y Coadsmi
Third (% Ll Abak of Sachigin bad Folder & (e 82 Sl mid b Svirerld Tbs & S Yirgil oS pacl il aad 13ldie
Puible e pnch gy o lpldery # vou de fl el a8 B0 ai it T s oo Lcpll 0 T emperd

> Faem | Targel mams
* P T e
Crptaims
PRl PR Sulind vimiebes
4 il 1 0 st s

By gy gk
= Bipldld iy e

Soacinabe Fum Bulliary
Copmiflct wrwadof e
L e A
s Faplan gioplog aelray

iy achadln
£ onlfle t arslhof wam
B g ey kT
= Paplis wirgteg sl
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h) Click Next.
s L I Hew | app -l a
Select the drectory content and optiond to nchude in the Rport
e Rory conteet

Inchete Copntd gringd and robes
Conflt revobt s

Eetp g0 itting erbray

= Replace evrsteg erfresy

Lachode Sitnbutae i sed (onlacti
Conflact pevobl s

Eeep #viiting erbru
o Eapliih wuisteg ertray
kel GO0 VOaATRT 80 COREIT
Irclady wpromy
Conflct pesobul sem:
Epep weishing erfray

» Feplpce eoistag sebray

i) Click Next.
pera iy b prewval spleen  Mrw | sperl ww sl
Sl y TRt Gpliciete, M adie Th 8 TRer palrud oo TRt e JeleT Vi O A
ALid vk TR
Ltaheald BOBSE PRI LAY
dpply o rae prtrepy only
R T T e ]
Ll erril pemesg-ao e
leciuadd ref Bopecit B3 B TE FASELEBIR
® Do vl el sefeiead o 10 #nlenad raseigad e
P alirg wewemr g
St ther cowvmrs ba:
& The swrer from the starce
The wier padrmesy the o
Mgy e
bare prdray ooy
& biltw B Fiheg BeET
Lo gebpras sl pes cnd

B vy b

farbe? thar el of firtnd 1 ppew oo Thae furpliymarnd o ped
Pasc *

j) Click Next.
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iy a dhrphwpmred sribive  Morw | opat wy srd

Tt ot #u ofun] fabuiy el b bevts b Tige 8 tem deplnymesl 0 ibevt same e
Orploymest archive

That o b ol Tha farplirymaed o ibrad o obf passy lhe fopliomeed fies b ot o RN

Tetres | - ] a i ¥ MW b
o M
W Al _Bgan_TO_DEV
W Copren_Bsport 240129
W Copnon_Capart_Conmecteine MU
W M _Cogren_heidd
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w Mew sty |
-

o el s

You oo encrypl tha conteed of B aechrew by wrtheg 2 d Tha p d i regu
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k) Click Next.

Hrwrw the summary - New Erport weard
The: Enpeort ssipand b4 resdy G0 aspart e e deplawment aobave

T voms ek b change Biy o, Sall Bk
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I) Choose the Save and run once or the Save and schedule checkbox and click Finish.
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Select an action - New Export wizard
Select whether you want to run, schedule, or save only, when the wizard closes.
Action:
Save and run once

i®| Save and schedule
Save only

Cancel < Back Next > Finish

m) If you chose Save and schedule, choose when to schedule and then click Run.

Bun with optens  Tacay

Specity when you wart %o rum this expert

Time;
o lsw

Laten
Jul 18, 2016 Tk

| 3 :23 em =

Coalenl:
Hame

o Corfert tbore

v Directinry
v Pl Folders
o o ot ol Labai

Fen  Camcel

n) Click OK.
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IBM Cognos Software

You selected to run * Zacay * as follows:
Time: now

i#! View the details of this export after dosing this dialog

Click OK to run the export or dick Cancel to return to your selection.

oK Cancel

Thefileis saved under the deployment folder on the Cognos server. Usually the installation folder isat C:
\Program Files\ibm\cognos\c10_64\deployment. The extracted file will appear in the destination defined
folder.

| Environment - Group Properties

e '

Deployment files locaton - [deployment
Data fies locabon =

¥ Map fles locaton .. maps
Temporary fles locabon - ftemg
Encrypt temporary fies? Falze

* Format speafication fie location .. feonfigr ation fcogformat.xmi
Sort buffer size in M8 kv

= 1P Verson for Host Name Resclubon Use IPed addresses
Gateway Settings

¥ Gateway LRI (@R hito: /40, 114, 233.6:80 ognos 10/cgi-binfoognos. og
GAtEWAY NAMEEDH0E
Content Manager sAMACcountame
Alorw NamESpACE Overraie? F b

* Dupatcher URIs for gateway hittp: {fAacalhost:9300/p2pd serviet/dspatch fext

¥ Controler LRI for gateway @ hittp: f focalhost- 80 joognos 10 fcontroller Server
Dispatcher Settings

® External dispatcher LRI hinp: {fexcainos t: 9300 fp2pd servie t/dspatch

¥ Internal dspatcher URE hittp: { localhost:9300 fplpd fserviet /depatch
[ L EEEEEEEEEEEE .

2. Zip the metadata result file and use it as the source for your Cloudera Octopai metadata Cognos connection in the
Cloudera Octopai Client.

Note: Ensure that you have appropriate permissions to the path so that the Cloudera Octopai Client can
access the file with the user running it.

3. Upload the zip file to the prospect folder in the portal.
4. Sharethe password of the Cognos package or framework file that defined in the guideline.
5. Share the prospect IBM Cognos version.
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6. Set up the IBM Cognos Metadata Source.

Good morning / New Metadata Source

wwss New Metadata Source wizard

> [5%%9 >

2. Metadata Source Details
Cognos

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/36
Source Folcler

Source Folder should include files with extension types: *zip

Enter File Name String/s to be excluded from the list of Extracted Files

Enter Folder Nome String/s to be excluded from the list of Extracted Files

Fevo m

7. Verify the extracted metadata file by accessing the Cloudera Octopai Target Folder (TGT).
a) Gotothe TGT Folder located on the server where the Cloudera Octopai Client isinstalled.
The default location is C:\Program Files (x86)\Octopai\Service\TGT.
b) Open the zip file with the connector name.
Example

POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
¢) Verify thefile content by checking the quantity and quality of the included files.
If an error occurred during the extraction, perform the following troubleshooting steps:

1. Check the permissions.
2. Send the log with the connector number and name to Cloudera Support.

Y ou can find the log files at C:\Program Files (x86)\Octopai\Service\log.
,'_';,’ POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File KB

Learn how to integrate Cognos metadata into Cloudera Octopai by configuring permissions, setting up the metadata
source, and verifying the extracted files for enhanced analysis.

Ensure the following prerequisites are met before proceeding with the configuration:
1. API Enablement:
» Confirm that the Cognos Oper ational M etadata API is enabled through your Cognos license.
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2. Database L ogin Permissions:
e Securelogin credentials with SELECT permissions to the relevant Cognos databases and tables.
From the Audit Database:

* COGIPF_RUNREPORT
*+ COGIPF_USERLOGON

From the Content Share Database:

« CMOBJECTS

« CMCLASSES

« CMOBJINAMES

« CMREFNOORD1

» CMREFNOORD?2

« CMOBJPROPS33
3. Database Details:

« Relevant SQL Server instance details.
e Username and password with appropriate permissions.

Open Cloudera Octopai Client:

» Accessthe Octopai Client installed on your server.

CONN2CLUUN NUimieg (ine connecuon narme as iwwi ue ulb‘pluyuu W uie UULUPUl PlULlUll’ll users, PlUUSU use u ITIUUIIHN\."lul
name)

Server

Username

Password

Audit Db Name

Content Store Db Name

Repository Schema

M etadata Sour ce Configuration:
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» Set the Cognos Metadata Source within the client interface.
The Repository Schema field is optional. If not specified, it defaults to dbo.

Once the metadata extraction process is complete, verify the extracted file as follows:
1. Locatethe Target Folder:

« Navigate to the Octopai Target Folder (TGT) on the server where the Cloudera Octopai Client isinstalled.
Default path:

C:\Program Files (x86)\Octopai\Service\TGT
> Windows (C:) > Program Files (x86) > Octopai > Service > TGT >

T Sort = View

Name Date mctlifi;cl Type Size

|M COGNOS_USAGE_108_cognosUsageTesthS|_2024-11-20-9-2-50.zip 20/11/2024 09:03 WinRAR ZIP archive 55,752 KB

2. Open the Extracted File:

» Find the ZIP file corresponding to the connector name (e.g., Cognos_M etadata.zip).
3. Validate File Content:

» Check the quantity and quality of the inner files to ensure all expected metadata has been successfully
extracted.

By completing the above steps, Cognos Operational Metadata will be integrated into Cloudera Octopai for enhanced
metadata intelligence and analysis.

Extract LCMBIAR filesfrom SAP Business Objects (BO) for Cloudera Octopai integration using the Central
Management Console or Promotion Management Wizard.

E Note: Version supported: upto 4.3

f Warning: Missing permissions could end up in broken lineages.

Enable read permission for Cloudera Octopai Windows NT User to the Business Objects BIAR files folder.
Y ou can extract LCMBIAR files using one of the following methods:

1. Loginto CMC: http://bo-server-name.com:8080/BOE/CMC
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2. Click on promotion management:

Central Management Console

CHC Home . Welcome: J
=
,. Organize Define Manage
Folders BY  Access Lavels £F  Instance Manager

= Personal Folders W Calendars Applications

e B Categors W Events T Settings

[ B Personal Categories [§] User Aftribute Management W Sessions

& S5 Users and Groups 3 Authentication

= G Profiles

a 2 Inboses

iz ] T3 Servers -

» ®  Rophcation Lists # Visual Dfferance

& 2 Federaton B Audiing

® () Query Results B Monitoring

= sl Temporary Storage of  Multitenancy

:_ T Universes B Cryptograghic Keys

= 4 Connecsons [3 System Confiquration Wizard
'I_ ¥ Web Senice Query

= 4 OLAP Connections

3. Create anew job:

| Promation Jobs
1 orgenize v X | [ Progeties | 55 story | Settngs v | Overnide Settings vind Tithe =
# Edn 1o Rellsack | VHS Acticas
Hame Shatus Created ™ Last s Source Destination
I expart ab Seccess Dec 30, 2016 L2:18 AM Dex 30, 2016 12:20 A0 From file oitba12de2. corpoctopal.com:EAD

4. Fill inajob name and details:

Zentral Management Console

Fromotion Management ¥

& ["Promotion Jobs | Mew Jeb X

- =

| G| % | B5 Properties | & rstary Search fi
@ @ Manage Dependencies | 7 Promete | 49 Rollback

Fields marMwith an asterisk (*) are mandatery Fields

=

= Mame*: Mew Jobl [ Copy an Bxsting Jeb

%l Description;

=

2 Keymords:

E2l

ﬁ_ Save Jobin®:  Prometion Jubs B Srowse

w

= souren & [ ——————— B

£

]

L Destisatin ¢ |~ - "

&k

2

k]

=

-

Source - fill in the login details

Destination - Output for LCMBIAR file
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5. Click on"Create":
| Add Objects from the system: octbo12dev2.corp.octopai.com: 6400 2O0x|
Properties X Find Title ~| o8| w «1 1 u
EI - D HName Type Created By Modified on Created On
B - _ [ [ Auditing Folder System Account Dec 29, 2016 11:56 PM Dec 29, 2016 11:55 PM
] Auditing [} [L] Data Federation Folder System Account Dec 30, 2016 12:02 AM Dec 30, 2016 12:01 AM
i Data Federation 0 B wm Folder System Account Dec 30,2016 12:02 AM  Dec 30, 2016 12:01 AM
[0 [£3  Monitoring Report Sample  Folder Administrator Dec30,2016 12:11AM  Dec 30, 2016 12:11 AM
=] Monitoring Report Sampl ) [ Platform Search Scheduling Folder System Account Dec 30, 2016 12:02 AM Dec 30, 2016 12:01 AM
57 Blatform Search Scheduli [ [ Probes Folder System Account Dec 30, 2016 12:02 AM Dec 30, 2016 12:01 AM
B Probes [} [EJ  Report Conversion Tool Folder Administrator Jul 28, 2010 9:08 AM Mar 12, 2008 12:04 PM
B [} [0 Report Samples Folder Administrator Dec 30, 2016 12:12 AM Dec 30, 2016 12:12 AM
= é Report Comversion Tool {00 [ System Configuration Wizard  Folder System Account Dec29,2016 11:56 M Dec 29, 2016 11:55 PM
¥ [55 Report samples “[) [E1 visual Difference Folder System Account Dec 30,2016 12:02 AM  Dec 30, 2016 12:01 AM
= System Configuration Wi: 0 E web Intelligence Samples Folder Administrator Dec 21, 2010 12:05 PM Dec 21, 2010 12:05 PM
B = Visual Difference
i B ‘Web Intelligence Sample
El & personal Categories
El P Inboxes
E' 55 Favorite Folders
B categories
« I
(add| add & Close] [Close]
|| 4
On the left side panel choose Universes and then select all by clicking the upper checkbox
Click add

© o N

Repeat steps from #6 above for All Connections
Repeat steps from #6 above for All folders (reports)

Note: Thereisa500 MB file size limit for LCMBIAR files, In the event report files are larger than 500
MB please divide this step as necessary by breaking up the selection of folders and creating separate

output files

10. Click on close.
11. Select al and click on the promote button, then choose - export now

Fromoton Mansgemest v |

Promotion Jobs Mrpb *

B ) e Praperties | 5 Hataey

Wekomwe: Adwsinistrator | Praferesces | Holp = |

2 At Objects | T amage Dependences | 5 preesete] 1 notba |

= s
5 &l Faldan

+ g Ui

]

]
"
"
q
Ej
i
"
L]
W
"
-
-.;i
i
"
"
i
L
-
i
i
i

SHED_DWHLif_crwtene:

405 W Phome ez

Ten
Tt

DS Universe (nformatian design bosl]
D5, Untwares (irfarmatian desgn tosl]
DS Universe (infarmation design tasl]
05, Lintwerne (irformtian design tosl]
6L Univeree (infarmation design tosl]

D51 Unheares (informatian design baal]
5L Unrverse infarmation desgn bosl]
DS Linwerse (informatian design tosl]
5. Univwmre (infarmutian desgn bosl]
DS Universe (informatian design tosl]
D51 Uniemrsa irfarmustias desgn basl]
DS Universe (infarmation design tasl]
D5, Untwerse (information desgn tosl]
DS Universe (irfarmatias desgn tasl]

Tlec 30, 2006 12:34 A4
Dot 30, 2616 12

Dec 30, 2018 12:24 A4

12N

Dec 30, 2006 12:24 A4

Note: Thefile (*.Icmbiar) will appear in the destination-defined folder.Use this file as a source for your

Cloudera Octopai metadata BO connection in the Cloudera Octopai Client.
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Method 2: Export LCMBIAR with the Promotion Management Wizard
Go into the BO Server and open the program called " Promotion Management Wizard ".

- Promotion Management Wizard
Deskiop app

When the following window opens, click Next

'?’ Promotion Management Wizard — O X
¥Welcome to Promotion Management Wizard Central CMS:
Source:
Destination:

Welcome = = > > -

i
= |4

-

Welcome to Promotion Management Wizard, the following steps will guide you to perform a content copy.

To get started, click Next to connect to a Central CMS and follow the steps (Scenario, Objects, Dependencies, Summary and Finish).

Scenario: choose the copy type, Objects: choose the objects scope, Dependencies: review the detected dependencies, Summary: review the
content to be copied.

Important: Once the process starts, you cannot cancel.

~ Settings
Temporary Felder | ChlUsers\octopaitAppData\Local\ Temp\2 | Browse
Log Location | C\Program Files (x86)\SAP BusinessObjects\SAP BusinessObjects Enterprise Xl 4.0\Logging', | Browse
Log Level | Default ~
Language English ~

About the Promoticn Management Wizard

® ﬂ- Back | Start Cancel

Login to the CMS ( BO Server ) that you want to extract from.
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[ 1 1
“# Log on to a Central CMS >
BO-Tai-5P43 e
Marne: | I gty |
User | Adrministrator |
Password: | srssvnnesl | |
fl Authentication: Enterprise wl
E K
[ S—

Click on“ Export (Live CM Sto Icmbiar file) ”

% Promotion Management Wizard — O *
Scenario Step Central CMS: BO- = =-5P4
Choose a Scenario and the Systems to copy Source:
Destination:

Welcome > Scemario > = ™ =

Export (Live CMS to lcmbiar file)
E: "l Copy the objects and the files that you select from a source system to a lcmbiar file with the options that you specify in the next steps. You can

use the lcmbiar file later with the Import scenario.

Promote (Live CMS to Live CMS)
EE Copy the objects and the files that you select from a source system to a destination system with the options that you specify in the next steps.

‘._l Import (lcmbiar file to Live CMS)
Using a lcmbiar file that was previously created during an Export Scenario, populate the objects and files to a destination system.
C2

Source Destination

[]Make the Central CMS as the Source CMS

> File: | Choose..,
Heme | | Password: | |
User: | | )
Confirm password: | |
Password: | |
Authentication: | Enterprise ~
® # Back Mext Start Cancel

Fill up the information:
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¢ Click on the Source tab to “Make the Central CM S asthe Source CMS’ which meansto use thelocal CMS as
our source.
* Inthe Destination tab choose where to save the file and give it a password. (Password is Mandatory).

Source Destination
Make the Central CMS as the Source CMS

BO- 5P43 Eile: | Choose...

BO -5P43
Password: | |

Administrator )
Confirm password: | |

Enterprise

Choose the objects you want to export whether it's Universes, Reports, Connections.

# Pramation Management Wizard — O %

Objects Step Central CMS: BO- -SP43
Source: BO- -5P43
Destination: waka.lcmbiar

Choose Full Promotion (all objects) or Selective Promotion

Welcome > Scenario > Objects >

Full content promotion

Copy all objects, instances, relationships, security definition from the source to the destination. Because all relationships are kept,
dependencies will not be evaluated.

j Options...

Apply Time Filter: | October 5, 2018 %:43:27 Al @ October 5, 2023 9:43:27 Al @
Title l Title Date Modified
g( Access Levels
" All Folders
Applications

Authorization Reference
" Business‘-fiews
[EH Calendars
W [ Categories
W (L Connections
5 Data Source References
2 Events
¢| Favorite Folders
L Inboxes
{52 Personal Categories
@3 Profiles
Projects
:) QaaWs
@._,Remote Connections
% Replication Lists
%Ser\rer Groups
Ciete

':?:' =3 Back Next Start Cancel

Then afterward select Start .
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# Promotion Management Wizard — O X
Finish Step Central CMS: =T
Meonitor the copy process and review the result ence finished Sourc TN

Destination: waka.lcrbiar
Welcome > Scenario > Objects > > Summary > Finish

Console | Full Export (10/5/23 9:54:52 AM)

Scenario started at 10/5/23 9:54 AM ...

Sources

Destination is Chwaka.lcmbiar,

Legging on to the central CI\;’IS.‘@l
Legged in to central as "Administrator”

Running housekeeping ...

Housekeeping complete

Creating job "Full Export (10/5/23 %5452 AM]" ...
Job created

Logging on te the source ...
Legged in to source as "Administrator”

Running query on browser ...

Cuery returned 3,002 object(s)

Added 3,002 resource(s)

Removed 137 resource(s)

Setting options:

- Rename pattern is "%1 - Copy (%2)"

- Comments are OFF

- User Group Bl Preferences is OFF.

- Federation job relationship is ON

- Object security is ON

- User security is ON

- Top Level security is ON.

- Application security is ON

Clear

Computing dependencies: completed at 21 %

Back Mesxt Start Cancel

All done! Once the file has been created, upload the file to the Cloudera Octopai Portal.

Metadata Sources are set on the Cloudera Octopai Client
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Good morning New Metadata Source

Z7 New Metadata Source wizard

> @ >

1. Metadata Source Type 2 Metadata Source Details 3.Test & Save
BUSINESS OBJECTS

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

0/36

Source Folder

Source Folder should include files with extension types: *.lcmbiar,*.biar

Enter File Name pattern/s to be excluded from the list of Extracted Files (click on enter to insert the pattern)

Enter Folder Name pattern/s to be excluded from the list of Extracted Folders (click on enter to insert the pattern)

m

How to verify the extracted Metadata File

Access the Cloudera Octopai Target Folder (TGT)

1. Gotothe TGT Folder located on the Server where the Cloudera Octopai Client isinstalled.By default: C:
\Program Files (x86)\Octopai\Service\TGT
2. Open the zip file having the Connector NameExample:

| POWER_BI_103_PowerBl-AK-Test_2022-2-15-10-2-53
3. Veify its contentQuantity & Quality of inner files

Troubleshoot
Error during the extraction:

e Check the permissions
* Send the log with the connector number and name to Cloudera Support - C:\Program Files (x86)\Octopai\Service
\log

L/ POWER_BI_103_21520221025220220215 15/02/2022 10:02 LOG File 3KB

Power Bl & Power Bl Report Server

Learn how to configure Power Bl and Power Bl Report Server to integrate with Cloudera Octopai.

IE Note: Version supported: up to 2023

193



Cloudera Octopai Data Lineage Power Bl & Power Bl Report Server

E Note: Missing permissions could end up in broken lineages.

On-Prem Version:

» Local Folder - Read Permission for Cloudera Octopai Windows NT User on Power Bl local folder - *.phix files.

e Shared folder (SMB/Remote) - Full Control permission for Cloudera Octopai Windows NT User on Power Bl
shared folder (SMB/Remote) - *.phix files.

* Power Bl Web (Cloud App) - Azure Registered Application with relevant permissions (Please use the provided
Power BI Settings for the Cloudera Octopai Extraction file) and a Power Bl Premium user.

. B Note: Multi-Factor Authentication (MFA) is not supported.

CLOUD Version:

» Power Bl Web (Cloud App) - Client Secret Authentication (Open the Power Bl Settings for Cloud Version
Guide).

« Azure Registered Application with relevant permissions (Open the Power Bl Web App Registration Guide).

e Tenant ID.

» Client Secret.

Power Bl Report Server:

* ‘Browse and 'Content Manager' Role assigned for reports you would like extracted.

2 Important: Important clarification ahead of this guide:

* Changesin Azure and PowerBI portalstypically take 15-30 minutesto apply but may take up to 24 hoursin
some cases.

Go to https://portal .azure.com/
Then, goto App registrations.

&« C & portalazure.com#hon Gt @ r ON

Mavigate

%] Resource groups EEE Alivesources Dashboard

Tools

Click New Registration.
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= @ portalazure.com

Microsoft Azure

App registrations

At ; . A . .
& Endpoints ¢~ Troubleshooting

Configure asbelow and click Register.
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Home » App registrations >

Register an application

" Mame

The user-facing display name for this application (this can be changed later).

| AppRegistrationTest -

Supported account types

Who can use this application or access this API?

E‘) Agcounts in this orgamizational directory only (Octopai only - Single tenant) I

O Agcounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

() Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Previding this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| web ~ | | httpu/iocalhost:s000/ v

Reqgister an app you're working on here. Integrate gallery apps and other apps from cutside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

Go to Authentication tab > Configure asfollowing > Click Save
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Home » Agp re s

K Search resoueces, sendces, and docs G+

tio

) AppRegistrationTest2 | Authentication =

B IEGTabGn BN

B AM peresions

& Expose an AR

App roles

& Owners

& Roles ang aoministrators | Preview
B anifedt

Support + Troubleshoating

& Troubleshoating

& roew suppon request

& Owrers
i Foles and aceinisiratons | Preview

| e

Suppoert + Troublesheoting
& Troubleshoot ing

& Hew support request

B save |X Dicard

(7 Got feedback?

Platform canfigurations

nal configuratisn min' be regured such a3

Redirect URls

The LIRS we will accept

Frant-channel Ir!-:j;\u'. LIRL

ngie sign

 Ched Thie Users Sesson data, Th

Thif 15 whishe wi Send 3 regquest to hane the appl
work Comectly

n endpoint. if the applic
rmeoked & web AP v JivaSimpt,
3 ude hyboid & L, St ooy

dioeint wie the suthonzs
For ASPNET Cong wib 3ppd Bnd

Select the tokens you would like 1o be ixsued by the authonzation endpoant

B Access eokens (used for implicit fiows)

niplicit and hybrid ficws)

Supported account types

Who can use this application or acoess this 4917

{®) Accouns in this cegarizational dinects

O Accounis in any erg

mend enabling peronal
ritd, you CBA 85 B

Bt

Advanced settings

Al public client flows

Enable the following mobile and desitop flows:

App cellects plainbest pan
Ko kgytoard (Device Code Le o
550 for domai ined Windows (Windows |rt[‘;|’1'. d Autt

e e [IMIPORTAN

a3 destinations when rebumning asuthentication responses (fokens) after successfully suthenticating or signing out users. Ako refemed to as

Click the API Permissionstab > Click Add permission > Click APIsmy organization uses.
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Suppert « Toublethooting

&

API | Permissons name Trpe

Desription

Admin consent req

Search for Power bi Service> Click on Power bi Service.

Request APl permissions ®

Appication (chent) D

B oeniew

& Quikstart

# Integration assistant
Manage

B eranding 8 properties
D Authentication

Certificates & secrets

b Roles and administrators
H Manifest

Support + Troubleshooting

0 The "Admin consent required” column shows the

Configured permissicns

Applications a
all the permis

APL/ Permissions name Type

To view and manage consent

Description

Sign in and read user profile

ver, user consent can be customized per permissiol

mins as part of the consent process, The list of co

Admin consent requ.

Request API permissions X

Select an AP

Microsoft APls

APls my organization uses My APls

Application (lient) ID

Click Delegated permissions > Search “Read.All” and check ALL related permissions > click Add permission.
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Request APl permissions X
< all APls i
Power Bl Service
hitps:/fanalysis.windows.net/powerbi/api/ Docs o
What type of permissions does your application require?
Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs a5 & background service or daeman without a
signed-in user.
Select permissions collapse a
| £ read.all X
. ) *
ﬂ The “Admin ¢ nt required” column shows the default value for an organization. However, user consent can be customized per
parmission, user, p. This column may not reflect the value in your organization, or in arganizations where this app will be
used. Leamn more
Permission Admin consent required

Select all options
“ App (1) available in the list.

a AppRead.All ©
View all Power Bl apps

~  Capacity (1)

ﬂ Capacity.Read.all (@0
Wiew all capacities

~  Dashboard (1)

Maskbosasd Dassd &0 T

Mo

MNo

Click Grant admin consent for <Y our domain name> > Click Yes
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Grant admin consent confirmation.

THESSON, WS PP This column may not reflect the valus in your crganization, or in

Pls when they are granted permissions by users,/admins as part of the consent process. The list of configured permissions should include

Add a permission Grant admin consent for Octopal

AP [ Permissions name Type Description Admin consent requ... Status

Delegated  Sign in and read user profile

View all Power B apps

View all capacities

View all dashboards

View all dataflows

View all datasets

View all gateways

Make AP| calls that require read permissions on all Fabrici.

Make AP| calls that require read and write permissi
Delegated  View all pipelines
Delegated  View all reports

View all storage acoounts

View all workspaces

That summarizes the guidelines for creating the AppRegistration and granting it the proper permissions.

Important clarification ahead of thisguide:

» Please make sure you completed Permissions and configurations setup in Microsoft Azure.
» Theworkspace license mode must be Premium Per User.

In the Azure portal, go to Certificates & secrets > New client secret.

Add a client secret

0

AppRegistrationTest | Certificates & secrets #

Desription value Secret 1D

Please copy the Secret value, we will need it later for the OC authentication.
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Certificates (0) Client secrets (2)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

4 Mew client secret

Description Expires Value O Secret ID
powerbi-demo-SP-Secert 6/26/2023 _Mpt s fa08a36e-bfcc-4161-B1ae-fcB2a2276045 [ [i]
your-private-client-name 12/27/2023 | 7IB8Q~UBX22VsEZTPeZaG ZTidRHOggg).. Iac3d5fd-dd'B-:--’laDa-aT‘l?-dheSILDDBS1 160 W

In the Overview tab, we will see the relevant information for the Cloudera Octopai Client.

Home > App registrations

122 AppRegistrationTest

Lo,
O search B owlete & encpoints B Preview features
A Essentials
& Quickstart

A Integration assistant

¥3bd7a96f

Manage i 544790d2-08 ml? ¥ abddbe2ase

B2 Branding & properties e-fo76-4fe5-9000 A wmil

D Authentication

rtificat: 1y
Cerificates & secrets @ Welcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Lsarm more

| Token configuration

& APl permissions @ Starting June 301, 2020 we will no longer acd any new features to Azure Active Directory Authentication Library [ADAL) and Azure Active Directory Graph. We will continue to provide technical suppert and security updates but we will
will need to be upgraded to Microsalt Authentication Library (MSAL) and Microsoft Graph. Leam more

& Expose an AR

B App roles Get Started  Documentation

& Owners

o el e Build your application with the Microsoft identity platform

B Manifest

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, standards-based authentication solut
Support + Troubleshooting access and protect APIs, and add sign-in for your users and customers. Learmn morec]

Create Security Group: We will need to create a group in https://portal .azure.com/ under groups OR ADD your
Service Principal to an existing group.

(App Registration name = Principal service name)

:‘|pnwerhi—5{5rnup“ Members

+ Add members X Q) Befresh [ Bulk operations - T Columns B Got feedback?
B Overview

¥ Diagnose and solve problems Direct members Al membeers

Manage Search by name *o Add filters

N Properties [ o— T, Type

: |. poweerbi-dema-5P Serace Princapal
B Ouvners )

Power Bl Settings (https://app.powerbi.com/home):

Required license type: Workspace License mode must be Premium Per User.
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Repoart-0nly

About Fremmrm Afure connections

L @il e

T ’

Admin Tenant settings: https://app.powerbi.com/home

Go to Settings - > Admin portal # Tenant settings.

L Search 9 ios

Manage personal storage

Admin porta

- o s . “

Settings

Manage embed codes
E Note: Note: Changing the following steps takes approximately 15 min to be refreshed.

We need to enable the following: Under Tenant settings go to Developer Settings. Enable “Embed content in apps”
and “Allow service principalsto use Power Bl APIS’. Choose the security group that the Service Principal isin.
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Developer settings

4 Embed content in apps
Enabled for a subset of the organization

Users in the organization can embed Power Bl dashboards and reports in Web
apphcations using “Embed for your customers™ method. Learmn maore

[ o QT

Apply to:
{7} The entire organization
(®) Specific security groups
powerbi-5Group % Enter security groups

(] Except specific security groups

Apply Cancel

Developer settings

I Embed content in apps
Enabled for a subset of the organization

4 Allow service principals to use Power Bl APls
Enabled for o subset of the organization

Web apps registered in Azure Active Directory (Azure AD) will use an assigned service
principal to access Power Bl APls without a signed in user. To allow an app to use service
principal authentication its sernice principal must be included in an allowed secunty

group. Lgirn maore

@D cnabied

) Semice principals can use APl to sccess tenant-level features controlled by Power
Bl service admins and enabled for the entire organization or for security groups
they're included in. You can control access of service principals by creating
dedicated security groups for them and using these groups in any Power Bl
tenant level-zettings. Learn more

Apply to:

I:II The entire organization

(®) Specific security groups [Recommended)
powerbi-5Group X Enter security groups

Under Admin API settings enable and add the specific group that the Service Principal isin.
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Admin AP settings

4 Allow service principals to use read-only admin APls
Enabled for a subset of the organization

Web apps registered in Azure Active Directory (Azure AD) will use an assigned service
principal to access read-only admin APls without a signed in user. To allow an app to use
service principal authentication, its service principal must be included in an allowed
secunty group. By including the service principal in the allowed secunity group, you're
giving the senvice principal read-only access to all the information available through
admin APls (current and future), For example, user names and emails, dataset and report

detailed metadata, Learn more

@D cnabled

Apply tor
(®) sSpecific security groups
powerbi-5Group ®  Enter security groups

Apply Cancel

Under Integration settings enable and add the specific group that the Service Principal isin.

| Integration settings |

4 Allow XMLA endpoints and Analyze in Excel with on-premises datasets I
Unapplied changes

Users in the organization can use Excel to view and interact with on-premises Power BI
datasets. This also allows connections to XMLA endpoints.

@@ oo

Apply to:
{0 The entire organization

(@) Specific security groups
powerbi-5Group % Enter security groups

[[] Except specific security groups

Workspace settings:

Go to your desired workspace and click Access.
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-8 Report-Only 4

Al Gontent  Datasets  dataiows  Datamaets (Preview

0 Mame Type wner Refreshed Next refresh Endorsement Sensiivity Inchude in app

|-

Add the security group you' ve created or the Service Principal to the workspace and give it a Member role.

Manage access X
Dataset-Only

-+ Add people or groups

Q, Search within workspace

@ Dor Avital ®
o powerbi-ga @
Member

Note: Changesin Azure and PowerBI portalstypically take 15-30 minutes to apply but may take up to 24
hours in some cases.

If you are experiencing trouble with extracting your metadata using the Cloudera Octopai Client, please ensure you
have followed all stepsin this guide and wait for Microsoft to apply the new configurations across your organization.

Power Bl Report Server

Please assign your (application) user with ‘Browse' and 'Content Manager' roles for reports you would liketo seein
Cloudera Octopai.

For the Cloudera Octopai Client connector, use the following URL structure:

http:\\comapny-url.com OR http:\\<IP>

Setting up Power Bl Metadata Source

Metadata Sources are set on the Cloudera Octopai Client
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[ul New Metadata Source wizard 0

> @ >

2. Metadata Source Details
PowerBI

1. Metadata Source Type 3. Test & Save

Authentication method

o Power Bl Web (Cloud App) - Client Secret

Power Bl Web (Cloud A - User/Password
( PP) / Power Bl folder Authentication

Authentication

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
Tenant ID

Application (client) ID

Client Secret Value

° Include reports using ‘enhanced dataset metadata’

m

Connection Name - Give a meaningful name, asit will be displayed to the Cloudera Octopai platform users.
Tenant ID - Availablein the 'App registrations' section under the application you created.

Application (Client) ID - Available in the 'App registrations' section under the application you created.
Client Secret - Generated in 'App registrations > Certificates & secrets.

AwbdeE

Figure 37: Power Bl Report Server

Good morning - New Metadata Source

L) New Metadata Source wizard

> @ >

2. Metadata Source Details
PowerBl Report Server

1. Metadata Source Type 3.Test & Save

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)
YEG

Server URL

Username

Password

Domain

() 'nclude reports using ‘enhanced dataset metadata

m
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Connection Name - Give a meaningful name, asit will be displayed to the Cloudera Octopai platform users.
Server URL - The Report Server's URL.

Username - The user that is granted the needed roles.

Password - The user's password.

Domain (optional) - Only if the user isin adomain.

o wDdh e

Set up DBT project files as atextual metadata source in Cloudera Octopai Data Lineage and review the permissions
reguired for ingestion.

f Warning: Missing permissions could end up in broken lineages.

» Enableread permission for Cloudera Octopai Windows NT User to the following path: \run\<projectName>
\models

« Theabove folder should contain the DBT *.sql files.

Metadata Sources are set on the Cloudera Octopai Client

Please use the Textual Files metadata source and fill in the \run<projectName>\models*.sql path on the source folder
attribute

Good morning / ] New Metadata Source

New Metadata Source wizard

> @ >

2. Metadata Source Details
Folder

Connection Name (The connection name as it will be displayed to the Octopai platform users, please use @ meaningful name)

LYE

Source Folder
Enter File Name String/s to be excluded from the list of Extracted Files

Enter Folder Name String/s to be excluded from the list of Extracted Files

=0
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Instructions for configuring Cloudera Octopai Universal Connector metadata source and required permissions.

f Warning: Missing permissions could end up in broken lineages.

Enable read permission for Cloudera Octopai Windows NT User to the folder (which contains the filled template
files).

Metadata Sources are set on the Cloudera Octopai Client
Q Octopai Client | 5.4 - =] X

0 OCTOPAI CLIENT —— Company New Metadota Source

o 0 New Metadata Source wizard

Metadata Sources

° ‘ ETL /DB /Report ‘

-

Browse to define your file

Enhancing Data Connectivity: Cloudera Octopai Universal Connector for Databases & ETLs Tools Guide
Enhancing Data Connectivity: Cloudera Octopal Universal Connector for Reporting Tools Guide

Set up Cloudera Octopai Textua Files connector by configuring metadata sources and validating permissions.

The following file types are supported:

« Upload (Discovery Display): text file, CSV file, SQL file, log file, XML file, JSON file, bash file, output file,
BTEQ file, BTQ file, contral file, report file, Perl file, KornShell file, C# file, Siddhi file, Python file
* Fully Analyzed (All Modules Supported): SQL file, BTEQ file, BTQ file, contral file, Siddhi file, Python file
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f Warning: Missing permissions could end up in broken lineages.
Enable read permission for Cloudera Octopai Windows NT User to the folder (which contains the textua files).

Metadata Sources are set on the Cloudera Octopai Client

New Metadata Source wizard

2. Metadata Source Details
Folder

o Connection Name (The connection name as it will be displayed to the Octopai platform users, please use a meaningful name)

o Tool Name

e Source Folder

o Enter File Name Str\ng[s to be excluded from the list of Extracted Files
e Enter Folder Name String/s to be excluded from the list of Extracted Files

Legend:

1. Connection Name: Provide a meaningful name for this connection to help you easily identify it later in the
Cloudera Octopai application.

Tool Name: Specify the tool you are using. For example, enter "Python" if you are uploading Python scripts.
Source Folder: Click the blank field to select the folder containing the files you want to upload.

Exclude Files or Strings: Enter file names, suffixes, strings, or patterns you want to exclude from the export.
Exclude Folders: Specify folder names to exclude from the export if you have multiple subfolders.

arcwN

The Cloudera Octopai Universal Connector for Databases & ETLs Tools integrate metadata from diverse systemsinto
the Data Intelligence Platform, enabling lineage, data discovery, and full visibility of your data ecosystem.

As data demands evolve, data teams continuously seek a better understanding of their data ecosystem. The need for
analysis and visualization of additional systemsisgrowing. Asaresult, Cloudera Octopai is consistently expanding
its extensive coverage of out-of-the-box supported technologies in our Data Intelligence Platform.

However, as your needs progress, it is crucial to provide an overview of the complete data landscape with various
systems and data flows.
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New data systems often lack automation support, and many organizations rely on custom-built data processes. A
lineage tool must cover these processes to deliver a complete and accurate picture.

Therefore, Cloudera Octopai has devel oped the Universal Connector, empowering you to add your metadata from
these types of systemsinto Cloudera Octopai’ s Data Intelligence platform to get the full picture - complete lineage,
data discovery and a data catal og.

Y ou get unlimited ingestion capabilities to enrich the platform with additional lineage, allowing you to add the final
piece of the puzzle and get full visibility of your data ecosystem.

Thisflexibility allows you to adapt quickly to your changing data landscape, and consistently get a complete view
regardless of what data systems you're using.

Use the Cloudera Octopai templates below to ingest your metadata into the platform. Therest is fully automated.

This metadata, along with the metadata automatically ingested from out-of-the-box supported systems, is analyzed
using machine learning. In turn Cloudera Octopai provides you with end-to-end column-level lineage, inner system
lineage, cross system lineage, data discovery and a data catalog of your entire data landscape accessible to all data
users in the organization.

» No blind spots— perform changes with confidence.

» Get aclear picture of datatransformations.

* Increase visibility of the organization's complete data ecosystem.

« Future-proof your expanding data landscape by providing access to unlimited data systems.
e Add linksto our out-of-the-box technologies.

1. Download the template files:

¢ Universa Connector Links
e Universal Connector Objects

2. Fill inthe required fields in the template files using the information provided in the tables bel ow, see Universal
Connector Links on page 211 and Universal Connector Objects on page 213.

210


../../universal-connector-links.csv
../../universal-connector-objects.csv

Cloudera Octopai Data Lineage

Enhancing Data Connectivity: Cloudera Octopai Universa
Connector for Databases & ETLs Tools Guide

Universal Connector Links

File Home Insert Draw Page Layout Formulas Data Rewview Wiew Automate Help = Comments <
c,|j X Calibri « 11 - = [E conditional Formatting ~ je #
a v . S sl
Paste L—EI N B Iru~- A Alignment | Number ﬁmeat —les Cells Editing | Analyze Get Jira
- F | HEHy & A . - [ el Stytes - - - Data Data
Clippoard = Fant f Styles Analysis | Sensitivity | ira Cloud ~
E1 = J Source Component £
A | B C D E F | G H |
1 Process Mame Process Path Process Type Task Name Source Component Task Path Source Provider Name Source Server Source Database Sou
2 4
3_
4
5 [=]
Universal Connector Links () 1 [+]

Ready 'ﬁ’: Accessibility: Unavailable

L& Display Settings

[H B M -——+ 10

Column Name Description Required

Process Name Name of the process that wraps the task, No
for example “Workflow” in Informatica or
“Package” in SSIS

Process Path Path of the process —for example, the path No
where the SSIS package is stored, including
the package name and suffix (aaa\bbb\ccc
\Package Name.dtsx).

Process Type The type of process—job, map, package, and | Yes
so forth.

Process Description Short process description to be identified No
clearly in the lineages.

Task Name The task name — the atomic unit that holdsthe | Yes
data flow within the process.

Task Path The path of the task — the location of the No
atomic unit that runs the process (for example,
aaa\bbb\ccc\Package Name\container\Task
Name).

Source Component Name of the logic component in the ETL No
tool. Example: for Informatica, the name of
the aggregator in the map. When thereis no
component, enter the table name.

Source Provider Name Provider of source object (for example, No
Oracle, SQL Server).

Source Server Server name of the source object. No

Source Database Database name of the source object. Yes

Source Schema Schema name of the source object. Yes

Source Object Name of the source object. Yes

Source Column Column name in the source object. Yes

Source Data Type Datatype of the column. No

Source Precision Precision of the column. No

Source Scale Scale of the column. No

Source Object Type Type of object —table, view, file. Yes
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Column Name Description Required

Target Provider Name Provider of target object (for example, Oracle, | No
SQL Server).
Target Component Name of the logic component in the ETL No

tool. Example: for Informatica, the name of
the aggregator in the map. When thereis no
component, enter the table name.

Target Server Server name of the target object. No
Target Database Database name of the target object. Yes
Target Schema Schema name of the target object. Yes
Target Object Name of the target object. Yes
Target Column Column name in the target object. Yes
Target Data Type Datatype of the column. No
Target Precision Precision of the column. No
Target Scale Scale of the column. No
Target Object Type Type of object —table, view, file. Yes
Expression Formula or transformation between source No
column and target column.
Link Type DataFlow or ImpactAnalysis. No (default = DataFlow)
Link Description Documentation about the link. No (default = empty string)

: Important:
Note:
e All parameters are string values.
< Ensure the structure of the template files remains unchanged.

¢ Parameter names (column names) are case sensitive.
* Values are not case sensitive.

Example for ETL process on cross lineage

The Universal Connector links the source and the target for the task name as the main object.

Y = @ &

File  Home Insert Draw  Pagelayout  Formuas  Data  Review  View  Automate  Help [ = comments | [ & share ~|
o X cut - oA | = = ® ab, ~ g 3 Autosum > A =1

Calibri Ju YA A =E=E v | B wep e General i) @ Bad & &= B Y (@)
o Do = ot et 53 . et L Al T
BIU- HE.- 0-A- == -l mme g <9 o0 | Condtional Formatas Goo Neutra < | insert Delete Forma ort & Fin nalyz jra
= Format punt — av| == ElMegeacerter - | B8~ % 9 |94 | i e | RET  amr s sdeas o
Clipboard 5 Font [l [l Number 5 styles cells diting Anal se

n - fe | Source Database

B [ c | b | L F | |

| A | | | H € | | ] 2 l X I v | Y | R 3
Ij Process N Process P:Process Ty Process DiTask Name  Task Path Source Pr¢Source Co Source Se[Source Database_|Source Schema

B v | ~N | o | P | @ | R | S | T | LU [=
Source Object Source Co Source Da Source Pri Source St Source Ok Target Prc Target Coi Target Ser Target Database TargetSchema Target Object Target Col Target DsiTargT

3
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Universal Connector Objects

al Connector Objects
File Home Insert Draw Page Layout Formulas Data Review Wiew Automate Help 2 Comments s
l"“"l X Calitsri w11 - EI B Conditional Fommatting = & *
L v~ | B T U~ |A & FB% Format as Table ~ T 1S
Paste o - Alignment | Mumber Cells Editing Analyze t Get Jira
- H- & A - - 58 Celt Styles - - - Data Data
Clipboard Font [ Styles Analysis Sensitivity | Jira Cloud -
Gl * 5 Is Nullable -
Al A B c i E F G H i ] [ L[]
1 I5EI'L|'EI Mame Database Name Schema Mame Object Name Column Name Data Type |Is Mullable [Precision Scale Object Type Description L
2
3 1
‘ =
2L _ . =}
Universal Connector Objects (] | O
Ready T Accessibility: Unavailable L& Display Settings H B M -—a—+ 0%
Column Name Description Required
Provider Name Provider of object —for example, Oracle, SQL | No
Server.

Server Name Server name of the object. No
Database Name Database name of the object. Yes
Schema Name Schema name of the object. Yes
Object Name Name of the source object. Yes
Object Description Documentation about the object. No (default = empty string)
Column Name Column name in the source object. Yes
Column Description Short column description. No (default = empty string)

Data Type Data type of the column. No

IsNullable Indicates whether the column accepts null No

values.

Precision Precision of the column. No

Scale Scale of the column. No

Object Type Type of object —table, view, file, and so on. Yes
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f Important:
Note:

e All parameters are string values.

« Ensure the structure of the template files remains unchanged.
e Parameter names (column names) are case sensitive.

e Valuesare not case sensitive.

For step-by-step setup instructions, see Universal Connector.

The Cloudera Octopai Universal Connector for Reporting Tools enables seamless integration of metadata from
diverse systems, providing a comprehensive view of your data ecosystem.

The Cloudera Octopai Platform is dedicated to serving data teams who demand expansive analysis and visualization
tools. As an enhancement to our current offerings, we've developed a Universal Connector for Reporting Tools that
alows the integration of metadata from a diverse range of systems. This comprehensive integration brings about a
more complete view of your data ecosystem with thorough data lineage, discovery, and an all-inclusive data catal og.

The connector allows for the integration of metadata from various types of systems into the Cloudera Octopai
platform, thus offering a complete view of your data ecosystem, including full data lineage, discovery, and a
comprehensive data catalog. This new connector adds to the capabilities of Cloudera Octopai, with native connectors
provided for popular tools like Tableau, Power Bl, Cognos, MicroStrategy, Qlik, Looker, SSRS, and more.

This guide will walk you through the steps to successfully utilize this enhancement, breaking down the necessary
CSV input structure, detailed SQL queries for populating your database, and the overall workflow of the Universal
Connector for Reporting Tools.

Use the Cloudera Octopai templates to ingest your metadata into the platform. The rest is fully automated.

This metadata, along with the metadata automatically ingested from out-of-the-box supported systems, is analyzed

using machine learning. In turn Cloudera Octopai provides you with end-to-end column-level lineage, inner system
lineage, cross-system lineage, data discovery, and a data catal og of your entire data landscape accessible to all data
usersin the organization.

* No blind spots — perform changes with confidence.

e Get aclear picture of datatransformations.

» Increase visibility of the organization's complete data ecosystem.

« Future-proof your expanding data landscape by providing access to unlimited data systems.
e Add linksto our out-of-the-box technologies.

1. Download the template file: Universal Connector Reports
2. Fill inthe required fields in the template file using the information provided in the table below.
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Column Name Description

Required

field is automatically populated.

MODEL_NAME The name of the model. This could be the Yes
name of the package in Cognos, the RPD
name in OBIEE, or the Universe namein
Business Object.
REPORT_PATH The unique path of the report, per Yes
ConnectionlD.
REPORT_NAME The name of the report. Yes
SOURCE_PROVIDER The type of DB that the report connectsto. Yes
SOURCE_SERVER The server name of the source object. No
SOURCE_DB The database name of the source object. Yes
SOURCE_SCHEMA The schema name of the source object. Yes
SOURCE_OBJECT_TYPE The type of source object, such as Table, Yes
View, or Stored Procedure (SP).
SOURCE_COLUMN The column name in the source object. Yes
SOURCE_TABLE The table name in the source object. Yes
SOURCE_DATA_TYPE The data type of the column. No
SOURCE_PRECISION The precision of the column. No
SOURCE_SCALE The scale of the column. No
TARGET_LAYER_NAME The name of the component in the report, such | Yes
as atable, cross-tab, chart, etc.
TARGET_SERVER The server name of the target object. No
TARGET_DB The database name of the target object. No
TARGET_SCHEMA The schema name of the target object. No
TARGET_OBJECT_TYPE The type of target object, for example, Yes
Presentation. Default = 'PresentationTable'.
TARGET_TABLE The table name in the target object. No
TARGET_COLUMN The column name in the target object. Yes
TARGET_DATA_TYPE The data type of the column. No
TARGET_PRECISION The precision of the column. No
TARGET_SCALE The scale of the column. No
EXPRESSION The formulaor transformation between the No
source column and target column.
LINK_TYPE Data Flow or Impact Analysis. Default = Data | No
Flow.
LINK_DESCRIPTION Documentation about the link. Default = Null. | No
UPDATED_DATE The timestamp when arow was inserted. This | Yes

: Important:
Note:

o All parameters are string values.

e Ensure the structure of the template files remains unchanged.
e Parameter names (column names) are case sensitive.

e Values are not case sensitive.

Example of areport cross-system lineage created as part of an upload of the Universal Connector:
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Cross System Lineage JAP =

ol

# > Reportname3 FIT L] 1 RESET | O &

@i

Legend
@ Help

How to set up the Universal Connector

For step-by-step setup instructions, see Universal Connector.
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