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Learn about installing Cloudera Octopai Client on supported Linux systems.

f Warning:
The following tools from the supported integrations list are not supported by the Cloudera Octopai Client
Linux version:

e Azure Analysis Services
- DB2

e Looker

e Power Bl Report Server
e SSISSQLS

o Tabular

e SSASTABULAR

e SSIS-ISC

e Tableau PAT

e TABLEU

* You must verify that your environment meets the general system requirements before starting the installation. For
instructions, see General System Requirements for Cloudera Octopai Data Lineage Client.

e You must have root or sudo access to the Linux system that must comply with the Cloudera Octopai Client system
requirements.

1. Install required dependencies.

sudo yum update -y
sudo yuminstall libicu -y
sudo yuminstall keyutils -y

2. Install .NET 8 by running the following script to install .NET 8 in your preferred directory, for example, ~/.dotnet.

sudo wget https://dot.net/vl/dotnet-install.sh -O dotnet-install.sh
sudo chnod +x dotnet-install.sh
sudo ./dotnet-install.sh --channel 8.0 --install-dir ~/.dotnet

3. Add .NET to the PATH.

echo 'export DOTNET ROOT=$HOWE/ . dotnet' >> ~/.bashrc
echo 'export PATH=$HOWE . dot net: $PATH >> ~/.bashrc
source ~/.bashrc

dot net --version

4. Configurefirewall rules.

Use an existing or newly installed firewall and open the required ports.

sudo firewal | -cnmd --zone=public --permanent --add-port=80/tcp



https://www.cloudera.com/products/unified-data-fabric/data-lineage/integrations.html
https://docs.cloudera.com/octopai/latest/getting-started/topics/oct-general-system-requirements-for-octopai-client.html
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sudo firewal |l -cnmd --zone=public --permanent --add-port=5656/tcp

IS Note: For external firewalls, ensure that ports 80 and 5656 are open for both inbound and outbound
traffic.

5. Set SELinux to disabled or permissive.
sudo nano /etc/selinux/config

a) Locatethelinethat starts with SELINUX= and update it to one of the following values:
SELI NUX=di sabl ed
SELI NUX=per m ssi ve

b) Reboot the machine, then verify the status by using the following command:
sest at us

The output should look like this:

SELi nux status: disabled

6. Download TAR or zip archive file from File Manager, and extract the Cloudera Octopai Client package at /opt/
Octopai-Client.

sudo tar xvf Cctopai-Cient.tar.gz
sudo yuminstall unzip -y
sudo unzip Cctopai-Client.zip -d /opt/

G (G httpsy//<YOUR-COMPANY>.octopai.com/#/admin/files-manager

[ ] -

. = oA
Admin Console @ O
< onTables Searched Objects Excluded Items Knowledge Hub Custom Attributes Manage Knowledge Hub Assets File Manager
My Files Upload to Octopai
Name Size Last Updated

utomating Octopai extractions using Microsoft Task Schedulerpdl  390.8 KB 101 ﬁj

METADATA EXTRACTIONS GUIDELINES.pd 151.2KB

Drop files here or browse files

CompanyName lic 679KB

FEEEE

7. Movethe client folder and set permissions by using the following command:

sudo nv Cctopai-Cient /opt/
cd /opt/
sudo chnmod -R 777 COctopai-dient

f Attention:
Apply full control using the chmod -R 777 command only to the Cloudera Octopai Client folder so that
the application can read, write, and execute the files it requires.
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8. Copy thelicense file by downloading the license file from File Manager and placing it in the /opt/Octopai-Client
directory on the Linux host.

C (G https//<YOUR-COMPANY>.octopai.com/#/admin/files-manager

Admin Console

< onTables Searched Objects Excluded ltems Knowledge Hub Custom Attributes Manage Knowledge Hub Assets File Manager

My Files Upload to Octopai

Name Size Last Updated

Drop files here or browse files

CFEEFEFE

9. Run the Cloudera Octopai Client by using the following command:

cd /opt/ Cctopai-dient
dotnet Octopaidient.dll --Uls http://0.0.0.0:5656

The following example shows a sample Cloudera Octopai Client output.

down .

ai-Client

10. Open the Cloudera Octopai Client interface.
Go to http://local host:5656/index.html to begin connecting systems for metadata analysis.

Create aLinux service
Configureasyst end service so the Cloudera Octopai Client starts automatically after reboots.
1. Createthe service definition.

a. Edit the servicefile.

sudo nano /etc/systend/ systeni octopai.service

b. Paste and adjust the following content to match your environment.

[Unit]

Descri pti on=Cctopai dient

[ Servi ce]

ExecStart =/usr/bin/dotnet /opt/Cctopai-Cient/CctopaiCient.dll --Uls h

ttp://0.0.0.0: 5656

Rest art =al ways

Rest art Sec=10

Ki | | Si gnal =SI G NT

Sysl ogl denti fi er=oct opai - cl i ent
User =oct opai

G oup=oct opai



http://localhost:5656/index.html
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Wor ki ngDi r ect ory=/ opt/ Oct opai - Cl i ent/
Envi r onment =USER=0ct opai

[Install]

Want edBy=nul ti - user.tar get

2. Reload syst end configuration by using the following command:

sudo systenct!| daenon-rel oad

3. Enablethe service by using the following command:

sudo systentt!l enabl e octopai.service

4. Start or restart the service by using the following command:

sudo systenctt!| restart octopai.service

5. Check the service log by using the following command:

sudo journal ctl -u octopai.service

Learn about installing your Cloudera Octopai Client.

1. Onthe server, where the Cloudera Octopai Client isinstalled or will be installed, go to your platform at [***
CUSTOMER NAME***].octopai.com, then go to the File Manager tab on the Admin Console.
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2. Download the latest version of the OctopaiClient.msi and the license files.

Admin Console

< Transition Tables Searched Objects Excluded ltems Knowledge Hub Custom Attributes Manage Knowledge Hub Assets
My Files Upload to Octopai

Name Size Last Updated

Automating Octopai extractions usin.. 390.8 KB |i, li[

METADATA EXTRACTIONS GUIDELI... 137.5KB 04/12/2024 'i,

Octopa lie 63.5KB 04/12/2024 &

OctopaiClient. msi 195.4 MB 23/12/2024 ti!

Drop files here or brows

Note: Cloudera Octopai recommends creating a backup of the Data folder by navigating to C:\Program
Files (x86)\Octopai\Service\Data and copying the folder to your desktop.

3. Runthe MSl installation file and wait for it to finish.
4. If you aim to run the Cloudera Octopai Client with a dedicated user or service account, perform the following
steps:
a) Goto Services.
b) Right-click Octopai Agent and select the Properties option.
¢) GototheLog On tab and set the user.
5. Grant Full Control permission to the Cloudera Octopai folder for your dedicated user or group.

a) Right-click the folder and select the Properties option.
b) Go to the Security tab, and click Edit.
¢) Choose the user or group and check Full Control.

6. Open the Cloudera Octopai Client.

Choose the license by clicking on the green key or pop-up message.
7. Rerun the necessary or desired connections.

a) Click the metadata source connection on the left-hand bar.
b) Select Test & Save, click OK, and then click Run.

Note:

E If the connections are not visible or some are missing from the Cloudera Octopai Client after the upgrade,
restore the Data folder from your backup. Alternatively, navigate to the C:\ProgramData\Octopai -Backup
folder, where Cloudera Octopai automatically creates a backup during upgrades, and copy its contentsto
the C:\Program Files (x86)\Octopai\Service\Data folder.
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Learn about configuring Proxy settings for the Cloudera Octopai Client if your server's network is routed through a
proxy tunnel.

Y ou must upgrade your Cloudera Octopai Client to the latest version before configuring the Proxy settings.

1. Goto C:\Program Files (x86)\Octopai\Service\Data.
2. Open the PSfile using your preferred text editor.
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3. Update the following parameters for proxy configuration:

* ProxyEnabled — Set to true to enable or to false to disable the proxy option.

* ProxyAddress — Specify the address in the "http://Y OUR_PROXY_NAME:PORT" format.
* ProxyUsername — Provide the Username.

e ProxyPassword — Provide the Password.

IS Note: You must wrap the above parameters in quotation marks.

Figure 3: Example
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"ProxyEnabled": false,
"ProxyAddress"™: null,
"ProxyUsername”: null,
"ProxyPassword": null
_}|

If you are upgrading your Cloudera Octopai Client, these values will be added automatically to the PSfile.
E Note: The proxy option is disabled by default.
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Learn about properly installing and configuring Curl for use with the Cloudera Octopai Client, enabling seamless
extraction of metadata.

N

For Chocolatey, runthechoco install curl command.
For MSYS2, runthepacman -S curl command.
For Scoop, runthescoop install curl command.

Download curl from https://curl.se/lwindows/ and choose the Windows 64-bit version.

Packages
curl for 64 bit
Size: 5.6 MB

sha2b6: 75b2f6dae1dcbdZecd Tbcb9a33eb0fB63f29f3b442329ad 17490510381 Bedbbf

L ocate the curl.exe filein the\bin folder of the downloaded zip file.

“— v 4 « Downloads * curl-7.80.0-winb4-mingw.zip * curl-7.80.0-wint4-mingw * bin
W This PC ~ Name ) Type Cor
P 3D Objects [®7] curl.exe Applicatior
Il Desktop a curl-ca-bundle.crt Security Certificate
B Documents B libcurl-x64.def Exbort Definition File
L e 4 libcurl-x64.dll Application extension

Place the curl.exe file in a permanent folder, for example to the Cloudera Octopai Client installation folder, such
as C:\Program Files (x86)\Octopai\Service\Data.

Make curl accessible from anywhere on the command line by adding the folder PATH as anew system
environment variable.

a. Open the Start Search, type env, and choose the Edit the system environment variables action.

All Apps Documents Web More ¥

Best match

Wy Edit the system environment
== variables

Control panel

11
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5. Click Environment Variables.

System Properties X

Computer Name Hardware Advanced System Protection Remote

You mustbe logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

E Setfings...
User Profiles
Desktop settings related to your sign-in
Seftings...
Startup and Recovery
System startup. system failure, and debugging information
Seffings...

Enviropment Variables...

oK | Cancel | Apply

12
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6. Inthe System Variables section, select the Path variable and click Edit.

Environment Variables X
User variables for michaelm
. Variable Value
Intelli) IDEA Community E.. C\Program Files\JetBrains\Intelli) IDEA Community Edition 20..
OneDrive CA\Users\user\OneDrive
OneDriveConsumer C\Users\user\OneDrive
Path C\Users\user\AppData\Local\Programs\Python\Python38-32\ .
PyCharm Community Editi.. C\Program Files\JetBrains\PyCharm Community Edition 2020...
TEMP C\Users\user\AppData\Local\Temp
TME C\Users\user\AppData\Local\Temp
Mew... Edit... Delete

System variables

Variable Value "
ComSpec CA\WINDOWS\system32\cmd.exe

DriverData CA\Windows\System32\Drivers\DriverData

ESET_OPTIONS

JAVA_HOME C\Program Files\AdoptOpen)DK\jdk-14.0.2.12-hotspot
NUMBER_OF_PROCESSORS 12

0s Windows_NT

New... Edit.. Delete

0K Cancel

13
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7. Click New and add the location of the folder that contains the curl.exefile.

Edit environment variable >
CAProgram Files\Microsoft SQL Server\130\Tools\Binn\, e
CA\Program Files (x86)\Microsoft SQL Server\Client SDK\ODB...

CAProgram Files (x86)\Microsoft SQL Server\ 140\ Tools\Binn', Edit

CAProgram Files (x86)\Microsoft SQL Server\ 140\DTS\Binn\,
C\Program Files (x86)\Microsoft SQL Server\140\Tools\Binn\...

Browse...
C\Program Files\nodejs\
%SYSTEMROOT%\System32\OpenSSH\ T
C\Program Files\Microsoft SQL Server\Client SDK\ODBC\130...
C\Program Files\Microsoft SQL Server\140\Tools\Binn\,
C\Program Files\Microsoft SQL Server\140\DTS\Binn\, T
C\Program Files\IDM Computer Solutions\UItraEdit
C\Program Files\Microsoft SQL Server\Client SDK\ODBC\170...

Move Down

C\Program Files (x86)\Microsoft SQL Server\150\DTS\Binn\

CA\Program Files\Azure Data Studio\bin

CAProgram Files\Git\cmd

CAProgram Files (x86)\dotnet), Edit text...
CA\Program Files\PuTTY\,

CA\Program Files (x86)\Google\Google Apps Syncy

CA\Program Files (x86)\Google\Google Apps Migration),
CA\Program Files (x86)\Microsoft SQL Server\ 1400\DAC\bin
CAProgram Files (x86)\Octopai\Service\Data

oK Cancel

8. Click Ok.
9. If applicable, reopen any relevant applications to register the changes.
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