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The Knowledge Hub serves as a comprehensive resource center, offering user guides, implementation best practices,
and dashboards tailored for various personas. It provides essential tools and insights to optimize the use of Cloudera
Octopai across diverse roles and workflows.

How to navigate the Knowledge Hub to streamline data discovery and management.

This guide helps you effectively navigate and utilize the Knowledge Hub to simplify data discovery and management.

By centralizing metadata and offering advanced search, collaboration, and integration features, the Knowledge Hub
enhances productivity and facilitates informed decision-making.

Key features and benefits:

* Metadata Management: Capture and organize metadata, enabling users to understand data structure and quality.
» Search and Discovery: Find specific datasets, tables, or files quickly using advanced search and navigation

options.

« Collaboration and Data Governance: Share, comment, and collaborate on data assets while ensuring security and

compliance.

» Integration with Data Ecosystem: Seamlessly integrate with data sources, management tools, and analytics

platforms.

Target Audience: Data analysts, scientists, business intelligence professional's, and data engineers can benefit from
this guide.
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» Access the Knowledge Hub interface
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» Navigate to the Knowledge Hub main interface to begin your data discovery journey.

Search

Gjtomated Data Catalog \

[ Search by System ~ l]sea’-:h Data iCatalog by keyword (eg column name, description, report n 1)' Advanced Search

All x
REPORT Total Assets (53,551) - Tax 3
- Pow Contains hd (T}-:e Here )
SSRS TaxAmountSum ®
= TaxAmountSum Rati  anp . ) OR
QLIKSENSE Total tax amount Stat
TABLEAU D:\itai\powerbi-for-DEMO\Order By S.. (cmam -) (T.-;. Here )
) Powers| Power Bl, Column e
LOOKER — wanion + Add Another Filter  [ir]]
ANALYSIS SNOWFLAKE_SAMPLE_DATA.TPCH.. ‘
] ssAs
Tabular
DB
[v] ORACLE

SNOWFLAKE
SQL Server

ETL

SSIS
Informatica

Search by system

Improve your search by filtering on system.

Search by term (fuzzy search)

Enter aterm in the search box and Cloudera Octopai finds it within the asset definitions.

Advanced search
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Advanced Search

(Cur‘.lu'ra v) (T}-pe Here )

AND @D OR

(Cur‘.lu'r;—‘. v) (T}'pe Here )
Contains r Filter ]E[

Does Mot Contain

Equal
Does Mot Equa
Starts With

Ends With

A R R R

With advanced search, you can refine your query by combining up to three options using AND or OR.

Filter Section

The search filters in the Cloudera Octopai platform include various attributes that help users quickly find the desired
data assets, offering a seamless shopping-like experience. Once all the attribute filters are set, simply click on
"Apply" to filter the results.
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Status

Filters
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e Collapse or expand the filter section.
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» Layer settings let you customize asset visibility by selecting specific layers using the Layer Setting selector. The
selected layer setting is saved for the user and remains unchanged between sessions.

O

Layer Type Layer Name Comments
Reports Report Name
Presentation Assets of |dentical name are aggregated per
tool.
Semantic
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Physical Assets of |dentical name are aggregated per
tool.
Analysis Semantic
Database Physical
ETL Physical
Custom Asset Types Custom Asset Types Assets that are created within the Data Catalog

Assets Results

The section displays all assets based on the search and filter criteria, including the Asset Layer, Name, Path, Type,
and Tool. Users have the option to export the list to an Excel Spreadsheet and also create new Augmented Assets.

Total Assets (37) i) (—E’\

=1 TaxAmountSum o

D:\itai\powerbi-for-DEMO\Order By Sales..
Column Power BI

£ UnitPrice @
E2E_Dwh_Sales.dbo.DwhFactSales

Column SQL Server

o 4

Total assets: After searching and filtering, this indicates the number of assets found.
Each asset row shows:

Layer icon (hover to see the description).
Asset name.

Asset path.

Asset type and asset tool.

Export the total assets to an Excel spreadsheet (limited to 50,000 values).

L

Create augmented assets.

®
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@ — Create Manual Assets
Create Asset *®
Asset Type *
Asset Name * Mandatory Fields:
Asset Type (select from the Drop List)
Description Asset Name

Technical Description
Calculation Description
Source System

Data Owner

Data Owner/Steward:
Only Octopai users can be selected

Data Steward

Asset Type Purpose

Master To create asingle asset to represent multiple assets that would be
linked to it.

Business To hold the business terminology / to create a single asset to represent
multiple assets that would be linked to it.

Project An asset that represents a Project, its scope, who is responsible for it,
etc. and can be linked to other assets relevant to the project.

Policy An asset that represents a Policy, its description, what it applies to, who
isresponsible for it, etc. and can be linked to other assets associated to
the policy.

Report To Represent Report objects that were not automatically harvested (for

example, from an unsupported system).

Analysis To Represent Analysis objects that were not automatically harvested
(for example, from an unsupported system).

Database To Represent Database objects that were not automatically harvested
(for example, from an unsupported system)

ETL To Represent ETL objects that were not automatically harvested (for
example, from an unsupported system)

Data Catalog Generd for any other type of asset. (formerly '"ADC Asset')

Additional resources

Use the in-product help links and tooltips for contextual guidance while working in the Knowledge Hub.
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Asset Details Pane

& | UnitPrice®
SO0 Server, Column
Rating d kA 4405(5)

Status Sensithe m

o
. T—

Desctiption
Uit paricon i LISD inclucing tax

Technical Description
Price pér unil in LISD

Caloulation Desoription
Unit_Price * ST Exchange_Rale

Qrigin Description

Origin Calculation
EZE_Dwh_Sales dbo DwhFactSales

Saenple Path
E2E_Cwh,_Salles b0 DwhFactSales

Data Type

Icon ‘ Description ‘

Layer - (Physical / Semantic / Presentation)

=

Asset Name + Status Badge

UH]TPFIEE[@ Asset Tool | Asset Type
SQOL Server, Column

Rating - Averagerating isintended to imply of the quality of the data

: asset as perceived by the users, the detail pane will display the avg
Ra“ng **** 4\5 (2) rating as well as amount of ratings.
Clicking on the rating will give: a option to rate b. list of all users that
rated the asset and their rating.
Range 1-5

10
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Icon Description

Status - indicates whether the Assets can be used/trusted.

SCUIE  Approved Sensitive G
" o Each status is assigned a color to easily be identified.
Default statuses ‘ Approved', ‘ Pending', 'Not for use’
Ov  ypdate status l Approved assets add a badge to their asset in the result pane.
@ Approved Admins can add/edit new statuses including assigning arelevant color.
Descr ® Pending Sensitive - Assign sensitivity of asset to indicate how the asset can be
Lini used. (Yes/No)
@ Mot for use
Techr @ Reviewed i
Prit + Create new status
Caleulation Deserintion

Presentation/Physical Columnsintegrate with End to End Column
Lineage Reports, Views, Procedures, Processes and Functions integrate
with Inner System and Cross System Lineage

Tablesintegrate with Cross System Lineage
Discovery - Searches for the Asset by Name in the Discovery module

overview Overview
[ properies g Properties Description

Description Technical Description

Unit price in USD including tax
Technical Description Calculation Description
Price per unit in USD
Calculation Description Orlgl n D Tl ptl on
Unit_Price * USD_Exchange._Rate

Origin Calculation
Origin Description
Sample Path
Origin Caleulation
E2E_Dwh_Sales dbo. DwhFactSales Data Type
Sample Path
£2E_Dwh_Sales dbo DwhFactsales S Source system
e ive (List of Custom Attributes)
money
Source Svstem Audit (Refa's to Cloudera OC’[OpaI Only)
- - Updated By
Entry Date
Last Update
m Linked Assets Linked Assets
(aarcn Q) @® L] | Automated - non-editable links created as aresult of analysis
& UnitPrice (Example, Report Presentation Assets linked to Report, View columns
DemoSSAS E2E Dwh Sales,Dwh Fact Sales Augmented | | nked to VI GN)

SSAS, Measure

Augmented - links that can be added/removed by user.

& DwhFactSales @
Sale transaction fact
Sale transaction fact Automated
E2E_Dwh_Sales.dbo
SO Server, TABLE

& UNITPRICE
unit price
AW_DWH_2074.SALES SALESORDERS
‘Snowflake , Column

Augmented

11
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Icon Descriptio

@

7 Filters
Status
Select ANl

-

W Approved
u Pending
u Mot foruse

m select Al
m Application
m  Attribute
m Business
m  Column
Snow Mo

Tags

Mo Status Assigned

Add New Link x
Ad New Link to UnitPrice

(wak‘h Data Catalog by keyward (g column name, descrighion, rep 0.)

O & Taxamountsum ®
Ditaipowerbi-for-DEMO\Drder By Sales Rep Sum,
Cotumn Power 81

0O = naTion
SNOWFLAKE_SAMPLE_DATA TRCH_SF1
TABLE Snowhiake

O = rirsTHAME®

hitp:/ocalhost 15enver/Pag

Column SRS

0O = s_coOMPANY_NAME
SNOWFLAKE_SAMPLE_DATA TPCDS_SF100TCL.ST_
Cobumn Snowflake

0 = 0PB_SERVERLINFO.
EXA.CORP.OCTOPALCOM.INFA_REP
TABLE ORACLE

0O = REPOSITORY_ID
EXA.CORP.OCTOPALCOM.INFA_REP_ADAPT.V_PCE.
‘Column Oracte

[0 = SDURCE_FIELD_OCCURS_TIMES
EXA.CORP.OCTOPALCOM.INFA_REP_ADAPT.REP_A.

Create Manual (Augmented) Linked Assets

Select from the proposed list the existing asset to create an augmented
link.

Data Owner Cobumn Oracse
Search Q
[0 = ASSOCIATION_SEQ
EXA CORPOCTOPALCOM.INFA_REP_UTFB.V_ASC_
Data Steward Cobamn Orache
o <D
HH Grid - Pop-up window detailing the Linked Assets Properties
Thelist can be downloaded to Excel.
- .
&
P P . oo | o | nm e | 3
PO P o wn | e ot | o | | s
RIS o ey R s | m e
[ =)

Export - Thelists can be downloaded to Excel.

12
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Contacts / Tags / Posts

% Suspend (...) - Suspend an asset to disable modifications and gray out

oy s the details.

Chain icon — Share the asset |ocation to increase collaboration (copy

@ Suspend the unique URL).
X — Close the detail pane.

Contacts— Data owner (technical owner) and data steward
(administrative owner).

Tags - Select from existing tags or create new ones.
Contacts ~ Posts - Create posts for collaborative discussions.

Within the Knowledge Hub, foster collaboration by creating posts and
mentioning other users using the " @" sign and selecting their name

Data Owner from the dropdown list.

@ Holly Miller When you mention users in a post, they receive email notifications
that include the asset name, post details, and adirect link to the
relevant asset, ensuring efficient communication and easy access to the

Data Steward discussed information.
. All posts are saved and publicly visible, allowing for transparency and

° Ophir Langman enabling usersto benefit from shared knowledge and insights.

Tags ~

D CTD T
CZD G CZD CZD
< T

© Add Tag
(= Posts (4)
Type Here
Cance
@ Octopai Support 3 months ago I

Hi, should we keep the exchange rate

according to a time zone?

@ Help

A - .

Knowledge Hub - General Terms
Definitions of key terms related to Cloudera Octopai Knowledge Hub.

Description Who can edit?

Asset Any item in the Knowledge Hub is an asset, Changes per attribute
assets can be automatically created from
metadata or users can create new assets within
Cloudera Octopai Knowledge Hub.

13
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Term Description Who can edit?
Knowledge Hub Asset Assets that are created by users within Admin
Cloudera Octopai Knowledge Hub. )
-Editor
Search Optional search using free text. Admin
-Editor
Viewer
Advanced Search Search for free text with advanced conditions. | .Admin
-Editor
Viewer
Rating AVG rating isintended to imply the quality -Admin
of the data asset, the detail pane will display Editor
the average rating as well as the number of
ratings. Viewer
Clicking on the rating will give a. option to
rate b. list of al usersthat rated the asset and
their rating.
Range 1-5
Status Status indicates whether the Assets can be -Admin
used/trusted. Editor
Each statusis assigned a color to easily be
identified.
Default statuses ‘ Approved', ‘ Pending’, ' Not
for use’
Approved assets add a badge to their asset in
the result pane.
Admins can add/edit new statuses including
assigning arelevant color.
Sensitive Assign sensitivity of asset to indicate how the | -Admin
asset can be used. )
-Editor
Yes/No
Technica Description Short Description - Free text. Admin
-Editor
Description Full Description - Free text. Admin
-Editor
Calculation Description Calculation or Calculation description - Free | .Admin
text.
-Editor
Origin Description The origina description as analyzed from Non-editable
metadata.
Qrigin Calculation The original Calculation as analyzed from Non-editable
metadata (where applicable).
Asset Type Asset type Non-editable
e.g. Knowledge Hub, Asset, Table, Column,
Report, Process, etc.
Data Type The original Data Type as analyzed from Non-editable

metadata (where applicable).

14
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Term Description Who can edit?
Sample Path A sample path for where the asset can be Non-editable
found for Aggregated assets such as ‘ Report
Presentation Layer’ assets and 'Report
Physical Layer'.
All other Asset types show the direct path.
Source System Source System - Free text. Admin
-Editor
Data Owner Single selection from drop down list of all Admin
system users. )
-Editor
Data Steward Single selection from drop down list of all Admin
system users. )
-Editor
Updated By Last user that updated the asset. Non-editable
Last Update Date of last update to the asset. Non-editable
Entry Date First appearance of the asset Non-editable
Tags Selection from existing tags or create new. Admin
-Editor
Linked Assets Automated - non-editable links created -Admin
as aresult of analysis (Example, Report Editor
Presentation Assets linked to Report, View
columns linked to View).
Augmented - links that can be added/removed
by user.
Suspend Suspend of an asset will disable modification | .Admin
of any detail and gray them out. .
-Editor
Search Filters Search filters contain different attributes -Admin
related to the assets to enable quickly locating Editor
desired data assets with a shopping-like
experience, once al attributes are set click on | -Viewer
Apply
to filter results.
Reset Search Filter Quickly reset all search filters by clickingon | -Admin
the -Editor
Reset Viewer
button and then on
apply
Sort results Sorts search results. Admin
-Editor
Viewer
Post Collaborate with other users by creating apost | -Admin
and mention other users by typing '@' sign and Ediitor
selecting the user from the dropdown list.
Viewer

Users mentioned in a post will receive an
email notification including the asset name,
post details and link to the relevant asset.

All posts are saved and publicly available.

15



Cloudera Octopai Data Lineage Knowledge Hub

Term Description Who can edit?

Integration with Lineage Presentation/Physical Columnsintegrate with | Non-editable

End to End Column Lineage Useable for any user who has permissions to

Reports, Views, Procedures, Processes and the integrated module
Functions integrate with Inner System and
Cross System Lineage.

Tablesintegrate with Cross System Lineage

Search in Discovery Searches for the Asset by Name in the Non-editable

Discovery module o
Usesable for any user who has permissions to

the Discovery Module

Knowledge Hub - Dashboard Terms
Definitions of key terms related to the Knowledge Hub dashboard.

Term Description Who can edit?

Search Optional search using free text. Admin
Editor
Viewer
Active Active - All assets that have been edited in the | Non-editable
selected date range.
Missing Description All assets that have no description in any of Non-editable
the description fields.
Suspended All suspended assets within the selected date | Non-editable
range.
Dropped All dropped assets within the selected date Non-editable
range.
Top 10 tags Top 10 most used tags. Non-editable
Date Selector Select Date range for Active, Dropped & Admin
suspended charts. .
Editor
Viewer
Sample Result Grid Sample 1k results per chart with quick actions. | Admin
Editor
Viewer
Search Filters Search filters contain different attributes Admin
related to the assets to enable quickly locating ,
desired data assets with a shopping-like Editor

experience, once all attributes are set click on | vjewer
Apply to filter results.

Reset Search Filters Quickly reset all search filtersby clickingon | Admin
the Reset button and then on Apply. )
Editor
Viewer

Knowledge Hub - Mass Update

Learn about simplifying Cloudera Octopai Knowledge Hub curation by downloading assets to an Excel spreadsheet
to enable effortless information definition and organization and dividing the workload among team members for
efficient collaboration.
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Procedure

1. Download assets to an Excel spreadsheet.
a) Select agroup of assets.

Figure 1: Select a group of assets

ocTopal x  +

< C (¥ & demo.euoctopaicom

B OctopsiTools Wl PoralOCTOPAI [ JRA [ Customers [ Technical Materisls @ Salesforce [ GainsightPX . OCTOPAI-Agent () Zendesk Guide

Log In - Calendly

o % H &0
Free Word Cloud G... [l Confluence2Zendesk

Avery-Stage #9891 - Data Discov.. Insights - WIP - Pro...

Automated Data Catalog LB~
Q Search by System + ((search Data Catalog b mn name, descrption ep_ Q) Advanced Search
Lineage Filters o 0 Total Assets (53,812) L e

i

5y Status

TaxAmountSum ®

lect A

. Select Al Tax Amount

b No Status A Total tax amount
Approved

Pending Power B, Column
Not for use
¥ More £ NATION®
SNOWFLAKE_SAMPLE_DATA.TPCH_SF1
Snowflake, TABLE

o

0 5
£ Rating @@

S FIRSTNAME
) sensitive @I ves [ o) hitp://localhost/ReportServer/Pages/Report
a SR, Column
Discovery | Asset Type
S S_COMPANY_NAME
b B) SelectAl SNOWFLAKE_SAMPLE_DATA TPCDS_SF100TCL.STORE
= Table Snowflske, Column
Daacatalog W View
" = Column S OPB_SERVER_INFO_
J u Report EXA CORP.OCTOPALCOM.INFA_REP

ORACLE, TABLE

Show More

= REPOSITORY_ID
EXA.CORPOCTOPAI.COM.INFA_REP_ADAPT.V_PC8X_MASTER_TSK_LOG
Oracle, Column

Data Owner

1. Go tothe Knowledge Hub.

D:\itai\powerbi-for-DEMO\Order By Sales Rep Summary. pbix/SalesmansSales/TaxAmountSum

iewer.aspx?/A ustomer Products Prices/vSalesCustomerProducts/FIRSTNAME

2. Combine the Search by System, Filters, Search box / Advanced Search, and Layer Settings Knowledge

Hub functionalities to better filter your assets.
b) l
Click the — icon to download the Assets List.

Figure 2: Asset List download

Automated Data Catalog

0 search by System  ~ (.

1 (eg column name, description,ep_ ) Advanced Search

arch Data Catalog b

Lineage Filters o 0
%) Status .
N 2 TaxAmountSum
Y ) Select All Tax Amount
= No Status Assigned Total tax amount
= Approved D:\itai\powerbi-for-DEMO\Order By Sales Rep Summary.pbix/SalesmansSales/TaxAmountSum
Q. m Pending Power BI, Column
= Not for use
e s . = FIRSTNAME
g http://localhost/Repor g raspx
0 5 SSRS, Column
r Rating @@
4 = ProductiD

Download the Asset List

ustomer Products Prices/vSalesCustomerProducts/FIRSTNAME

o sensitive (] Da\itai\powerbi-for-DEMO\Order By Sales Rep Summary.pbix/SalesOrderDetail/ProductiD
o Power BI, Column
Discovery Asset Type
2 SalesTerritory
Select Al http:/localhost/ReportServer/Pages/ReportViewer.aspx?/AdventureWorks/Sales Order Detail 2008/SALESORDER/SalesTerritory
m Table SSRS, Column
Data Catalog View
= Column CountryRegionCode

Power BI, Column

/
s 2 Year

Tags D:\itai\powerbi-for-DEMO\Top Product Sales.pbix/QueryE2E_DWH_Product_Into/Year
Data Owner

» Report D:\itai\powerbi-for-DEMO\Sales Regions.pbix/StateProvinceCountryRegion/CountryRegionCode

¢) Click OK inthe pop-up window.
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E Note: The export islimited to 50,000 results.

Figure 3: Export pop-up window

%

Exporting 998 Assets

* Export is limited to 50K results. Use search and filter to export
relevant results

This may take some time, you can keep on
using the platform, we'll notify you when the
export is ready

Cconce X 0

18
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Curate the Knowledge Hub.

Warning: Do not change column sorting, since the Cloudera Octopai Knowledge Hub will be updated in

bulk using this template.

Figure 4: Knowledge Hub curation

BB & [E | e iy O

Insert Delete Format

cells

AutoSave (@ o) Data Catalog export 20230706 090697 v £ search
fle  Home Inset Draw Pagelajot Formuas Data  Review View Awtomate  Help
= EJ& Cut Calbri Ji JA A v 0+ BWapTet General 4 B B7 [ Normal | ad
Copy ~ hed
P e | 8 1 U~ [H |0 A Bwearacons - | 8- % 3 % 1 | Gt fomie Gomd Nl
Gipboard 5 Font 3 Algnment 5 Number 5 syes
a1 - £ | Layer
A B c )
1 [Layer ITool Asset Type Object Path
2 [Presentation PowerB Column  D:\itai\powerbi-for-DEMO\Order By Sales Rep Summary.pbix/SalesmansSales/TaxAmountSum
3 Physical SSRS Column i ustomer Products Prices/vSalesCustomerProducts/FIRSTNAME
4 |Physical PowerBl Column  D:\itai\powerbi-for-DEMO\Order By Sales Rep Summary.pbix/SalesOrderDetail/ProductiD
5 |Presentation SSRS Column i Order Detail 2008/SALESORDER/SalesTerritory
6 |Semantic PowerBI Column i-for-DEMO\Sales Regi i> i i de
7 |Presentation PowerBI Column powerbi-for-DEMO\Top Product Sales.pbix/QueryE2E_DWH_Product_Into/Year
8 |Semantic  PowerB Column powerbi-for-DEMO\Order By Sales Rep Summary.pbix/Sales SalesOrderDetail/UnitPrice
9 |Semantic  PowerBI Column powerbi-for-DEMO\Top Product Sales.pbix/QueryE2E_DWH_Product_Into/Year
10 Presentation SSRS Column i ustomer Sales by Year/DATASET1/TotalProductCost
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Customize data distribution based on your company requirements, allowing different team members to contribute
the necessary information. Consolidate all curated definitions into the original downloaded file.

Tip: Provide the following information based on the requirements:

o Description: Full Description
e Technica Description: Short Description

e Cadculation Description: Calculation or Calculation description

* Source System: Free Text

e DataOwner: Fill in the email of the owner that must be an existing Cloudera Octopai user
e Data Steward: Fill in the email of the owner that must be an existing Cloudera Octopai user
* Tags. When tagging an asset with multiple values, use acomma (,) as a separator within the same cell.
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3. Perform mass update.

a. Goto Admin Console.

b. Go tothe Manage Knowledge Hub Assetstab.
c. Click Mass Update and browse the curated excel file.

Figure 5: Mass update
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d. Click Open.

During the upload, assets will be updated. The completion time of the process will vary based on the number

of assets and available machine resources.

Results

Check the process status.

Status Description

v Completed

All the rows were updated successfully.

Potential errors occurred during the update. To identify them,

download the summary report by clicking the = icon.

Knowledge Hub Implementation Best Practices

Best practices for implementing Knowledge Hub.

Step Description

Define aclear purpose and scope

Clearly define the purpose and scope of the Knowledge Hub,
including:

¢ Thetypes of datathat will be included.
* Theintended audience.

e Thebusiness goals that the Knowledge Hub is intended to support.

Identify and involve stakeholders

Identify key stakeholders in the data team and in the business

that the Knowledge Hub meets their needs and requirements.

and involve them in the design and implementation process to ensure

teams
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Step Description

Establish data governance policies Establish data governance policies and workflows within the
organization. Thiswill ensure that the Knowledge Hub is accurate, up-
to-date, and secure.

Thisincludes defining data standards, access controls, and data quality
measures.

Use Knowledge Hub metadata standards Knowledge Hub metadata standards and data models such as (the same
header, a description must-have, etc.) to ensure that the Knowledge
Hub is consistent and interoperable with other systems and data

SOUrces.
Automate metadata capture Use Cloudera Octopai to capture metadata from various sources.
Define milestones Defining milestones is an important part of the process of populating

your Knowledge Hub. Here are some steps you can take to define
milestones for populating your Knowledge Hub:

e ldentify the data assets to be documented: prioritize (according
to the next step) the data assets that will be populated with
descriptions in the Knowledge Hub. This could include databases
item only, Reporting assets, or assets by important projects.

«  Define metadata requirements: Define the metadata requirements
for each data asset, including the level of detail required and
additional asset information not captured by Cloudera Octopai.

* Createatimeline: Create atimeline that identifies key milestones
for populating the Knowledge Hub. This timeline should
include the start and end dates for the project, as well as specific
milestones for each phase of the project.

»  Define phases of the project: Define the phases of the project,
such as Knowledge Hub population by different projects, business
groups, critical assets, and other asset types as appear in the next
step.

* Assign responsibilities: Assign responsihilities for each phase of
the project to ensure that all tasks are completed on time and to the
required quality standards.

«  Establish quality control measures: Establish quality control
measures to ensure that the metadata captured is accurate,
complete, and consistent with established standards.

*  Monitor progress: Monitor progress against the timeline and adjust
the plan as necessary to ensure that the project stays on track and
meets its milestones.

By following these steps, you can create a comprehensive plan for
populating your Knowledge Hub and define clear milestones that will
help you track progress and ensure that the project is completed on
time and to the required quality standards.

21



Cloudera Octopai Data Lineage Knowledge Hub

Data Assets Prioritization When populating your Knowledge Hub, it'simportant to prioritize
the data assets that are most critical to the organization's operations
and that are likely to have the greatest impact on business outcomes.
Here are some guidelines for what to prioritize when populating your
Knowledge Hub:

e Business-critica data: Start by populating your Knowledge Hub
with descriptions for the data assets that are most critical to the
organization's operations, such as financia data, customer data,
and product data.

e High-value data: Prioritize data assets that are high in value, either
because they are frequently used, asked about, or because they
have a high impact on business outcomes.

e Freguently used data: Prioritize data assets that are frequently used
by the organization, asthese are likely to have the greatest impact
on productivity and efficiency.

« Datathat isdifficult to find: Identify data assets that are difficult to
find or that are scattered across multiple systems or applications.
Populating your Knowledge Hub with metadata for these assets
can help improve accessibility and reduce the time and effort
required to locate and use the data.

*  New data assets: When new data assets are added to the
organization, prioritize adding metadata for these assets to the
Knowledge Hub as soon as possible to ensure that they are
discoverable and accessible to users.

Populate the Knowledge Hub Collaborate with data owners: Work with the data owners or subject
matter experts to obtain information about the data assets they own.
This can include metadata such as the data source, data lineage, data
quality, and data usage information. Y ou can use this information to
populate your Knowledge Hub manually.

Provide user-friendly search and discovery capabilities Train users on how to search and discover in Cloudera Octopai, which
enables users to quickly find and access the data they need. This
includes providing filters, tags, owners, and other Cloudera Octopai
Knowledge Hub search capabilities.

Monitor usage and adoption Monitor usage and adoption of the Knowledge Hub to ensure that it is
meeting the needs of the organization and that users are leveraging its
capabilities effectively.

Provide ongoing maintenance and support Provide ongoing maintenance and support for the Knowledge Hub,
including regular updates and enhancements to ensure that it remains
relevant and useful over time.

Cloudera Octopai Knowledge Hub automates metadata harvesting from ETL, DB, and Reporting systems to popul ate
data assets, reducing manual effort and enhancing efficiency.

Take maximum advantage of the Knowledge Hub automation

If you have additional documentation, such as excel spreadsheet with descriptions, Cloudera Octopai can upload this
to the Knowledge Hub as well. Everything you give it will enable it to produce fuller, more comprehensive data asset
entries, necessitating less human involvement and saving your users time and effort.

Knowledge Hub entries still need human review and enrichment to be of maximum benefit. To execute thisin the
most effective way possible, consider the following recommendations:

« Concentrateinitial effortson enriching the Knowledge Hub to the most used data assets.

As amost everything else, your company’ s data assets subscribe to the 20-80 rule. About 20% of your data assets
are responsible for 80% of your company’ s data use and value you derive from data. |dentify those assets and
assign responsible parties to actively go in and enrich their Knowledge Hub entries.
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Emphasize to participants how this Knowledge Hub will makelife and work easier.

The friendly introductions Cloudera Octopai provided for you have that focus. Use that model when you
communicate personally aswell. For example, when assigning a technical user the responsibility to enrich a
Knowledge Hub entry that means more work for him, Cloudera Octopai recommends couching it the following
way:

S0, Joe, | see you created this great data asset that so many people in our organization could gain from. But very
few people know about it, and of those who do, almost al of them have the same questions that you have to
answer over and over again. I’m going to put you down in the Knowledge Hub as the data asset owner so that

you can add anything users should know in order to use your data effectively. You'll also be able to answer any
questions - once and only once - in the notes on the asset entry. Many more people will be able to leverage the
asset you created, but fewer will disturb you unnecessarily.

Add updating the Knowledge Hub to pre-existing data management routines.

I ntegrate human checks and updatesto Knowledge Hub entriesinto your processesfor handling change
requests, user inquiries, new data assets and other pre-existing data management responsibilities, including
the following actions:

« Makeit astandard part of anew project to document its data assets in the Knowledge Hub

+ Makeit astep in closing a change request or a deployment to update the Knowledge Hub for the specific asset
that the change request addressed

Just adding these checkboxes to your existing checklists and routines can be a powerful Knowledge Hub
management tool. Slowly and painlessly, your Knowledge Hub will become more comprehensive and even more
effective.

Cloudera Octopai aimsto help you leverage your Data Catalog. If you have any questions or issues, contact Cloudera
Support.

Learn about how the Knowledge Hub empowers data teams to focus on impactful projects while ensuring consistent
and transparent access to data assets across the organization.

The data team at alarge enterprise spent an inordinate amount of their time putting out fires by answering urgent
questions or requests, such as Why is this metric not showing up in this report?, We need it for an audit - tomorrow!,
and fielding self-service Bl user questions, such as | need a dataset that shows export sales per product category for
last quarter, but | found three datasets that seem to cover that and they all have slightly different numbers. What' s the
difference between them?.

The situation was most extreme for senior members of the team who had amassed a large amount of tribal knowledge.
They consistently received more than their fair share of questions, both from colleagues within the data team and
from the rest of the organization.

The data team’ s passion was devel oping new data projects, but they had much less time to spend on that aspect of
their work than they wanted. The constant minor emergencies and customer support requests interrupted the flow of
and affected the quality of their work.

Then the enterprise invested in Cloudera Octopai Knowledge Hub. Theinitial construction of the Knowledge Hub
was completely automated. Cloudera Octopai harvested and ingested their data systems' metadata and then integrated
all the external documentation uploaded by the data team.

Already the data team sensed that they were getting fewer support questions. And this was only the beginning.

Then the time came to actively enhance and enrich the Knowledge Hub assets. The data team identified the data
assets they most commonly got questions about and they added descriptions and roles to those asset entries. Any time
ateam member received a question, they directed the questioner to the Knowledge Hub built-in collaboration tools,
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reguesting that they ask the question there. When the relevant data engineer wrote out the answer and added it to the
asset entry, they knew they were answering the question once and for all.

Over the next four months, the data engineering team saw the number of questions within the Knowledge Hub
increase and the amount of communication outside the Knowledge Hub decrease significantly. In addition, the
Knowledge Hub became the primary, and eventually the only, source of documentation on data assets, putting every
department and every employee in the company on the same page. Finally, there was one source of truth.

With the increased consistency, accuracy and transparency around the company’ s data assets, the enterprise data team
found themselves called upon less to do troubleshooting and emergency management, leaving them with time and
peace of mind to do the data work that they truly enjoyed.

The following cases can help you understand the benefits of the Knowledge Hub:

« Thisisthefifth time this week a business user has asked me ‘how is customer life time value calculated? Every
timeit’s an interruption from the work I’ m trying to get done.

Y our Knowledge Hub empowers your business users to find the answers on their own, with definitions,
descriptions and more for every data asset in your systems. If auser has a question that calls for more expert or
technical knowledge, built-in communication tools let them ask and you answer right there in the Knowledge
Hub entry. So you only have to answer any question once - and then the answer is forever recorded and easily
accessible.

e Whenever | receive a change request for a data asset, it takes me longer to find documentation on what’ s been
done on that data asset already than it does to actually make the change.

Y our Knowledge Hub functions as a one-stop-shop for all data information and documentation. This centralized,
always up-to-date Knowledge Hub significantly shortens the amount of time you need to put into preparing
for achange to adata asset or a business process. Communication about data assets is always about the most
updated version: no more misunderstandings or miscommunications. Every additional asset you organize or
documentation detail you add will pay exponential returnsin future time and resources saved.

* Regulations require usto identify, mask and limit accessto PIl. But it feels like such awaste of time to have to
check al our assets manually every time we have an audit coming up.

Knowledge Hub entries provide a place for noting the sensitivity level or access permissions of each data asset.
The search function of your Knowledge Hub enables you to easily locate al data assets with any given sensitivity
level. Audit preparation - or any other task involving identification of Pl - becomes much quicker and easier.

Knowledge Hub entries still need human review and enrichment to be of maximum benefit. To execute thisin the
most effective way possible, consider the following recommendations:

e Concentrateinitial effortson enriching the Knowledge Hub to the most used data assets.

Asamost everything else, your company’ s data assets subscribe to the 20-80 rule. About 20% of your data assets
are responsible for 80% of your company’s data use and value you derive from data. |dentify those assets and
assign responsible parties to actively go in and enrich their assets.

e Add updating the Knowledge Hub to pre-existing data management routines.

* Integrate human checks and updatesto Knowledge Hub entriesinto your processesfor handling change
requests, user inquiries, new data assets and other pre-existing data management responsibilities, including
thefollowing actions:

* Makeit astandard part of anew project to document its data assets in the Knowledge Hub
* Makeit astepin closing a change request or a deployment to update the Knowledge Hub for the specific asset
that the change request addressed

Just adding these checkboxes to your existing checklists and routines can be a powerful Knowledge Hub
management tool. Slowly and painlessly, your Knowledge Hub will become more comprehensive and even more
effective.
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Learn about how Cloudera Octopai Knowledge Hub empowers business users to find, trust, and collaborate around
critical data assets.

Datais supposed to help us make more informed, accurate business decisions.

But no matter how much data your organization has, if it's hard to find, complicated to evaluate and tricky to use, it
might as well not be there.

A data catalog makes finding, understanding and using business data as intuitive as choosing and purchasing a new
shirt from an online marketplace.

The marketing team at a medium-sized consumer brand was tasked with coming up with ideas for campaigns
promoting the company’s new product line. In the past, gathering data upon which to base the marketing campaigns
had been afrustrating experience strewn with landmines:

» Itwashardtolocate al the relevant data on previous marketing campaigns and audience targeting.

« Each manager thought that his/her report is the most accurate report (i.€. no one source of truth).

*  When numbers looked odd, the marketing team had no way of knowing for sure if the data was accurate or not.

» Inquiriesto other departmentsto find the right person to ask about the inaccuracies and the versions rarely
succeeded in turning up helpful information. Often they did eventually track someone down, but sometimes the
party in question only had partial answers, and sometimes it was too late to make a difference for the campaign
they had to deliver the next day.

The marketing team rarely felt fully comfortable with the data they were using to guide their campaign creation.
Either they reluctantly used what data they had, having nothing better, or they just put the data to the side, not trusting
it enough to make using it worth it. The marketing team often felt that their campaigns could be stronger and more
successful if only they had the right data resources, but what to do? They didn’t.

Thistime, however, was different. The company had invested in a data catalog a few months earlier and the business
team had been involved in the implementation, tagged the relevant marketing data, and validated its relevancy. So,
the marketing team’ s first stop in searching for relevant data from which to create the new campaign was the data
catalog’ s search and tagging functionality. Within seconds they had a comprehensive list of all marketing-, campaign-
and audience-related datasets.

Now it was time to choose the most relevant datasets. The marketing team narrowed down the list by tags and data
owners, preferring data assets that had been used in more than 100 reports and were recently maintained.

Of the remaining data assets, two of them looked like they were measuring audience engagement with the previous
season’ s campaigns, but the numbers were significantly different. One of the marketing managers posted a question
about the difference in the communication section of each data asset’ s catalog entry. Within an hour, they had an
expert answer. The marketing team now understood what the difference was and which asset was more relevant for
their purposes, and this exchange was saved in the catalog for future reference.

This season’ s product marketing campaigns were compiled faster, and much more agile, targeted and effective than
any the marketing team had designed before. These data catal og-powered campaigns took them less time to research
and plan than usual. At the same time, they experienced less stress and felt less dependent on the company’ s data
team.

More sales and more profit, in less time and with less stress. Knowledge Hub win for business.

The following scenarios can help you understand the benefits of the Knowledge Hub:
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| spent along time creating areport (or a dataset)... and after | finished | found out that it existed already.

It isafrustrating waste of time and energy to duplicate what already exists. It is almost inevitable when data assets
are not organized.

Y our Knowledge Hub platform serves as a single, searchable repository for all data assets your company
pOSsesses.
It takes me SO long to find the right data for my project.

Without a Knowledge Hub, getting the data you need for a project is reminiscent of a poor blind dating
experience. Based on whatever documentation exists, and some talking to colleagues, you are set up with adata
asset you think has promise but are sometimes severely disappointed.

Y our Knowledge Hub removes the blindness from your data matchmaking experience. Y ou can search for what
you think would make a good match, and then see your potential dates in the illuminating context of objective
information about them, for example what accomplishments have they had, where do they usually go on dates,
how many people have gone out with them, and subjective information, for example what prior relationships say
about them. Y ou can even ask questions to people who know them. The chances of meeting Mr. or Ms. Right Data
go way, way up.

Whenever | have a question about a data asset, it takes forever to get in touch with someone who can give me an
answer.

Who isthe data owner? Who is the data steward? | s there a subject matter expert in the house or did she jump ship
amonth ago without a forwarding address?

Y our data catalog can help in the following ways:

e Clearly identifies the important roles for every data asset.

«  Provides communication channels from within the catalog itself for getting answers and clarifications from
those responsibl e for the data asset.

» Records these questions and conversations within the data asset entry, making this valuable tribal knowledge
available to every future user who looks at the entry.

To help Knowledge Hub be a success, consider the following recommendations:

Add toit.

The main bulk of the Knowledge Hub is created using automated processes. Once that is done, the data asset
entries can be enriched with information that is not usually found in documentation, such as calculations, topic
tags, descriptions, or ratings.

If you have created a data asset, making you the owner of that asset, check the automation created entry of that
asset and fill in anything that is missing. If you are asked questions in the Knowledge Hub' s communication and
collaboration tools, answer them. The more complete a data asset documentation entry is, the more people in your
company can find, use and benefit from the data, while fewer will disturb you unnecessarily with questions that
you have aready answered.

If you use adata asset and find it helpful (or unhelpful), leave a brief user review in the asset documentation entry
so that your colleagues can benefit from your experience and advice.
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e Useit.

With a Knowledge Hub, you can see what data you have and find what data you need. Y ou can rapidly locate

decision-critical dataand put it to use, speeding up time to insight and increasing business agility.

If you are looking over a colleague’ s report, you can easily check up on which data assets were used in the report,
what details about the data the report includes, and understand the scope of the data and any constraints on the

dataset or on the report itself.

Additionally, the more you use the Knowledge Hub, the more it will be enriched with tribal knowledge, and the

more helpful it will get in its search results and recommendations.

When you want to do research, create areport or understand someone else’ s report, make the Knowledge Hub

your first stop.

Overview of the primary personas who collaborate inside the Knowledge Hub.
The following personas collaborate withing the Knowledge Hub:
« Collaboration

Collaboration

LY

Inced revenue dats
i from Q3. Any chance you can help
i melocate a report with this info?

Sound familiar?
This process can take forever,
and is super Frustrating

) OCTOPAI

27



Cloudera Octopai Data Lineage Knowledge Hub

» DataAnalysts and Business Users

Data analysts & Business Users

Explainability

I am using a report and came
across a KPI that | am not sure
about, | want to understand
what it means in business terms
and what data it relies on.

Visibility

| am designing a report, | need to
locate the correct data to
include. | use the Data Catalog to
identify relevant data, | may
even discover that a similar
report already exists and prevent
duplicating resources and logic.

Trust

| am an executive using a report
and need confidence in the data
I am using to make decisions.
Transparency to see what the
data means and who is
accountable for it helps me trust
the data.

e | Refer to the data catalog to locate ¢ Update documentation related to
information about: assets they are data owners for.
Where they can find data e Curate business assets (glossary

What the data means terms) and associate them with
How it can be used relevant underlying data (Business
Discover the definition of users)

business terms

Laas

©) OCTOPAI

« DataEngineers

Data Engineers

One source of the truth Visibility Data Steward
| update the data catalog
whenever | change the logic or identify which data to use in document and communicate
input of any data and make my processes. technical aspects of the data
sure the technical descriptions assets.

are up-to-date.

| use the data catalog to | Use the data catalog to

s | Update the data catalog upon any ¢ When | release new data objects, |
changes made to any asset as a result of document their technical information
CRs for assets that | am Data Stewards for. for everyone’s reference.
e | Collaborate in the data catalog with other
data citizens to communicate information
about the data assets and preserve tribal
knOWIedge. ) OCTOPAI
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» Data Governance Managers

Data Governance Managers

Centralize [ One source of Manage Monitor
the truth )

| use the data catalog to I use the data catalog to monitor
I use the data catalog as a hub identify recently added assets the current state of the curation
that holds all data assets and and assign responsibility to of definitions of the data assets.
their state. data owners and stewards.

e Ona weekly basis, review what has been e On a weekly basis review what has been
added (from Insights dashboard) and updated (from Insights dashboard) at
assign to relevant data owners and high level.
stewards.

) OoCTOPAI

This guide explores the key product capabilities of Cloudera Octopai Knowledge Hub, along with tipsto maximizeits
usage.

Cloudera Octopai Knowledge Hub is designed to empower data teams in managing and ensuring the integrity of their
data assets. By seamlessly integrating data assets and data lineage, providing flexible search options, and offering

a pre-defined dashboard for monitoring, collaboration, and auditing, Cloudera Octopai enables organizations to
effectively manage their data, maintain compliance, and make informed decisions.

Cloudera Octopai Knowledge Hub seamlessly integrates data assets and data lineage, allowing users to navigate
between them effortlessly. Key capabilitiesinclude:

1. DataLineage Integration: Cloudera Octopai Knowledge Hub provides full integration with the Cloudera Octopai
platform, enabling usersto easily navigate from a data asset to its data lineage and vice versa. Thisintegration
ensures a comprehensive view of data, making it easier to trace the origin, transformations, and dependencies of
data assets.

2. Utilization for Auditing: The Knowledge Hub's integration with data lineage allows for comprehensive auditing
capabilities. Users can track the lineage of data assets, ensuring compliance with regulatory requirements and
providing transparency for auditing purposes.

3. Indication of Sensitive Data Assets: Cloudera Octopai Knowledge Hub allows for the identification and indication
of sensitive data assets. With customizable attributes and tags, users can label and flag sensitive data, ensuring
proper handling, access controls, and compliance with data privacy regulations.

4. Fast Implementation: Cloudera Octopai Knowledge Hub is designed for rapid implementation, allowing data
teams to quickly set up and start leveraging its capabilities. This enables organizations to accelerate their data
management initiatives and realize value in a short timeframe.
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Cloudera Octopai Knowledge Hub offers a flexible search functionality and custom filters, allowing usersto quickly
locate and narrow down specific data assets. Additional capabilities include:

1

Flexible Search: The Knowledge Hub provides a powerful search feature, enabling usersto search for data assets
using free text. This flexibility simplifies the process of finding relevant data assets based on specific keywords or
phrases.

Custom Filters: Users can create custom filters to refine search results further. This feature allows data teams

to tailor their searches to specific criteria, such as asset types, data owners, tags, or sensitive data indicators,
streamlining the discovery of relevant data assets.

Cloudera Octopai Knowledge Hub offers a pre-defined dashboard that provides valuable insights into data assets and
promotes collaboration among users. Key capabilities of the Knowledge Insight dashboard include:

1

Monitoring and Reporting: The dashboard allows users to monitor the latest activities within the Knowledge Hub,
providing real-time updates on asset modifications, user interactions, and overall data asset health. This helps
users stay informed and make data-driven decisions based on current information.

Collaboration and Governance: The Knowledge Hub facilitates collaboration among users, particularly between
asset owners and data stewards. This collaboration ensures that data assets are managed, maintained, and governed
by the responsible individuals, promoting data integrity, accuracy, and compliance.

Improved Data Discoverability: quickly search for specific data assets using keywords, tags, or other attributes.
This savestime and effort by eliminating the need to manually browse through multiple systems or databases.
Enhanced Data Governance: establish a consistent and standardized approach to data management. It provides a
centralized location for defining and documenting data definitions, metadata, and data lineage. This ensures data
governance practices are followed and promotes data quality and integrity.

Increased Collaboration and Knowledge Sharing: collaborate within the Knowledge Hub by creating posts and
mentioning other users. This promotes knowledge sharing, alows for discussions about data assets, and facilitates
better decision-making based on shared insights.

Improved Data Confidence: By providing comprehensive information about data assets, such as descriptions,
ratings, and usage statistics, a Knowledge Hub enhances users confidence in the data they are working with. It
helps users understand the context and quality of the data, leading to more accurate analysis and decision-making.
Time and Cost Savings: quickly locate and access the data they need, reducing the time spent searching for
information. It also eliminates the need for manual documentation and maintenance of data assets, saving both
time and resources.

Regulatory Compliance: compliance with data protection and privacy regulations by providing visibility into
sensitive data assets. It allows organizations to track data lineage and ensure proper data access controlsarein
place.
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This guide will walk you through the key capabilities of the Knowledge Hub and how to utilize them.

1. Bulk Import

e Thebulk import capability allows users to import assets into the Cloudera Octopai Knowledge Hub in large

guantities.

e Users can provide existing documentation or data in bulk and have it added to the Knowledge Hub.
« Instead of manually entering each asset, users can provide a complete XL S file with the relevant asset details.
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» Theprovided XLSfile should follow a specific format or template provided by Cloudera Octopai.
« Thebulk import process enables users to quickly populate the Knowledge Hub with alarge number of assets.
« This capability provides customers with independence in updating and adding assets using external files.

« Any item in the Knowledge Hub is considered an asset.
* Assets can be automatically created from metadata or manually created by users.
« Examples of assets include tables, columns, reports, processes, and more.

« Editing capabilities are based on user roles:

e Admin: Full editing privileges.
* Viewer: Read-only access.

« The Knowledge Hub provides a search feature to find assets using free text.
* Admins, editors, and viewers can use the search functionality.

» Userscan rate assets to indicate their quality.
e Averageratings are displayed in the asset's detail pane.
* Admins, editors, and viewers can rate assets.

« Assets can be assigned different statuses, such as"Approved," "Pending," or "Not for use."
» Statuses are color-coded for easy identification.
e Admins and editors can manage asset statuses.

« Assets can be assigned sensitivity levels to indicate how they can be used.
e Sensitivity optionsinclude"Yes' or "No."
e Admins and editors can manage asset sensitivity.

e Assets have short and full descriptions.

» Short descriptions provide a brief overview.

» Full descriptions offer detailed information.

e Admins and editors can manage asset descriptions.

« Origin descriptions and calculations are analyzed from metadata.
» These attributes are non-editable.

« Asset type represents the category of the asset (e.g., Knowledge Hub, Asset, Table, Column, Report).
« Datatype represents the original datatype as analyzed from metadata.
» These attributes are non-editable.

34



Cloudera Octopai Data Lineage Knowledge Hub

» Sample path shows the location of the asset.

* Aggregated assets have sample paths for different layers.
« Direct paths are shown for other asset types.

e Thisattributeis non-editable.

« Dataowner and data steward attributes help assign responsibility for assets.
* Admins and editors can select owners and stewards from a drop-down list.

» Thelast update attribute shows the date of the last modification to the asset.
* Theentry date represents the initial appearance of the asset.
» These attributes are non-editable.

» Tags can be assigned to assets for better categorization and organization.
« Admins and editors can select existing tags or create new ones.

e Linked assets can be automated or augmented.
» Automated links are created through analysis.
« Augmented links can be added or removed by users with appropriate permissions.

» Assets can be suspended to prevent modification of their details.
» Thisfeatureisavailable to admins and editors.

« Search filters allow users to locate specific data assets.
» Filters can be applied based on various attributes.
» Sorting options help organize search results.

» Userscan collaborate by creating posts and mentioning other users.
e Mentioned users receive email notifications with relevant asset information.
* Postsare publicly available.

» Presentation and physical columns integrate with end-to-end column lineage.
« Reports, views, procedures, processes, and functions integrate with inner system and cross-system lineage.
» Tablesintegrate with cross-system lineage.

* Users can search for assets by name in the Discovery module.
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» The Knowledge Hub provides a dashboard for insights and quick actions.
» Users can monitor the health of the Knowledge Hub and perform tasks efficiently.

» Users can export, update, and create assets using external files.

» Export functionality allows for future updates.

» Update and create capabilities are available in the Admin Console.
e Error handling and user-friendly input are supported.

» Technical descriptions are now included in the Knowledge Hub for linked assets.
» Thetechnical description can be viewed alongside the regular description.
» Excel download filesinclude technical descriptions.

» Grid mode include path and description columns.
» All linked assets columns are available.
* Filtering columns facilitate data exploration.

» The Data Catalog provides a mass update capability to efficiently update attributes of multiple assets at once.
» Userscan utilize an Excel template to make bulk updates to attributes such as descriptions and tags.

e Thetemplateincludes al relevant attributes, including custom attributes and technical descriptions.

e Only filled cellsin the template will be used for updates, preventing unintended modifications.

» Tags can be entered as a comma-separated list or in separate columns.

» Custom attributes can be included as columnsin the CSV file.

» Usernames are captured correctly for assets uploaded through the Excel template.

« Usersreceive natifications indicating the number of assets successfully updated and any errors encountered.
« Anerror output file is provided for assets that could not be updated, along with the reasons for failure.
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Now that you have an overview of the capabilities of the Data Catalog, you can effectively manage and work with
your data assets in Cloudera Octopai. Utilize the various features to search, organize, collaborate, and gain insights

from your data catalog.
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The Cloudera Octopai FAQ addresses common questions and challenges, including system refreshes, password
resets, and managing unknown data objects. It provides clear solutions to enhance user experience and streamline
troubleshooting for Cloudera Octopai.

Cloudera Octopai Knowledge Hub provides a centralized repository for storing and managing data metadata, which
helps to ensure that both data owners and data stewards have the information they need to do their jobs effectively.

Additionally, Cloudera Octopai Knowledge Hub provides a number of features that help to improve data quality, such
as data lineage and data profiling.

These features can help data owners and data stewards to identify and resolve data quality issues, which ultimately
helps to improve the overall quality of the data.

Ij Note: Both Data Owner and Data Steward must be existing users in Cloudera Octopai.

The following table summarizes the key differences between data owners and data stewards:

Accountable for the data's quality, accuracy, and compliance. Responsible for the day-to-day management of the data.

Has a deep understanding of the business context of the data. Works with data owners to ensure that the data is properly classified,
stored, and protected.

Resolves data quality issues. Promotes the use of the data across the organization.

Provides the strategic direction for data management. Ensur_% t_haI the datais managed in away that meets the needs of the
organization.

The platform assesses the availability of more physical layer elements for expansion. If these elements are found, the
expansion process smoothly carries on, ensuring a comprehensive E2E column lineage.

Note: The E2E Column Lineage feature exclusively displays connections between physical data objects that
have been extracted and uploaded to Cloudera Octopai.

In the context of end-to-end (E2E) column lineage, Cloudera Octopai is programmed to expand the scope of analysis
by incorporating additional physical layer elements along with the transformation or semantic layer elements.

Y our action initiates the expansion discovery process. Upon an Expand action trigger, © , the platform assesses
the availability of more physical layer elements for expansion. If these elements are found, the expansion process
smoothly carries on, ensuring a comprehensive E2E column lineage.
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i

—| &2 load

r

= o2 DFT_Load |

B OLEDw ) :

() master_value_s)

Thisindicator implies that there could be additional sources or targets associated with this column. By clicking on the
icon, Cloudera Octopai will attempt to expand the lineage online and conduct a more comprehensive analysis.

In the event the platform cannot identify additional physical layer elements, it will alert you with awarning message

and will not expand further. Thiswarning is not a cause for concern. It simply means the expansion processiis paused
due to the current unavailability of additional physical layer elements. Asaresult, your E2E column lineage remains

accurate and complete with the available data.

o Nothing to expand

If the expansion icon is not displayed on the left side of the column, it indicates that no other sources or targets are
linked to this particular column.

How to reset your password
Learn about resetting your password.

Procedure

1. Accessyour platform URL.

39



Cloudera Octopai Data Lineage Cloudera Octopai FAQ

2. Click Can't Login on the login page.

) OCTOPAI

Welcome Back

Please enter your details

Email Address

‘ Email Address 2 ‘
Password
Password ee

Cant log in?
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3. Enter you password and click Submit to submit your password reset request.

() OCTOPAI

Can'tlogin?

Enter your email to reset your password

Email Address

‘ MyMail@mydomain,.com)| ‘

Back
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4. Check your mailbox for the password reset email.

Figure 6: Example password reset email

Octopai Password Reset

@ Octopai Support <support@octopai.com:= = O Reply

To @z k@octopaicom

@ If there are problems with how this message is displayed, click here to view it in a web browser,

) ocToPAI
Dear ,

We have received a request to reset the password for {@octopai.com.

To reset your password please click the following link:

Reset My Password

Flease note that this link will expire within 24 hours.
After 24 hours, you must submit a new password reset request.

If you didn't request a new password, please let us know immediately at support@octopai.com

For additional help, please contact us at support@octopal.com

) ocTOPAI

Octopai Support
support@octopai.com | www octopai com

5. Click Reset My Password in the email.
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6. Complete the form with your email and new password, and click Reset.

() OCTOPAI

Reset Password

Enter your new password

Email

Email

password

password

Confirm Password

Confirm Password

Results
Y ou are redirected to the login page where you can use your new password.

How to check when the system was last refreshed
Learn about how to check when the Cloudera Octopai Data Lineage system was last refreshed.

Procedure

1. Gotothe Cloudera Octopai platform.
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Click the System Monitor icon in the upper-right corner.

= Cross System Lineage Dashboard
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The System Monitor window opens and shows the following information:

* |D that isthe connection ID number

* Connection Name

e System that isthe system name

e Status

» Last Refreshed that is the date when the analysis was published to the site

Figure 7: System Monitor

System Monitor

X

103 PowerBl-Sales

105 Tableau-AW

106 QOlap-Demao

m ssrstest03

119 S5IS
jd
3 DEMOETL

131 DEMODE

133 adfdemod

134 snowflakeETLTRUED...
1 139 INFASOLSAMNITY
N m

Connection Name

System Status Last Refreshed
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How to manage Unknown Data Objects (UNK)

Encountering Unknown Data Types (UNK) for certain Data Objects in Cloudera Octopai is a common issue that can
occur when an object has not been extracted and uploaded to Cloudera Octopai, but appearsin the lineage dueto its
association with a script.

About this task

When viewing the lineage in Cloudera Octopai, you might come across Data Objects that are displayed as Unknown
Data Type (UNK). This happens when Cloudera Octopai 1acks sufficient information to determine the type of the
Data Object, even though it is directly related to a Report or ETL. Cloudera Octopai fails to recognize the associated
Database Name and Schema through their keys, resulting in the UNK classification.

Procedure

1. Click the Information i button in the object radial button, and copy the object name from the Properties section.

< Properties

Object name

FIT &
= usp_ETL :hlLoan

Eatchlogg
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2. Paste the object name in the Cloudera Octopal Discovery space.

Figure 8: Discovery space

— Discovery
0 (usp_ETL iLoan| x) Advanced Search
20,20 #& > Showing results for: Contains usp_ETL iLoan
Lineage
ssis
Q=0
© TABLE SOURCES 0 TABLE TARGETS 0 FIELD SOURCES 0 FIELD TARGETS O LOOKUP TABLE:

|j|;||j CONNECTIONS 0 S0L COMMANDS 2 I PACKAGES 0

o | SNOWFLAKE

Discovery

TABLES & VIEWS 0 COLUMNS 0 OBJECTS 0

Data Catalog

-4 | SQL SERVER

TABLES & VIEWS 0 COLUMNS 0 SYNONYMS 0

PACKAGE DETAILS 2 DB O

CONSTRAINTS 0 STAGES 0 OBJECT

OBJECTS 0 PKs & INDEXES 0 FOR

You can identify that the Unknown Data Object is part of SSIS scripts but was not physically uploaded to

Cloudera Octopai during the Metadata extraction process.
To resolve thisissue, perform the following steps:

a. Verify the permissions on the Database associated with the object, based on the tool prerequisites.

b. Take note of the path of the Report or ETL shown in the Data Object Properties section and paste it to the
Admin Console Connection Parameters tab. The exampleisvalid for ETL.

Figure 9: Path in the Properties section
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pd
< Properties
Package Name
FIT
EJ\ ‘ { atchLoan
Folder Path
EDWStaging i ] '0_0DSEN
Folder Name
[ LS8IS_0

Connection Logic Name
@__S515_ ("

Tool
5515

Figure 10: Switch to Admin Console

O 0B =

Alex Kantor X
AK alexk{@octopai.com
Version 9.4.177

ﬁ Switch to Admin Consaole

=] Logout
j ’ _DELT

Figure 11: Admin Console
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Admin Console

Users Augmented Links r Connection Parameters ] Transition Tables Searched Objects Excluded Items

REPORT

(Search OD

[ Group By Key

Drag a column header and drop it here to group by that column

Connection LogicNa.. #  Tool Name : Key ¢ | Folder Path " i Server Name E Da

1 Sort Ascending

Orig-SSISPackages SSIS businessintelligence \\NewPenn\NewPenn'y bu
4 Sort Descending
Orig-SSISPackages SsIS Businessintelligence \\NewPenn\NewPenn'y Il columns Bu
Orig-SSISPackages SSIS Businessintelligence WNewPenn\NewPenn\, T Filter Bu
Orig-SSISPackages SSIS Businessintelligence \\NewPenn\NewPenn\y  Contains v Bu
Al
Orig-SSISPackages SsIS Businessintelligence \\NewPenn\NewPenn'y orplocal Bu
) And v
Orig-SSISPackages SSIS businessintelligence WWNewPenn\NewPenny bu
) _ _ Contains v
Orig-SSISPackages SSIS businessintelligence \\NewPenn\NewPenn'y bu
Orig-SSISPackages SsIS Businessintelligence \PostClosing_Warehou Bu
0orig-SsiSPackages 58IS Businessintelligence \PostClosing_Warehou! Bu
"] - n 2 2 A [ [ 7 2 a n - [N an w | itame nar nana

Figure 12: Add the connection parameters

Edit Connection Parameters

Add Database Name

Server Name.

&
Schema Name

Schema Name

4

¢. An Cloudera Octopai night job will handle the rest.
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3. Edit bulk connection parameters.
a) Export thelist to Excel.

Admin Console \ OO F

- 1. Export the list to Excel

Users Augmented Links Connection Parameters Transition Tables Searched Objects Excluded Items Data Catalog Custom Attribute
EPORT TL
~_

Ciean:w Q) Upload Excel File Export to Excel

[ Group By Key :

Drag a column header and drop it here to group by that column /

Connection LogicNa.. i  Tool Name i Key H B B ] Timestamp
R 2. Upload the list back to Octopai | «wiie
SsisPackages ssis ‘ | February 11,2023 7
SsisPackages ssis El February 11,2023 7
SsisPackages ssis El February 11,2023 7
SsisPackages ssis El February 11,2023 7
SsisPackages ssis El February 11,2023 7
SsisPackages ssis El February 11,2023 7
SsisPackages ssis El February 11,2023 7
SsISPackages ssis DusHic ooy Ces -1 February 11,2023 7

° 2 3 4 5 6 7 8 9 10 > \:zn v\ items per page 1-20 of 21114 items

b) Complete the Reports - Database and Schemaand ETL -  Database missing datain the Excel file.
¢) Upload the modified file to Cloudera Octopai.
d) An Cloudera Octopai night job will handle the rest.

If you still encounter UNK objects, contact Cloudera Support.

Learn about clearing your site cache to solve some basic issues, such as the performance of Cloudera Octopai or
applying a hotfix.

1. PressF12 onyour browser.
The Dev Tools opens.
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2. Goto Application.
Figure 13: Application option

® 0] Elements Console  Sources 02 B g : X

Page Filesystem » : 4 in § Network
v [ top fi Performance LO) < -
¥ 4
v (S demo.eu.octopai.com 93 Memory pbal)) 4
S rapp/i 54
: assets/app/img - b
(index) 96 +
- - . - Security iR
167.8d76bd8047567605a641.)s 87 pbal.cor
328.d4255b574db684c17387js 2O Lighthouse
449.91f9cea9805ce912bbda,js .3@ Recorder le, leve
490.2792ebef2ab2e34acdd3 s :3»{ Performance insights Eﬂ[g:'l {
646.11dfbebba275063090d8,)s .. — L
183 for |:-..'EIF‘ - = E’j
32.0¢4551b02¢32366aeaejs 104 args[ 4] = ar
main.9355240cdde51//f1623js 195 }
186 triggerHandlers('

i o T T T ol ic A4 SS Isuss
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3. Goto Storage and click Clear site data.

Figure 14: Clear cache

[ ﬂ Elements  Console  Application » 02 B o : X

Application Storage
. Manifest

. rylCE Y

https://demo.eu.octopai.com/

Usage

0 B used out of 306462 MB storage quota

Storage

» S Local Storage S IRGTe
» S Session Storage
IndexedDE
Web SQL
Cookies 0B Total

Trust Tokens

(0 (o S (o o

Interest Groups

(J Simulate custom storage quota

Cache
£ Cache Storage
= Back/forward cache
Clear site data including third-party cos
Background Services
T4 Background Fetch Application

Q' Background Sync
A Notifications
B3 Payment Handler

Unregister service workers

Results
This operation clears the stored data for your Cloudera Octopai Platform Site only.

Y our browser data, including cookies from other sites, will not be affected.

Cloudera Octopai API

The Cloudera Octopai API enables developersto integrate Cloudera Octopai seamlessly into their workflows,
enabling efficient and secure data operations.
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The Cloudera Octopai API ensures secure communication through OAuth 2.0 and HTTPS protocols.
The Cloudera Octopai API supports the following security protocols:

* OAuth 2.0 for token-based authentication
e HTTPS enforced for all endpoints to ensure secure communication

Use the following API request to get access token:
e Endpoint

POST https://<your URL name>.octopai.con api/User Account/Login
* Request body

{"Usernanme": "<YOUR USER EMAI L>", "Password": "<YOUR PASSWORD>"}

The request body has the following parameters:

userName string Octopai user name someuser @somecompany.com
password string Octopai user password Pas$w@rd
e Sampleresponse

{ "accessToken": "eyJhbCci G JI Uzl INi | sl nR5cCl 61 kpXVCJ9. eyJl bWFpbCl 61 n
N1cHBvcnRAb2NOb3BhaS5j b20i LCI1bm xdW/f bnft ZSI 61 k9j d@wyWkgU3Vwe @ydCl sl n
JvbGUi G JJcOFkbW ul i wi aHROcDovL3N aGvt YXMueGlsc29hcC5ventvd3MrM AWMNS8WNS
9pZGvudd 0eS9j bGFpb XMy YXV0aGvudd j YXRpb24i G JhZGlpbi | sl nbi Zi | 6MTcxNz Y10D
| 505w ZXhwi j oxNzE3N YINTUSLCIpYXQ G E3MIc2NTgzNTksl m zcyl 61 kRl bWoJc3N1ZX
i LCIhdWQ G JEZWLvQXVkaW/uY2Ui f Q gj - cJ3H 8S4SJ31be6dRx_sj xLUkLDZ9Td56wWA7

Bu9A", "expiration": "2024-06-06T09: 19: 19. 9616294Z", "refreshToken":
{ "token": "cBnuYt+l 9KDSn2i gR+xt qoX42LoKBSCICGDI8Dr pD4snvH2A9r cnbc
+af gl /1| 2XeBAt L4b3eVr gkud5kxf sj / w==", "expiration": "2024-07-06T07
:19:19. 9616467Z" }, "user Nanme": "sonmeuser @onmeconpany. cont', " di
spl ayName": "Some User", "userEmail": null, "i sAdmin": true, "e
rror": null, "groupMenber": [], "aut hLevel ": "ADM N', "di spl ayM
odul es": "lineage; e2e; di scovery; conpare; adc; adc dashboard; | i vel i neage"}

Use access _token for al following APl requests.

Postman example
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htps://companyname.octopai.com/apijuseraccount/login

Authorization ~ Hea Body

form-data ) x-www-form-urlencoded ® raw () binary () GraphQL

“expiration’

Learn about the API endpoints that are designed to facilitate the extraction of lineage data from the Cloudera Octopai

system.

For optimal results, start with a call to /assets/query to obtain a comprehensive list of assets. Then call /lineageto
retrieve detailed lineage information for each asset identified in the initial query. Thistwo-step approach delivers a
structured and efficient dataretrieval flow and provides clear insight into asset lineage within the Cloudera Octopai

ecosystem.

This API retrieves data about assets such as columns and tables so you can review their properties.

Use this API to locate the asset _key value that is required when you call /lineage.

Key function
Search assets.

Endpoint

GET /api/v2.0/assets/query

Request body

{

"Connectionl ds":
"Asset Nanes": [],
"Tool Names": [],
"Tool Types": [],

(1,

" Dat abaseNane": "",

"SchemaNanme": "",
"Layer Nane": "",
"Tabl eNane": "",
"asset Type": O,
"bat chSi ze": O,

"nextID': ""

}

Request body parameters

53



Cloudera Octopai Data Lineage

Cloudera Octopai API

Parameter Required Type Description

Connectionlds Search by connection identifiers.
Example: ["101","102","103"]
AssetNames No list Match assets that contain one of
the supplied names.
ToolNames No list Filter by tool names.
ToolTypes No list Filter by tool type.
Set assetTypeto 1 for cross-
system lineage (DATABASE /
ETL / REPORT).
Set assetType to 2 for column-
level lineage (DB / ETL /
REPORT).
DatabaseName No string Filter by database name.
SchemaName No string Filter by schema name.
LayerName No string Filter by layer name.
TableName No string Filter by table name.
assetType Yes number 1 - Cross-system lineage.
2 — Column-level lineage.
batchSize Yes number Maximum results returned per
page up to 10,000.
nextiD Y es (from the second call) string Use the supplied value to retrieve
the next result page.

Request example

{

"asset Nanes":
"schemaNanme" :
"t abl eNane":

"dat abaseNane" :
"t ool Types":
"asset Type":

"limt":

}

Response structure

["storeid"],
" SALES",
"Cust oner ",
" Advent ur eWor ks2014",
["DB'],

The response body contains the main columns array along with the following fields to control pagination:

* hasMore (boolean) — Indicates whether more result pages are available.

e id(string) — Cursor identifier.
« columns (array) — List of asset objects with metadata such as_key, connection details, object type, and

timestamps.

Pagination

To retrieve subsequent batches of results, call GET  /api/v2.0/assets/query/scroll/{ nextID} with the nextID value
from the previous response. Continue this process until the hasMore field in aresponseisfalse.

Response example

"itens":

{
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] il
"hasMore":

}

" _key": "8D1A993B6739DAB65392B54D45F7052E",
“connectionld": "251",
"connLogi cNane": "sql server dbwa03t est ETLTRUE",
"tool Nane": "SQLS",
"t ool Type : "DB",
"di spl ayConnectl onI d":
"cont ai ner bj ect Nane":

"251",
"sp_built_MrPerson_MrCustoner"
"cont ai ner bj ect Pat h": " Advent ur eWor ks2014. dbo",

"cont ai ner vj ect Type": "SQ._STORED PROCEDURE",

"control Fl owPat h": "sp_built_MrPerson_Mr Cust orrer"
"control Fl omName": "sp_built_MrPerson_Mr Cust oner "

"objectID': " ADVEN'I'UREWRKSZOMSALESCUSTC]VERTABLESTCREI D',
"objectGQUID': "8D1A993B6739DAB65392B54D45F7052E"

"obj ect Type": "TABLE",

"asset Nane": "Storel D',

"dat aType": "",

"precision": "",

"scale": "",

"l ayer Nane": " Custoner"

"schemaNane": "SALES",
"dat abaseNane": "Advent ureWrks2014",

"t abl eNane": "Customer"
"isQbjectData": true,
"i svap": false,

"isVisible": true,

"updat edDat e" . "2024-05-26T10: 21: 51. 2247",
"createDate": "0001-01-01TO0O0: 00: 00Z",
"server Nange": ""

"i sSrcCol urmOr phan : null

f al se,

“cursorld": null

Usethe Lineage API to retrieve lineage data that describes the relationships and dependencies between assets.

Key function
Return lineage details for a specific asset.
Endpoint
GET /api/v2.0/lineage
Request body
{
"asset Key": "",
"depth": O,
"direction": 3,
"limt": O,

"asset Type": O

}

Request body parameters

assetKey Yes string

depth Yes number

Asset key that defines the lineage
starting point

Total number of hopsto traverse
from the start asset
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direction No number The default value is 3.
1 —Input relations only
2 — Qutput relations only
3 —Both directions
limit Yes number Total number of assetsreturned in
the lineage graph
assetType Yes number 1 - Cross-system lineage
2 — Column-level lineage

Request example

{
"asset Key": "8D1A993B6739DAB65392B54D45F7052E",
"depth": 6,
"limt": 1000,
"asset Type": 2,
"direction": null

}

Response structure

« nodes (array): Asset objects that participate in the lineage graph.

« edges (array): Links that connect the nodes.

« gtartNode (object): The originating asset for the requested lineage.

» depth and direction: Metadata describing the traversal depth and direction.

Response example

{

"nodes": |
{

" key": "8D1A993B6739DAB65392B54D45F7052E"
"t ool Nane": "SQLS",
"t ool Type": "DB",
"obj ect Type": "TABLE",
"asset Nane": "Storel D',
"dat abaseNane": " Advent ureWrks2014",
"t abl eNane": "Custoner"

}

e dges": [
{

" _froni: "O5E69AF36C41C5FA59208CD75C937AAT",
"_to": "F6DCAA4ADOBA1C88011F843A31BB6BFD4"
"i sConpressed": true

}

] 1
"start Node":
" key": "8D1A993B6739DAB65392B54D45F7052E",
"t ool Nane": "SQLS",
"asset Nane": "Storel D',
"dat abaseNane": "Advent ureWrks2014",
"t abl eNane": " Custoner"

}1
"depth": 12,
"direction": "Both"
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Learn about how to interact with the Cloudera Octopai API, covering the/ api / User Account / Logi n and/

api / User Account / User Event s endpoints. The utilization of these endpoints can serve various business use
cases including User Behavior Analysis, Security and Fraud Detection, Compliance and Auditing, System Monitoring
and Performance, Customer Support, and Product Development.

An audit trail isa security-relevant chronological record that provides documentary evidence of the sequence
of activities that have affected a specific operation, procedure, or event. In the context of this API, it records the
sequence of user activities or events.

Audit trails are a crucial aspect of security and compliance for many organizations. They are used to detect security
incidents, performance issues, and to aid in the recovery from incidents. Additionally, they support the investigation
and forensic analysis of how an incident occurred.

The UserEvents functionality contributes to a user audit trail the following ways:

* User authentication: The API logs events related to user authentication, such as successful and failed login
attempts. This can help detect potential security risks, like repeated failed login attempts that might indicate a
brute-force attack.

» User activity: The API records various user activities like page loads. By tracking these events, administrators can
establish a pattern of normal behavior per user, making it easier to identify anomalous actions that could signify a
breach.

« Timestamps. Every event logged by the API includes atimestamp. This allows administrators to reconstruct the
sequence of events leading up to a particular incident, which isvital in forensic investigations.

» Datasource: The IP addresses from which events originate are also recorded. This can be used to identify
suspicious activity from unfamiliar sources.

By extracting and analyzing data from the User Event s API, organizations can maintain a comprehensive audit trail
that helps uphold security, facilitate incident response, and ensure regulatory compliance.

e You must be familiar with HTTP methods, specifically POST.
* You must be able to use command-line tools like curl.
* You must have valid Cloudera Octopai user credentials that is email and password.

1. UserLogin
To authenticate a user, send a POST request to the following endpoint:

https://[***YOUR URL NAVE***]. oct opai . com api/ User Account/ Logi n

Construct and send this request using curl.

curl --location "https://[***YOUR URL NAME***] . oct opai . con api / Use
r Account/Login' \

--header ' Content-Type: application/json' \

--data-raw ' {

"Usernanme": "[***YOUR USER EMAI L***]",

"Password": "[***YOUR PASSWORD***]"

}
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Replace [*** YOUR URL NAME***], [***YOUR USER EMAIL***], and [*** YOUR PASSWORD***] with your
actual values.

2. Extract Access Token

After asuccessful login, the API returns a JSON response containing an accessT oken, which is needed for
subsequent authenticated requests.

Successful response example

{

"accessToken": "[***YOUR ACCESS TOKEN***]",
"expiration": "2023-07-23T12: 36: 37. 0355877Z2",
"refreshToken":

"token": "[***YOUR REFRESH TOKEN***]",
"expiration": "2023-08-22T10: 36: 37. 0356152"

}1
"user Name": "[***YOUR USER NAME***]",

"di spl ayNanme": "[***YOUR DI SPLAY NAMVE***]",
"userEmai | ": null,

"i sAdmi n": true,

"error": null,

"groupMenber": [],

"aut hLevel ": "ADM N',

"di spl ayModul es": " "

}

Extract the accessT oken from this response for the next step.
3. User Events Request

To retrieve user events, send a POST request to the /api/UserAccount/UserEvents endpoint.
This request requires the accessToken obtained from the previous step and the user must have an Admin role.

Construct and send the request.

curl --location "https://[***YOUR URL NAME***]. oct opai . cont api / Use
r Account / User Events' \

--header ' Content-Type: application/json" \

--header 'Authorization: Bearer [***ACCESS TOKEN***]' \

--data '{

" PageNunber": " 1",

"Rowsl nPage": " 50",

"fronDate": "2024-01-10 00: 00: 01",
"toDate": "2024-01-10 23:59: 59"

}

Replace [*** YOUR NAME***] and [*** ACCESS TOKEN***] with your actual values.
4. Understanding the Response

The response from the /api/UserAccount/UserEvents endpoint is an array of objects, each representing a user
event.

Successful response example

A

58



Cloudera Octopai Data Lineage Cloudera Octopai API

"type": "LOG N SUCCESS",

"user Name": null,

"source": "[***|Pr**]",

"tinme": "2023-07-23T10: 39: 33. 84"

}

{

"type": "LOGA N FAIL",

"user Nanme": null,

"source": "[***|Pr**]",

"tinme": "2023-07-18T13:11:17.6"

}

{

"type": "PAGE LOAD',

"user Name": null,

"source": "[***|Pr**]",

"tinme": "2023-07-18T13:10:58. 2"

}
]

Each object contains the following properties:

* ‘type': Thetype of the event, for example, "LOGIN SUCCESS", "LOGIN FAIL".

» ‘userName': The username associated with the event. This might be null or "UNKNOWN USER".
e ‘source’: The IP address from which the event originated.

* ‘time’: The timestamp of when the event occurred.

Store your accessToken securely and refresh it as needed to prevent it from being compromised. Always use HTTPS
to make your requests to ensure data security during transit.

Contact Cloudera Support for more details and instructions.
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