Cloudera Public Cloud

CDP Public Cloud Upgrade Advisor

Date published: 2019-08-22
Date modified: 2025-08-18

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© Cloudera Inc. 2025. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



Cloudera Public Cloud | Contents | iii

Getting started with upgrades for Cloudera on cloud...........ccccccveeeieeicieecnenee, 5
FAQ for Cloudera 0N CloUT UPGraOdES...........ooveuirieririeirieiiriet ettt ss e bbb en s 5
Supported Cloudera Runtime versions for Cloudera on CloUd...........cov i 9

Preparing for an UPgrade.........coee e eiee ettt e e 9

Upgrading to Cloudera RUNTIME 7.3.1.......coiiiiieiieeee e 14
Identify ClUSLEr VErSION TELAIIS...........oiieieeeiieeeeet bbb bbb et e et 14
Supported Cloudera Runtime 7.3.1 upgrade Paths...........c.coeoeiririiinee e 18
REVIEW The PIrer@QUISITES........eiuiitiiteii ettt b e et e e et e e et e e st et eheeb e s bt saeebesbeseeseebees 19
Upgrade Data Lakes and all Cloudera Data Hub clusters to the latest 7.3.1 VErSion.........ccocevereneereeneeeeeenene 20

Upgrade database t0 POSIOrESQL 14........coi ittt sttt e s eaeeaesbe e 20
Upgrade Data L ake Cloudera Runtime version to 7.3.1 and OSto RHEL 8.10..........cccceoiinininennnne 21
Upgrade Cloudera Runtime version of Cloudera Data Hub clustersto 7.3.1........ccccvoieninineiencnienee 21
Upgrade Data Lakes and all Cloudera Data Hub clustersto a specific 7.3.1 patch version with CDP CLI....... 22
Upgrading a Data Lake manually Via CLI ...t 22
Upgrading a Cloudera Data Hub cluster with the CDP CLI ..ot 25
Upgrade to a version that enables 7.3.1 UPGrade........ccoiuereierienieieeeeeecr ettt 27
Resize 10 ENterprise Data LaKE........oc.o ettt 27
Upgrade Data L ake Cloudera Runtime version to 7.3.1 and OSto RHEL 8.10..........cccceoniiiiiiennnne 28
Upgrade Cloudera Runtime version of Cloudera Data Hub clustersto 7.3.1........ccccvninencneienicniene 28
Upgrade OS version of Cloudera Data Hub clusters to RHEL 8.10.........ccccooiiiiiniineneneeeeeeeeeiee 29

Upgrading to Cloudera RUNtime 7.2.18.........cccoouv e 29
Identify ClUSLEr VErSION AELAIIS.......covcuiieeeiieeiere et b e et b e e b e b seene e 30
[dentify YOUr UPGrade Path...........ccooiiii bbb e bbb 33
REVIEW the PreEr@UUISITES. ... .cveieetereeiereet ettt ettt e b e bt e et b et b et b et e bt e b e se et se et e seebeneeneas 35
High-1EVEl UPGratde SEEPS.......cvieiieiiieteieieieerte ettt bbbt bbb 35

Step 1. Upgrade Data Lake and all Cloudera Data Hub clusters to the latest service pack and OS....... 35
Step 2: Upgrade Freel PA 10 RHEL 8.ttt 37
Step 3: Upgrade Data L ake and Cloudera Data Hub clusters to the latest Cloudera Runtime 7.2.17

and the latest RHEL 8 OS IMAJE.......ccueirirerieiereeie sttt sttt sttt s 37
Step 4: Resize Medium Duty Data Lake to Enterprise Data LaKe.........ccveeerinirennenieienieesee e 39
Step 5: Upgrade Data Lake and Cloudera Data Hub clusters from 7.2.17 t0 7.2.18.......cccccecevvveerennene 40

Upgrading from CentOS t0 RHEL .......cccvoiiiiiee e 41
Prerequisites for upgrading from CentOS t0 RHEL ........cc.couoiiriiiiiinecc e snens 41
Upgrade ClUSLErS t0 RHEL .........ccoii ittt ettt e e a e et e e eneeneeneeneerennenns 42

Upgrading from Medium Duty to Enterprise Data Lake.........cccccccoveveieenennnee. 43

Upgrading from Spark 2 to Spark 3. 44



Troubleshooting upgrade OPEr atiONS.........ccveieeereerereree e e see e see e enes 44

Data Lake upgrade - OUL Of MEMONY EITON.......coiiiiiiriereetereeie sttt sttt st s se e e



Cloudera Public Cloud Getting started with upgrades for Cloudera on cloud

Compute resources deployed via cloud services are generally considered transient in nature. With the separation of
compute and storage, compute clusters in Cloudera can be stopped or decommissioned, while the data used or created
by workloads running on these clusters generally remains accessible on persistent cloud storage.

There are some exceptions to the above, most importantly SDX metadata and cloud service-specific metadata. SDX
metadata is stored in the Data L ake, while metadata specific to a cloud service may be stored in databases, local
configurations, or even locally attached disks. Thislocal storage can aso be persistent (block storage volumes) or
transient (ephemeral disks).

In cloud services where compute is elastic and state is transient, we need safeguards to protect all datathat is not
persistent, especially when changes are performed on the services themselves. In Cloudera on cloud, there can be
several changes, most notably Runtime service pack upgrades, Runtime minor/major software version upgrades, and
OS upgrades.

In general, there are two main approaches to upgrading cloud services:

1. Backup, re-create and restore
2. In-place upgrade

These two approaches have similarities: a prior backup should be performed, service endpoints should remain stable
after the operation, and they should result in the same outcome. Cloudera on cloud supports both approaches. While
the first approach may be convenient for simple data workloads, complex data applications and their custom data
pipelines spanning multiple clusters may require an in-place upgrade path.

In this guide we will describe the high-level steps of performing in-place upgrade of Data Lake and Cloudera Data
Hub clusters. For steps required for the backup and restore approach, refer to the respective documentation on
backing up Data L akes and Cloudera Data Hub and performing metadata restore (automated for Data L ake clusters

only).

During the preparation for an upgrade, it is recommended to carefully review the questions and answers below.

What isthe length of the available maintenance window?

Currently, Data L ake backup and restore requires a maintenance window, where no metadata
changes occur. Furthermore, Cloudera Data Hub clusters need to be stopped during an upgrade.

The Cloudera environment on cloud does not need to be upgraded in one go: you may opt to
upgrade the Data L ake and all attached Data Hubs together, or start with the Data L ake upgrade
only and perform individual Data Hub upgrades consecutively. Whether or not a Cloudera Data Hub
upgrade is required depends on the Cloudera Runtime version of the Cloudera Data Hub cluster:

» |If your Cloudera Data Hub clusters are on Cloudera Runtime version 7.2.15 or earlier, they must
run the same major/minor version of Cloudera Runtime as the Data L ake. In this scenario, after
a Data L ake upgrade you are required to upgrade any Cloudera Data Hub clusters that are 7.2.15
or earlier to the same version as the Data L ake.

e If your Cloudera Data Hub clusters are on Cloudera Runtime version 7.2.16 or later, they are
compatible with newer versions of the Data Lake (7.2.17 or later). Y ou can independently
upgrade your Cloudera Data Hub clusters at alater timeif you choose to, though it is not
required.

What type of upgradeisrequired?
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Currently, there are three types of upgrades available to Data L ake and Cloudera Data Hub clusters:
service pack upgrades; minor/major version upgrades; and OS upgrades. Service pack and minor/
major version upgradesinstall a newer version of Cloudera Manager and/or Cloudera Runtime.

OS upgrades for Data L akes and Cloudera Data Hub clusters are complementary and will bring the
image of the cluster hosts to a newer version. If you plan to also perform an OS upgrade, plan the
maintenance window accordingly.

Are ephemeral disksused for user or workload-related persistent data?

Major/minor version upgrades as well as service pack upgrades will bring Cloudera Manager and
Cloudera Runtime to the selected version without impacting the underlying VM. However, OS
upgrades will recreate the underlying VM with afresh image, which results in the loss of any data
stored on ephemeral disks.

If you are currently storing user or workload-related data on volumes using ephemeral disks, please
reach out to Cloudera support while planning for the upgrade.

What Data Hub cluster templatesarein use? Areyou using custom templates?

Check whether in-place upgrade is supported for your built-in or custom Cloudera Data Hub
template. Depending on the type and version of the Cloudera Data Hub cluster, additional backup
steps, manual configuration changes or post-upgrade steps may be required. Check specific steps for
upgrading the OSif you use Cloudera Flow Management. Cloudera Operational Database clusters
have a different upgrade process.

What isthe size of the SDX / Data L ake metadata?

SDX metadata includes the Hive Metastore database, Ranger audit log index, aswell as Atlas
metadata. If you are planning to perform a Data L ake backup before an upgrade (whichis
recommended), prepare your maintenance window accordingly. Cloudera supports skipping the
backup of certain metadata to reduce the time required for backup and restore operations.

Areyou using Data Services?

If you have deployed Cloudera Data Engineering, Cloudera Data Warehouse, Cloudera DataFl ow,
or Cloudera Al in your environment, be sure to check the Preparing for an upgrade topic to
verify compatibility between the data service version and the Data L ake version or desired
features/Cloudera Runtime services.

Will upgrading to Cloudera Runtime 7.2.18 and changing from CentOSto RHEL 8 cost Cloudera
customers money?
Upgrading the Cloudera Runtime version to 7.2.18 in Cloudera Public Cloud, and changing
the operating system from CentOS 7 to RHEL 8 will not incur additional costs, either to your
organization or to the Cloud Service Provider. This update is designed for africtionless transition
and continued support, without financial impact.

What arethekey features of Cloudera Runtime 7.2.18?

« RHEL 8isset asthe default operating system, in anticipation of the CentOS 7 sunset on June 30,
2024, to ensure amodern and fully supported infrastructure.

* Rolling upgrades allow for seamless updates of services without operational interruptions.

» lceberg support is now fully integrated with Atlas, enriching data management capabilities with
comprehensive data lineage support.

e Thetransition from Medium Duty to Enterprise Data L akes enhances performance and
scalability, aligning with advanced workload requirements.

« Amazon S3 Express One Zone support provides afast and cost-effective data storage option.

What are Rolling Upgrades, and how do they affect my oper ations?

Rolling Upgrades allow you to upgrade without causing any interruption to ongoing operations.
This means customers can continue using their services while the upgrade process is underway.
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While Rolling Updates are not available for all services, key servicesincluding Data L akes,
Cloudera Operational Database, and Cloudera Streams Messaging Data Hub clusters now support
this feature, significantly enhancing operational efficiency and minimizing disruption during
upgrades.

Why isthe upgradeto Cloudera Runtime 7.2.18 recommended?
Upgrading to Cloudera Runtime 7.2.18 is recommended for several reasons:

» Cloudera Runtime 7.2.18 transitionsto RHEL for modern, fully supported Linux infrastructure.

» Cloudera Runtime 7.2.18 introduces rolling upgrades for key services.

¢ Cloudera Runtime 7.2.18 integrates | ceberg with Atlas for enhanced data management and data
lineage.

» Cloudera Runtime 7.2.18 supports Amazon S3 Express One Zone for cost-effective, high-speed
storage.

How doesthetransition to RHEL 8 benefit Cloudera customer s?

The transition to RHEL 8 benefits Cloudera customers by ensuring a modern, fully supported Linux
infrastructure that meets the latest industry standards. It enhances security, streamlines InfoSec
approval processes, and offers greater automation capabilities. This transition supports advanced
functionality such as Generative Al and real-time streaming, providing faster time-to-value with no
additiona costs.

Can you explain the | ceberg support with Atlasintegration?

Theintegration of 1ceberg with Atlasin the 7.2.18 update completes Cloudera's | ceberg integration
story by providing comprehensive data lineage support. With Atlas, users gain visibility into the
lineage of their Iceberg data. This enhancement enriches the platform'’s ability to manage and
understand data acrossiits lifecycle, facilitating better data governance and compliance.

What happensif a customer doesNOT upgradeto RHEL 8 by June 30, 20247

If you do not upgrade to RHEL 8 by thetime it is deprecated, Clouderawill still accept support
cases. We do ask customer account teams to file for an extension with CentOS. However, Cloudera
will not publish OS patches or CVE fixes for CentOS-based images after June 2024.

How do | prepare my environment for upgrading to Cloudera Runtime 7.2.18?
To prepare your environment for upgrading to 7.2.18, check out Upgrading to Cloudera Runtime
7.2.18 for more information. Here you will find instructions on how to identify cluster versions,
identify your upgrade path, and more.

How do | prepare my environment for upgradingto RHEL 8?
To prepare your environment for upgrading to RHEL 8, follow the guidance provided in Upgrading
from CentOS to RHEL.

Isthere arecommended upgrade path for userson various Cloudera Runtime versions?
Y es, and Cloudera offers documentation that guides you through the upgrade process. Check out
Upgrading to Cloudera Runtime 7.2.18 for more information.

Can | roll back to a previous Cloudera Runtime version after upgrading to 7.2.18?

No, rolling back to a previous version after upgrading to 7.2.18 is not supported due to compatibility
risks. Should you run into any errors or issues, Cloudera support is here to help.

What arethekey features of Cloudera Runtime 7.3.1?

» Unified Runtime for Cloudera on cloud and Cloudera on premises.
» RHEL 8.10is set asthe default operating system, while RHEL 8.8 continues to be supported.
e Python 3.9 is set as the new default version.
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e OpendDK 17 becomes the new default Java runtime version, new clusters will be launched with
thisversion.

OpenJDK 11 isno longer supported, and OpenJDK 11 clusters cannot be upgraded to Cloudera
Runtime 7.3.1.

After upgrading clusters from Runtime 7.2.x to 7.3.1, the JDK version remains the same, that is,
JDK8.

What featureswill no longer be available after the upgrade to Cloudera Runtime 7.3.1?

» Customers need to rebase their applications to Spark 3 as Spark 2 is no longer supported and
clusters with Spark 2 will not be allowed to upgrade toCloudera Runtime 7.3.1.

* Zeppdin serviceisturned off for Cloudera Runtime 7.3.1 clusters and gets removed
automatically during the upgrade.

* Cloudera Data Engineering 1.23 and earlier versions are not supported on Cloudera Runtime
731

Why isthe upgrade to Cloudera Runtime 7.3.1 recommended?
Upgrading to Cloudera Runtime 7.3.1 is recommended because the Cloudera Runtime 7.3.1 unified
Runtime provides seamless portability of workloads across cloud and on-prem environments
without rewrite.

How do | prepare my environment for upgrading to Cloudera Runtime 7.3.1?
To prepare your environment for upgrading to version 7.3.1, check out Upgrading to Cloudera
Runtime 7.3.1 for more information. Here you will find instructions on how to identify cluster
versions, identify your upgrade path, and more.

Istherearecommended upgrade path for userson various Cloudera Runtime versions?

Y es, and Cloudera offers documentation that guides you through the upgrade process. Check out
Upgrading to Cloudera Runtime 7.3.1 for more information.

Can | roll back to a previous Cloudera Runtime version after upgradingto 7.3.1?

No, rolling back to a previous version after upgrading to 7.3.1 is not supported due to compatibility
risks. Should you run into any errors or issues, Cloudera support is here to help.

How do | prepare my Cloudera Data Hub cluster for Spark 2 to Spark 3 migration?

If you have a Cloudera Data Engineering Data Hub cluster, during the Cloudera Runtime upgrade
processto version 7.3.1, you heed to remove Spark 2 while creating anew cluster with Spark 3
and migrate your data. Depending on your environment and Spark applications, besides the cluster
upgrade tasks, you need to perform Spark application migration tasks and sidecar migration tasks
for the Cloudera Data Hub cluster in multiple steps. For details, see Upgrading Apache Spark.

What happensto the Zeppelin service?
Zeppdin serviceisturned off for Cloudera Runtime 7.3.1 clusters and gets removed automatically
during the upgrade. Therefore, you need to back up your data from the Zeppelin service before
starting the Cloudera Data Hub upgrade to Runtime 7.3.1.

How do | back up data from the Zeppelin service?
Y ou can back up Zeppelin data, to ensure al necessary components are preserved.

1. Interpreter Configuration: Copy theinterpreter.json file located in the zeppelin_home/conf
folder. Thisfile contains the interpreter settings crucial for Zeppelin operations.

2. Notebooks: Back up the entire notebooks folder from the configured repository. This folder
includes all Zeppelin notebooks.

3. Cloudera Manager Configuration: Accessthe Cloudera Manager Ul, locate the Zeppelin
configurations and copy any custom configurations set for the sitexml and env.sh files. Ensure
any safety valve variables added in Cloudera Manager are also documented as part of the
backup.
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Related Information
Preparing for an upgrade

Supported Cloudera Runtime versions for Cloudera on cloud

Before upgrading, review the list of supported Cloudera Runtime versions and their Release Notes to learn more
about the new features, known issues, fixed issues and behavioral changes.

Cloudera Runtime version End of Support (EoS) date Release Notes

7.2.17.0 including service packs June 2025 Cloudera Runtime 7.2.17 Release Notes
7.2.18.0 including service packs September 2025 Cloudera Runtime 7.2.18 Release Notes
7.3.1.0 including service packs December 2026 Cloudera Runtime 7.3.1 Release Notes

Related Information
Cloudera Support Lifecycle Policy

Preparing for an upgrade

Upgrading Cloudera on cloud consists of two major steps: upgrading the Data L ake within an environment and then
potentially upgrading the attached Data Hubs. If applicable, you can upgrade any data services after the Data Lake
upgrade.

FreelPA upgrades

Y ou should periodically upgrade the environment (Freel PA cluster) to ensure that you are running the latest OS-level
security patches, but thisis not required at the same time as upgrading the Data L ake and Cloudera Data Hub clusters.
While Freel PA upgrade can be performed without a downtime, Cloudera recommends to perform this separately
from other operations, preferably before upgrading the Data L ake and Cloudera Data Hub clusters. See upgrade the
Freel PA cluster.
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Data Lake upgrade workflow

Upgrading Cloudera on cloud - Data Lake Upgrades

Review the Data Lake upgrade requirements and limitations.
Review the differences between the types of upgrades and what
Data Lake they entail.
Pre-upgrade
Tasks
Check the Data Lake support matrix for upgrade.
n If necessary, configure your Data Lake for backup and restore.
. Perform the upgrade, either through the Ul or CLI.
Data Lake If the upgrade fails, check the logs for manual troubleshooting info.
Upgrade You can also recover from failed upgrades.
Tasks
When the upgrade succeeds, proceed to upgrading the attached
Data Hubs.
Pre-upgrade tasks

1. Review the Data L ake upgrade requirements and limitations.

2. Carefully review the differences between the types of upgrades and what they entail.

3. Check the Data L ake support matrix for upgrade to verify which Runtime versions you can upgrade to and from.
4

. If you have not configured your Data L ake for backup and restore, you will need to do so. The backup and
restore process is integrated into the upgrade flow automatically, but successful upgrade requires that the correct
IAM policies exist on the DATALAKE_ADMIN_ROLE and RANGER_AUDIT_ROLE (for backup), and the
DATALAKE_ADMIN_ROLE, RANGER_AUDIT_ROLE, and LOG_ROLE (for restore).

If your roles are not configured correctly, Clouderawill not be able to write the backup to the
BACKUP_LOCATION_BASE path of your cloud storage.

10
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5.

If you are performing the backup manually (as opposed to the integrated backup available during the upgrade
process), you can launch the Data L ake backup from the Ul or CLI. When using the CLI, you can specify to skip
certain backup actions (skip HM S, Atlas metadata or Ranger audit log index backup). Y ou can monitor the backup
process using the CLI.

From the Data Lake Ul, run the Validate and Prepare option to check for any configuration issues and begin

the Cloudera Runtime parcel download and distribution. Using the validate and prepare option does not require
downtime and makes the maintenance window for an upgrade shorter. Validate and prepare also does not make
any changes to your cluster and can be run independently of the upgrade itself. Although you can begin the
upgrade without first running the validate and prepare option, using it will make the process smoother and the
downtime shorter. (The parcels that are downloaded and distributed by the validate and prepare option are specific
to the Runtime version that you have selected, so if you use validate and prepare and then decide to upgradeto a
different Runtime version instead, you will need to re-run validate and prepare. Be aware that if you use validate
and prepare for multiple major/minor Runtime versions, the parcels for different versions are not cleaned up and
may saturate the disk. These parcels are cleaned up only once the upgrade is complete.)

Data L ake upgrade tasks

1

Perform the upgrade, either through the Ul or CLI. The type of upgrade that you perform will depend on whether
amajor/minor or service pack version of Runtime is available. A new OS image may also be available to upgrade
to.

If the upgrade fails, check the logs for manual troubleshooting info. Y ou can also recover from failed upgrades.
When the upgrade succeeds, proceed to upgrading the attached Cloudera Data Hub clustersif required.

Any data services in use should be upgraded after the Data L ake upgrade. Some data services have their own
compatibility matrix with different versions of the Data Lake. Other data services contain features that may not
be compatible with every Data L ake (Cloudera Runtime) version. Refer to the data services documentation for
information on Data L ake compatibility and upgrading these services.

Cloudera Al and Data L ake Compatibility & Cloudera Al service with Data L ake upgrades
Cloudera Data Engineering and Data L ake Compatibility

Cloudera DataFlow feature support matrix

Cloudera Data Warehouse version mapping

11
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Cloudera Data Hub upgrade workflow

Upgrading Cloudera on cloud - Data Hub Upgrades

Carefully review the differences between the types of upgrades and
what they entail

Data Hub

Pre-upgrade

Tasks
Check that the cluster that you want to upgrade is supported.
Backup the cluster data and CM configurations.
Perform the upgrade, either through the Ul or CLI. (Operational
database clusters have a different process.)

Data Hub

Major/Minor Complete any post-upgrade tasks for the type of cluster that you

Upgrade upgraded.

Tasks
For DE clusters, use the CM Ul to add any configs that were not
added during the upgrade.
If the upgrade fails, check the Event log and the troubleshooting
section.
Backup the cluster data and CM configurations.

Data Hub

Maintenance Perform the upgrade, either through the Ul or CLI.

Upgrade

Tasks
If the upgrade fails, check the Event log and the troubleshooting
section.
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Pre-upgrade tasks

1. Carefully review the differences between the types of upgrades and what they entail.

2. Check the Cloudera Data Hub upgrade support matrix to verify that the Cloudera Runtime versions you want to
upgrade to and from are supported for your clusters.

3. From the Cloudera Data Hub Ul, run the Validate and Prepare option to check for any configuration issues and
begin the Cloudera Runtime parcel download and distribution. Using the validate and prepare option does not
reguire downtime and makes the maintenance window for an upgrade shorter. Validate and prepare also does not
make any changes to your cluster and can be run independently of the upgrade itself. Although you can begin the
upgrade without first running the validate and prepare option, using it will make the process smoother and the
downtime shorter. (The parcels that are downloaded and distributed by the validate and prepare option are specific
to the Runtime version that you have selected, so if you use validate and prepare and then decide to upgrade to a
different Runtime version instead, you will need to re-run validate and prepare. Be aware that if you use validate
and prepare for multiple major/minor Runtime versions, the parcels for different versions are not cleaned up and
may saturate the disk. These parcels are cleaned up only once the upgrade is complete.)

Major/minor Runtime version upgrade tasks

1. Backup the cluster data and Cloudera Manager configurations.

2. Perform the upgrade, either through the Ul or CLI. (Cloudera Operational Database clusters have a different
process.)

3. Complete any post-upgrade tasks for the type of cluster that you upgraded.

4. For Cloudera Data Engineering clusters, use the Cloudera Manager Ul to add any configs that were not added
during the upgrade.

5. If the upgrade fails, check the Event log and the troubl eshooting section.

6. Complete any post-upgrade tasks for the type of cluster that you upgraded.

7. For Cloudera Data Engineering clusters, use the Cloudera Manager Ul to add any configs that were not added
during the upgrade.

8. If the upgrade fails, check the Event log and the troubl eshooting section.

Service pack upgrade tasks

1. Backup the cluster data and Cloudera Manager configurations.
2. Perform the upgrade, either through the Ul or CLI.
3. If the upgrade fails, check the Event log and the troubleshooting section.

OS upgrade tasks

1. Review the Before you begin section to verify that there is no data belonging to NiFi or NiFi Registry on the
root disk of the VM. Note that during an OS upgrade, any data on the root volume (parcels, service logs, custom
software) will be lost.

2. Unlike the Data L ake upgrade, OS upgrades are not integrated in the larger upgrade flow and must be performed
separately, either through the Ul or CLI.

With the release of Cloudera Runtime 7.2.18, rolling upgrades for certain Data Lakes and Cloudera Data Hub clusters
are now available.

Rolling upgrades alow you to upgrade the Data L ake Cloudera Runtime and OS, or the Cloudera Data Hub Runtime
and OS, without stopping the cluster and its services. This means that you can upgrade a Data L ake without stopping
the attached Cloudera Data Hub clusterss and Data Services, or upgrade a Cloudera Data Hub without workload
downtime.

Rolling upgrades for the Data L ake are limited to certain Data L ake Cloudera Runtime versions and shapes. Rolling
upgrades for Cloudera Data Hub clusters are limited to certain Cloudera Runtime versions and cluster templates.

13


https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-support-matrix.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-backup-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-major-minor-version.html#task_t2l_rtp_1tb
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-cdp-cli.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrading-cod.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrading-cod.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-major-minor-version.html#ariaid-title2
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-major-minor-version.html#ariaid-title3
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-troubleshoot-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-major-minor-version.html#ariaid-title2
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-major-minor-version.html#ariaid-title3
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-troubleshoot-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-backup-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-maintenance-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-cdp-cli.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-troubleshoot-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-os-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-os-upgrade.html
https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/dh-upgrade-cdp-cli.html

Cloudera Public Cloud Upgrading to Cloudera Runtime 7.3.1

Cloudera Runtime 7.3.1 introduces significant new features and improvements. As aresult, if you are planning to
upgrade the Cloudera Runtime version in your existing Data L ake or Cloudera Data Hub clustersto 7.3.1, you might
be required to perform thisin multiple steps.

Some of the important Cloudera Runtime 7.3.1.200 SP1 features include:

e Genera Availability (GA) of Cloudera Operational Database on ARM-based architecture
e Technical Preview of Cloudera Data Engineering Data Hub clusters on ARM-based architecture

Cumulative Hotfix
On June 2, Cloudera Runtime 7.3.1.300 Service Pack 1 (SP1) Cumulative Hotfix 1 (CHF1) was
released that includes a set of fixed issues and improvements. For more information, see the
Cloudera Runtime Release Notes.

Some of the important Cloudera Runtime 7.3.1 features include:

« Unified Runtime for Cloudera on cloud and Cloudera on premises.

e RHEL 8.10is set asthe default operating system.

e Python 3.9 is set asthe new default version.

e OpendDK 17 becomes the new default Java runtime version, new clusters will be launched with this version.

e OpenJDK 11 isno longer supported, and OpendDK 11 clusters cannot be upgraded to Cloudera Runtime 7.3.1.
After upgrading clusters from Cloudera Runtime 7.2.x to 7.3.1, the JDK version remains the same, that is, JDK8.

» Spark 2 applications need to be rebased to Spark 3 as Spark 2 is no longer supported and clusters with Spark 2 will
not be allowed to upgrade to Cloudera Runtime 7.3.1.

e Zeppelin serviceisturned off for Cloudera Runtime 7.3.1 clusters and gets removed automatically during the
upgrade.

» Cloudera Data Engineering 1.23 and earlier versions are not supported on Cloudera Runtime 7.3.1

e Spark in Cloudera Al is not certified to work with the Data Lake 7.3.1 version.

Cumulative Hotfix

On March 18, Cloudera Runtime 7.3.1.100 Cumulative Hotfix 1 (CHF1) was released that includes
aset of fixed issues and improvements. For more information, see the Cloudera Runtime Release
Notes.

The following pages provide step-by-step guidance on identifying the upgrade path for your source cluster version
and upgrading to Cloudera Runtime 7.3.1.

Identify your Data Lake and Cloudera Data Hub cluster’s Cloudera Runtime version, Data L ake, Cloudera Data Hub,
and Freel PA image version and operating system (OS) type, and Data L ake shape.

Y our upgrade path to versions 7.2.18 or 7.3.1 may depend on the current Cloudera Runtime version, image version,
and OS of your cluster. Cloudera recommends that you identify your version information as follows:

1. Identify cluster’s Cloudera Runtime version on page 30
2. ldentify cluster’simage version, image creation date, OS type on page 31
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3. ldentify Data L ake shape on page 33

Follow these instructions to identify your Data Lake and Cloudera Data Hub' s Cloudera Runtime version. Y ou should
follow these steps separately for each cluster.

Steps

1. Inthe Cloudera Management Console, navigate to the details page of the Data L ake or Cloudera Data Hub
cluster that you would like to upgrade.
2. Inthe Cloudera Manager Info section find the field called “ Runtime version”:

Data Hubs Data Lake FreelPA Data Services Clusters Cluster Definitions Summary
>. SHOW CLI COMMAND ® RETRY A REPAIR 7! RESIZE B RENEW PUBLIC CERTIFICATE
aws  Environment Details

NAME CREDENTIAL REGION AVAILABILITY ZONE

ak-mow-dev-02 eng-sdx-weekly-cdpmc-qe us-west-2 us-west-2a

@ Services

3) Atlas W CM-UI e Ranger Token Integration

W Cloudera Manager Info

CM URL CM VERSION RUNTIME VERSION LOGS

https://ak-mow-dev-02-gateway.ak-mow-d.xcu2-8y8x.dev.cldr.work/ak- 7.11.0 Command logs, Service logs

7.217-
mow-dev-02/cdp-proxy/cmf/home/ 1.cdh7.2.17.p300.49883770

Get the Cloudera Runtime version of your Data L ake from the CDP CLI by using the following command:
cdp dat al ake descri be-dat al ake --dat al ake- name <DL- NAMVE>

Get the Cloudera Runtime version of your Cloudera Data Hub from the CDP CLI by using the following
command:

cdp dat ahub descri be-cluster --cluster-nane <DH NAVE>

The version information is displayed in the following format:
7.2.17-1.cdh7.2.17.p200.46967063

The highlighted digits show the current Cloudera Runtime version and the number after p indicates the current
Service Pack version. In the above example, the cluster is using Cloudera Runtime version 7.2.17.200.

Follow these instructions to identify Data L ake and Cloudera Data Hub image version and OS type. Y ou should
follow these steps separately for each cluster.

Steps

1. Inthe Cloudera Management Console, navigate to the details page of the Data L ake or Cloudera Data Hub
cluster that you would like to upgrade.
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2. Scroll down to access the left navigation pane.
3. From the left navigation pane, select Image Details:

Event History
Image Id: ami-06¢1839b46260748a

Upgrade Image Catalog Url: https://cloudbreak-imagecatalog.s3.amazonaws.com/v3-prod-cb-image-catalog.json

Endboi (3) Image Creation Date: Feb 2, 2024
ndpoints
0S Type: redhat7

Tags (6) Version: 7.2.17
Nodes

Network

Load Balancers

Telemetry

Repository Details

Image Details |

Recipes (0)

4. Youwill seeinformation similar to the following:

| mage 1d: ani-0e95ecddb7fc75ea8

| mage Catalog Url: https://cloudbreak-i mgecat al og. s3. anazonaws. coni v3-
pr od- cb-i mage- cat al og. j son

| mpage Creation Date: Jan 9, 2024

CS Type: redhat 7

Version: 7.2.17

Under OS Type:

e If yousee“redhat7”, your cluster isusing a CentOS 7 OS image. Thisis aknown issue.
¢ If you see“redhat8”, your cluster isusing a RHEL 8 OS image.

Clicking onimage ID will redirect you to the image catalog and provide you with further information,
including the actual OS Type:

Details of 7ee9d8bc-a133-456a-a6¢a-80b3cb93c9f7 image

uuiD 7ee9d8bc-a133-456a-a6ca-80b3cb93c9f7 Description 7.2.17.300 Service Pack Release
0S Type Cent0S7 Stack Name Cloudera Runtime

Cluster Manager Version 7.11.0 Stack Version 7.217

Created On Feb 2,2024 Published On Feb 13,2024

Get Data L ake'simage version from the Cloudera CLI by using the following command:

cdp dat al ake upgrade-dat al ake --show 1| at est-avail abl e-i mage-per-runtine --
dat al ake- name <DL- NAVE>

Get Cloudera Data Hub cluster’ s image version from the CDP CLI by using the following command:

cdp dat ahub upgrade-cl uster --show | atest-avail abl e-i nage-per-runtinme --
cl ust er - nane <DH NAME>

The output of this command looks like this, providing you with the OS information:

{

16



Cloudera Public Cloud Upgrading to Cloudera Runtime 7.3.1

"targetl mge": {

"catal og": "https://cloudbreak-inagecatal og. s3. anazonaws. coni v3- prod-fr
eei pa-i mage- cat al og. j son",

"id": "abb2580e-7487- 4ee6- a80f - d991f a00cd13",

"os": "redhat 8",

"i mageNane": "am -0935d849de6a25e45",

"date": "2024-01-09"

"originall mage":

"catal og": "https://cloudbreak-i magecat al og. s3. anazonaws. coni v3- pr od- f
reei pa-i mage- cat al og. j son",

"id": "elf92688-3773-47dd-89ff-561933540108",

"os": "centos7",

"i mageNane": "am -0db1b7000c8a27f d4",

"date": "2023-11-22"

}1
"operationld": "3a50f30f-33f 3-4f81-b9bb-30c119023ff 0"

Follow these instructions to identify Freel PA OS type.
Steps

In the Cloudera Management Console, navigate to the environment details page,.

Click on the Freel PA tab.

In the Nodes tab (which is open by default), expand one section corresponding to an instance ID.
Under Image Details, you can find the OS Type:

dAwbdeE

Nodes Recipes Upgrade

%= Vertical Scaling

Instance ID Status FQDN Private IP Public IP
v 3 cdf-priv-azure-freeipa94164m1-c156a754 1@ @ Running ipaserver1.cdf-priv.xcu2-8y8x.dev.cldr.work & 10.36.80.4 1©
Instance Details

INSTANCE TYPE INSTANCE LIFE CYCLE SUBNET ID AVAILABILITY ZONE ENCRYPTION AT HOST

Standard_DS3_v2 ONDEMAND @ subnet_10_36_80_0-22 Enabled

Image Details

0S TYPE IMAGE ID IMAGE CATALOG
centos7 a62340d4-11ee-4be3-81a5-ae5! 03a9 test-freeip: ge-catalog.json

Follow these instructions to identify Data L ake's shape.
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1. Inthe Cloudera Management Console, navigate to the details page of the Data L ake that you would like to
upgrade:

cod-7217-az1 © » Start

Actions ¥
/ crnicdp:environments:us-west-1:9d74eeed-1cad-45d7-b645-7ccfoedbb73d:environment:a24accds-797e-47fe-839c-442db8fc0585 1©
@ West Us 2- westus2

Data Lake upgrade available

Data Lake Details

NAME NODES SCALE QUICK LINKS
cod-7217-az1-dl Qo0 w2 Oo Light Duty O Atlas @ Ranger @ Data Catalog

STATUS STATUS REASON CRN
O Stopped Datalake is stopped crn:cdp:datalake:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:datalake:eb26a8ca-b38¢c-... 1©

2. Find the Scale field. There are three possible values: “Light Duty”, “Medium Duty HA” and “Enterprise Data
Lake".

For CDP CLI
Get the Data L ake shape from the CDP CL I by using the following command:

cdp dat al ake descri be-dat al ake —dat al ake- nane <DL- NAME>

Find the “scale” field in the output of this command. There are three possible values: “Light Duty”, “Medium
Duty HA” and “Enterprise Data Lake".

Supported Cloudera Runtime 7.3.1 upgrade paths

Learn more about the supported upgrade paths to Cloudera Runtime 7.3.1 for Data L akes and Cloudera Data Hub
clusters.

When upgrading to Cloudera Runtime 7.3.1 using the Cloudera Management Console, you will be upgraded to the
latest available Service Pack (SP) or Cumulative Hotfix (CHF) after selecting 7.3.1 as the target Cloudera Runtime
version. If you are on a source Cloudera Runtime version that does not support a direct upgrade path to Cloudera
Runtime 7.3.1, you need to upgrade to aversion that enables the direct upgrade.

If you do not want to upgrade to the latest available Cloudera Runtime version, but to a previously released version
such as 7.3.1.0 or 7.3.1.100, you can use CDP CLI| and manually provide the target Cloudera Runtime version with
theimage ID. In this case, ensure that there is a supported upgrade path to Cloudera Runtime 7.3.1 for your source
version.

Y ou can use the following table to check if there is adirect upgrade path available to Cloudera Runtime 7.3.1 for your
source cluster version:

Source version Target version: 7.3.1.0 Target version: 7.3.1.10x Target version: 7.3.1.200+

7.2.16.X

7.217.0

7.2.17.100

7.2.17.200

7.2.17.300

7.2.17.400

¥ OE E|E
¥ ¥ E|E

7.2.17.500

7.2.17.600

7.2.17.700

FOE|E B | E B B

7.2.17.800
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Source version Target version: 7.3.1.0 Target version: 7.3.1.10x Target version: 7.3.1.200+
HH

7.2.17.900

7.2.17.1000

7.2.17.1100

7.2.17.1200

7.2.18.0 #H i

7.2.18.100

¥
¥

7.2.18.200 H#t #

7.2.18.300

7.2.18.400

7.2.18.500

7.2.18.600

7.2.18.700

7.2.18.800

7.2.18.900

7.2.18.1000

BB\ E|E B E BB B B | ¥ B\ ¥ 2

7.2.18.1101

For more information about the latest available Cloudera Runtime version, see the Cloudera Runtime Release Notes.

What to do next?

» If you want to upgrade to the latest available 7.3.1 version and your current version supports a direct upgrade,
follow the steps described in Upgrade to the latest 7.3.1 patch version.

» If you want to upgrade to the latest available 7.3.1 version and your current version does not support a direct
upgrade, follow the steps described in Upgrade to a version that enables 7.3.1 upgrade.

e |f you want to upgrade to a previously released 7.3.1 version, such as 7.3.1.0 or 7.3.1.10x, and your current
version supports a direct upgrade, follow the steps described in Upgrade to a specific 7.3.1 patch version.

Review the prerequisites
Before you start upgrading your clusters, ensure that you meet the prerequisites for each upgrade that is required.
Refer to the following documentation for detailed prerequisites:

» Review Data L ake Upgrade: Before you begin and Cloudera Data Hub Upgrade: Limitations and Prerequisites.

« |If you are upgrading a Data L ake, use the Backup and Restore functionality. Thiswill allow you to restore the
SDX metadata if required.

e Certain Data Hubs might require certain pre-upgrade and post-upgrade steps. Review the related documentation
before upgrading Data Hubs.

» If you are upgrading from CentOS to RHEL, review the Prerequisites for upgrading from CentOS to RHEL.

» If your upgrade path involves a Data L ake resize, refer to Review Data Lake resizing: Prerequisites.
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Upgrade Data Lakes and all Cloudera Data Hub clusters to the latest 7.3.1

version

When upgrading to Cloudera Runtime 7.3.1 using the Cloudera Management Console, you will be upgraded to the
latest available Service Pack (SP) or Cumulative Hotfix (CHF) after selecting 7.3.1 as the target Cloudera Runtime

version.

Upgrading from 7.3.1.x

If you are using Cloudera Runtime 7.3.1 or any of its patch versions, you can directly upgrade to the latest Cloudera
Runtime Service Pack (SP) or Cumulative Hotfix (CHF) version using the steps for Performing a Cloudera Data Hub
service pack upgrade.

Upgrading from 7.2.17.200 and higher versions or 7.2.18.x

Runtime 7.2.17.200
and above

Runtime 7.2.18 and its
service packs

Upgrade

database to y " Upgrade Data

. Lake Runtime to Hub Runtime to
qutgreSQL 1.4' 1 latest 7.3.1 patch latest 7.3.1 patch Iiteld 35 89 Rl
using an earlier 8.10.

; version version
version

Upgrade Data Upgrade Data

If you are using 7.2.17.200 and higher versions or 7.2.18 and its service packs, you can directly upgrade to the latest
Cloudera Runtime, 7.3.1.300 SP1 CHF1, using the following steps:

1. Upgrade database to PostgreSQL 14 - Only required if you are currently using alower version than PostgreSQL

14

2. Upgrade Data L ake Cloudera Runtime to 7.3.1 and OS to RHEL 8.10
3. Upgrade Cloudera Runtime version of Cloudera Data Hub clustersto 7.3.1

: Important:
Each of these operation has its own prerequisites and postrequisites so in addition to the actual upgrade

steps, the prerequisites and postrequisites need to be performed as well.

Y ou will need to upgrade all Data L akes and Cloudera Data Hub clusters separately, first the Data Lakes
and then each Cloudera Data Hub cluster.

For Data L akes, the Runtime and OS upgrade is performed in one step. For Cloudera Data Hub clusters,
the Cloudera Runtime needs to be updated first, and then the OS in a separate step.

Y ou can perform each upgrade operation either from the Upgrade Ul of the respective cluster or using the
CDPCLI.

The upgrade user interface in the Cloudera Management Consol e shows you the next Data Lake and
Cloudera Data Hub upgrade step available, so you can refer to it asaguideline.

Upgrade database to PostgreSQL 14
Before being able to upgradeto 7.3.1, you need to upgrade Data L akes and all databases to ato PostgreSQL 14.

For information on upgrading Data Lake and databases to PostgreSQL 14, see Upgrading Data L ake/ database.
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Note:

E If you are using an Azure environment, upgrading the PostgreSQL database used by the Data L ake and
clusters also upgrades Azure Single Server to Azure Flexible Server as Single Server is not supported with
PostgreSQL 14.

For more information, see Upgrading Azure Single Server to Flexible Server. Make sure to review both the
database upgrade and the Azure Single to Flexible Server upgrade documentation.

From the supported Cloudera Runtime 7.2.17 or 7.2.18 versions, you need to upgrade Data L ake Cloudera Runtime
versionto 7.3.1 and OS to RHEL 8.10 in one step prior to upgrading Cloudera Data Hub clusters.

All Cloudera Data Hub clustersin your environment should be stopped and Data Services should not be running
workloads for the duration of the operation.

e 1. OnceRuntime 7.3.1 (Runtime upgrade, OS: redhat8) is available to select from the Upgrade Ul, select it and
run Validate and Prepare.

Select Upgrade

Target Cloudera Runtime Version

Please select a runtime version -

Please select a runtime version
7.3.1 (Runtime upgrade, OS: redt@tS) Len
7.3.0 (Runtime upgrade, OS: redhat8)

7.2.18 (Runtime upgrade, 0S: redhat8)

Important: When selecting amain version, such as 7.3.1, for Cloudera Runtime version, you are
upgraded to latest available Cumulative Hotfix (CHF) of the latest Service Pack (SP).

2. Once Validate and Prepare completes, return to this page, select 7.3.1 (Runtime upgrade) again and run
Upgrade.

Tip: When upgrading a Data Lake, Cloudera recommends allocating a 60-minute maintenance
window for this upgrade step.

For more information, see Upgrading a Data L ake.

Once the Data L ake Cloudera Runtime version has been upgraded to 7.3.1 and simultaneously, the OS has been
upgraded to RHEL 8.10, the Cloudera Runtime version of each Cloudera Data Hub cluster needs to be upgraded to

7.3.1.

Note:

E If you have a Cloudera Data Engineering Data Hub cluster, during the Cloudera Runtime upgrade process
to version 7.3.1, you need to remove Spark 2 while creating a new cluster with Spark 3 and migrate your
data. Depending on your environment and Spark applications, besides the cluster upgrade tasks, you need to
perform Spark application migration tasks and sidecar migration tasks for the Cloudera Data Hub cluster in
multiple steps. For more information, see Upgrading Apache Spark.
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e 1. OnceRuntime 7.3.1 (Runtime upgrade) is available to select from the Upgrade Ul, select it and run Validate
and Prepare.

Select Upgrade

Target Cloudera Runtime Version

Please select a runtime version -

Please select a runtime version

7.3.1 (Runtime upgrade) & nen

7.3.0 (Runtime upgrade)

7.2.18 (0S upgrade, 0S: redhat8)

Important: When selecting amain version, such as 7.3.1, for Cloudera Runtime version, you are
& upgraded to latest available Cumulative Hotfix (CHF) of the latest Service Pack (SP).

2. Once Validate and Prepare completes, return to this page, select 7.3.1 (Runtime upgrade) again and run
Upgrade.

Tip: When upgrading a Cloudera Data Hub cluster,allocate 90-120 minutes (as you will be
performing this upgrade in two steps).

For more information, see Upgrading Cloudera Data Hub clusters.

In case you want to upgrade to a previously released 7.3.1 version, such as 7.3.1.0 or 7.3.1.10x, you can upgrade your
Data L ake and Cloudera Data Hub clusters using CDP CLI.

You can initiate a Data L ake upgrade with the CDP CLI. Using the same CLI command, you can a so search for and
validate available images to upgrade to, and generate JSON templates for specific upgrade scenarios.

Obtainimage ID

If your Data Lake upgrade includes upgrading from CentOS to RHEL 8, prior to attempting an upgrade you need
to obtain an ID of atarget RHEL 8 image. Y ou can obtain it from the image catalog by finding an image with your
target Runtime version which has an OS Type of RHELS8.
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Image Catalogs ~ cloudbreak-default

cloudbreak-default ‘ Delete ‘

https://cloudbreak-imagecatalog.s3.amazonaws.com/v3-test-ch-image-catalog.json

Base Images Cloudera Runtime Images

Q
. CM CM Build Stack CDP Build Created Published
uuiD Version Number Name Number Tags Oon On
64e20e39-4e47-45f6-af31-619097ed9deb 8&%% RHEL8  7.12.0.0 50381610 gmﬁf 7.218 50345525 Default  2/19/2024  2/20/2024
ab7c20b4-54e8-44af-a189-3c753ecbae9e  Amazon RHEL8  7.11.0 48415235 gmﬁf 7.217 49883770 Default  2/2/2024 2/2/2024
d0a2f924-9216-45a0-8492-32c64d2a2adf  Azure RHEL8  7.11.0 48415235 gmﬂﬁf 7.217 49883770 Default  2/2/2024 2/2/2024
7d74alca-claa-4d87-89ac-a43ebb1739d7 Amazon RHEL8  7.9.2 38837416 gmﬂﬁfj 7.2.16 38457977 3/21/2023  3/21/2023
fef3aec6-561f-46e5-bbad-4f847a45f364  Azure RHEL8  7.13.0.0 49779725 gmﬁnﬁrj 7.3.0 49808143 Default  2/21/2024  2/21/2024
0d6da670-ce0c-4c71-8d0a-d370be3e76e6 Azure RHEL8 ~ 7.120.0 50571627 Cloudera 7.218 50499817 Default  2/23/2024  2/23/2024
0chS5fb1-83b2-4fe7-afb1-d5043b401a94 G001 RHELS ~ 7.11.0 48415235 Cloudera 7217 49883770 Defaut  2/2/2024  2/2/2024
c7a42cbc-f0a9-4fc2-93ff-59ae834c2d3b  Amazon  RHEL8  7.11.0 40466989 Cloudera 7.217 40465599 5/2/2023  5/2/2023

Once you have identified the 1D, you can provideit in the upgrade CLI command by using the --image-id flag.
Upgrade steps

1. Run the cdp datalake upgrade-datalake command. In order to use this command for upgrading from CentOS to
RHEL, ensure to provide an image ID of a RHEL 8 image.

The command has the following options:

cdp dat al ake upgr ade- dat al ake
- - dat al ake- name <val ue>

[--image-id <val ue>]

[--runtime <val ue>]

[--1ock-conponents | --no-Ilock-conponents]

[--dry-run | --no-dry-run]

[--show avail abl e-i mages | --no-show avai |l abl e-i nages]

[ --show avai | abl e-i mage-per-runtine | --no-show avail abl e-i mage-
per-runti nme]

[ --ski p-backup | --no-skip-backup]

[ --ski p-ranger-hns-netadata | --no-skip-ranger-hns-netadat a]

[--skip-atlas-nmetadata | --no-skip-atlas-netadata]

[--skip-ranger-audits | --no-skip-ranger-audits]

[ - - ski p-backup-validation | --no-skip-backup-validati on]

[--cli-input-json <val ue>]

[--generate-cli-skel eton]

Option Description

--datalake-name (string) Required. The name or CRN of the Data L ake to upgrade.

--image-id (string) The ID of animage to upgrade to. If upgrading from CentOS to RHEL , make sure
to provide an image ID of atarget RHEL image.

--runtime (string) The Cloudera Runtime clusters version to upgrade to. In a maintenance upgrade
this parameter is the current Cloudera Runtime version. When you specify the
Cloudera Runtime version, the upgrade uses the latest image ID of the given
Cloudera Runtime version from the same image catal og used for Data Lake
creation. If you specify an invalid Runtime version, you'll receive an error message
that the version is not supported for upgrade.
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Option

Description

--lock-components | --no-
lock-components (boolean)

Use --lock components to perform an OS upgrade only.

--dry-run | --no-dry-run
(boolean)

Checksthe eligibility of an image to upgrade. Can be used in conjunction with any
other parameter, returning the available image (with respect to image I1d, Runtime
or lock-components set) without performing any actions.

--show-available-images
| --no-show-available-
images (boolean)

Returnsthelist of images that are eligible to upgrade to.

--show-available-image-
per-runtime | --no-show-
available-image-per-
runtime (bool ean)

Returnsthe latest image that is eligible to upgrade to, for each Cloudera Runtime
version with at least one available upgrade candidate.

--skip-backup | --no-skip-
backup

If provided, will skip the backup flow for the upgrade process.

--skip-ranger-hms-
metadata | --no-skip-
ranger-hms-metadata

Skips the backup of the databases backing HM S/Ranger services. Redundant if —
skip-backup isincluded. If this option is not provided, the HM S/Ranger services
are backed up by default.

--skip-atlas-metadata | --
no-skip-atlas-metadata

Skips the backup of the Atlas metadata. Redundant if —skip-backup isincluded. If
this option is not provided, the Atlas metadatais backed up by default.

--skip-ranger-audits | --no-
Skip-ranger-audits

Skips the backup of the Ranger audits. Redundant if —skip-backup isincluded. If
this option is not provided, Ranger audits are backed up by default.

--skip-backup-validation
| --no-skip-backup-
validation

Skips the validation steps that run prior to the backup. Redundant if —skip-backup
isincluded. If this option is not provided, the validations are performed by default.

--cli-input-json (string)

Performs service operation based on the JSON string provided. The JSON string
follows the format provided by --generate-cli-skeleton. If other arguments are
provided on the command line, the CLI values will override the JISON-provided
values.

--generate-cli-skeleton
(boolean)

Prints a sample input JSON to standard output. Note the specified operation is not
run if this argument is specified. The sample input can be used as an argument for
--cli-input-json.

When you run the cdp datal ake upgrade-datal ake command to initiate an upgrade, you have one of three options:

a. Specify one of either --image-id, --runtime, or --lockComponents, which makes an explicit choice of the exact
image, Runtime (latest OS), or latest OS (same Runtime) for upgrade.

b. Specify both --image-id and --lockComponents, which specifies an image and ensures the image represents an

OS only upgrade.

¢. Specify none of the --image-id, --runtime, or --lockComponents parameters, which initiates a Runtime/CM
upgrade to the latest compatible version and OS image.

Outside of upgrade, you can use the following options:

» --show-available-images/--no-show-avail able-images

« --show-available-images-per-runtime/--no-show-avail abl e-images-per-run

e —dry-run

Examples of valid inputs:

time

cdp dat al ake upgr ade- dat al ake --dat al ake-nane ny-dat al ake --dry-run
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cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny-dat al ake --i mage-id dlc
520b1-987d- 461f - 7860- 918f 43994c04
cdp dat al ake upgrade-dat al ake --dat al ake- nane ny-datal ake --i mage-id dlc52

Ob1-987d- 461f - 7860- 918f 43994c04 --dry-run

cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny-datal ake --runtime 7.2.11
cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny-datal ake --runtinme 7.2
.11 --dry-run

cdp dat al ake upgrade-dat al ake --dat al ake- nane ny-dat al ake- -1 ock- conponent s
cdp dat al ake upgrade-dat al ake --dat al ake- nane ny-dat al ake --show avail a

bl e-i mage- per-runtinme

cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny- dat al ake- --show avail ab
e-i mages

Examples of incorrect inputs:

cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny-dat al ake --image-id 7.2
.11

cdp dat al ake upgrade-dat al ake --dat al ake- nane ny-dat al ake--runti ne dilc52
Ob1-987d- 461f - 7860- 918f 43994c04

cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny- dat al ake- -1 ock- conponent s
--imageid imgeid --runtinme runtime

cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny- dat al ake --show- avail ab
e-i mage-per-runti ne --show avail abl e-i nages

cdp dat al ake upgrade-dat al ake --dat al ake- nane ny-dat al ake --show avail ab
| e-i mage-per-runtine --dry-run

cdp dat al ake upgr ade-dat al ake --dat al ake- nane ny-dat al ake --show- avail ab
e-images --dry-run

You can initiate a Cloudera Data Hub cluster upgrade (either OS, Runtime, or both) with the CDP CLI. Using
the same CL| command, you can aso search for and validate available images to upgrade to, and generate JSON
templates for specific upgrade scenarios.

Obtain image ID

If your Data L ake upgrade includes upgrading from CentOS to RHEL 8, prior to attempting an upgrade you need
to obtain an ID of atarget RHEL 8 image. Y ou can obtain it from the image catalog by finding an image with your
target Runtime version which has an OS Type of RHEL8.

Image Catalogs = cloudbreak-default

cloudbreak-default
Delete

https://cloudbreak-imagecatalog.s3.amazonaws.com/v3-test-ch-image-catalog.json

Base Images Cloudera Runtime Images

Q
64e20e39-4e47-45f6-af31-619097ed9deb gﬁ)%%'e RHEL8 ~ 7.120.0 50381610 Cloudera 7.218 50345525 Default  2/19/2024  2/20/2024
ab7c20b4-54e8-44af-a189-3c753ecbaede  Amazon ~ RHEL8  7.11.0 48415235 Cloudera 7217 49883770 Default 2/2/2024  2/2/2024
d0a2f924-9216-45a0-8492-32c64d2a2adf ~ Azure RHEL8 ~ 7.11.0 48415235 Cloudera 7217 49883770 Default  2/2/2024  2/2/2024
7d74alca-claa-4d87-89ac-a43ebb1739d7 Amazon ~ RHELS  7.9.2 38837416 Cloudera 7216 38457977 3/21/2023  3/21/2023
fef3aect-561f-46e5-bbad-4f847a45f364  Azure RHEL8  7.13.0.0 49779725 Cloudera 730 49808143 Default  2/21/2024  2/21/2024
0d6da670-ce0c-4c71-8d0a-d370be3e76e6 Azure RHEL8 ~ 7.120.0 50571627 Cloudera 7.218 50499817 Default  2/23/2024  2/23/2024
0chS5fb1-83b2-4fe7-afb1-05043b401204 5000 RHEL8  7.11.0 48415235 Cloudera 7217 49883770 Default  2/2/2024  2/2/2024
c7a42chc-f0a9-4fc2-93ff-59ae834c2d3b  Amazon  RHELS  7.11.0 40466989 Cloudera 7217 40465599 5/2/2023  5/2/2023

Runtime
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Once you have identified the 1D, you can provideit in the upgrade CLI command by using the --image-id flag.

Upgrade steps

The cdp datahub upgrade-cluster command includes the following options:

cdp dat ahub upgrade-cl uster

--cluster-nanme <val ue>
[--image-id <val ue>]
[--runtime <val ue>]
[--1ock-conponents |
[--dry-run | --no-dry-run]
[ --show avai | abl e-i mages |
[

per-runti nme]
[--cli-input-json <val ue>]
[--generate-cli-skel eton]

--no-1 ock- conponent s]

- -no- show avai | abl e-i mages]
--show avai | abl e-i mage-per-runtine |

--no-show- avai | abl e-i mage-

In order to use this command for upgrading from CentOS to RHEL, ensure to provide an image ID of aRHEL 8

image.

A

requires specifying the --lock-components option.

--cluster-name (string)
--image-id (string)

—runtime (string)

--lock-components | --no-lock-components (bool ean)

--dry-run | --no-dry-run (boolean)

--show-available-images | --no-show-available-images (bool ean)

--show-| atest-avail able-image-per-runtime | --no-show-latest-available-
image-per-runtime (boolean)

Important: The --runtime option does not upgrade the OS. Upgrading the OS is a separate process that

Required. The name or CRN of the Cloudera Data Hub cluster to
upgrade.

The ID of an image to upgrade to. If upgrading from CentOS to RHEL,
ensure to provide aRHEL 8 image ID.

The Runtime version to upgrade to. When you specify the Cloudera
Runtime version, the upgrade uses the latest image ID of the given
Cloudera Runtime version from the same image catal og used for
Cloudera Data Hub cluster creation.

Use --lock components to perform an OS upgrade only.

Checks the dligibility of an image to upgrade. Can be used in
conjunction with any other parameter, returning the available image
(with respect to image Id, Runtime or lock-components set) without
performing any actions.

Returns the list of images that are eligible to upgrade to.

Returnsthe |atest image that is eligible to upgrade to, for each Runtime
version with at least one available upgrade candidate.

When you run the cdp datahub upgrade-cluster command to initiate an upgrade, you have one of three options:

1. Specify one of either --image-id, --runtime, or --lockComponents, which makes an explicit choice of the exact
image, Cloudera Runtime (latest OS), or latest OS (same Runtime) for upgrade.

2. Specify both --image-id and --lockComponents,which specifies an image and ensures the image represents an OS

only upgrade.

3. Specify none of the --image-id, --runtime, or --lockComponents parameters, which initiates a Cloudera
Runtime/Cloudera Manager upgrade to the latest compatible version and OS image.

Outside of upgrade, you can use the following options:

--show avai | abl e-i nages/ - - no- show avai | abl e-i mages
--show avai | abl e-i mages- per-runti ne/--no-show avai | abl e-i mages- per-runti ne
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--dry-run

Before being able to upgrade to Cloudera Runtime 7.3.1, you need to upgrade Data L akes and all Cloudera Data Hub
clustersto a Cloudera Runtime 7.2.17 or 7.2.18 version from which it is supported to upgrade to Cloudera Runtime
7.3.1.

f Important: Thisstepisonly required if your current Cloudera Runtime version is 7.2.17.100 or earlier.

As part of this upgrade step, you need to upgrade Data L akes and Cloudera Data Hub clustersto the latest 7.2.17
service pack version from which upgrade to Cloudera Runtime 7.3.1 is supported.

If the Cloudera Runtime version of your Data L akes and Cloudera Data Hub clustersis 7.2.16 or earlier, perform
steps 1 through 4 in Identify your upgrade path of the Upgrading to Cloudera Runtime 7.2.18 documentation. It is not
required to upgrade to Cloudera Runtime 7.2.18, there is a direct upgrade path from Cloudera Runtime 7.2.17.200 and
its service pack to Cloudera Runtime 7.3.1.

To be able to upgrade to Cloudera Runtime 7.3.1, you must perform the following steps:

1. Upgrade Data Lake and Cloudera Data Hub clusters to the latest service pack of Cloudera Runtime and OS current
version.

2. Upgrade Freel PA to RHEL 8if using CentOS.

3. Upgrade Data L ake and Cloudera Data Hub clusters Runtime to 7.2.17.

4. Upgrade Data Lake and Cloudera Data Hub clusters OS to RHEL 8.

If the Cloudera Runtime version of your Data Lakes and Cloudera Data Hub clustersis 7.2.17.0 or 7.2.17.100, a
direct upgrade to Cloudera Runtime 7.3.1 is not supported. To upgrade to a Cloudera Runtime 7.2.17 service pack
from which the direct upgrade to Cloudera Runtime 7.3.1 is supported, perform the following steps:

1. Upgrade the Cloudera Runtime of your Data L akes and Cloudera Data Hub clustersto the latest Cloudera
Runtime 7.2.17.200 service pack.

For more information, Performing a Cloudera Data Hub service pack upgrade.
2. If you are using CentOS, upgrade to RHEL 8.

For more information, see Upgrading from CentOS to RHEL .

If you are upgrading from Cloudera Runtime 7.2.17.200-7.2.17.500 to Cloudera Runtime 7.3.1, you must resize your
Data L ake from Medium Duty to Enterprise Data L ake as Medium Duty Data L ake is not supported starting with
Cloudera Runtime 7.2.18.

Important: This step applies only to Data L ake clusters that have been upgraded to 7.2.17 and have a
Medium Duty shape. If your cluster is aready using RHEL 8 and has the Enterprise Data L ake shape then
you are not required to perform this step. Y ou also do not need to perform thisif you are using a Light Duty
Data L ake.

For information on why the Data L ake resize is needed, see Upgrading from Medium Duty to Enterprise Data L ake.
For information on how to perform the resize, see Data L ake resizing.

Prerequisites
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Prior to resizing the Data L ake, ensure that the following are in place:
* Review the notes, limitations, and prerequisites listed in Data Lake resizing.

During this operation, the metadata maintained in your current Data L ake is automatically backed up, a new
Enterprise Data Lake is created within the environment, and the metadata is automatically restored to this new cluster.
As mentioned above, any custom cluster configuration that you previously made will need to be reapplied after the
resize completes.

The maintenance window required for this operation depends on the size of your SDX metadata. WWhen you open the
Resize cluster Ul, it will show you the estimated duration of the operation.

From the supported Cloudera Runtime 7.2.17 or 7.2.18 versions, you need to upgrade Data L ake Cloudera Runtime
versionto 7.3.1 and OS to RHEL 8.10 in one step prior to upgrading Cloudera Data Hub clusters.

All Cloudera Data Hub clustersin your environment should be stopped and Data Services should not be running
workloads for the duration of the operation.

e 1. OnceRuntime 7.3.1 (Runtime upgrade, OS: redhat8) is available to select from the Upgrade Ul, select it and
run Validate and Prepare.

Select Upgrade

Target Cloudera Runtime Version

Please select a runtime version -

Please select a runtime version

7.3.1 (Runtime upgrade, OS: redt@tS) Len

7.3.0 (Runtime upgrade, OS: redhat8)

7.2.18 (Runtime upgrade, 0S: redhat8)

Important: When selecting amain version, such as 7.3.1, for Cloudera Runtime version, you are
upgraded to latest available Cumulative Hotfix (CHF) of the latest Service Pack (SP).

2. Once Validate and Prepare completes, return to this page, select 7.3.1 (Runtime upgrade) again and run
Upgrade.

Tip: When upgrading a Data Lake, Cloudera recommends allocating a 60-minute maintenance
window for this upgrade step.

For more information, see Upgrading a Data L ake.

Once the Data L ake Cloudera Runtime version has been upgraded to 7.3.1 and simultaneously, the OS has been
upgraded to RHEL 8.10, the Cloudera Runtime version of each Cloudera Data Hub cluster needs to be upgraded to
7.3.1.

Note:

E If you have a Cloudera Data Engineering Data Hub cluster, during the Cloudera Runtime upgrade process
to version 7.3.1, you need to remove Spark 2 while creating a new cluster with Spark 3 and migrate your
data. Depending on your environment and Spark applications, besides the cluster upgrade tasks, you need to
perform Spark application migration tasks and sidecar migration tasks for the Cloudera Data Hub cluster in
multiple steps. For more information, see Upgrading Apache Spark.
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e 1. OnceRuntime 7.3.1 (Runtime upgrade) is available to select from the Upgrade Ul, select it and run Validate
and Prepare.

Select Upgrade

Target Cloudera Runtime Version

Please select a runtime version -

Please select a runtime version

7.3.1 (Runtime upgrade) & nen

7.3.0 (Runtime upgrade)

7.2.18 (0S upgrade, OS: redhat8)

Important: When selecting amain version, such as 7.3.1, for Cloudera Runtime version, you are
& upgraded to latest available Cumulative Hotfix (CHF) of the latest Service Pack (SP).

2. Once Validate and Prepare completes, return to this page, select 7.3.1 (Runtime upgrade) again and run
Upgrade.

Tip: When upgrading a Cloudera Data Hub cluster,allocate 90-120 minutes (as you will be
performing this upgrade in two steps).

For more information, see Upgrading Cloudera Data Hub clusters.

During a Data L ake upgrade, the Data Lake OS is automatically upgraded to RHEL 8.10. In case of Cloudera Data
Hub clusters, you need to upgrade the OS to RHEL 8.10 manually.

After performing Cloudera Runtime version upgrade of the Cloudera Data Hub cluster, open the Upgrade Ul again
and the 7.3.1 (OS upgrade, OS: redhat8)option will now be available in the drop-down menu.

1. Select 7.3.1 (OS upgrade, OS: redhat8) and run Validate and Prepare.
2. Once Validate and Prepare completes, return to this page, select 7.3.1 (OS upgrade, OS: redhat8) again and run
Upgrade.

Cloudera Runtime 7.2.18 introduces significant new features and improvements. As aresult, if you are planning to
upgrade the Cloudera Runtime version in your existing Data Lake or Cloudera Data Hub clustersto 7.2.18, you might
be required to perform thisin multiple steps.

Some of the important Cloudera Runtime 7.2.18 features include:
* RHEL 8images as CentOS reaches End of Life (EOL)

As of June 30, 2024, CentOS reaches End of Life (EOL), and consequently, Cloudera Runtime 7.2.18 supports
RHEL 8-based images only. New deployments of Data L akes and Cloudera Data Hub clusters with Cloudera
Runtime 7.2.18 and upgrades to 7.2.18 are only possible with RHEL 8. Data L ake and Cloudera Data Hub clusters
running Cloudera Runtime 7.2.17 support both CentOS 7 and RHEL 8. Earlier Cloudera Runtime versions support
CentOS 7 only. Clouderawill not publish any updates or fixes for CentOS-based images after June 2024.

For Azure environments, Cloudera only provides RHEL 8 images via Azure Marketplace.
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» Discontinuation of Medium Duty Data L ake

Starting with Cloudera Runtime 7.2.18, Medium Duty Data L ake is discontinued as it does not support rolling
upgrades and horizontal scaling, which have been introduced with the Enterprise Data Lake . While earlier
Cloudera Runtime versions support Medium Duty Data Lake (7.2.17 supports Enterprise, Medium Duty, Light
Duty, and older versions support Medium Duty and Light Duty), 7.2.18 only supports Enterprise and Light Duty
Data L akes.

Use the following documentation to identify your Data L ake cluster’ s version details and then based on that determine
your upgrade path:

Identify your Data L ake and Cloudera Data Hub cluster’ s Cloudera Runtime version, Data L ake, Cloudera Data Hub,
and Freel PA image version and operating system (OS) type, and Data L ake shape.

Y our upgrade path to versions 7.2.18 or 7.3.1 may depend on the current Cloudera Runtime version, image version,
and OS of your cluster. Cloudera recommends that you identify your version information as follows:

1. Identify cluster’s Cloudera Runtime version on page 30
2. ldentify cluster’ simage version, image creation date, OS type on page 31
3. ldentify Data L ake shape on page 33

Follow these instructions to identify your Data L ake and Cloudera Data Hub'’ s Cloudera Runtime version. Y ou should
follow these steps separately for each cluster.

Steps

1. Inthe Cloudera Management Console, navigate to the details page of the Data L ake or Cloudera Data Hub
cluster that you would like to upgrade.
2. Inthe Cloudera Manager Info section find the field called “ Runtime version”:

Data Hubs Data Lake FreelPA Data Services Clusters Cluster Definitions Summary

> SHOW CLI COMMAND ® RETRY A REPAIR 1 RESIZE G2 RENEW PUBLIC CERTIFICATE

aWs  Environment Details

NAME CREDENTIAL REGION AVAILABILITY ZONE

ak-mow-dev-02 eng-sdx-weekly-cdpmc-qe us-west-2 us-west-2a

Atlas W CM-UI % Ranger Token Integration

W Cloudera Manager Info

CM URL CM VERSION RUNTIME VERSION LOGS
https://ak-mow-dev-02-gateway.ak-mow-d.xcu2-8y8x.dev.cldr.work/ak- 7.11.0

mow-dev-02/cdp-proxy/cmf/home/

Command logs , Service logs

7.217-
1.cdh7.2.17.p300.49883770

Get the Cloudera Runtime version of your Data Lake from the CDP CLI by using the following command:

cdp dat al ake descri be-dat al ake --dat al ake- name <DL- NAME>
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Get the Cloudera Runtime version of your Cloudera Data Hub from the CDP CLI by using the following
command:

cdp dat ahub descri be-cluster --cluster-name <DH NAMVE>

The version information is displayed in the following format:
7.2.17-1.cdh7.2.17.p200.46967063

The highlighted digits show the current Cloudera Runtime version and the number after p indicates the current
Service Pack version. In the above example, the cluster is using Cloudera Runtime version 7.2.17.200.

Follow these instructions to identify Data L ake and Cloudera Data Hub image version and OS type. Y ou should
follow these steps separately for each cluster.

Steps

1. Inthe Cloudera Management Console, navigate to the details page of the Data L ake or Cloudera Data Hub
cluster that you would like to upgrade.

2. Scroll down to access the left navigation pane.
3. From the l€eft navigation pane, select Image Details:

Event History
Image Id: ami-06¢1839b46260748a

Upgrade Image Catalog Url: https://cloudbreak-imagecatalog.s3.amazonaws.com/v3-prod-cbh-image-catalog.json
X Image Creation Date: Feb 2, 2024
Endpoints (3)
0S Type: redhat7
Tags (6) Version: 7.2.17
Nodes
Network

Load Balancers
Telemetry
Repository Details
|
Recipes (0)

4. Youwill seeinformation similar to the following:

I mage 1d: ani -0e95ecddb7fc75ea8

| mage Catalog Url: https://cloudbreak-imgecat al og. s3. anazonaws. coni v3-
pr od- cb-i mage- cat al og. j son

| mage Creation Date: Jan 9, 2024

OS Type:redhat7

Version: 7.2.17

Under OS Type:
e If you see“redhat7”, your cluster isusing a CentOS 7 OS image. Thisis aknown issue.
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e If you see“redhat8”, your cluster isusing a RHEL 8 OS image.

Clicking on image ID will redirect you to the image catalog and provide you with further information,
including the actual OS Type:

Details of 7ee9d8bc-a133-456a-a6ca-80b3cb93c9f7 image

uuiD 7ee9d8bc-a133-456a-a6ca-80b3cb93c9f7 Description 7.2.17.300 Service Pack Release
0S Type Cent0S7 Stack Name Cloudera Runtime

Cluster Manager Version 7.11.0 Stack Version 7.217

Created On Feb 2,2024 Published On Feb 13,2024

Get Data Lake' simage version from the Cloudera CLI by using the following command:

cdp dat al ake upgrade-dat al ake --show| at est -avai |l abl e-i mage-per-runtine --
dat al ake- name <DL- NAVE>

Get Cloudera Data Hub cluster’ s image version from the CDP CLI by using the following command:

cdp dat ahub upgrade-cl uster --show | atest-avail abl e-i nage-per-runtinme --
cl ust er - name <DH NAME>

The output of this command looks like this, providing you with the OS information:

"targetl mge": {

"catal og": "https://cl oudbreak-inmagecat al og. s3. anazonaws. conf v3- prod-fr
eei pa- i mage- cat al og. j son",

"id": "abb2580e-7487- 4ee6- a80f - d991f a00cd13",

"os": "redhat 8",

"i mageNane": "am -0935d849de6a25e45",

"date": "2024-01-09"

"originall mge": {

"catal og": "https://cloudbreak-i mgecat al og. s3. anazonaws. coni v3- pr od- f
reei pa-i mage- cat al og. j son",

"id": "elf92688-3773-47dd-89ff-561933540108",

"os": "centos7",

"i mageNane": "am -0db1b7000c8a27f d4",

"date": "2023-11-22"

} 7
"operationld": "3ab50f30f-33f3-4f81-b9bb-30c119023ff 0"

Follow these instructions to identify Freel PA OS type.
Steps

1. Inthe Cloudera Management Console, navigate to the environment details page,.
2. Click on the Freel PA tab.
3. Inthe Nodestab (which is open by default), expand one section corresponding to an instance ID.
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Under Image Details, you can find the OS Type:

Nodes Recipes Upgrade

Instance ID Status FQDN

v [J cdf-priv-azure-freeipa94164m1-c156a754 @ @ Running ipaserver1.cdf-priv.xcu2-8y8x.dev.cldrwork ©

Instance Details

INSTANCE TYPE INSTANCE LIFE CYCLE SUBNET ID AVAILABILITY ZONE

Standard_DS3_v2 ONDEMAND @ subnet_10_36_80_0-22

Image Details

OS TYPE
centos7

IMAGE ID IMAGE CATALOG

262340d4-11ee-4be3-81a5-ae52338203a9  v3-test-freeipa-image-catalog json

Follow these instructions to identify Data Lake's shape.

1
upgrade:

A,

@ Data Lake Details

NAME

cod-7217-az1 ©
crn:cdp:environments:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:environment:a24accds-797e-47fe-839¢-442db8fc0585 12
Q@ West US2- westus2

Data Lake upgrade available

NODES

Qo

cod-7217-az1-d| w2 Qo

SCALE
Light Duty
STATUS CRN

O Stopped

STATUS REASON

Datalake is stopped

Z= Vertical Scaling

Private IP Public IP

10.36.80.4 ©

ENCRYPTION AT HOST
Enabled

In the Cloudera Management Console, navigate to the details page of the Data L ake that you would like to

P Start Actions ¥

QUICK LINKS
OAtlas ORanger O Data Catalog

crn:cdp:datalake:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:datalake:eb26a8ca-b38c-... &

2. Find the Scalefield. There are three possible values: “Light Duty”, “Medium Duty HA” and “Enterprise Data

Lake".

Get the Data L ake shape from the CDP CLI by using the following command:

cdp dat al ake descri be-dat al ake —dat al ake- nane <DL- NAME>

Find the “scale” field in the output of this command. There are three possible values: “Light Duty”, “Medium

Duty HA” and “Enterprise Data Lake".

Refer to the following diagram for a high-level overview of the upgrade steps. Y our starting point will vary,
depending on the Runtime version and image version that your environment, Data L ake, and Cloudera Data Hub

clusters are using.

The high-level upgrade steps are presented horizontally, from step 1 to step 5 and under each step you can see:

» Operations: A list of the actual operations that are performed as part of this step
» Result: The resulting state after these operations have been performed
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For example, if your clusters are using Cloudera Runtime 7.2.16 and if Step 1 is applicable to your clusters, you
would be performing a Data L ake upgrade and for each of your Cloudera Data Hub clusters a service pack upgrade
and an OS upgrade in Step 1. If you started with Cloudera Runtime 7.2.16, after performing the operationsin Step 1
you would have your Data Lake and all Cloudera Data Hub clusters upgraded to the latest service pack of Cloudera

Runtime 7.2.16 and your cluster OS would be patched with up-to-date Python 3 binaries.

Step 1

If using Runtime 7.2.16 or
earlier AND your cluster is
affected by TSB-664,
upgrade Data Lake and
all Data Hubs to the
latest service pack of their
Runtime version and OS.

B

Step 2

If using CentOS, upgrade
FreelPA to RHEL 8.

Step 3

Upgrade Data Lake and
Data Hubs to the latest
Runtime 7.2.17.

If using CentQS, also
upgrade Data Lake and
Data Hubs to RHEL 8.

Step 4

)

If using Medium Duty
Data Lake, resize to
Enterprise Data Lake.

Upgrade Data Lake
and Data Hubs from

Runtime 7.2.17 to
7.2.18.

Operations: Operations: Operations: Operations:
- DLupgrade - FreelPA upgrade « DL resize + DL upgrade
» DH service pack upgrade » DL upgrade + DH Runtime version
- DH OS upgrade - DH Runtime version upgrade upgrade
- DH OS upgrade
Result: Result: Result: Result:
+ DL and DH use the latest + DL and DH are upgraded to - DLisEDL. - DLand DH use

the latest 7.2.17 version. the latest 7.2.18.
- FreelPA, DL and DH

use RHEL 8.

SP and OS of your current
Runtime version.

+ Upgraded Python 3
binaries

As presented in the diagram, you may be required to perform the following operations:

* Runtime service pack upgrades for your Data L ake and each Cloudera Data Hub cluster

* Major/Minor Runtime and OS upgrades for your Data L ake and each Cloudera Data Hub cluster
e CentOSto RHEL 8 upgrade for your Freel PA, Data L ake, and each Cloudera Data Hub cluster

o Datalakeresize

For example, if your clusters are using Cloudera Runtime 7.2.16 or earlier and are impacted by Python 3.8
dependency described in TSB-664, you need to start at Step 1, but if this does not apply to you, you may start at
alater step. Furthermore, depending on the operating system that your clusters are using, the CentOS to RHEL 8
upgrade steps (which are part of in Step 2) may not apply to you. and if you are not using Medium Duty Data L ake,
you skip Enterprise Data Lake resize step (Step 4).

2 Important:
« Each of these operation has its own prerequisites and postrequisites so in addition to the actual upgrade
steps, the prerequisites and postrequisites need to be performed as well.

e Youwill need to upgrade all Data L akes and Cloudera Data Hub clusters separately, first the Data Lakes
and then each Cloudera Data Hub cluster.

* You can perform each upgrade operation either from the Upgrade Ul of the respective cluster or using the
CDPCLI.

e The upgrade user interface in the Cloudera Management Console shows you the next Data L ake and
Cloudera Data Hub upgrade step available, so you can refer to it asaguideline.

USEFUL LINKS:
« Datalake upgrade
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Cloudera Data Hub upgrade

Rolling upgrades - Data L ake

Rolling upgrades - Cloudera Data Hub
DataLakeresizing

Upgrading from CentOS to RHEL

Before you start upgrading your clusters, ensure that you meet the prerequisites for each upgrade that is required.

Refer to the following documentation for detailed prerequisites:

Review Data L ake Upgrade: Before you begin and Cloudera Data Hub Upgrade: Limitations and Prerequisites.
If you are upgrading a Data L ake, use the Backup and Restore functionality. Thiswill allow you to restore the
SDX metadata if required.

Certain Data Hubs might require certain pre-upgrade and post-upgrade steps. Review the related documentation
before upgrading Data Hubs.

If you are upgrading from CentOS to RHEL, review the Prerequisites for upgrading from CentOS to RHEL.

If your upgrade path involves a Data L ake resize, refer to Review Data Lake resizing: Prerequisites.

Refer to this section for high-level upgrade steps and links to more detailed upgrade documentation. This document
is not meant to provide you with compl ete upgrade steps, but rather it outlines the general upgrade path and provides
you with the links to existing upgrade documentation.

f Important:
« Each of these operations has its own prerequisites and postrequisites so in addition to the actual upgrade

steps, the prerequisites and postrequisites need to be performed as well.

¢ Youwill need to upgrade all Data L akes and Cloudera Data Hub clusters separately, first the Data Lakes
and then each Data Hub.

* You can perform each upgrade operation either from the Upgrade Ul of the respective cluster or using the
CDPCLI.

e The upgrade user interface in the Cloudera Management Console shows you the next Data L ake and
Cloudera Data Hub upgrade step available, so you can refer to it asaguideline.

Upgrade Data Lake and al Cloudera Data Hub clusters to the latest service pack and OS

Upgrade Freel PA to RHEL 8

Upgrade Data L ake and Cloudera Data Hub clusters to the latest Cloudera Runtime 7.2.17 and the latest RHEL 8
OSimage

Resize Medium Duty Data Lake to Enterprise Data Lake

Upgrade Data L ake and Cloudera Data Hub clusters from 7.2.17 t0 7.2.18

Upgrade Data L ake and Cloudera Data Hub to the latest service pack of their Cloudera Runtime version.

f Important:
This step applies only to Data Lake and Cloudera Data Hub clusters running Cloudera Runtime 7.2.16 or

earlier AND using an OS image that has been published before March 2023 (that is, clustersimpacted by
Python 3.8 dependency described in TSB-664).

Another way to identify whether you are required to perform this step is opening the Upgrade Ul and
verifying that 7.2.17 is available from the drop-down as an upgrade target. If it is, you can skip to Step 2.
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Follow these steps first for your Data L ake and then for each attached Cloudera Data Hub separately. The examples
and screenshots below assume that your cluster is using Cloudera Runtime 7.2.16. For older Cloudera Runtime, just
replace 7.2.16 with your actual Cloudera Runtime version.

1. Upgrade Data L ake and Cloudera Data Hub to the latest service pack of their Runtime version.

To upgrade your Data Lake and al Cloudera Data Hub clustersto the latest service pack of their Runtime version,
perform the following for your Data L ake and each Cloudera Data Hub from the Upgrade Ul each cluster:

a. Select the upgrade target that matches your current Cloudera Runtime version. If you are upgrading a Data
Lake, you will see 7.2.16 (Cloudera Runtime upgrade, OS; centos?); for Cloudera Data Hub clusters you will
see Select 7.2.16 (Cloudera Runtime upgrade). Select thisline and then run Validate and Prepare.

b. Once Validate and Prepare completes, return to this page, select the same line again and run Upgrade:

Select Upgrade

Target Cloudera Runtime Version

Please select a runtime version -

Please select a runtime version

7.2.16 (Runtime upgrade, OS: centos7)

For Data Lakes, thiswill perform the OS image upgrade, so step 2 below is required for Cloudera Data Hub
clusters only.
2. Upgrade the OS image on al Cloudera Data Hub clusters.

Additionally, you are required to upgrade the OS image on al Cloudera Data Hub clusters:

a. Open the Cloudera Data Hub Upgrade Ul again and select the upgrade target that matches your current
Cloudera Runtime version and run Validate and Prepare. Select 7.2.16 (OS upgrade, OS; centos?).

b. Once Validate and Prepare completes, return to this page, select the same lineagain and run Upgrade.

Select Upgrade

Target Cloudera Runtime Version

Please select a runtime version v

Please select a runtime version

7.2.16 (OS upgrade, OS: centos?)

Tip:

Q When upgrading a Data L ake, we recommend allocating a 60 minutes maintenance window for this upgrade
step. All Cloudera Data Hub clustersin your environment should be stopped and Data Services should not be
running workloads for the duration of the operation.

When upgrading a Cloudera Data Hub, allocate 90-120 minutes (as you will be performing this upgradein
two steps).

USEFUL LINKS:

e Upgrading aData Lake (Ul)

« Upgrading a Data Lake (CLI)

¢ Performing a Cloudera Data Hub service pack upgrade (Ul)
» Performing a Cloudera Data Hub OS upgrade (UlI)
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» Upgrading a Cloudera Data Hub with CLI

Before your Data Lake or Cloudera Data Hub clusters can be upgraded to RHEL 8, you first need to upgrade your
environment (Freel PA) cluster.

f Important:

This step applies only to Freel PA clusters using a CentOS 7 image.

Open the Freel PA tab on your environment’ s details page and select Upgrade. From the drop-down menu select
Freel PA (Latest, OS: redhat8) and run the upgrade:

Note:
E If in the drop-down selector described below you do not see the option Freel PA (Latest, OS: centos?), then
your cluster is already using RHEL 8 and you can skip step completely.

Q FreelPA Details

STATUS STATUS REASON
& Running FreelPA is Available
FREEIPA CRN
crn:edp:freeipa:us-west-1:pepsi:freeipa:24526722-2dc9-45b5-al1c5-ad04069efbal &
Nodes Recipes Upgrade
Upgrade FreelPA &
Please select... -

Please select...
FreelPA (Latest, 0S: centos?

FreelPA (Latest, OS: redhat8)

R RRERRERRIIEE= —

Tip:
Q We recommend allocating a 120-minute maintenance window for this upgrade step for a 3-node Freel PA
cluster (1-node and 2-node clusters will take less time).

USEFUL LINKS:
» Upgrading Freel PA (Ul and CLI)

Upgrade your clustersto the latest 7.2.17 and to RHEL 8.

f Important:

This step applies only to Data Lake and Cloudera Data Hub clusters using a CentOS 7 image. If your clusters
are already using Cloudera Runtime 7.2.17 and a RHEL 8 image, then you are not required to perform this

step.
Perform the following steps for the Data Lake and then each Cloudera Data Hub:
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1. Understand RHEL 8 requirements.

Before performing the OS version change from CentOS 7 to RHEL 8 make sure you have understood the
reguirements mentioned in Upgrading from CentOS to RHEL.

2. Upgrade to the latest 7.2.17 service pack if needed.

To determine whether you need to perform a Cloudera Runtime and OS upgrade, or only an OS upgrade, check
whether you see the target version in the drop-down labeled 7.2.17 (OS upgrade, OS: redhat8). If you do, you
only need an OS upgrade. and you can skip to step 3 below. If you do not seeit, perform the following steps for a
Cloudera Runtime upgrade:

a. If you are upgrading a Data Lake, select 7.2.17 (Cloudera Runtime upgrade, OS: redhat8). For upgrading a
Cloudera Data Hub, select 7.2.17 (Cloudera Runtime upgrade). Next, run Validate and Prepare.
b. Once Validate and Prepare completes, return to this page, select the same line again, and run Upgrade.

Data Lake Ul

Select Upgrade

Target Cloudera Runtime Version

Please select a runtime version v

Please select a runtime version
7.2.17 (Runtime upgrade, OS: redhat8)
Cloudera DataHub Ul

Select Upgrade

irget | jdaera Runti

Please select a runtime version -
Please select a runtime version

2717

7.2.17 (Runtime upgrade)

For Data L akes thiswill perform the RHEL 8 upgrade aswell.
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3. Upgrade all Cloudera Data Hub clusterssto RHEL.

Open the Upgrade Ul again and the 7.2.17 (OS upgrade, OS: redhat8) option will now be available in the drop-
down menu.

a. Select Select 7.2.17 (OS upgrade, OS: redhat8) and run Validate and Prepare.
b. Once Validate and Prepare completes, return to this page, select Select 7.2.17 (OS upgrade, OS: redhat8) again
and run Upgrade.

Select Upgrade

|

‘ Please select a runtime version v

Please select a runtime version
7.2.17 (OS upgrade, OS: centos7)

7.2.17 (OS upgrade, OS: redhat8)

Tip: When upgrading a Data Lake, al Cloudera Data Hub clustersin your environment should be stopped
Q and Cloudera data services should not be running workloads for the duration of the operation. We recommend
alocating a 90-120 minute maintenance window for this upgrade step.

USEFUL LINKS:

« Upgrading a Data Lake (Ul)

e Upgrading aData Lake (CLI)

e Performing a Cloudera Data Hub OS upgrade
» Upgrading a Cloudera Data Hub with CLI

If using a Medium Duty Data Lake, you should resize it to Enterprise Data Lake.

Important: This step appliesonly to Data Lake clusters that have been upgraded to 7.2.17 and have a
Medium Duty shape. If your cluster is aready using RHEL 8 and has the Enterprise Data L ake shape then
you are not required to perform this step. Y ou also do not need to perform thisif you are using a Light Duty
Data L ake.

Before you begin, note the following:

« Prior to attempting the resize, ensure that all Cloudera Data Hub clustersin your environment have been upgraded
to Cloudera Runtime 7.2.17 and your data services have been upgraded to the latest version available.

» During the resize operation your cluster’s Cloudera Manager and Cloudera Runtime configuration will be updated
to the most recent recommendations (performance tuning, etc). You will be required to re-apply these custom
configurations after you have performed the resize to Enterprise Data lake.

» There might be arequirement to vertically scale the Data L ake nodes to increase the available resources in case
high resource utilization is observed after Data L ake resize to Enterprise and Operating System upgrade to RHEL
from CentOS.

» Theresize operation will perform an SDX backup and restore in the background. This involves writing and
reading from cloud storage. If you have not yet used data lake backup, please make sure your environment’s
storage permissions are configured correctly for these operations.

« Ensurethat all Data Hubs in your environment have been upgraded to Runtime 7.2.17 and your data services have
been upgraded to the latest version available.

» Theresizing operation requires a downtime and should be performed during a maintenance window. No metadata
changes may occur during the resizing, as these changes will no longer be present once the resizing operation
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completes (the previously backed up metadata is being restored). Suspend any operations that may result in any
SDX metadata change during the resizing operation.

» Cloudera Data Hub clusters should be stopped before the resizing operation begins. For any cluster that cannot be
stopped, stop all of the services on the Cloudera Data Hub through the Cloudera Manager Ul.

« With Cloudera DataFlow 2.0 or lower, some flows must be re-created after aresizing operation.

» Review DataLake resizing: Prerequisites.

Follow the steps for Data L ake resizing. During this operation, the metadata maintained in your current Data Lake
isautomatically backed up, a new Enterprise Data Lake is created within the environment, and the metadatais

automatically restored to this new cluster. As mentioned above, any custom cluster configuration that you previously
made will need to be reapplied after the resize compl etes.

The maintenance window required for this operation depends on the size of your SDX metadata. WWhen you open the
Resize cluster UI, it will show you the estimated duration of the operation.

USEFUL LINKS:

o Datalakeresizing prerequisites and limitations
* Resizing the Data Lake (Ul)
* Resizing the Data Lake (CL1I)

Perform the following steps for your Data L ake and each Cloudera Data Hub:

If you are upgrading a Data L ake, all Cloudera Data Hub clustersin your environment should be stopped and Data
Services should not be running workloads for the duration of the operation.

1. Once Cloudera Runtime 7.2.18 (Cloudera Runtime upgrade, OS: redhat8) is available to select from the Upgrade
Ul, select it and run Vaidate and Prepare.

2. Once Validate and Prepare completes, return to this page, select 7.2.18 (Cloudera Runtime upgrade, OS. redhat8)
again and run Upgrade.

f Attention:

Enterprise Data L akes created with Cloudera Runtime 7.2.17.300 or newer and a RHEL 8 image can be
directly upgraded in arolling manner to 7.2.18. This allows the upgrade operation to be performed without
stopping attached Cloudera Data Hub clusters and workloads on any data services that are running in the
environment. To determine if your cluster is eligible, refer to Data Lake rolling upgrades and Cloudera
Data Hub rolling upgrades documentations.

Cloudera recommends that you perform the rolling upgrade during a maintenance window, when no
critical workloads are running on your attached Cloudera Data Hub clusters or data services.

To perform arolling upgrade of the Data L ake, select “Rolling Upgrade”:
Select Upgrade

Target Cloudera Runtime Version

7.2.18 (Runtime upgrade, OS: redhat8) v

Tip:
Q We recommend all ocating a 60 minutes maintenance window for this upgrade step
USEFUL LINKS:

e Upgrading a Data Lake (Ul)
e Upgrading aData Lake (CLI)
¢ Performing a Cloudera Data Hub major/minor version upgrade (Ul)
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» Upgrading a Cloudera Data Hub with CLI
* Rolling upgrades - Data Lake
* Rolling upgrades - Cloudera Data Hub

As part of Freel PA, Data Lake, and Cloudera Data Hub upgrade, you have the option to upgrade the operating system
(OS) on the virtual machines (VMs) from CentOS 7 to Red Hat Enterprise Linux 8 (RHEL 8).

As of June 30, 2024, CentOS reaches End of Life (EOL), and consequently, Cloudera Public Cloud 7.2.18 only
supports RHEL 8-based images. New deployments of Data L akes and Cloudera Data Hub clusters with Cloudera
Runtime 7.2.18 and upgradesto 7.2.18 are only possible with RHEL 8. Data Lake and Cloudera Data Hub clusters
running Cloudera Runtime 7.2.17 support both CentOS 7 and RHEL 8. Earlier Cloudera Runtime versions support
CentOS 7 only. Clouderawill not publish any updates or fixes for CentOS-based images after June 2024.

Y ou do not need to purchase a RHEL license for the upgrade. The licenseis covered by Cloudera.
Cloudera recommends that you perform the CentOS to RHEL in the following sequence:

1. Upgrade Freel PA viathe Freel PA upgrade web Ul or CLI.
2. Upgrade Data L ake viathe Data L ake upgrade web Ul or CLI.
3. Upgrade Cloudera Data Hub clusterss via the Cloudera Data Hub OS upgrade web Ul or CLI.

Attention: Your Data Lake or Cloudera Data Hub must be using Cloudera Runtime 7.2.17 in order to access
the CentOS to RHEL upgrade option.

Prior to attempting the CentOS to RHEL upgrade, ensure that you have taken care of the following prerequisites:

« Rewrite and test recipesif needed
e Check compatibility of third party software you might have installed on the nodes
e Optinto use Azure Marketplace images (Azure only)

If you are using Freel PA, Data Lake, or Cloudera Data Hub recipes, you must ensure that they are compatible with
RHEL. As some CentOS-specific commands may not work on RHEL, you may need to rewrite them. The steps are:

1. Rewrite your existing CentOS recipes so that they are compatible with RHEL.

2. Test the updated recipes on anewly created Freel PA, Data Lake, or Cloudera Data Hub VM that uses RHEL
operating system.

3. Detach your existing CentOS recipes and attach your updated RHEL recipes. Y ou can find the steps here:

a. Update Freel PA recipes
b. Update Data Lake recipes
¢. Update Cloudera Data Hub recipes

If after rewriting and testing your recipes are not working, contact Cloudera support for help.

If you normally install additional software on your Data Lake, FreelPA, or Cloudera Data Hub VMs (using recipes
or manually), you may need to contact Cloudera support to make additional OS packages available. Y ou should file
asupport ticket and provide details of the additional packages that you are installing (software name, version, and
software URL).
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f Important:
To be able to upgrade Azure clustersto RHEL 8, you must first accept Azure Marketplace terms and
conditions via Azure CLI or Clouderaweb Ul. See Clouderaimages hosted in Azure Marketplace.

RHEL 8 images are only available through Azure Marketplace. In order for Clouderato be able to load Cloudera
published virtual machine images in your subscription from the Azure Marketplace, you must first accept Azure
Marketplace terms and conditions either via Clouderaweb Ul or Azure CL1 . If you do not accept the terms

and conditions, Clouderawill not be able to access the images hosted in Azure Marketplace and consequently
environment creation will fail. For more information, see Clouderaimages hosted in Azure Marketplace.

To upgrade your environment, Data L ake, and Cloudera Data Hub clustersto RHEL, follow the usual operating
system (OS) upgrade documentation for Freel PA, Data Lake, and Cloudera Data Hub.

When upgrading via the web interface, you navigate to the Freel PA tab on your environment’ s details page and select
Upgrade. Next, from the drop-down menu you select Freel PA (Latest, OS: redhat8) and run the upgrade:

Upgrade FreelPA &

Target Image

FreelPA (Latest, OS: redhat8) v

When upgrading via CDP CLI, you use the typical upgrade command and specify a RHEL image available for your
cloud platform.

For detailed Cloudera Ul and CLI instructions, see Upgrade Freel PA.

When upgrading via the web interface, you navigate to your Data L ake’' s Upgrade page and perform the following
steps:

1. Select 7.2.17 (OS upgrade, OS: redhat8) from the dropdown and run Validate and Prepare:

Upgrade Data Lake &

Current Data Lake Version: 7.2.17

b) A new upgrade is available for this Data Lake. You can continue through the process below.
Please select a runtime version
¢ 7.2.17 (OS upgrade, OS: centos?)

1 7277 (0S upgrade, 0S: redhat8)

2. Once Validate and Prepare completes, you return to this page, select 7.2.17 (OS upgrade, OS: redhat8) again, and
run Upgrade.
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When upgrading via CDP CL1, you use the typical upgrade command and specify a RHEL image available for your
cloud platform.

For full documentation including prerequisites and UI/CLI instructions, refer to Data L ake upgrade.

When upgrading via the web interface, you navigate to your Cloudera Data Hub' s Upgrade page and perform the
following steps:

1. Select 7.2.17 (OS upgrade, OS: redhat8) from the dropdown and run Validate and Prepare.

Upgrade Data Hub &

Current Data Hub Version: 7.2.17

® A new upgrade is available for this Data Hub. You can continue through the process below.

¢
* Please select a runtime version
1 7.2.17 (0S upgrade, 0S: centos7)

7.2.17 (OS upgrade, 0S: redhat8)

2. Once Validate and Prepare completes, return to this page, select 7.2.17 (OS upgrade, OS: redhat8) again, and run
Upgrade.

When upgrading via CDP CL1, you use the typical upgrade command and specify a RHEL image available for your
cloud platform.

For detailed instructions, see Performing a Cloudera Data Hub OS upgrade. For CLI instructions, see Upgrading a
Cloudera Data Hub with the CDP CLI.

Refer to this content for an overview of the Data Lake resizing from Medium Duty to Enterprise Data Lake. The
resizing of Medium Duty Data L akes to Enterprise Data L ake should be performed on Cloudera Runtime 7.2.17 and
isaprerequisite for upgrading to Cloudera Runtime 7.2.18 or 7.3.1.

Starting with Cloudera Runtime 7.2.18, Medium Duty Data L ake is discontinued and is replaced by Enterprise

Data Lake. While earlier Cloudera Runtime versions support Medium Duty Data Lake (7.2.17 supports Enterprise,
Medium Duty, Light Duty, and older versions support Medium Duty and Light Duty), 7.2.18 and later versions only
support Enterprise and Light Duty Data L akes.

Enterprise Data L ake enables Horizontal Scaling and Zero-Downtime Upgrades without increasing the infrastructure
cost. For more information about Enterprise Data L ake, see Data L ake scale.

In order for existing Data L akes to be upgraded to Cloudera Runtime 7.2.18 or later version, they must be using
Enterprise or Light Duty Data Lake. If you are using Medium Duty Data L ake and would like to upgrade to Cloudera
Runtime 7.2.18 or later version, you will need to upgrade to 7.2.17 first and then resize your Data L ake to Enterprise
Data L ake using the existing Data L ake resize functionality. Afterwards, you will be able to proceed with the upgrade
to Cloudera Runtime 7.2.18 or later version.
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Note: After upgrading to EDL, Data L akes with high resource utilization might require vertical scaling,
which can increase cost. For more information, see Data L ake resizing

If you have a Cloudera Data Engineering Data Hub cluster, during the Cloudera Runtime upgrade process to

version 7.3.1, you need to remove Spark 2 while creating a new cluster with Spark 3 and migrate your data.
Depending on your environment and Spark applications, besides the cluster upgrade tasks, you need to perform Spark
application migration tasks and sidecar migration tasks for the Cloudera Data Hub cluster in multiple steps. For more
information, see Upgrading Apache Spark.

This section provides some troubleshooting solutions for errors during upgrade operations.

Data L ake upgrade can fail due to not sufficient memory for Client Java Heap Size. The issue can be resolved by
increasing the default Client Java Heap Size value in Cloudera Manager.

When upgrading the Data L ake from Cloudera Runtime 7.2.18 to one of its service pack versions or to 7.3.1, the
upgrade fails with the following out of memory error during backup:

Upgrade not started, datal ake backup failed. Failure nmessage: Database: Ki ni
t: dient 'hdfs/xxxxxxxxxxx. CLOUDERA. SI TE' not found in Kerberos database wh
ile getting initial credentials; kinit: dient 'hbase/ XXXXXXXXxxxxx. CLOUDERA
.SITE not found in Kerberos database while getting initial credentials; kin
it: dient 'solr/uxxxxxxxxxxxxx. CLOUDERA. SI TE' not found in Kerberos databas
e while getting initial credentials; nmoveFromLocal: Failed with java.io. | OEx
ception while processing file/directory :[/XXXXXXXX-XXX-XXXX-XXXX- XXXXXXXXF _
dat abase_backup/ ranger backup. COPYING ] in nethod:[java.util.concurrent.Exe
cutionException: java.lang. Qut O MenoryError: Direct buffer nmenory];

The default value of Client Java Heap Size in Bytes, 256 MB, is not the optimum value suitable for the upgrade
operation.

1. Navigateto your environment in Cloudera Management Console, and click on the Data L ake tab on the
environment details page.

Open Cloudera Manager by clicking onthe CM URL.
Select Clusters core_settings in Cloudera Manager.

Click on the Configuration tab.

Search for Client Java Heap Size in Bytesin the search bar.

ISAE I S N
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Increase the value from the default 256 MB to 1 GB (for example, 1073741824 bytes).
Click Save changes.
Restart the affected services as prompted by Cloudera Manager to apply the new configuration.

After the affected services are started again, retry the upgrade operation. Monitor the upgrade process to confirm
the issue isresolved and the Data L ake upgrade finishes without errors.

© © N
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