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Cloudera Data Engineering Cloudera Data Engineering log files

Y ou can view logs for Cloudera Data Engineering using the web console, including Cloudera Data Engineering
service logs, virtual cluster logs, and job logs.

To view logs for a Cloudera Data Engineering service or virtual cluster, click the three-dot menu for the service or
virtual cluster, and then select View Logs. When the View Logs modal is displayed, you can download the logs or
copy them to the clipboard by clicking the associated icon at the top right of the modal.

Important: The user interface for Cloudera Data Engineering 1.17 and above has been updated. The left-
hand menu was updated to provide easy access to commonly used pages. The steps below will vary dlightly,
for example, the Overview page has been replaced with the Home page. Y ou can also manage a job by
clicking Jobs on the left-hand menu, then selecting your desired Virtual Cluster from a drop-down at the top
of the Jobs page. The new home page still displays Virtua Clusters, but now includes quick-access links
located at the top for the following categories: Jobs, Resources, and Download & Dacs.

To view logsfor ajob run:

1. Inthe Cloudera console, click the Data Engineering tile and click Overview.

2. From the Cloudera Data Engineering Overview page, select the Cloudera Data Engineering service for the job you
want to troubleshoot.

In the Virtual Clusters column, click the View Jobsicon for the cluster containing the job.

Select the job you want to troubleshoot.

In the Run History tab, click the Job ID for the job run you want to troubleshoot.

Go to the Logs tab.

Select the log you want to view using the Select log type drop-down menu and the log file tabs.

To download the logs, click the Download menu button. Y ou can download atext file of the currently displayed
log, or download a zip file containing all log files.

© N O AW

Learn about how to get real-time node count information on Amazon Web Services (AWS) and on Microsoft Azure.

To filter the nodesin the AWS Auto scaling groups (ASGs) or in Azure, obtain one of these identifiers:

e Provisioner ID
¢ Cluster name
e Cluster ID

IE Note: Tofilter using the Cluster name or Cluster ID:

¢ On AWS: you can filter the ASGs directly using the Cluster name or Cluster 1D.

« OnAzure, you must use the Add filter option on the Virtual machine scal e sets page to query by the
Cluster name or Cluster 1D.

To aobtain the provisioner ID (for example: LIFTIE-XYZ), in Cloudera Data Engineering, navigate to:
Administration Service-Details Logs and search for PROVISONERID: LIFTIE.

Navigate to your Cloud Service Provider's website.




Cloudera Data Engineering Viewing Job run timeline

a. Inthe AWS Management Console, login asan IAM user, root user, or asimilar role.
b. At thetop-right corner, select the region in which your cluster is located.

E Note: Ensure that you select the correct region, because ASGs are region-specific.

c. Inthe AWS Management Console Search bar, type EC2, and from the displayed list, select EC2.

The EC2 Dashboard for the selected region is displayed.
d. Inthe EC2 Dashboard, in the left navigation pane, click Auto Scaling and select Auto Scaling Groups.

On the Auto Scaling Groups page, you can see alist of all ASGsin the selected region.
e. Inthe search bar, filter the ASGs using one of the following:

¢ Cluster name
¢ Cluster ID
e provisioner ID

f. To calculate the number of nodesin your Virtual Cluster (VC), add all the values displayed in the Instances
column.

E Note: Thelist includes infrastructure nodes also.

g. Optional: If your cluster operates in multiple regions, switch to another region at the top-right corner of the
AWS Management Console and repeat the steps described in this procedure.

a. Loginto Azure Portal.
b. Inthetop-right corner, select the Directory and the Subscription where your VC is hosted.

Note: Even though regions are not selected at this step, make sure that you know in which region your
V C operates.

c. Atthetop of the portal, in the Search bar, type Virtual machine scale sets and select it from the displayed list.

The Virtual machine scale sets page is displayed, where al Virtual Machine Scale Sets (VMSS) in your
subscription are listed.

d. To narrow down the list, perform one of these options:

e If your cluster resources are grouped within a specific Resource group, use the Resource group filter to
narrow down the list.

¢ To search by the Cluster Name or Cluster I1D tags associated with your Cluster or node pools, use the Add
filter option. If you add atag filter, the list of VMSS associated with the queried Cluster 1D or Cluster
Name is displayed.

« Tofilter by the Provisioner 1D, enter the Provisioner ID in the Search field on the VMSS page.

E Note: Thelist includes infrastructure nodes also.

e. To calculate the number of nodesin your VC, add up all the values displayed in the Instances column.

f. Optional: If your VC spans through multiple regions, make sure that you select the correct Resource group, or
use the global search to find resourcesin the specific region.

Y ou can view the intermediate stages of the job run at every stage during its life cyclein rea-time.




Cloudera Data Engineering Viewing Job run timeline

In case of ajob failure, you can view the specific event and component where the job run failed. This reduces
turnaround time during the debugging process for job run failure. Y ou can see the step-by-step advancement of the
job run on the Ul, including all the granular details instead of reviewing extensive logs to obtain the same insights.

1. Inthe Clouderaconsole, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.
2. Intheleft navigation pane, click Jobs Runs. The Jobs Runs page displays.
3. Click on the Job Id for which you want to see the status.




Cloudera Data Engineering Viewing Job run timeline

4. Gotothe Timelinetab. It displaysthe summary of the Job run progression in the reverse chronological order for
both primary and subordinate stages.

CLOUDZ=RA
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& cluster-01 /Job Runs /

Status .
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¢ Repositories
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Component: Spark Container
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@ Starting

Component: Runtime API Server




Cloudera Data Engineering Accessing the Kubernetes dashboard

Asauser with the DEAdmin role, you can access the Kubernetes dashboard in Cloudera Data Engineering for
troubleshooting and debugging of the cluster deployment.

The Kubernetes dashboard is to be used for troubleshooting in coordination with Cloudera support. The Kubernetes
dashboard allows you to view and download diagnostics and container logs. Additionally, the DEAdmin can initiate
limited actions such as restarting pods, modifying configuration maps and deployments which is beneficial for a
debugging session.

Note: If you prefer to to use the kubectl tool for troubleshooting instead, see Enabling kubectl for Cloudera
Data Engineering linked below. The kubectl tool is also to be used in coordination with Cloudera support.

Ensure that you have the DEAdmin role.

Important: The user interface for Cloudera Data Engineering 1.17 and above has been updated. The left-
hand menu was updated to provide easy access to commonly used pages. The steps below will vary dightly,
for example, the Overview page has been replaced with the Home page. To view Cloudera Data Engineering
Services, click Administration in the left-hand menu. The new home page still displays Virtua Clusters,

but now includes quick-access links located at the top for the following categories: Jobs, Resources, and
Download & Docs.

1. Inthe Cloudera console, click the Data Engineering tile and click Overview.
2. Inthe CDE Services column, click Service Details.
3. Copy the Resource Scheduler URL and open a hew browser window.
4. Paste the Resource Scheduler URL in your new browser window and edit the URL as follows:
a) Inthe URL, replace the word "YuniKorn" with "dashboard". For example, https://yunikorn. becomes https://
dashboard..
b) PressEnter

The Kubernetes Dashboard displays and provides an easy user experience for monitoring your diagnostics.

Deploy and Access the Kubernetes Dashboard
Enabling kubectl for Cloudera Data Engineering

This topic describes how to access Grafana dashboards for advanced visualization of Virtual Cluster's metrics such as
memory and CPU usage in Cloudera Data Engineering on cloud.



https://kubernetes.io/docs/tasks/access-application-cluster/web-ui-dashboard/
https://community.cloudera.com/t5/Community-Articles/Support-Video-Enabling-kubectl-for-CDE/ta-p/314200

Cloudera Data Engineering Connecting to Grafana dashboards in Cloudera Data Engineering on

cloud
Important: The user interface for Cloudera Data Engineering 1.17 and above has been updated. The left-
hand menu was updated to provide easy access to commonly used pages. The steps below will vary dightly,
for example, the Overview page has been replaced with the Home page. To view Cloudera Data Engineering
Services, click Administration in the left-hand menu. The new home page still displays Virtua Clusters,
but now includes quick-access links located at the top for the following categories: Jobs, Resources, and
Download & Docs.
1. Inthe Cloudera Management Console, click the Data Engineering tile and click Administration.
2. Inthe Services column, in the three-dot menu, click Grafana Charts.
In your browser, aread-only version of the Grafana interface opens.
Administration
. c
& Services 2 Q @ G
go01-cde-aws 4
aws go01-demo-aws =q View Log:s
«, Download
Enabled
CPU MEMORY
«, Download
0 0 MB .
|~ Grafana C

3. Select Virtual Cluster Metrics under the Dashboards pane.




Cloudera Data Engineering Connecting to Grafana dashboards in Cloudera Data Engineering on

cloud
4. Click onavirtua cluster name from the dropdown list to view the Grafana charts.
88 Virtual Cluster Metrics -
Virtual cluster |
bi st
sb--=3
oI
wyr=~ o
g ac'*-—* CPU Requests
8.0 t==*tbt-s

about CPU requests, memory requests, jobs, and other information related to the virtual cluster is displayed.

1. Navigate to the Cloudera Data Engineering Overview page by clicking the Data Engineering tile in the
Cloudera management console.

2. Inthe Service details column, select the environment containing the virtual cluster for which you want to see
the Grafana dashboard.

3. IntheVirtual Clusters column on theright, click the Cluster Details icon of the virtual cluster.

The virtual cluster's Overview pageis displayed.
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Cloudera Data Engineering Cloudera Data Engineering diagnostic bundles and summary status

4. Inthe Overview page, click Grafana Charts.
A read-only version of the Grafana interface opensin anew tab in your browser.

Overview / ¢ ' T

VERSION VCID CREATED BY CPU MEMORY JOBS
1. EEb26 deneanefSilise STNNISSENNN (0 OB 0 [

GRAFANA CHARTS

CLITOOL : APIDOC [ JOBS APIURL &

Configuration Charts Logs
CDE Service
(_I___ M. A_F_ M . ..

Information about CPU requests, memory requests, jobs, and other information related to the virtual cluster is

displayed.
In the Virtual Cluster Metrics page, click on avirtual cluster name from the Virtual Cluster dropdown list to

view the Grafana charts of that virtual cluster.

5.

Cloudera Data Engineering diagnostic bundles and
summary status

Cloudera Data Engineering provides the ability to download log files, diagnostic data, and a summary status for the
running Cloudera Data Engineering services and virtual clusters. Y ou can provide this data to Cloudera Support for

assi stance troubleshooting an issue.

11



Cloudera Data Engineering Cloudera Data Engineering diagnostic bundles and summary status

The following section describes about Cloudera Data Engineering Diagnostic Bundles and Summary Status, and the
information collected in each.

E Note: A single click now generates one unified bundle containing both service logs and summary status.

The diagnostic bundle is a collection of the logs from the Cloudera Data Engineering Services. These logs can be
downloaded on-demand from Cloudera Data Engineering Ul. Cloudera Data Engineering gives you the functionality
to select the sources for which you want to download the logs and you can also select a predefined or custom time
range for these logs.

Information Collected in Diagnostic Bundles

« Container logsfor al running Cloudera Data Engineering service pods (excluding user compute pods).

The Status Summary shows the status of each service instance being managed by the Cloudera Data Engineering
Control Plane. It is a package of JSON files consisting of information related to configuration, monitoring, logging,
events and health test results of the service and its instances.

Information Collected in Summary Status

» Statusof all cloud resources created during Cloudera Data Engineering provisioning

» Kubernetes resource status for critical infrastructure pods, deployments, pods, services and events for core service
infrastructure pods or virtual cluster infrastructure pods

This section describes how to download a diagnostic bundle to troubleshoot a Cloudera Data Engineering Servicein
Cloudera using Cloudera Data Engineering Ul.

To troubleshoot issues with your Cloudera Data Engineering Service, download diagnostic bundles of log files. These
diagnostic bundles, in the form of ZIP files, are downloaded to your local machine. Thisis available on both AWS
and Azure environments.

Required Role: DEAdmin

After granting or revoking the role on the environment, run the Sync Users to Freel PA environment action.

1. Logintothe Clouderaweb interface and navigate to the Cloudera Data Engineering service

2. Inthe Cloudera Data Engineering service, click Administration in the left navigation panel, and select the
Cloudera Data Engineering Service for which you want to download a diagnostic bundle.

12



Cloudera Data Engineering

Cloudera Data Engineering diagnostic bundles and summary status

3.

In the selected Cloudera Data Engineering service, click on the three-dot menu, and select the Download
Diagnostics option.

Administration

& Services 2 Q @ & Virtual Clu
go01-cde-aws @ Def.
° aws go01-demo-aws a5 View Logs
Enabled o, Download Diagnostics
CPU MEMORY L
0 0 M8 o, Download Kube Config

|~ Grafana Charts

4. Onthe Diagnosticstab of the Service details, click the Generate Diagnostics Bundle button.

The Diagnostic Bundle Options dialog box launches.

5. Set the time range and select the log sources that you want to include:

Generate Diagnostics Bundle

Select a time range for Logs
(®) Pre-defined Range Custom Range

Last 30 Min -

Log Sources

All b

In the dialog box, you can choose or set the following options:

Pre-defined Range: Select a specific time range of log files to generate from the drop-down list, or you can
choose a custom interval in the next option.

Custom Range: Select the start and end time from the drop-down list to define the specific timeinterval for the
log filesin the diagnostic bundle.

Log Sources: Select All or any of the available categories of log files for the different Services and virtual
clusters by clicking the adjacent checkbox.

13



Cloudera Data Engineering Cloudera Data Engineering diagnostic bundles and summary status

6. After selecting which log sources you want to include in the diagnostic bundle, click Generate to generate the
bundle.

7. When the diagnostic bundle is created, click Download.

When you extract the diagnostic bundle .gz file that you downloaded from Cloudera Data Engineering Ul, you find
the directories that contain service log files and summary status.

This section describes how to download a summary status of a Cloudera Data Engineering Service in Cloudera using
Cloudera Data Engineering UlI.

To get acurrent snapshot of the current Cloudera Data Engineering infrastructure status (cloud resources, Kubernetes
pod statuses, pod events and service metadata). This summary status, in the form of aZIPfile, is downloaded to your
computer. Thisis available on both AWS and Azure environments.

Required Role: DEAdmin

After granting or revoking the role on the environment, run the Sync Usersto Freel PA environment action.

1. Inthe Clouderaconsole, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.

2. Click Administration in the left navigation menu and locate the service in the Services column, and click Service
Details on the environment for which you want to download a summary status.

In the selected Cloudera Data Engineering service, click ! toseea drop down menu, and select Download
Diagnostics.

Administration

& Services 2 Q @ & Virtual Clu
go01-cde-aws @ Def:
° aws go01-demo-aws Za View Logs
Erabled o, Download Diagnostics
CPU MEMORY D
0 0 M8 o, Download Kube Config
|~ Grafana Charts
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4. |t takes you to the Diagnostics tab of the Service details. Click the Download Summary Status button.

° Enabled
cde-S—

VERSION CLUSTERID CREATED BY NODES CPU MEMORY
DATA LAKE ENVIRONMENT

mdieasimibeeiiueneny =

GRAFANA CHARTS @ RESOURCE SCHEDULER &

Configuration Charts Logs Diagnostics

Cc Generate Diagnostics Bundle

Status Requested Time 4 Requested Range ';r::gee Actions

T, 11:24: . .
0 E\?\? AM 112477 30 minutes & Download & Bundle location

ltems per page: 10 v 1-10f1
Switch to Old Diagnostics Ul

5. Summary Status gets downloaded on your local machinein aZipfile.

Results

When you extract the Summary Status ZIP file that you downloaded from Cloudera Data Engineering Ul, you can see
the directories that contain filesin JSON format.

Below isan example of format of the Zip file for Summary Status:

Note: Inthe extracted Summary Statusfile, cluster.json refers to the Cloudera Data Engineering service and
E ‘instances’ refer to Cloudera Data Engineering virtual clusters.

cde-servi ce-di agnosti cs-{clusterl D}-{ti nestanp}/

cluster.json # output fromcluster describe
cluster-events.json # output fromget cluster events
cl oud-di agnostics.json # cloud resource status (RDS, EFS, EKS, LB, ...)
i nst ances/
{id}.json # output frominstance id describe
{id}-events.json # output fromget instance id events
kuber net es/ # kubernetes resource status for all rel evant obj

ects and nanespaces
nodes. j son
{nanespace}/
namespace. j son
pods. j son

15
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events.json
depl oynents. j son
replicasets.json
services.json
daenonset s. j son
{nanespace}/
namespace. j son
pods. j son
events.json
depl oynents. j son
replicasets.json
services.json
daenonsets. j son

Part of provisioning and managing a Kubernetes cluster in the cloud is ensuring that your account and your
environment is properly configured before beginning. Cloudera automatically runs a series of preflight checks which
can help in determining if there is a problem before creating new resources or adjusting existing ones.

When creating a brand new cluster, preflight validation checks are used to ensure that the resources you are
reguesting as well as your environment are ready and configured correctly. For existing clusters, many of the
infrastructure validations are skipped since they are not needed anymore. Instead, the validations which concern the
resources being adjusted are executed.

The result of running a collection of preflight checksis represented as a single aggregated val ue that |ets you know
whether it is safe to proceed with your actions. Each individual validation which was run isincluded in the response.

A preflight validation contains information concerning what it was checking for and what the result of that check was.
For example, thisis a very ssmple check to ensure that the type of node pool image isvalid in the region:

Name Instance type

Description Instance groups must have an instance type that existsin
the region in which they will be created. For EKS, there
isadditional verification for EKS support and usage
class.

Category COMMON

Status FAILED

Message The instance type validation failed.

Detailed Message Instance type validation failed for Standard_B2s1 in west
us2. Check to ensure that thisinstance typeisvalid in
that region.

Duration 659 ms

PASSED
The validation successfully passed all criteria.

16
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WARNING

The validation was either unable to fully check all of its criteria or it found a potential issue which
could affect the success of the operation. Thistype of failure will not stop a cluster from being
created or modified, but it does require further investigation.

SKIPPED

The validation was skipped because it does not apply to the current request. This can happen for
many reasons, such as using a cloud provider that is not applicable to the preflight check.

FAILED

The validation failed its expected criteria and provisioning or updating of a cluster cannot proceed.

In this case, there’ s an identified problem that needs resolution before continuing.

Node / Agent Pools

The following preflight validation checks pertain to the node / agent instance groups which are created to launch new

nodes inside of the Kubernetes cluster.

Name

Description

Cloud

Type

Instance Count

The number of nodesin
each instance group must
not exceed a predefined
threshold.

Remediation: Change

the requested size of an
instance group to be within
the boundaries specified by
the error message.

All

Create
Update

Group Count

The number of distinct
node/agent pool groups
must not exceed a
predefined threshold.

Remediation: Change the
number of distinct instance
groups to be within the
boundaries specified by the
error message.

All

Create
Update

Instance Naming

The name of each instance
group is restricted by
cloud providers. There are
differencesin the size and
characters allowed by each
provider.

Remediation: Change

the name of the instance
group to conform to

the cloud provider's
requirements. This could
include changing the
overall length of the name

All

Create
Update

17
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Preflight Checks

Name

Description

Cloud

Type

or only using certain
approved characters.

Instance Type

I nstance image types are
not universal across all
regions. Some providers
further restrict thisto
service level, and whether
they can be used for
Kubernetes.

Remediation: Choose
adifferent region or
service type for the desired
instance type. If thisis not
possible, then a different
instance type must be
chosen.

All

Create
Update

Kubernetes Version

Each cloud provider
supports different versions
of Kubernetes. CDP has
also only been certified

to work with particular
Versions.

Remediation: Choose
adifferent version

of Kubernetesthat is
supported by your cloud
provider in the region you
are deploying in.

https.//
docs.aws.amazon.com/
ekg/latest/userguide/
kubernetes-versions.html

All

Create

Placement Rules

Some instance types are
not allowed to be grouped
within asingle availability
Zone.

Remediation: Remove

the restriction on single
availability zone, or choose
adifferent instance type.

AWS

Create
Update

Infrastructure

The following preflight validation checks pertain to Cloudera Control Plane infrastructure and your specific account

within that control plane.

18
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Preflight Checks

Name

Description

Cloud

Type

Restricted IAM Policies

If your account is trying to
provision with restricted
IAM policies, then it needs
to have those policies
defined before deploying
the cluster.

Remediation: Check
Cloudera s documentation
on restricted |AM policies
to ensure that you have the
correctly named policies
defined and are accessible.

AWS

Create

Proxy Connectivity

When provisioning a
private cluster, your
environment must have the
cluster proxy enabled and it
must be healthy.

Remediation: Create a new
environment which has
the cluster proxy service
enabled or check that your
existing Freel PA Virtua
Machineis running and
healthy.

https.//docs.cloudera.com/
management-consol e/test/
connection-to-private-
subnets/topi cs/mc-ccm-
overview.html

All

Create
Update

Data L ake Connectivity

A hedlthy datalake with a
functioning Freel PA DNS
server isrequired in order
to provision anew cluster.

Remediation: Check to
ensure that the Freel PA
DNS server is running
and healthy inside of your
network.

https.//docs.cloudera.com/
management-consol e/
cloud/data-| akes/topics/mc-
data-lake.html

https://docs.cloudera.com/
management-consol e/
cloud/identity-
management/topics/mc-
identity-management.html

All

Create
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Preflight Checks

Networking

The following preflight validation checks pertain to specific network configurations inside of the cloud provider.

Name

Description

Cloud

Type

Shared VPC

When a Virtual Private
Cloud is shared between
multiple subscriptions,
access to modify this VPC
needs to be granted.

Remediation: Check the
permission for which roles
can make modifications to
the VPC

https.//
docs.aws.amazon.com/
vpc/latest/userguide/vpc-
sharing.html

https.//docs.cloudera.com/
cdp-public-cloud/cloud/
requirements-aws/topicy/
mc-aws-reg-vpc.html

AWS

Create

Subnet Availability Zone

All subnetswhich are
part of the environment
must be located in at |east
2 different Availability
Zones.

Remediation: Recreate
your environment and
choose subnets that satisfy
the requirement of being
inat least 2 different
Availability Zones.

AWS

Create

Tagging

Subnet Load Balancer

In order for load balancers
to choose subnets correctly,
a subnet needs to have
either the public or private
EL B tags defined.

Remediation: Tag subnets
with either kubernetes.io/
role/elb or kubernetes.io/
role/internal-elb based on
whether they are public or
private.

https://docs.cloudera.com/
cdp-public-cloud/cloud/
reguirements-aws/topics/
mc-aws-reg-vpc.html

AWS

Create
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Name

Description

Cloud

Type

API Server Access

Validates that there are
no conflicting requests
between Kubernetes API
CIDR ranges and private
AKS clusters.

Remediation: When using
aprivate AKS cluster,
Kubernetes APl CIDR
ranges are not supported,

All

Create
Update

Available Subnets

Subnets cannot be shared
when provisioning
Kubernetes clusters

on Azure. At least one
available subnet must exist
that is not being used by
another AKS cluster and
must not have an existing
route table with conflicting
pod CIDRs.

Remediation: Create a
new subnet to satisfy this
regquirement or delete an
old and unused cluster to
free an existing subnet.

Azure

Create

Delegated Subnet

A subnet which has been
delegated for a particular
service cannot be used to
provision an Azure AKS
cluster.

Remediation: Choose a
different subnet or remove
the delegated service from
at least one subnet in the
environment.

All

Create

Kubernetes APl Server
Security

Validates that the supplied
IP CIDR ranges are valid
and do not overlap any
reserved | P ranges. Each
cloud provider has alimit
set on the maximum
number of alowed CIDRs.

Remediation: Use valid
CIDR formats and ranges
when limiting access to the
Kubernetes APl server and
limit the number of ranges
specified.

All

Create
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Preflight Checks

Name

Description

Cloud

Type

Kubernetes Service CIDR
Validation

Validates that the
specified service CIDR for

All

Create

Kubernetes services does
not overlap any restricted
CIDRranges and isavalid
CIDR format.

Remediation: Change the
service CIDR so that it
doesn’t conflict with any
pod CIDRs or other routes
on the subnet.

Azure s built-in autoscaler |Azure Create
has limitations on the

ranges of values for Update
scale-up and scale-down
operations.

Remediation: Adjust the
specified parameters from
the error message which
are not within the required
ranges.

Autoscal e Parameters

Example

{
"result": "PASSED",

"summary": {
"passed": 8,
"warni ng": O,
"failed": O,
"ski pped": 10,
“"total ": 18

I

"message": "The cluster validation has passed, but sone checks were skip

ped",

"val i dations": [

{

"nanme": "Instance Count",

"description": "Each instance count nust be between mnlnstance a
nd maxl nstance inclusively. The ninlnstance and mexlnstance of infrastructur
e group should conply with m ni mum nunber of infra nodes and maxi mum nunber
of infra nodes.",

"category": "COMVON',
"status": "PASSED',

"message": "The m ni rum and nmaxi num i nstance counts are correct
for all instance groups."”,
"det ai | edMessage": "The m ni rum and maxi mum i nstance counts are c
orrect for all instance groups.",
“duration": "1us"
b
{
"name": "lnstance G oup Count",
"description": "Total instance group count nust be | ess than or

equal to maxi muminstance group limt.",
"category": "COVWON',
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"status": "PASSED',

"message": "The nunber of instance groups in the request is |ess
than or equal to the maxi mum al |l owed. ",
"detai |l edMessage": "The total instance group count of 2 is within
the limt.",
"duration": "3us"
},
{ .
"nanme": "lnstance G oup Nam ng"
"description": "Each instance group nane nust conformthe rest

rictions of the cloud provider. This includes using valid characters and adh
ering to length restrictions.”

"category": "COMVON',

"status": "PASSED',

"message": "All instance groups neet the nanming restrictions for
Azure.",

"det ai | edMessage”: "All instance groups neet the nami ng restrict
ions for Azure.",

"duration": "12us"

}
{

"nanme": "lnstance Type"
"description": "lnstance groups nust have an instance type that
exists in the region in which they will be created. For EKS, there is add
tional verifiation for EKS support and usage class."
"category": "COMVON',
"status": "PASSED',

"message": "All instance groups have valid instance types."
"det ai | edMessage”: "The follow ng i nstance types were vali dated
for westus2: Standard B2s"
"duration": "599ns"
e
{ .
"name": "Kubernetes Version",

"description": "Each cloud provider (Amazon, Azure, Google, etc)
supports different versions of Kubernetes."

"category": "COMVON',

"status": "PASSED',

"message": "The specified Kubernetes version 1.18 has been resol
ved to 1.18.17 and is valid on Azure",
"det ai | edMessage”: "The specified Kubernetes version 1.18 has
been resolved to 1.18.17 and is valid on Azure"
"duration": "388ns"
e
{
"name": "Placenent Rul e"
"description": "lInstance Types nust be all owed by the placenent r
ule. ",
"category": "COMVON',
"status": "SKIPPED',
"message": "Skipping validation since the cloud platformis Azure
"det ai | edMessage”: "Ski pping validation since the cloud platform
is Azure.",
“duration": "6us"
e
{ .
"name": "Entitlenment Check",

"description": "Wien the entitlenment LIFTIE_USE PRECREATED | AM RE
SOURCES i s enabl ed, the expected profile (cdp-liftie-instance-profile) shou
d exist and it needs to have the necessary roles attached to it. ",
"category": "ENTI TLEMENTS"

"status": "SKIPPED",
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"message": "I AM Resource Entitlenment validation skipped for C
oud Provider azure."
"detai |l edMessage": "I AM Resource Entitlenent validation skipped

for Coud Provider azure."
“"duration": "14ps"

}
{

"name": "duster Proxy Connectivity",

"description": "Verifies connectivity to the cluster proxy ser
vice which is used to register private cluster endpoints."

"category": " CONTROL_PLANE"

"status": "SKIPPED',

"message": "Connectivity to the cluster connectivity manager will
be ski pped since this is not a private cluster."
"detai | edMessage": "The cluster being provisioned is not marked
as private in the provisioning request.",
“duration": "1us"
s
{
"name": "d uster Proxy Enabl ed"
"description": "Verifies that the environnent was created with th

e cluster proxy service enabled."
"category": "CONTROL_PLANE"
"status": "SKIPPED',

"message": "Ski pping the environnment check for cluster proxy c
onnectivity since the cluster is public."
"det ai | edMessage": "Ski pping the environnent check for cluster
proxy connectivity since the cluster is public."”
“duration": "1us"
s
{ o
"nanme": "DatalLake Connectivity",
"description": "Validates whether Datalake connection is reach

able and if FreelPA is available.",

"category": "CONTROL_PLANE"

"status": "PASSED',

"message": "Datalake validation succeeded."

"detai |l edMessage": "Data |ake is healthy and reachable. Service

Di scovery Feature is enabled, verified DNS entries retrieved for Data Lake
s. Datalake URL : |ocal host: 8081 Service discovery URL : |ocal host: 8082 "
% 1
"name": "AWS Shared VPC Access"

"description": "Wien a shared VPC is used, proper access should
be granted.",

"category”: "NETWORK",

"status": "SKIPPED",

"message": "Skipping validation since the cloud platformis Azur
e.u,

"detai | edMessage": "Skipping validation since the cloud platform

is Azure."

"duration": "3us"

%!

"name": "AWS Subnet Availability Zones"

"description": "Wen existing AWS subnets are provided for provi
sioning an EKS cluster, the subnets nust be in at least 2 different Avail ab
lity Zones.",

"category": "NETWORK",

"status": "SKIPPED",

"message": "Skipping validation since the cloud platformis Azure

, "detai | edMessage": "Skipping validation since the cloud platform
is Azure.",
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"duration": "2us"

"nanme": "AWS Subnet Taggi ng"

"description": "In order for |oad bal ancers to choose subnets co
rrectly a subnet needs to have either the public or private ELB tags defined
- "category": "NETWORK",

"status": "SKIPPED',

"message": "Skipping validation since the cloud platformis Azu
re.",
"det ai | edMessage": "Ski pping validation since the cloud platform
is Azure."
“duration": "26us"
I
{
"name": "Azure APl Access Paraneters"”
"description": "Verifies that the security paraneters for | ocking

down access to the Azure Kubernetes APl Server are correct."
"category": "NETWORK",
"status": "PASSED',

"nmessage": "The APl server access paraneters specified in the c
uster request are valid."
"det ai | edMessage”": "The cluster will be provisioned as public

with the followi ng whitelist ClDRs: "
“duration": "48us"

}
{

"nanme": "Azure Avail abl e Subnets”
"description": "When an existing Azure subnet is chosen for pro
vi sioning an AKS cluster, the subnet nust not be in use by any other cluster

This is a restriction of Kubenet, which is the CNI used on the new cl uster
Al t hough the subnet nmay have a routing table, it nmay not have any existing
| P address associ ations."

"category": "NETWORK",

"status": "PASSED',

"message": "At least 1 valid subnet was found and can be used for
cluster creation.",
"detai | edMessage": "The cluster can be provisioned using subnet

liftie-dev.internal.2 westus2 in virtual network liftie-dev and resource gr
oup liftie-test",
"duration": "917ns"

% 1
"name": "Kubernetes APl Server ClIDR Security",
"description": "CIDR blocks for whitelisting access to the Kube
rnetes APl Server nust not overlap restricted |IP ranges.”
"category": "NETWORK"
"status": "SKIPPED',
"message": "Skipping CIDR validation for whitelisting because it
is not enabled.",
"detai |l edMessage": "The ability to secure access the Kubernetes
APl server via a list of allowed CIDRs is not enabled. This can be enabl ed
either in the control plane (currently false) or via the provisioning reques
t (currently false).",
“duration": "11us"

}
{

"name": "Service CIDR Validation",

"description": "CIDR bl ocks that Kubernetes assigns service IP
addresses from should not overlap with any other networks that are peered or
connected to existing VPC. "

"category": "NETWORK",

"status": "SKIPPED',
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"message": "Service CIDRis missing in Network Profile.",

"detai | edMessage": "VPC validation is executed only if the VPC a
I ready exists and a service CIDRis specified in the network profile.",

"duration": "426us"

}
{

"name": "Azure Autoscal e Paraneters",

"description": "The foll owi ng autoscal e paraneters for Azure,
whi ch are specified during provisioning and update, need to be in nultiples
of 60s. Autoscal e paraneters: scal eDownDel ayAfter Add, scal eDownDel ayAft er Fai
| ure, scal eDownUnneededTi ne, scal eDownUnreadyTi nme. ",

"category": " DEPLOYMENT",

"status": "SKIPPED",

"message": "There are no autoscal e paraneters specified in the
request.",

"detai | edMessage": "The request did not contain an Autoscal er
structure.",

"duration": "O0Os"

}
]

}

If the resume operation fails, try the resume operation once again before raising a support ticket. The procedure
describes how to troubleshoot a failed resume operation, and how to debug without a diagnostic bundle.

Important: Grafanaisempty during the suspension. When you resume a Cloudera Data Engineering Service
& after being suspended, you lose the old Grafana charts history that was generated before the suspension.

For example, if you suspend a Service at 12 a.m. midnight on 10 March 2025, and resume it at 6 am. on 14

March 2025, you lose all the Grafana history generated before 12 a.m. midnight on 10th March.

1. Check if there are error messagesin the CLI or APl output.

2. If there are errorsin the output, retry the resume operation once again.

3. If the resume operation is still not successful, navigate to your cloud vendor account and check the EKS or AKS
cluster state.

4. Raise a Support ticket with the cloud vendor error messages and the Cloudera Data Engineering event logs.

Suspending and resuming Cloudera Data Engineering Services

Suspending and resuming Cloudera Data Engineering Services using the API
Suspending and resuming Cloudera Data Engineering Services using the CLI
Suspending and resuming a Cloudera Data Engineering Service using a CLI script

When a script that has been executed from the Cloudera Data Engineering CLI ends, a number is displayed in the
command prompt window. This number is an exit code. If the script ends unexpectedly, this exit code can help you
identify the error. These exit codes are applicable to Cloudera Data Engineering 1.19 or higher.
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Exit code Description

0 Success

1 Unknown Non-Retriable Error

2 Redirection Happened (HTTP 3xx status code received)

3 Bad Request (HTTP Status Code 400)

4 Authorization Error

S Forbidden (HTTP Status Code 403)

6 Not Found (HTTP Status Code 404)

7 Method Not Allowed (HTTP Status Code 405)

8 Not Acceptable (HTTP Status Code 406)

9 Conflict (HTTP Status Code 409)

10 Gone (HTTP Status Code 410)

11 Length Required (HTTP Status Code 411)

12 Precondition Failed (HTTP Status Code 412)

13 Request Entity Too Large (HTTP Status Code 413)

14 URI Too Long (HTTP Status Code 414)

15 Unsupported Media Type (HTTP Status Code 415)

16 Range Not Satisfiable (HTTP Status Code 416)

17 Expectation Failed (HTTP Status Code 417)

18 Unprocessable Entity (HTTP Status Code 422)

19 Failed Dependency (HTTP Status Code 424)

20 Upgrade Required (HTTP Status Code 426)

21 Precondition Required (HTTP Status Code 428)

22 Request Header Fields Too Large (HTTP Status Code
431)

23 Unavailable For Lega Reasons (HTTP Status Code 451)

24 Internal Server Error (HTTP Status Code 500)
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Exit code Description

25 Not Implemented (HTTP Status Code 501)

26 HTTP Version Not Supported (HTTP Status Code 505)

27 Not Extended (HT TP Status Code 510)

28 Network Authentication Required (HTTP Status Code
511)

70 Unknown Retriable Error

71 Timeout during API call

2 Bad Gateway (HTTP Status Code 502)

73 Service Unavailable (HTTP Status Code 503)

4 Gateway Timeout (HTTP Status Code 504)

75 Request Timeout (HTTP Status Code 408)

76 Too Early (HTTP Status Code 425)

” Too Many Requests (HTTP Status Code 429)

Y ou can run an on-demand deep analysis on a Cloudera Data Engineering job run. Deep analysis analyzes job logs
and generates detailed information for a given job run, including memory utilization and stage-level analysis.

Because deep analysis consumes cluster resources by running an internal Cloudera Data Engineering job, you must
run it manually for any job run you want to analyze or troubleshoot.

Using the Cloudera Data Engineering web Ul you can enable an on-demand deep analysis on a Cloudera Data
Engineering job run to generate detailed information, including memory utilization and stage-level analysis.

Important: Deep analysisis currently supported only for Spark 2 jobs. For Spark 3 jobs, the Spark Analysis
toggleis greyed out.

28



Cloudera Data Engineering Cloudera Data Engineering Deep Analysis

Important: The user interface for
Cloudera Data Engineering 1.17 and above has been updated. The left-hand menu was updated to provide

easy access
to commonly used pages. The steps below will vary slightly, for example, the
Overview page has been replaced with the

Home page. To view CDE Services, click

Administration in the left-hand menu. The new home page still

displays Virtual Clusters, but now includes quick-access links located at the top for the
following categories: Jobs, Resources, and

Download & Docs.

Because deep analysis consumes cluster resources by running an internal Cloudera Data Engineering job, you must
enable and run it manually for any job run you want to analyze or troubleshoot.

1. From the Cloudera Data Engineering Overview page, select the Cloudera Data Engineering service for the job you
want to troubleshoot or analyze.

In the Virtua Clusters column, click the View Jobsicon for the cluster containing the job.
Select the job you want to analyze.

Select the Configuration tab and click Edit.

Select the Spark Analysis option.

This enables collecting metrics during future runs of the job that you want to investigate.
Click Update.

7. Click Actions Run Now to run the job.
Metrics are collected for deep analysis.

o~ wDd

o

Important: Do not forget to disable Spark Analysis on the Configuration tab once the deep analysisjob
completes. It adds unnecessary overhead and can have a negative impact on performance.

Using the Cloudera Data Engineering CL| you can enable an on-demand deep analysis on a Cloudera Data
Engineering job run to generate detailed information, including memory utilization and stage-level analysis.

f Important: Deep analysisis currently supported only for Spark 2 jobs.
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Y ou can enable deep analysisfor ajob run by using thecde j ob runorcde spark submt commands
with the --enable-analysis flag.

cde job run:

cde job run --nanme [***JOB NAME***] --enabl e-anal ysis
For example:

cde job run --nane test_job --enable-anal ysis

cde spark submt:

cde spark submit [***JAR/ PY FILE***] --enabl e-anal ysis
For example:

cde spark subnit test job.jar --enable-analysis

Metrics are collected for deep analysis.

Running a Spark job using the CLI
Creating and updating A pache Spark jobs using the CLI
Submitting a Spark job using the CLI

Y ou can run an on-demand deep analysis on a Cloudera Data Engineering job run to generate detailed information,
including memory utilization and stage-level analysis.

Y ou must enable deep analysis for the job you want to analyze and run the job once to collect data.

Important: The user interface for

Cloudera Data Engineering 1.17 and above has been updated. The left-hand menu was updated to provide
easy access

to commonly used pages. The steps below will vary slightly, for example, the

Overview page has been replaced with the

Home page. To view Cloudera Data Engineering Services, click

Administration in the left-hand menu. The new home page still

displays Virtual Clusters, but now includes quick-access links located at the top for the

following categories: Jobs, Resources, and

Download & Docs.

Y ou can only analyze job runs that took place after Spark Analysiswas enabled for the jaob.

From the Cloudera Data Engineering Overview page, select the Cloudera Data Engineering service for the job you
want to troubleshoot or analyze.

In the Virtual Clusters column, click the View Jobsicon for the cluster containing the job.
In the Run History tab, click the Job ID for the job run you want to analyze.
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4. Gotothe Anaysistab.
5. Click Run Deep Analysis.

After the deep analysis job completes, you can view additional job run information in the Analysistab for the job run.

Important: Do not forget to disable Spark Analysis on the Configuration tab once the deep analysis job
completes. It adds unnecessary overhead and can have a negative impact on performance.
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