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AWS environments overview

Learn about environments on AWS in Cloudera on cloud, including regquirements you must meet before activating
your environment in Cloudera Data Warehouse.

The Cloudera environment is closely related to the virtual private network in your cloud provider account. Registering
an environment with Cloudera M anagement Console provides Cloudera with access to your cloud provider account
and identifies resources in your account that Cloudera services can access, including Cloudera Data Warehouse. A
single environment is contained within a single cloud provider region, so all resources deployed by Cloudera are
deployed within that region within one specific virtual network. After you have registered an environment with
Cloudera Management Console, you can activate the environment in Cloudera Data Warehouse. Y ou create Virtua
Warehouses in Cloudera Data Warehouse.

By default, Ranger Authorization is enabled in AWS environments. For an introduction to enabling RAZ, seethe
Cloudera Management Console documentation.

The following diagram shows the components of an AWS

AWS environment

Credential SSH
using key pair Cloud
Cross storage
account location
IAM role

Virtual
network
and
subnets

Security Instance
groups profiles

- Can optionally be created by CDP admin or COP can create automatically

environment:
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AWS environment requirements checklist

To successfully activate environments that have been registered with Cloudera on AWS VPCs with Cloudera Data
Warehouse service, your AWS VPC must meet these requirements.

1. VPC has DNS resolution and DNS hostnames enabled

Ensure that your AWS VPC has DNS Resolution and DNS Hostnames enabled. For example, in the VPC Dashboard,
click Your VPCsin the left navigation menu, and select the VPC you want to use for your Cloudera Data Warehouse
service environment on Cloudera. View configuration details to make sure DNS resolution and DNS hostnames are
Enabled. Thw AWS screen looks something like this:

2 Services ¥ Q ¥  Oregon ¥  Support

| @D New VPC Experience

Tell us what you think

| Your VPCs (1/32) info \ c H Actions v \m

! VPC Dashboard

i  Filter by VPC: Q
4
| Q selectaVrc 1 &
 VIRTUAL PRIVATE - vPe \& Avdiduie

| CLouD ‘ dw vpe- ® Available
| YourVPCs h VPC- vpc- ; © Available
| Subnets
, E = @

Route Tables

Internet Gateways .

Details

Egress Only Internet

Gateways
| Carrier Gateways VPCID State DNS hostnames DNS resolution

vpc- Available Enabled Enabled
DHCP Options Sets P dfs ©
Elastic IPs 1 DHCP options set Main route table Main network ACL
o dopt-4k rth- acl-

| Managed Prefix Lists Tenancy P py o

Endpoints Default IPv4 CIDR 8 b

2. DHCP option set uses default domain name with one domain

When you create your VPC to use for the Cloudera Data Warehouse service, ensure that the DHCP option set
attached to the VPC uses only one domain and use the default domain name:

domain-name = <region>.compute.internal;
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2 Important:

If your VPC isin the us-east-1 region [U.S. East (N. Virginia)], the default domain nameis ec2.internal:

‘-f‘_\'hv_s, Services v Resource Groups

@ New VPC Experience
Tell us what you think VPC

VPG Dashboard
Filter by VPC:
Q, Select a VPC Q

*

DHCP options sets

DHCP options sets (1) o

v VIRTUAL PRIVATE

DHCP options set ID: dopt-1.

it X

| Clear filters

cLouD
Your VPCs

Name
Subnets

Route Tables -

v DHCP options set ID v Options v Owner

dopt-1.

domain-name: ec2.internal

domain-name-servers: AmazenProvidedDNS 58 0

Internet Gateways

Errmnn A Inbaemat

Y ou can verify the setting in the VPC Dashboard of the AWS Console. Click the DHCP options set ID of the default
DHCP options set (always named "-" by AWS) to view details, including the associated domain:

Services -

Resource Groups ~ *

Oregon ~ Suppol

@D New VPC Experience

Tell us what you think VPC DHCF options sets

VPC Dashboard

DHCP options sets (5) info
Filter by VPC:

Q, Selecta VPC Q
VIRTUAL PRIVATE

cLouD Name v
Your VPGs

Subnets custom-domain-na...

Route Tables
custom-dns

Internet Gateways

Egress Only Internet discoverable-domain

Gateways
DHCP Options Sets custom-dns-and-do...
Elastic IPs

Managed Prefix Lists

DHCP options set ID

dopt-0s

dopt-0

dopt-0

dopt-0:

dopt-4 3

1 @
Options v Owner
domain-name: 5 8l
domain-name-servers: AmazonProvidedDNS
domain-name: us-west-2.compute.internal 5 8l
domain-name-servers: 1.1.1.1
domain-name: us-west-2.compute.internal . ol
domain-name-servers: AmazonProvidedDNS h
domain-name: us-west-2.compute.internal 5t "

domain-name-servers: 8.8.8.8

domain-name: us-west-2.compute.internal|
domain-name-servers: AmazonProvidedDNS

e,

A details page appears:

_aws_’, Services v

Resource Groups ~

—

@D New VPC Experience
Tell us what you think VPC

VPC Dashboard
dopt-4 =
Filter by VPC:

Q Select a VPG

Details info
 VIRTUAL PRIVATE

GLoOuUD

Your VPCs DHCP options set ID
Subnets dopt-4'~ 33
Route Tables

NetBIOS name servers
Internet Gateways -

Egress Only Internet

DHCP options sets dopt-4

3

Domain name
us-west-2.compute.internal

Delete [

Domain name servers
AmazonProvidedDNS -

NTP servers

NetBIOS node type Owner

@5 0

Gateways

RAHAD Nntinne Qate

When you create the VPC for the Cloudera Data Warehouse service, AWS automatically creates a set of DHCP
options and associates them with the VPC. This set of options specifies the Amazon DNS Server as the default

domain name server:




Cloudera Data Warehouse Public Cloud AWS environment requirements checklist

domain-name-server = AmazonProvidedDNS;

Use this setting for VPCs for the Cloudera Data Warehouse service shown in the AWS Console VPC Dashboard
above.

When you activate an environment for the Cloudera Data Warehouse service, ensure that the subnets are correct. If
there are more than three private subnets in the VPC only the top three are selected. However, they may not be the
subnets you intend to use for the Cloudera Data Warehouse service.

Y our private subnets must have outbound internet connectivity. Check the route tables of private subnets to verify
the internet routing. Worker nodes must be able to download Docker images for Kubernetes, billing and metering
information, and to perform API server registration.

Note: If you have used only Cloudera Data Hub in your Cloudera environment, you must check and possibly
E configure connections to additional outbound destinations for Cloudera Data Warehouse.

For more information, see AWS Outbound Network Access Destinations.

To successfully activate an environment in the Cloudera Data Warehouse service, you must ensure the Amazon STS
isactivated in your AWS VPC:

1. Inthe AWS Cloudera Management Console home page, select IAM under Security, Identity, & Compliance.

2. Inthe Identity and Access Management (IAM) dashboard, select Account settingsin the left navigation menu.
3. On the Account settings page, scroll down to the section for Security Token Service (STS).
4

. In the Endpoints section, locate the region in which your environment is located and make sure that the STS
service is activated.

By enabling a private EKS API server, you can ensure that the EKS cluster is setup with only private endpoint
enabled, which restricts the public access to your EKS API server from the internet. To set up the Amazon Eleastic
Kubernetes Service (EKS) cluster in private mode and to enable the private EKS, ensure that the Datal ake cluster is
created with Cluster Connectivity Manager version 2 enabled.

Y ou must also run the following Cloudera CLI command:

cdp dw create-cluster --environment-crn crn:cdp: environnments: us-west - 1: XXXX

--use-private-| oad- bal ancer --aws-options enabl ePri vat eEKS=t r ue, wor ker Subnet
| ds=pri vat esubnet - 1, pri vat esubnet - 2, pri vat esubnet - 3, | bSubnet | ds=pri vat esubne
t-XXX --profile dev

Note: Using aprivate EKS API server is under technical preview and not recommended for production
environments. Cloudera recommends you use this feature in test or development environments.

DHCP Options Sets in the Amazon documentation
Managing AWS STSin an AWS Region in the Amazon documentation
Activating environments
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To use an AWS environment for Cloudera Data Warehouse on cloud you must first activate it.

When you activate an environment, Cloudera creates an EK'S cluster to host Kubernetes-based resources. The
underlying compute, network resources are managed by AWS:

Resource group

Load balancer(s)

Public IP address(es)
Network security group
Disk(s)

In the Cloudera Data Warehouse environment, instances for shared service components are set up within a
Kubernetes (K8s) cluster. The setup begins with three m5.2xlarge instances running the Cloudera Data Warehouse
service, but the K8s cluster is capable of autoscaling, automatically adding more instances if necessary to handle
increased demand. Additionally, an Amazon Relational Database Service (RDS) (db.r5.1arge) running PostgreSQL
is created to store user metadata for Hue and Data Visualization services. In total, three shared db.r5.1arge nodes are
used for this purpose. Always active, shared services.

Obtain the DWAdmin role.
Review the AWS environment requirements.

In the Cloudera Data Warehouse service, in Environments, locate the environment that you want to activate.
Click Activate.

In Deployment Mode, select |oad balancers.

For more information, see Load balancers for AWS environments.

Note: Select Private Load Balancer, Private Executor if you want to enable using a private EKS AP
server. Using a private EKS API server is under technical preview and not recommended for production
environments. Cloudera recommends you use this feature in test or development environments.

To view or configure the public and private subnets that have been specified for your Cloudera environment, click
Advanced Settings.

» Private Subnets: Accept the selected subnets you configured during AWS environment registration for load
balancer and workload pods, or deselect subnets. Cloudera recommends three subnets for each load balancer to
enable high availability (HA).

« EnableIP CIDR for Kubernetes cluster: Enter the |P Classless Inter-Domain Routing (CIDRs) from which the
Kubernetes cluster should accept incoming connections. Connections from other | P ranges are dropped. Obtain
your internal network's P CIDR ranges of | P addresses that heed access to endpoints on the Kubernetes
cluster. For more information, see Restricting access to endpointsin AWS.

« Enable P CIDRsfor the load balancer: Enter the IP CIDR(s) from which the load balancer should accept
incoming connections. Connections from other | P ranges are dropped. Obtain your internal network's P
CIDR ranges of |1P addresses that need access to endpoints that are load balanced. For more information, see
Restricting access to endpointsin AWS.

» UseOverlay Network: Overlay Networks for AWS environments can increase the number of available IP
addresses for your deployments of Cloudera Data Warehouse if you have an existing Virtual Private Cloud

10
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(VPC). Userthisfeatureif your Virtual Private Cloud subnet has fewer than 1,024 IP addresses. Cloudera
recommends that you do not configure more than 200 executor nodes for an overlay network to operate.

« Attach Managed Policy ARN to Node Role: If you do not want to provide PutRolePolicy permission in your
cross account role, you can attach a managed policy ARN to a hode role to provide the cross account role
permissions. Y ou must create a new Nodel nstanceRole manually, and provide the ARN during activation of
the environment from Cloudera Data Warehouse.

« Use Reduced Permissions Mode: If you cannot provide the standard set of IAM permissions required by
Cloudera Data Warehouse for environment activation, you can use reduced permissions mode to activate
an AWS environment with fewer than half of these permissions. To use this feature, a minimum set of IAM

permissions are required.

« Enable CloudWatch Logs: Enable CloudWatch logsif you use Amazon CloudWatch. In your AWS account,
you can then find the logs in /aws/eks/<cluster name>/cluster. Before enabling CloudWatch, you must add
required permissions to your IAM policy to access CloudWatch logs; otherwise, you cannot activate the

environment.
4. Click Activate.

Supported deployment modes
Setting up private networking
Restricting access to endpoints

Overlay networks for AWS environments

When you activate an environment, you can select load balancers.

Y ou can select public and private load balancers to evenly distribute the inbound traffic. Deployment Mode options

that you can select are as follows:

Private Load Balancer, Private Executors

Public Load Balancer, Private Executors

Public Load Balancer, Public Executors

Cloudera Data Warehouse nginix based
load balancer runs on private subnets and
al workload pods that aso run on private
subnets.

Cloudera Data Warehouse nginix based
load balancer runs on public subnets and
all workload pods that also run on private
subnets.

Cloudera Data Warehouse nginix based
load balancer runs on public subnets and all

workload pods that also run on public subnets.

Requires ajump host or AWS direct connect
to access Cloudera Data Warehouse. Cloudera
recommends that you use the Private L oad
Balancer, Private Executors deployment mode
if possible for security reasons. Selecting this
option isrequired if you want to use a private
EKSAPI server.

Note: Using aprivate EKS

E API server isunder technical
preview and not recommended for
production environments. Cloudera
recommends you use this featurein
test or development environments.

Select this option to connect to Cloudera Data
Warehouse from anywhere as long as the
source CIDR filters alow the connection.

Select this option to connect to Cloudera Data
Warehouse from anywhere as long as the
source CIDR filters alow the connection.
Cloudera does not recommend selecting this
option for security reasons.
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As Administrator, you must include the AWS restricted policy in your IAM role to limit access to the environment.
Y ou must include this policy before you activate the environment in Cloudera Data Warehouse.

The AWS restricted policy associates a cross-account role with the environment. If you do not have a Ranger
Authorized (RAZ)-enabled Data Lake, smply attach the AWS restricted policy to your cross-account role, and
nothing more. If you do have a RAZ-enabled Data L ake, take the following actions:

« Attach the AWS restricted policy described below to your cross-account role.
« Add ARNsto the role or anew sid with appropriate permissions to the AWS restricted policy.

For more information see "RAZ-enabled Data L ake restricted policy” below.

The AWSrestricted policy is split into two files because the content exceeds the AWSfile size limit. To attach the
policy to your cross-account role, you need to work with both files as described in the following steps:

1. Inthe AWS management console, find the Cross-account IAM role you created.
2. Goto thefollowing Github links to get the restricted policy files without comments:

¢ Restricted policy file 1
* Restricted policy file 2

For your information, you can get a commented version of each file that explains each line in the policy.

* Restricted policy file 1 with comments
* Restricted policy file 2 with comments
3. Attach the policiesto your IAM role.
4. Inthe Restricted policy filel without comments, replace ${ DATALAKE_BUCKET} with the name of your S3
bucket. For example my-bucket.
5. Attach both restricted policy file 1 and restricted policy file 2 without commentsto your IAM role.

Do not attempt to attach the policy files with comments as this would cause an error.

The AWS restricted policy associates a cross-account role with the environment, as mentioned above. If you have a
Ranger Authorized (RAZ)-enabled Data L ake, one of the following additions to either the cross-account role or cross-
account json policy are required:

« Filel Append ARNsto role: To your cross-account restricted policy, in the existing sid "AttachRole ", append all
policy ARNSs attached to the RAZ role.

* File2 Add anew sid: Add "AttachRAZPolicyToNodel nstance" to the cross-account json policy

Append all the cross-account policy ARNS attached to the RAZ role to the sid key "AttachRole" value in your cross-
account restricted policy.

{
"Sid': "AttachRol e",

"Effect": "Alow',

"Action": "iam AttachRol ePolicy",

"Resource": [
"arn:aws:iam: *:rol e/ env-*-dwx- st ack- EKSSer vi ceRol e-*",
"arn:aws:iam: *:rol e/ env-*- dwx- st ack- Nodel nst anceRol e-*"

] il
"Condition": {
" For AnyVal ue: Ar nEqual sl f Exi sts": {

12
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}
}

"iam Pol i cyARN":

"arn: aws:

"arn: aws:
arn: aws:
arn: aws:
"arn: aws:
"arn: aws:

]
}

i am
i am
i am
i am
i am
i am

[

. aws:
. aws:
. aws:
. aws:
. aws:
. aws:

pol i cy/ AmazonEKSCl ust er Pol i cy",

pol i cy/ AmazonEKSSer vi cePol i cy",

pol i cy/ AmazonEC2Cont ai ner Regi st ryReadOnl y",
pol i cy/ AmazonEKSWr ker NodePol i cy",

pol i cy/ AmazonEKS _CNI _Pol i cy",

pol i cy/ d oudWat chAgent Adni nPol i cy"

Replace the élipsis ... placeholder above with all policy ARNS attached to the RAZ role as shown in the example
below. See IAM policy definitions for more information about these policies.

arn: aws:

arn: aws:

arn: aws:

arn: aws:

i am : 1234567: pol i cy/ aws- cdp- dat al ake- admi n-s3- pol i cy
i am : 1234567: pol i cy/ aws- cdp- bucket - access-policy
i am : 1234567: pol i cy/ aws- dat al ake- backup- pol i cy

i am : 1234567: pol i cy/ aws- dat al ake-rest ore-policy

Add the new sid "AttachRAZPolicy ToNodel nstance” value to the cross-account json policy.

Make sure all the policies attached to RAZ/Data Lake Admin role are in the following regex pattern format:

${ ANY_W LDCARD REGEX}

Use the pattern as avalue for the key "iam:PolicyARN"  as shown in the example below:
Example policies attached to the RAZ/Data Lake Adminrole

ar n: aws
ar n: aws
ar n: aws
ar n: aws

siam:1234567: pol i cy/ cdp-dev- dat al ake- admi n-s3-policy
:iam:1234567: pol i cy/ cdp- dev- dat al ake- bucket - access- pol i cy
:iam: 1234567: pol i cy/ cdp- dev- dat al ake- backup-policy
;iam:1234567: pol i cy/ cdp- dev- dat al ake-rest ore-policy

Theregex is"arn:aws.iam::1234567:policy/cdp-dev-datal ake*".

{

"Sid":

"Action":

Effect": "All ow'

Resource": |

" At t achRAZPol i cyToNodel nst ance",

"iam Att achRol ePol i cy",

"arn:aws:iam: *:rol e/ env-*- dwx- st ack- Nodel nst anceRol e-*"

1,
"Condition": {
"For AnyVal ue: ArnLi kel f Exi sts": {
"iam Pol i cyARN': "arn:aws:iam : <AW5_ACCOUNT_| D>: pol i cy/
${ ANY_W LDCARD_REGEX} "
}

}

}

For more information about using RAZ, see fine-grained access control and Cloudera policies documentation.
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For security reasons, if you do not want to provide PutRolePolicy permission in your cross account role, which would
be used later to add an inline policy to the Node instance role, you must create a managed policy. Failure to do so
resultsin an authorization error. You learn how to create the managed policy in afew steps.

If you are using the restricted policy with managed policy ARN, you need to add the permission to the cross account
role from this Github link.

Note: Enable DAS Link will not be supported, since * PutRolePolicy* permission is not available in your
E cross account role.

1. Follow instructionsin steps 1-4 to activate your environment in Cloudera Data Warehouse, as described in the
"Activating an AWS environment" above.
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2. Select Attach Managed policy ARN to Node Role, and passthe ARN.
For example:

Activate Environment

Do you want to activate the environment "c1cde"?
Deployment Mode
® Private Balancer, Private Worker Nodes

Public

‘Worker Modes

Public Load Balancer, Public Worker Nodes

MNode Count
[ ]

Owerprovision compute nodes
MNode Gount
L

Use Custom ECR repasitory
Use Overlay Metwork
Attach Managed policy ARN to Node Role

Enter complete icy ARM

Enable Compaction Observability

ACTIVATE

When you remove the PutRolePolicy permission, which is one of the standard permissions needed, from your
cross account role, the reduced permissions mode Ul appears.

For example:

Environmant Validations
You saam bo have missing permissions. Parmission for am:PuiRolePolicy} was [implicitDeny]. Do you wanl to
continue activating?
Check to activate emdronment with reduced permissions mode
ACTIVATE
=

For more information about reduced permissions mode, see the topic below.
3. In Environmental Activations, optionally do not select Reduced Permissions mode.
4. Click Activate.

The noderole-inline-policy.json is attached to the Node Instance role instead of ainline policy requiring the
PutRolePolicy permission in your cross account role.
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5. Make the following changes to the noderole-inline-policy.json file in your cross account role:

 ${DATALAKE_BUCKET} - Replace this with the name of your S3 bucket. For example my-bucket.

* ${STORAGE_LOCATION_BASE} - Replace thiswith the path to your Data L ake directory in the S3 bucket
specified as ${ DATALAKE_BUCKET}{}/SOME_PATH. For example my-bucket/my-dl.

* ${LOGS BUCKET} - Replace thiswith the name of your S3 bucket for logs. For example my-bucket.
${LOGS _LOCATION_BASE} - Replace thiswith the path to your S3 location for logs. For example my-
bucket/my-dI.

« ${BACKUP_LOCATION_BASE} - Replace thiswith the path to your S3 location for backups. Thislocation
isused for both Freel PA and Data L ake backups. For example my-bucket/my-dl.

* ${BACKUP_BUCKET} - Replace this with the name of your S3 bucket for backup. For example my-bucket.

IAM permissions are required by Cloudera Data Warehouse for environment activation. Y ou can choose to provide a
reduced set of IAM permissions for environment activation instead of the full set in the AWS restricted permissions

policy.

Y ou can activate an AWS environment for Cloudera Data Warehouse with fewer than half the set of required IAM
permissions on your AWS cross-account |AM role. Y ou can choose reduced permissions mode in two ways:

» Select the Use reduced permissions mode when you activate your environment from Cloudera Data Warehouse.
e Alternatively, let the system detect your account does not have the AWS restricted permissions policy.

The following dialog appears. Y ou can select Check to activate environment with reduced permissions mode.

Environmant Validations
Yiou saem bo have missing permissions. Parmission for fam:PulBolePalicy) was [implicitDany]. Do you seanl to

continue activating?

Check to activate environment with reduced PEMISEKNNE Moo

ACTIVATE

In thistask, you activate your environment from Cloudera Data Warehouse in reduced permissions mode. In steps 6
and 7, you manually create the stack and then removeit:

1. Inthe Cloudera Data Warehouse service, in Environments, click the search icon and locate the environment that
you want to activate.

2. Activate the environment.
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3. InActivation Settings, if you do not have the standard set of required |AM permissions or arestricted policy in
place, select Use Reduced Permissions Mode.
For example:
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Activate Environment

Do you want to activate the environment "brodia-aws"?

Deployment Mode:”
@® Private Load Balancer, Private Executors
(U Public Load Balancer, Private Executors

(0 Public Load Balancer, Public Executors

Advanced Settings

®

Node Count:
. |
] 2 4 7] -] 10 12

Overprovision compute nodes

Node Count:
[ ]
0 2 4 & B 10 12

] Use Custom ECR repository

_J Use Overlay Network

() Attach Managed policy ARN to Node Role
) Enable Compaction Observability

Use Reduced Permissions Mode
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Alternatively, if Environment Validations appears, select Check to activate environment with reduced permissions
mode. Skip the next step and go to step 6.

4. If you do not want to activate the environment in reduced permissions mode, uncheck the option, and click
Activate. Skip the rest of the stepsin this procedure. Cloudera Data Warehouse automatically creates the cloud
resources in your AWS account for you.

5. Manually create the cloud resources in your AWS account and tag them appropriately, as described in topic,

"Setting up cloud resources for reduced permissions mode" below.

Cloudera Data Warehouse pre-popul ates the required CloudFormation template for you within the AWS console,
and you perform the manual stepsto create the stack.

6. When you are finished using the stack, manually delete it in the AWS console.

Related Information

Minimum set of IAM permissions required for reduced permissions mode

Minimum set of IAM permissions required for reduced permissions mode

Review alist of the minimum IAM permissions required to activate AWS environments for Cloudera Data
Warehouse in reduced permissions mode.

Thefollowing isalist of the minimum permissions that are required for your IAM policy to activate environments
for Cloudera Data Warehouse in reduced permissions mode. In this mode you must manually create your
CloudFormation stack from atemplate that Cloudera Data Warehouse pre-populates in the AWS console for you.
When you are finished using the stack, you must manually delete its resources in your AWS account.

Table 1. Minimum set of IAM policy permissions required for environment activation in Cloudera
Data Warehouse in reduced permissions mode

AWS service " Allow" actions

Description

Certificate Manager (acm)

DescribeCertificate

Created by Cloud Formation to check the
certification status during activation.

ListCertificates

ACM validation adds DNS records.

CloudFormation (cloudformation)

DescribeStackEvents

Get Cloud Formation stack events, identify
cause of failed CF stack creation failure

DescribeStacks Check the status of stack--error or completed,
then install helm charts
UpdateStack Update Custom AMI, upgrade EKS
Cloudwatch (logs) Createl ogGroup Create/name cloudwatch log group
Createl ogStream Create log stream of log group that originates
from monitored application or resource
Describel ogStreams List log streamsfor log groups
PutL ogEvents Upload log events to log stream
PutRetentionPolicy Change number of days Cloudwatch retains
EC2 (ec2) CreateK eyPair Create ssh Public key pair, pass to ec2
instances. Not required if passed/set/reused via
CloudBreak
CreateTags Tag subnets and eks security group. Amazon
EK'S security group requirements and
considerations
DeleteK eyPair Delete keypair while deactivating Cloudera
Data Warehouse // needed if CB env ssh is not
reused
DeleteTags
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"Allow" actions Description

DescribeDhcpOptions See points 2-3 in AWS Requirements
Checklist
DescribeKeyPairs Validate CloudBreak env ssh key pair exists,

not deleted inbetween; check for duplicate
keypair in case of Cloudera Data Warehouse

created keypair
DescribeRouteTables
DescribeSubNets See Point 4 in AWS Requirements Checklist
DescribeV pcAttribute Validate enableDnsHostnames and

enableDnsSupport VVPC attributes; see 1 and 3
pointsin Footnote 3 URL

DescribeVpcs Validate ID of set of DHCP options associated
with the VPC
EC2 Auto Scaling (autoscaling) DescribeAutoScalingGroups Get shared services/compute ASGs, update as
part of AZRebalance
SuspendProcesses Suspend AZRebalance for autoscaling group;

include AZRebalance; cannot suspend
AZRebalance in cloudformation; edit/update
ASGswith AWS API to avoid AWS re-
balancing nodes for AZ (most nodes run in
stateful/critical pods)

UpdateAutoScalingGroup Calico overlaynetwork option requires no
EKS nodes up on ingtallation; with CF stack
creation 3 nodes start up, autoscaling group
updates desired capacity to Zero viaAWS
API; need latest SSH key from CloudBreak
for EK'S node updates; new Launch template
passes SSH key and updatesin ASG

EKS (eks) DescribeCluster Calico overlaynetwork option requires no
EKS nodes up on installation; with CF stack
creation 3 nodes start up, autoscaling group
updates desired capacity to Zero viaAWS
API; need latest SSH key from CloudBreak
for EK'S node updates; new Launch template
passes SSH key and updatesin ASG

DescribeUpdate Check status of Updates--enable Private EKS
and Cloudwatch on EKS

TagResource Tag eks cluster, e.g.: clusterld, envld,
clustername, accountld...

UpdateClusterConfig Update EK Scluster config Enable Private EKS
and Cloudwatch on EKS

UpdateClusterVersion Updates an Amazon EK'S cluster to the
specified Kubernetes version

IAM (iam) DeleteRolePolicy

GetRolePolicy Deleteinline policieslike efs, ebs, cluster-
autoscaler etc created/attached to Node
instance role at deactivation

ListAttachedRolePolicies* List policies attached to Ranger RAZ role;
attach to Nodel nstanceRole for S3 accessiif
RAZ enabled

PutRolePolicy Add inline policies like efs, ebs, cluster-
autoscaler to Node Instance Role

SimulatePrincipal Policy Simulate Cloud Formation stack formation

policies
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"Allow" actions Description

RDS (rds) StartDBlInstance

StopDBInstance

DescribeDBInstances

S3(s3) GetBucketL ocation Needed for external bucket feature via Ul,
where we validate the VPC and bucket region
are the same

GetObject Get Cloud Formatoin template while CF stack
creation may not be needed for reduced mode

ListBucket

PutObjectAcl

PutObject Put Cloud Formation template in SDX bucket

*Needed only in a Ranger Authorization (RAZ) environment.

Reduced permissions mode JSON IAM permissions policy template
To activate an AWS environment for Cloudera Data Warehouse using reduced permissions mode, you can use this
sample JSON template when you register an environment in Cloudera.

In this mode you must manually create your CloudFormation stack from atemplate that Cloudera Data Warehouse
pre-populates in the AWS console for you. When you are finished using the stack, you must manually delete its
resources in your AWS account.

Get the JSON reduced permissions mode policy from Github. Use the policy in Step 6 of the procedure to create your
cross-account IAM role for Cloudera. Make the following substitutions in the policy:

* Replace { ACCOUNT _ID} with your AWS account number.
* Replace { DATALAKE_BUCKET} with your datalake bucket name.

Related Information
Create a cross-account |AM role

Required tags for CloudFormation stacks created with reduced permissions mode

Thisisalist of tags you must manually apply to AWS CloudFormation stack resources when you use the reduced
permissions mode to activate environments for Cloudera Data Warehouse.

Table 2: Required tags for CloudFormation stacks created with reduced permissions mode in
Cloudera Data Warehouse

Tag key Tag value

clusterName Name of the Cloudera environment registered with Cloudera
Management Console

data-warehouse-env-owner Email 1D of the account of the user who owns the stack and is a user
who has access to the Cloudera environment. Thisisthe email ID of
the email addressthat is listed for Email on the Users page of the User
Management module of Cloudera Management Console.

stackName Name of the Cloudera Data Warehouse CloudFormation stack. In the
format:

env-<ENVIRONMENT-IDENTI FIER>-dwx-stack
For example:
env-6g8dsf-dwx-stack
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clusterld Cloudera Data Warehouse environment ID that is displayed in the
environment tile in the Cloudera Data Warehouse Ul. For example:
env-hmrt2z

Cloudera-Resource-Name Cloudera environment ID (CRN [Cloudera Resource Name]). In the
format:
crn:cdp:environments:<REGION>:<ACCOUNT-ID>:  environment
:<IDENTIFIER>
For example:

crn:cdp:environments:us-west-1:9d74eeed- 1cad-45d7-b645- 7ccf9edbb
73d:environment:cc8ad776-4704-48f7-a243-97348939becd

actorCrn CRN (Cloudera Resource Name) from the user's profile in the
Cloudera Management Console module of Cloudera. For example:

crn:atus.iam:us-west-1:9d74eeed-1cad-45d7-b645-7ccf9edbb73d:use
r:de370d9f-ebb4-4h75-a89b-5d15306ae143

accountld Tenant ID. In the above CRN example, the tenant ID isthe GUID
listed immediately after the AWS region: 9d74eeed- 1cad-45d7-b645-
7ccf9edbb73d

Learn how to activate environments on AWS using the reduced permissions mode in Cloudera Data Warehouse. In
this mode, you must manually create and delete the CloudFormation stack in the AWS Console.

Required role: EnvironmentAdmin or PowerUser

When you activate an AWS environment for Cloudera Data Warehouse, if you do not have the standard required
IAM permissions, the following message displays in the environment tile of the Cloudera Data Warehouse Ul, which
provides alink to the AWS Console;

Cick the link and performthe following |isted steps to navigate
to the AWS Consol e and create the Cl oudFormati on stack.

« Because you need to use the AWS Console to manually create your CloudFormation stack for Cloudera Data
Warehouse environment activation, in another browser tab, log into your AWS account before you begin. Make
sure that the IAM entity logged in has the two AWS restricted policies described in "AWS restricted policies'.

e You must also have the AWS CLI and the kubectl CLI configured and available on your system to apply the
kubeconfig that Cloudera Data Warehouse providesin Step 10 below.

i Important:

« Make sure you have the time to complete the task of creating your CloudFormation stack in reduced
permissions mode in one sitting. This can take up to 20 minutes. Otherwise, if the creation process
outlined below is delayed in the AWS Console for more than an hour, the Cloudera Data Warehouse
environment activation times out and the environment will go into an error state.

* Make surethat the IAM entity you use to log into the AWS Console has adequate permissions to create
CloudFormation stacks and to run kubectl commands on your AWS environment.

¢ Make note of the name of the lAM entity you use because you must use it to log in using aterminal
window again in Step 10c. of the following procedure.

1. Inthe Cloudera Data Warehouse Ul Overview page, go to the Environments tab.
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2. Locate the environment you want to activate, and click Activate.

3. If the system detects that you do not have the standard required IAM permissions on your AWS account for
automatic CloudFormation stack creation by Cloudera Data Warehouse, it displays the following message in the
tile:

Step 1 of 2: Insufficient perm ssions! Visit AWS Console to Create Stack
and cone back. Creating a stack will take up to 15 m nutes.

This message asks you to navigate to the AWS Console to manually create the CloudFormation stack.
4. Click thelink Visit AWS Console to Create Stack and the AWS Console opens on the

CloudFormationStacksCreate Stack page that is pre-populated with atemplate in another browser tab.
5. Inthe Create Stack page, click Next to advance to the Specify stack details page.

Important: Do not change any configurations on the Specify stack details page, including the Stack
Name.

6. Inthe Specify stack details page, click Next to advance to the Configure stack options page where you can specify
the required tags for your stack resources. See "Required tags for CloudFormation stacks," which is linked to at
the bottom of this page for alist of required tags.

7. After adding the required tags, do not set the remaining options on the page. Scroll down to the bottom of the page
and click Next to advance to the Review <ENV-STACK-NAME> page.

8. On the Review <ENV-STACK-NAME> page, scroll down to the bottom, click the | acknowledge that AWS
CloudFormation might create IAM resources check box, and then click Create Stack.

Note: Stack creation can take up to 20 minutes depending on network traffic and load. The Cloudera Data
Warehouse Ul monitors AWS stack creation and displays a"Creating" message in the environment tile.

9. After stack creation has completed, a message displays in the Cloudera Data Warehouse Ul environment tile.
Click the Open Configurations link and a Configurations dialog box displays.

10. In the Configurations dialog box, perform the following steps:

a. Copy the Kubeconfig text to your system clipboard and save it into atext file on your system.

b. Copy the Aws Auth text to your system clipboard and save it into atext file on your system. The Aws Auth
text provides the IAM cross-account role that is registered in Cloudera to access the EKS cluster on AWS after
you perform the kubectl command in the next step.

¢. Inaterminal window, verify that the AWS CLI is configured to use the same IAM entity that you used to
create the CloudFormation stack in Step 8. Then, using the kubectl CLI, run the following commands to apply
configurations from the two text files that you created in Step 10b:

$> export KUBECONFI G=<PATH TO- THE- KUBECONFI G- TEXT- FI LE>

$> kubect!| apply -f <PATH TO THE- AWs- AUTH TEXT- FI LE>

Look for shell output "configmap/aws-auth created" to confirm the configuration was applied correctly.

If you deployed the CloudFormation stack with afederated user using the AWS console, you need to execute the
commands mentioned in 10c (above) in the AWS CloudShell. Y ou might need to manually install the kubectl
command in the CloudShell.

11. Back in the Cloudera Data Warehouse Ul Configurations dialog box, select Y es, Kubeconfig and AWS Auth
configuration are applied checkbox, and then click Finish Activation.

After clicking Finish Activation, the environment is activated and the tile displays a starting message.
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Learn how to deactivate an environment that has been activated for use in Cloudera Data Warehouse with the reduced
permissions mode. When you deactivate an environment in Cloudera Data Warehouse, the environment registered
with Cloudera remains available for use by other applications.

Required role: EnvironmentAdmin or PowerUser

If a Cloudera environment has been activated for Cloudera Data Warehouse with the reduced permissions mode, then
if you deactivate the environment in the Cloudera Data Warehouse Ul, you must manually delete the CloudFormation
stack in AWS and its associated S3 buckets and DynamoDB table. After you click the deactivation icon in the
Cloudera Data Warehouse environment tile, alink displaysin the tile that you can use to navigate to the AWS
Console to delete these cloud resources.

1. Inthe Cloudera Data Warehouse Ul, navigate to the tile for the environment you want to deactivate, and click
Deactivate, which launches the Action dialog box.

2. (Optional) In the Action dialog box, you can select one of the following environment deactivation options if
appropriate:

¢ Choose Drop Dataif you want to drop any data Cloudera Data Warehouse created outside of the Data L ake,
but retain the Database Catalogs and Virtual Warehouses that are associated with the environment.

» Choose Force Delete if you want to drop the data and also remove the Database Catalogs and Virtual
Warehouses that are associated with the environment.

3. Click Visit AWS Console to Delete Stack, which displaysin the Action dialog box. This opensthe AWS Console
in another browser tab.

4. Inthe Action dialog box of the Cloudera Data Warehouse Ul, click OK, and then wait five minutes so Cloudera
Data Warehouse can perform its deletion steps.

5. After waiting five minutes, in the AWS Console, click Delete to del ete the CloudFormation stack in your AWS
account.

6. Inthe AWS Console, perform the following tasks:
* Navigate to the S3 service and delete the following S3 buckets that were used by the stack:

<S3- BUCKET- NAME>- <LAST- 4- DI G TS- OF- ENVI RONMVENT- | D>- dwx- managed
<S3- BUCKET- NAME>- <LAST- 4- DI G TS- OF- ENVI RONVENT- | D>- dwx - ext er nal

For example, if the bucket name is sales-east and the Cloudera Data Warehouse environment ID is ENV-CK89
88, the buckets you should delete are:

sal es- east - 8988- dwx- managed
sal es- east - 8988- dwx- ext er nal

* Navigate to the DynamoDB service and del ete the associated DynamoDB table.

After performing these steps, the resources in your Amazon account for the deactivated Cloudera Data Warehouse
environment have been deleted.
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When you create a Cloudera Data Warehouse cluster using the Cloudera CLI create-cluster command, any
PostgreSQL backup retention period you set on your Cloud Provider side, is observed by Cloudera

1. In AWX, configure BackupRetentionPeriod.

2. Create aData Warehouse cluster using the Cloudera CLI create-cluster command.
The Data Warehouse cluster will retain the PostgreSQL backups according to your configuration.

This topic describes how to view and edit Cloudera AWS environment details in the Cloudera Data Warehouse
service Ul.

Y ou can view Cloudera AWS environment details without leaving the Cloudera Data Warehouse service Ul.
Accessing the Environment Details page in the Cloudera Data Warehouse Ul also enables you to edit the description
of the environment and the allowed 1P Classless Inter-Domain Routing (CIDRs) that control access to Kubernetes and
load balancer service endpoints.

* You must activate an environment before you can view or edit its details. See "Activating AWS environments,”
whichislinked to in the "Related information™ section at the bottom of this page.

e Obtain the DWUser role for viewing environment details.
* Obtain the DWAdmin role for editing the environment details.

1. Inthe Cloudera Data Warehouse service, go to the Environments tab.
2. Locate the environment that you want to view.
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Click : Edit .

In Environment Details, you can view information about the environment, like the Cloudera Data Warehouse
release version in which you activated the environment, when you created and last updated the environment, and
how many Database Catalogs and Virtual Warehouses use the environment.

In Configurations, you can also make the following changes:
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ENVIRONMENT Name: nfge-aws-721¢

ﬁ STATUS VERSION CREATED BY DAT
Running 1.6.1-b220 rbalamohan@cloudera.com 1
GENERAL DETAILS CONFIGURATIONS
Description:

Flease enter the description

Enable IP-CIDR for Kubernetes cluster:

List of allowed IP-CIDR for Kubernetes cluster

Enable IP-CIDR for the load balancer:

List of allowed IP-CIDR for the load balancer

Add External 53 Bucket:

+ Apply Changes I Discard Changes
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» Add adescription for the environment, that makesit easier to identify.

* Add or edit thelist of IP CIDR(s) for Kubernetes Cluster to enable access from your internal network to the
Kubernetes endpoints.

e Add or edit the list of IP CIDR(s) for the load balancer.
e Add an external S3 bucket to access data outside your Data Lake, such asaCSV File.

» Enable CloudWatch logs if you use Amazon CloudWatch. In your AWS account, you can then find the logs
in /aws/eks/<cluster name>/cluster.

Note: Before enabling CloudWatch, you must add required permissions to your IAM policy to access
CloudWatch logs; otherwise, your cluster goes into an error state.

4. Click Apply Changes.

Activating environments
Restricting access to endpoints

Learn how to deactivate an AWS environment for Cloudera on cloud.
Required role: EnvironmentAdmin or PowerUser

1. Inthe Cloudera Data Warehouse service, go to the Environments tab.
2. Locate the environment that you want to deactivate and click Deactivate.
The Action modal is displayed.
3. On the Action modal, you can select environment deactivation options:
e Choose Drop Datato remove the managed buckets that were created by Cloudera Data Warehouse during
environment activation. The underlying data in the data lake is untouched. Only the default Database Catal og

isretained because it resides in the data lake. Non-default Database Catalogs and Virtual Warehouses are
deleted.

f Important: All metadata and the Ranger policies for non-default Database Catal ogs are del eted.

e Choose Force Delete to drop the data and to remove the Database Catalogs and Virtual Warehouses that are
associated with the environment.

4. Click OK to deactivate the environment.

Cloudera Data Warehouse is integrated with the Data L ake Storage Cloud provider storage, such as AWS S3 or Azure
Storage. During Data L ake creation, Cloudera creates storage locations for your data, 1ogs, and backups.

For more information about AWS storage buckets, see S3 bucket and IAM roles and policies for logs, backup, and
data storage. For information about which logs are stored in which directories, see Locations of Impalalog filesin S3.

Typicaly, during cluster creation, amanaged policy is created automatically by Cloudera Data Warehouse and
attached to a node instance role. Alternatively, if you need different permissions than those specified during cluster
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creation, you can create or modify the managed policy and attach it to the node instance role. Whether you create the
policy manually, or Cloudera Data Warehouse creates the policy automatically, the policy must specify the paths to
the log, backup, and data buckets in the Resources array of the s3readwriteownbuckets object in the managed policy

JSON.

arn: aws:
"arn: aws:
"arn: aws:
arn: aws:
arn: aws:
"arn: aws:
arn: aws:
"arn: aws:
"arn: aws:
"arn: aws:

s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::
s3::

: ${ LogBucket }/cl usters",

: ${LogBucket }/cl usters/*",

: ${ LogBucket }/ <Your configured | og path>",

: ${ LogBucket }/ <Your configured | og path>/*",

: ${ BackupBucket }/ <Your configured backup path>",

: ${ BackupBucket }/ <Your configured backup path>/*",
: ${ Dat aBucket }/ <Your configured data path>",

: ${ Dat aBucket }/ <Your configured data path>/*"

: ${ Dat aBucket } / backup",

: ${ Dat aBucket } / backup/ *",

Y ou get the path and name of the bucket, which was specified during Data L ake creation. To get the paths and names
of the buckets, navigateto Environments Data Lake . Click Summary.

ﬂ Data Lake Details

NAME

cdw-nfge-w9agp2

STATUS
& Running

Data Hubs

NODES SCALE

@2 wo Qo Custom

STATUS REASON CRN

Datalake is running ern:cdp:datalal
Data Lake FreelPA Data Services Clusters Cluster Definitions Summary

The name and paths of your logs and backup Data L ake buckets appear:

B Logs Storage and Audits

Storage Location: s3a:/feng-sdx-longrunning-ge/jubin-aws/audit

Instance Profile: arn:aws:iam::146617852659:instance-profile/mow-dev

B Backup Storage

Storage Location: s3a.//eng-sdx-lengrunning-ge/jubin-aws/audit

Instance Profile: arn:aws:iam::146617852659:instance-profile/mow-dev

One S3 bucket with a sub-directory named after your data lake such as s3a://my-bucket/my-dl is created when your
Data Lakeis created. This bucket is called the Storage L ocation Base and is intended for your data.

Node instance roles need access to data, logs, and backup buckets in your Data L ake. To configure a node instance
role to access these buckets, you attach the managed policy to the node instance role.
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To allow encryption and decryption of your S3 bucket contents, the environment node instance role must access the
KMS (Key Management System) key. Reading and writing to the bucket isimpossible unless you provide this access.

By default, any resource under your account can use and manage keys. However, typically you want to restrict access
to keys, authorizing only the node instance role to use the key. To accomplish this, you add code to your managed
policy and attach the policy to the node instance role. The following example policy snippet provides minimal
privileges to use the key.

"Sid': "Alow use of the key",
"Effect": "Alow',
"Principal": {
"AWS": "arn:aws:iam : 555555555555: rol e/ env-i d- dwx- st ack- Nodel nst a
nceRol e- xyz"

}

"Action": [
"kms: Encrypt ",
"kns: Decrypt ",
"kms: Gener at eDat akey",
"kms: ReEncrypt *"

]

Resource": "*"
} il
This code contains the following representations:

» B55555555555 is the example account id.
» env-id-dwx-stack-Nodel nstanceRole-xyz is the example Nodel nstanceRol e for the environment.

e env-id-dwx-stack is the example environment ID prefix.
e xyzisarandom string suffix

In Cloudera Data Warehouse on cloudclusters running on AWS environments, you need to configure access to S3
buckets.

The subtopics of this document describe using the Cloudera Data Warehouse Ul for configuring access to S3 buckets.
This documentation does not apply if you are using Cloudera Data Warehouse as follows:

* InaRAZ (Ranger Authorized) environment

See Accessing bucketsin a RAZ environment.
* Inamanaged policy environment with a managed policy ARN

See Accessing S3 buckets in a managed policy environment.
* Inreduced permissions mode

In aRAZ or managed policy environment, or in reduced permissions mode, you use AWS instance profiles
instead of the Cloudera Data Warehouse Ul. The Ul for configuring an external S3 bucket does not appear in these
environments and modes.
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This topic explains how to configure read-only or read/write access using default encryption to external S3 buckets
that reside in the same AWS account as the Cloudera Data Warehouseon cloud cluster.

Important: If you configure read-only access to an external S3 bucket, thereis no need to restart Virtua

& Warehouses. However, if you configure read/write access to an external S3 bucket, you must restart Virtual
Warehouses by suspending them and starting them again. Alternatively, you can create a new Virtual
Warehouse to use the external S3 bucket with read/write access.

Required role: DWAdmin

« Identify and activate the environment you want to configure for access to an external bucket in the same AWS
account.

* Inthe AWS Management Console, identify the external S3 bucket you want to configure access to.

1. Inthe Cloudera Data Warehouse Ul Overview, click Environments, choose the environment that is activated for

the Virtual Warehouses you want to use with the external AWS bucket, and click ! Edit .

2. InEnvironment Details, in the Enter s3 bucket name, type the name of the AWS bucket you want to configure
access to.

3. Specify whether Read Only or Read Write accessis needed.

Note:

IE For Read Write access only: if you do not need to use a custom encryption key, leave the ENCRYPTION
SETTINGS text box blank. If you do not use a custom key, the system uses AES256 encryption by
default. If you need to use a custom encryption key, see the next topic. Read Only access does not involve
encryption.

4. Click Add Bucket to save the configuration. A success message displays at the top of the page.

If you have configured Read Write access, you must restart the Virtual Warehouses that are associated with this
environment for the configuration changes to take effect.

If you want read/write access from Cloudera Data Warehouse on cloud on AWS to the external S3 bucket using your
own custom encryption key, you must configure the encryption key.

Perform the steps described in this topic to use your own custom key.

Important: If you want to use a custom key, you must perform the configuration described in this topic
whether the bucket isin the same AWS account as Cloudera Data Warehouse or if the bucket residesin a
different AWS account.

Required role: DWAdmin
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« ldentify which environment you want to configure for access to an external bucket in another AWS account.
In the Cloudera Data Warehouse Ul, go to the Environments tab. This causes the Data Catalog and Virtual
Warehouses that use this environment to be highlighted in the Cloudera Data Warehouse Ul. Choose the
environment that is activated for the Virtual Warehouses you want to use with the external AWS bucket.

* Inthe AWS Management Console for the different account, identify the external S3 bucket you want to configure
access to.

1. Onthe Cloudera Data Warehouse Ul Overview page, go to the Environments tab and locate the environment for

which you want to configure access to an external AWS bucket, and thenclick ¢ Edit .
Thisloads the Environment Details page.

2. Go to the Configuration tab and type the name of the AWS bucket you want to configure access to in the Add
External S3 Bucket field.

3. (Optiona) If you want to configure access to an S3 bucket in adifferent AWS account, select Bucket belongs to
different AWS Account.

4. Select Read Write. This causes the ENCRY PTION SETTINGS text box and a key policy to display.

5. Inthe AWS Management Console for the account where the S3 bucket resides, navigate to the Key Management
Service, and select Customer Managed Keys in the left navigation menu:

::'_"f"_,s Services ¥

Key Management X KMS Customer managed keys
Service (KMS)

Customer managed keys (287)
AWS managed keys

Customer managed keys Q

Custom key stores
Alias v Key ID

- 00f39e47-8117-469f-908f-5293430650d9
- 0107caee-b221-4789-bbe8-5e7a6918b6ff

- 012ab649-cbab-4939-9c46-1acaccledae

On the Customer managed keys page, select the key you want to use.
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6. Onthekey details page, select the Key policy tab in the center panel of the page:

ﬁ"_‘fs Services ¥ a¥ ¢ ¥ Oregon ¥  Suppori

Key Management X KMS > Customermanaged keys > Key ID: 00f39e47-8117-469f-908-5293430650d9

Service (KMS)
00 g erecaons + |

AWS managed keys

Customer managed keys

General configuration
Custom key stores

Alias Status Creation date
- Pending deletion Oct 14, 2020 11:29 PDT
ARN Description Scheduled deletion date
arn:aws:kms:us-west-2:58166 KMS key used for all at-rest (RDS, Nov 13, 2020 16:00 PST
5743680:key/00 7-8117 S3, EBS, EFS) resources
-469f J650d9 provisioned by dwx

é Key policy Cryptographic configuration Tags Key rotation
Key policy

1§
2 "Version": "2012-10-17",
3 "Id": "env-nbSpfv-dwx-stack-kms-key",
! "Statement": [
{
"Sid": "Allow administration of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::581 1@: root"
1
"Action": "kms:*",
12 "Resource": "*"
}
. ]
153

This displays the key policy for the customer managed key.
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7. Inthe Cloudera Data Warehouse Environment Details page, copy the Amazon Resource Names (ARNS)
associated with the environment that displays in the panel:

Add External S3 Bucket:

fooo [[] Bucket belongs to different AWS Account

ACCESS MODE:
(] Read Only 3 Read Write

ENCRYPTION SETTINGS: ©@
{Optional) Enter KMS CMK ARN

Please update source encryption key policy to include the following. Refer this link for additional instructions.

"Sid": "encrypt-decrypt-objects-for-cdw-env-xspjph",
"Effect": "Allow",
"Principal: {

A [

"arn:aws:iam::123014800043:role/func-ge-weekly-role”,
"arn:aws:iam::123014800043:rolefenv-xspjph-dwx-stack-NodelnstanceRole-1BR2OOVUXZHIF" &
}

“ems Encrypt Copy these 2 roles that are associated

"kms:Decrypt",

o ciakoy™, with this environment to your system
"kms:DescribeKey" "
! clipboard.

I

I
"Resource": "*"

ADD BUCKET

The actions listed in the above screen capture are the minimum set of actions needed by Cloudera Data
Warehouse:

"Action: [
"kms: Encrypt ",
"kmns: Decrypt ",
"kns: ReEncrypt *",
"kms: Gener at eDat aKey*",
"kms: Descri beKey"

]

The key policy you use should allow at least these actions.
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8. Return to the key details page in the AWS Management Console, click Edit in the upper right corner of the Key
policy tab, paste the two ARNSs to append them after the existing ARNs in the key policy, and then click Save

changes:
Edit key policy
Key policy Paste the 2 ARNs under the existing
aF; ARNs in the key policy, and then
2 "Version": "2012-10-17",

H 111 LH

] "Id": "env-nbSpfv-dwx-stack-kms-key", CIICK Save Changes-
4 "Statement": [
5 {

"Sid": "Allow administration of the key",

"Effect": "Allow",
8 "Principal”: {
"AWS": "arn:aws:iam: :581665743680: root"
"arn:aws:iam::123014800043:role/func-qe-weekly-role":
"arn:aws:iam::123014800043:role/env-xspjph-dwx-stack-NodeInstanceRole-1BR200VUXZHIF"

12 }!
13 "Action": "kms:*",
14 "Resource™: "*"

Cancel Save changes

The key policy shown in the above screen capture lists "kms:*" in the "Action" section of the policy. This
indicates that al actions are allowed. At minimum, Cloudera Data Warehouse requires the "Encrypt”, "Decrypt",
"ReEncrypt", "GenerateDataK ey*", and the "DescribeKey" actions as shown on the screen capturein Step 7.

If thereis no Key Policy tab of the key details page, copy and paste the entire key policy in the AWS Management
Console from the Cloudera Data Warehouse Ul.

9. After you save the changes to the key policy in the AWS Management Console, copy the ARN from the General
configuration section of the key details page:

General configuration

Alias Ste
- Pel
ARN De:
arn:aws:kms:us-west-2:581665743680:key/01ac KM

13e1-96da-4b55-94e1-e9¢232928bcd res
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10. In the Cloudera Data Warehouse Environment Details page, add the ARN you copied in Step 9 to the
ENCRYPTION SETTINGS text box:

Add External S3 Bucket:

fooo [ ] Bucket belongs to dif

ACCESS MODE: Paste the ARN from
O Read Only @ Read Wite the AWS Management
Console to CDW.

ENCRYPTION SETTINGS: @

larn:aws:kms:us-west-2:581665743680:key.

Please update source encryption key policy to include the following. Refer 1

"Sid": "encrypt-decrypt-objects-for-cdw-env-xspjph",
"FHact": A law"

11. Click Add bucket to save the configuration. A success message displays at the top of the page.

What to do next
Y ou must restart the Virtual Warehouses that are associated with this environment for the configuration changes to
take effect.

Accessing buckets in a different AWS account

Y ou must configure read-only or read/write access using default encryption to external S3 bucketsin AWS accounts
that are different from the Cloudera Data Warehouse cluster account.

About this task

Important: If you configure read-only accessto an external S3 bucket, there is no need to restart Virtual
Warehouses. However, if you configure read/write access to an external S3 bucket, you must restart Virtual
Warehouses by suspending them and starting them again. Alternatively, you can create anew Virtua
Warehouse to use the external S3 bucket with read/write access.

Required role: DWAdmin

Before you begin

« |dentify and activate the environment you want to configure for access to an external bucket in a different AWS
account.
* Inthe AWS Management Console, identify the external S3 bucket you want to configure access to.
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Procedure

1. Onthe Cloudera Data Warehouse Ul Overview page, go to the Environments tab and locate the environment for

which you want to configure access to an external AWS bucket, and then click  *  Edit .
Thisloads the Environment Details page.

2. Go to the Configuration tab and type the name of the AWS bucket you want to configure accessto in the Add
External S3 Bucket field.

3. Select Bucket belongs to different AWS Account. The Cloudera Data Warehouse bucket policy appears.

Click Copy |—El
Add External S3 Bucket:

fooo Bucket belongs to different AWS Account

ACCESS MODE:
Read Only [[] Read Write

Please update source bucket policy to include the following. Refer this link for additional instructions.

{
"Wersion™": "2012-10-17",
"Statement”: [

"Sid": "read-write-access-for-cdw-env-xspjph”,
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::123014800043:role/func-qe-weekly-role",
"arn:aws:iam:123014800043:role/env-xspjph-dwx-stack-NodelnstanceRole-1BR200OVUXZHIF"
J

%

"Action”: | »
"s3:Get™,
"s3:ListBucket",
"s3:GetBucketLocation"

]

"Resource": [
"arn:aws:s3:::fooo",
"arn:aws:s3:::fooo/"

]

}
]
}

5. Open the AWS Management Console for the different account where the external bucket is located and navigate
to the bucket to which you want to configure access.
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6. On the bucket details page of AWS Management Console, click the Permissions tab, click Bucket Policy, paste
the policy from Cloudera Data Warehouse, and click Save:

E"_‘f_s Services ¥ L ¥  Global ¥

»

Block public access Access Control List Object Ownership Bucket Policy CORS configuration

Bucket policy editor ARN: arn:aws:s3:::dwx-dev-compute 9

Type to add a new policy or edit an existing policy in the text area below.

1

@

e Paste the CDW policy here.

7. Inthe Cloudera Data Warehouse Ul Environment Details page, specify either Read Only or Read Write access for
the external bucket.

Note:

IE For Read Write access only: if you do not need to use a custom encryption key, leave the ENCRY PTION
SETTINGS text box blank. If you do not use a custom key, the system uses AES256 encryption by
default. If you need to use a custom encryption key, see the previous topic. Read Only access does not
involve encryption.

8. Click Add Bucket to save the configuration. A success message displays at the top of the page.

What to do next
If you have configured Read Write access, you must restart the Virtual Warehouses that are associated with this
environment for the configuration changes to take effect.

Accessing S3 buckets in a managed policy environment

Y ou can add and query datain S3 external buckets you add to Cloudera Data Warehouse service clusters running on
AWS environments.

Thistopic and the following subtopics are applicable if you are using managed policy ARN feature. If you are using
RAZ enabled DW, see "Accessing bucketsin a RAZ environment”.

If you are not using a RAZ-enabled Cloudera Data Warehouse, access to S3 buckets is controlled by the managed
policy attached to the AWS instance profiles. To access S3 buckets you add to your Cloudera Data Warehouse service

38


https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-aws-attach-role-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html

Cloudera Data Warehouse Public Cloud Accessing S3 buckets in a managed policy environment

cluster, you must edit the instance profile to add read/write permissions to the additional buckets as described in the
following subtopics.

Accessing S3 bucketsin aRAZ environment

In certain scenarios, you might need to interact with data that resides outside of the data lake S3 buckets. Y ou can add
abucket to S3, enable access to the bucket, and then, define external tables based on the data, such asa CSV file, you
put into the bucket.

In this task, you see how to add access to an S3 bucket to create an external table based on CSV data using Hue. You
need to enable read/write access to the external S3 bucket before creating the table. From the command line of your
cluster, you can run HDFS CLI commands on the S3 bucket. Y ou can also use the S3 bucket for uploading a UDF jar
for registration, and then include UDFs in queries from your cluster.

E Note: Thistopic might describe versions of the AWS console that have changed over time.

e The S3 bucket you add to hold the data outside your Data L ake must be in the same AWS account as your
Cloudera Data Warehouse service cluster.
* Required role: DWAdmin

In thistask, first you note the Managed Policy ARN attached to the Node Instance Role used while activating the
cluster. Next, you edit the managed policy in the JSON file, for example noderole-inline-policy.json.
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Procedure

1. Inyour managed policy, locate the sid " putgetmybucketpaths” for editing.
"S1id": "putgetmybucketpaths",
"Action": [
"s3:Get*",
"s3:Delete*”,
"s3:Put*"”,
"s3:ListBucketMultipartUploads”,
"s3:AbortMultipartUpload"
1,
"Resource": [
"arn:aws:s3:::roohi-dwx-priv/clusters”,
arn:aws:s3:::roohi-dwx-priv/clusters/*",
arn:aws:s3:::roohi1-dl-bucket/clusters”,

arn:aws:s3:::roohi-dl-bucket/clusters/*",
"arn:aws:s3:::roohi-dwx-priv/logs",
"arn:aws:s3:::roohi-dwx-priv/logs/*",
arn:aws:s3:::roohi-backup/backup”,

"arn:aws:s3:::roohi-backup/backup/*",

arn:aws:s3:: :roohi-dl-bucket/data",
"arn:aws:s3:: :roohi-dl-bucket/data/*",
"arn:aws:s3:::roohi-dl-bucket/backup”,
"arn:aws:s3:::roohi-dl-bucket/backup/*",
arn:aws:s3:::roohi-dl-bucket/tmp",

"arn:aws:s3:::roohi-dl-bucket/tmp/*"

1,
"Effect”: "Allow"
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2. Append resources to the resource section for the buckets you added.
For example, you added a bucket more-sales-data. To enable access to the more-sales-data bucket, you append
resources to the end of the "resource” section, as shown in the last two resource names:

"Resource": [

"arn: aws: s3:::roohi-dl -bucket/backup/*",
"arn:aws: s3::: nore-sal es-data",
"arn: aws: s3::: nore-sal es-data/*"

1,

f Important: There is no comma after the last line of the "Resource” section.

3. Click Review policy in the lower right corner of the page, and then click Save changes.
Y ou can how access the more-sal es-data bucket outside your data lake from Hue in your Cloudera Data
Warehouse service cluster. For example, you can create external Hive tables that point to the bucket, and join
those external tables with tables already in your data lake. Y ou can govern Cloudera Data Warehouse user access
to this external S3 bucket using Ranger Hadoop SQL Palicies.

Y ou might need to know how to add read/write access to S3 buckets under AWS accounts that are different from the
Cloudera Data Warehouse cluster account.

To enable Cloudera Data Warehouse service cluster access to a bucket you add to S3 under a different AWS account,
you must configure the bucket in the different account to access the Cloudera Data Warehouse cluster account. Then,
you can configure the Cloudera Data Warehouse service account to access the bucket you added. Y ou perform both of
these tasks in the AWS Management Console.

Required role: DWAdmin
B Note: Thistopic might use both "new" and "old" versions of the AWS console.

To configure access to external S3 buckets for your Cloudera Data Warehouse cluster, you must edit the managed
policy attached to the AWS instance profile.

You use this cluster ID in Step 5 below.

1. Inthe AWS Console, navigate to AWS Management Console S3, locate the bucket in the other AWS account
you added, and then click the bucket name.

2. Inthe bucket details page, click the Permissions tab, and then click the Bucket Policy sub-tab.
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3. Inthe Bucket Policy sub-tab page, in the Bucket policy editor, add the Cloudera Data Warehouse cluster 1d and

what permissions you want the Cloudera Data Warehouse service account to have for this bucket:

Services ~ Resource Groups ~ ™ ! @ Global

- 5

Amazon 53 >  airlines-orc-dwx-dev

airlines-orc-dwx-dev

Overview Properties Permissions Management Access points

Block public access Access Control List Buckat Policy CORS configuration

Bucket policy editor ARN: am:aws:s3::aifines-orc-dwx-dev m
Cancel

Type to add & new policy or edit an existing policy in the text area below

The block public access settings tumed on for this bucket prevent granting public access.

"Version": "Z@1Z-18-17",
"Statement”: [
{
"$id": "reod-access-for-dwi-env-cx57qr”,
"Effect”: "Allow",
"Principal™: {

W0 o B P e

+

"Action™: [
"s3:Get*",
"s3:ListBucket™

1.
"Resource”: [
"arn;aws:s53:airlines-orc-dwx-dev”,

"orn:ows:s3:::airlines-orc-dwx-dev/*"

"ANS": “arn:ams:iom: :581665743680: role/env-cx57gr-dax-stack-NodelnstanceRole- 1137 ID39E0PEK"

This example policy includes the following specifications:

. (;) Tip: To get the ARN of your Cloudera Data Warehouse cluster account: In the AWS Console,

navigate to CloudFormation and locate the stack for your Cloudera Data Warehouse cluster. Click the
stack name. In the stack details page, click the Resources tab. In the Resources table, scroll down to
the Nodel nstanceRole, and then click the hyperlink just to theright of it. At the top of the Summary
page, the Role ARN islisted. Thisisthe ARN you must specify for the Principal in the bucket policy.

« The Action section specifies what actions the Principal can perform.

» The Resource section specifies the S3 bucket you added and want your Cloudera Data Warehouse cluster to be

able to access.

For details about bucket policies, see Managing Access to Amazon S3 Buckets Using Bucket Policiesin the AWS

documentation.
4. Click Save.
5. Note the managed policy ARN attached to the Node Instance Role, used while activating the cluster.
6. Open the managed policy JSON file, for example noderole-inline-policy.json for editing
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7. Locate the sid " putgetmybucketpaths' for editing.
"S1id": "putgetmybucketpaths",
"Action": [
"s3:Get*",
"s3:Delete*”,
"s3:Put*"”,
"s3:ListBucketMultipartUploads”,
"s3:AbortMultipartUpload"
1,
"Resource”: [
"arn:aws:s3:::roohi-dwx-priv/clusters”,
arn:aws:s3:::roohi-dwx-priv/clusters/*",
arn:aws:s3:::roohi1-dl-bucket/clusters”,

arn:aws:s3:::roohi-dl-bucket/clusters/*",
"arn:aws:s3:::roohi-dwx-priv/logs",
"arn:aws:s3:::roohi-dwx-priv/logs/*",
arn:aws:s3:::roohi-backup/backup”,

"arn:aws:s3:::roohi-backup/backup/*",

arn:aws:s3:: :roohi-dl-bucket/data",
"arn:aws:s3:: :roohi-dl-bucket/data/*",
"arn:aws:s3:::roohi-dl-bucket/backup”,
"arn:aws:s3:::roohi-dl-bucket/backup/*",
arn:aws:s3:::roohi-dl-bucket/tmp",

"arn:aws:s3:::roohi-dl-bucket/tmp/*"

1,
"Effect”: "Allow"
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8. Append resources to the resource section for the buckets you added.
For example, if you want to add access to the more-sal es-data bucket, you append resources to the end of the
"resource” section, as shown in the last two resource names:

"Resource": [

"arn:aws: s3:::roohi-dl -bucket/backup/*",
"arn:aws: s3::: nore-sal es-data",
"arn: aws: s3::: nore-sal es-data/*"

1,

2 Important: There is no comma after the last line of the "Resource” section.

9. Click Review policy in the lower right corner of the page, and then click Save changes. Y ou can access the new
bucket from your Cloudera Data Warehouse service cluster now. For example, you can create externa Hive tables
that point to the bucket.

InaRAZ (Ranger Authorized) environment, you must configure permissions to access an S3 bucket. The procedures
for configuring the permissions differ depending on the AWS account that owns the bucket.

If you have enabled RAZ in your environment, policies attached to the Ranger RAZ Service role control access to
external S3 buckets.

Y ou must meet the following prerequisites before adding access permissions to buckets to the RAZ environment
within the same AWS account or in a different account:

* Obtain the DWAdmin role.
* Follow steps similar to the minimum setup for cloud storage to create the Ranger RAZ role.
* Register an environment with RAZ using the Clouderaweb interface.

In the web interface, in Fine-grained access control on S3, select Enable Ranger Authorization for AWS S3.

B Fine-grained access control on S3

Choose how to manage cloud storage access control for this environment

O Enable Ranger authorization for AWS 53

Select AWS IAM role for Ranger authorizer™
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In a Ranger Authorized (RAZ) environment, to access an S3 external bucket in the same AWS account as the cluster,
you must configure a policy that manages access to the Cloudera data lake. Y ou modify a JSON file that defines the
IAM policy to do this.

Y ou update the following IAM policy definition for the minimal cloud storage setup: aws-cdp-datal ake-admin-S3-
policy.

Y ou must meet the prerequisites mentioned in the topic above.

Add the ARN of the external bucket to the "Resource" array of valuesin the JSON file for the aws-cdp-datal ake-
admin-S3-palicy.

For example, the values in the Resource array give the Cloudera Data Warehouse cluster access to external bucket
MY_EXTERNAL_BUCKET.

"s3:ListBucketMultipartUploads"

= ¥
"s3:ListBucketVersions",
"s3i:ListMultipartUplecadParts®™,
"s3:PutObject”
i
"Resource":
"arn:3{4ARN PARTITICON}:s3:::5{STORAGE LOCATICN BRSE}™,
"arn:${ARN PARTITION}:s53:::5%{STORAGE LOCATION BASE}/*"

- ! 1 L I - " f
"arn:${ARN_PARTITION}:s3:::MY EXTERNAL BUCKET",
"arn:${ARN_PARTITION}:s3:::MY EXTERNAL BUCKET/*"

In a Ranger Authorized (RAZ) environment, to access an S3 external bucket in a different AWS account from the
Cloudera Data Warehouse cluster, you must configure the bucket policy of the other account. Y ou use the AWS
Management Console to do this.

For information about bucket policies, see Adding a bucket policy by using the Amazon S3 console in the AWS
documentation.

Y ou must meet the prerequisites mentioned in the topic above.
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Procedure
1. Addthe ARN of the external bucket to the "Resource” array of valuesin the JSON file for the aws-cdp-datal ake-
admin-s3-policy.

For example, the valuesin the Resource array give the Cloudera Data Warehouse cluster access to external bucket
MY_EXTERNAL_BUCKET.

"s3:ListBucketMultipartUploads",
"s3:ListBucketVersicns",
"s3:ListMultipartUplcoadFarts",

"=3:PutCbhiject®

LL]
arn:

BRN PARTITION}:s3:::5{STORAGE LOCATION
BRN PARTITION}:s3:::5{STORAGE LOCATION

"arn:${ARN P.!!.RTITIDH} s3:::MY EXTERNAL BUCKET",
"arn.${hRN_PHRTIT ION}:s83:: .MY_EHTERHHL_BUEKET.-‘"*"

1
I

2. Get the cluster ID from the Environmentstile in the Cloudera Data Warehouse service Ul.
For example:

<« Environments | 50 s O

dwxtpcds30 p :
& P &S O i

EnvV-BCWWaq @

IATABASE CATALOGS VIRTUAL WAREHOUSES PLATFORM

3 o d

You use this cluster ID later.

3. Inthe AWS Console, navigate to AWS Management Console S3 , locate the bucket in the other AWS account
you added, and then click the bucket name.

4. Inthe bucket details page, click Permissions, and then click Bucket Policy.
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5. In Bucket Policy, in the Bucket policy editor, add the Cloudera Data Warehouse cluster Id and the permissions
you want the Cloudera Data Warehouse service account to have to this bucket.

Services v Resource Groups ~ * J Global ~ S

Amazon 53 »  airlines-orc-dwx-dev

airlines-orc-dwx-dev

Overview Properties Permissions Management Access points

Block public access Access Control List Buckat Policy CORS configuration

Bucket policy editor arn: arn:aws:s3:::airines-orc-dwx-dev |
Type to add & new policy or edit an existing policy in the text area below. Cancel

The block public access settings tumed on for this bucket prevent granting public access.

"Version": "Z@1Z-18-17",
"Statement”: [
{
"§id": "reod-access-for-dwx-env-cx57qr”,
"Effect”;: "Allow",
"Principal™: {
"ANS": “arn:ans:icom: 581005743680 roles/eny-cx57qr-dax-stack-NodelnstanceRole- 1137 ID39E0PEK"

W0 s h A P e

|
"Action™: [
"s53:Get*",
"s3:ListBucket”
1.
"Resource”: [
"arn:aws:s3:::airlines-orc-dwx-dev”,
"orn:ows:s3::iairlines-orc-dwx-dev/™*"

This example policy includes the following specifications:

Thisfirst section includes the Sid, which is an optional identifier indicating what the policy does. The Effect
specifies that this policy is alowing the Principal to do what is listed below in the Action section. The Prin
cipal iswhere you specify the ARN of the instance role for your Cloudera Data Warehouse cluster account.

Tip: To get the ARN of your Cloudera Data Warehouse cluster account:Follow steps 6-8 below, then
(;) specify the ARM for the Principal in the bucket policy.

The Action section specifies what actions the Principal can perform.

The Resource section specifies the S3 bucket you added that your Cloudera Data Warehouse cluster will
access.

6. Navigate to AWS Management Console > CloudFormation and locate the stack corresponding to the cluster ID.
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7. Click the CloudFormation stack name. This stack name is the one in this format: <cluster-1D>-dwx-stack. For
example, if the cluster ID is env-6cwwgg, the CloudFormation stack name for this cluster is env-6cwwgg-dwx-

stack.

In CloudFormation stack details, in Resources, the Nodel nstanceRole appearsin the Logical ID column.

Resources (35)

Q,

Logical 1D i Physical ID

allas e =dhwis=stack-
KMSKeyAlias

kmis-kizy

2 dwit-stack
ModelnstanceProfile ModelnstanceProfile-

|

By =W -Stack

ModelnstanceRole ModeinstanceRole
[

Type

AWSEKMS:Allas

AWSzIAMzInstanceProfile

AWSIAM:Role

8. Click the hyperlink just to theright of it.
At the top of the Summary page, the Role ARN islisted.

9. Specify the ARN for the Principal in the bucket policy.
10. Click Save.

Y ou might want to manually enable Ranger Authorization (RAZ) if you have a Cloudera Data Warehousethat
predates the capability to enable RAZ for AWS S3. In this case, if you need Ranger authorization in Hue, perform this

task.

For an introduction to enabling RAZ, see the Cloudera Management Console documentation.

When you activate your environment in 1-6.3-b319 (released April 5, 2023) or later, you configure S3 access using
the Fine-grained access control on S3 dialog in the Cloudera Management Console Ul. If your Data L ake is RAZ-
enabled (Enable Ranger authorization for AWS S3), Cloudera Data Warehouse is RAZ-enabled by default, and
cannot be turned off. Cloudera Data Warehouse will be RAZ-enabled to provide authorization mainly in Hue. There

is nothing more you need to do.
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BB Fine-grained access control on S3

Choose how to manage cloud storage access control for this environment

c Enable Ranger authorization for AWS 53

Select AWS IAM role for Ranger authorizer™®

{ Please select a Managed Identit * | @

If you activated your Cloudera Data Warehouse environment in 1-6.2-b197 (released Feb 14, 2023) or earlier, your
Cloudera Data Warehouse is not RAZ-enabled (Enable Ranger authorization for AWS S3 is not enabled). Y ou can
manually enable RAZ for Cloudera Data Warehouse only if the Data Lakeis RAZ-enabled. Y ou follow the steps
below to manually enable RAZ for AWS S3 mainly for authorization of Hue users.

Y our Data Lake must be RAZ-enabled before you can perform these steps.

1. Obtain alist of the permissions policies related to the AWS IAM role for Ranger authorizer you created on AWS.

In some cases, this role isinterchangeable with the DATA_LAKE_ADMIN role for AWS S3. For information
about thisrole and policies, see "Required IAM resources".

Minimal permissions policies are;
» aws-cdp-datalake-admin-s3-policy
« aws-cdp-bucket-access-policy
» aws-datalake-backup-policy
e aws-datalake-restore-policy
2. Get the cluster ID from the Environments tile in the Cloudera Data Warehouse service Ul.
3. Navigateto AWS Management Console CloudFormation and locate the stack corresponding to the cluster ID.
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4. Click the CloudFormation stack name. This stack name is the one in this format: <cluster-1D>-dwx-stack. For
example, if the cluster ID is env-6cwwgg, the CloudFormation stack name for this cluster is env-6cwwgg-dwx-

stack.

In CloudFormation stack details, in Resources, the Nodel nstanceRol e appears in the Logical ID column.

Resources (35)

Q,
Logical 1D i Physical ID
allasferw. =dhan=stack=
KMSKeyalias f "
kms-key
By =dwW=5tack-

ModelnstanceProfile-
I

ModelnstanceProfile

ey 1-dhwn-stack
ModelnstanceRole ModeinstanceRole-
[

Type

AWSZKMS5ALIES

AWSzIAMzInstanceProfile

AWSIAM:Role

5. Click the Nodel nstanceRole link.
The Node instance Role page appears.

6. Click Add Permissions Attach Policies, and on the next page, in Permissions Policies, select the policies from

step 1.
Creation date ARN

February 09, 2023, 02:54 (UTC-08:00)
elnstanceRole-IDOTMZMUGWTD

Last activity Maximum session duration

@ 21 minutes ago 1 hour

Permissions Trust relationships Tags (12) Access Advisor
Permissions policies 1 Info £% Simulate
Policy name ' Type

Remote access

7] arn:aws:iam::581665743680:role/env-2qgjbc5-dwx-stack-Nod

Instance profile ARN
€N arn:aws:iam;:581664
-stack-ModelnstancePrd

Revoke sessions

Removy Add permissions &

Create inline policy

Description

Y ou can follow afew steps to grant users access to Cloudera Data Warehouse service Kubernetes clusters on Amazon
EKS. A step-by-step procedure explains how to restrict access to Kubernetes endpoints and service endpoints of the

Kubernetes cluster.
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This topic describes how you can grant users access to Cloudera Data Warehouse service Kubernetes clusters on
Amazon EKS.

To grant remote access to Kubernetes clusters on Amazon EK'S, add the Amazon Resource Name identifiers (ARNS)
to thelist of trusted users.

Required role: DWAdmin

* You must activate an environment before you can grant users access to the Kubernetes cluster.

» Contact your AWS account administrator or the user who is requesting access to the Kubernetes cluster on AWS
to get the ARN identifier for their Amazon account:

Using the Amazon Management Console

1. Onthe Amazon Management Console home page, enter IAM in Find Services, and then select IAM in the
search results.

2. Onthe Identity and Access Management home page, in the |eft navigation menu, select Users.

3. On the User page, locate the user and click or tap their User name.

4, Onthe Summary page for the user, their User ARN islisted at the top. Copy it to paste into the Data
Warehouse service Ul in Step 4 below.

Using the AWS CLI

As an dternative to copying the User ARN from the AWS Management Console, you can also ask the user who is
requesting access to enter the following command in the AWS CLI:

aws sts get-caller-identity

This command evokes the AWS Security Token Service (sts) and returns the following type of information on the
reguesting user:

#Sanpl e out put
{
"Userld": "ABCDE12345FGH JKLMNO6789",

"Account": "888888888888",
"Arn": "arn:aws:iam : 888888888888: user / <USERNAVE>"

}

A link to the Amazon documentation on this command is available at the bottom of this page.

1. Logintothe Cloudera Data Warehouse service as DWAdmin.
2. Go to the Environments tab from the Over view page.
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3. e
Click * Edit GROUP ACCESS corresponding to the environment for which you want to grant access to

ARNS.
Kubeconfig

apiVersion: wl

clusters:

= cluster:

certificate-authority-data:

LS0tLS1CRUAITiBDRVIUSUZIQOFURSO0LLS0ECk1ISUNSR
ENDQWIDZOF3SUJBZ01CQURBTkInaiFoa2 lHOXcwkFRel
ZBREFWTVINdOVRWURWUVFERYXdwemRESmwKY 201 bGRHEVID
HQJRYRFRIAO1ERX1PVEL4TURNME 1GblhEVE13TURFelU5q
SXhNREIwTUZvd 0 ZURVRNOKVHOTFVROpBeE1LYTNWaVpYSs
nYVaWFJIsY3pDOOFTSXdEUVIEKS2%a5Wh2YO5BUUVCQLFBRG
AnBURRRENAOTFrO? An BRILTRTO A A0 1 1 SUnme0 TR Ry 2 1A

Coorr ] oe

arn:aws:iam::581665743680:user/user-321|

4. Enter the ARN identifier under Add new group and click Grant Access.

Activating environments
Amazon documentation on the AWS CLI command ‘aws sts get-call er-identity'

This topic describes how to revoke remote access to Kubernetes clusters for Cloudera Data Warehouse on cloud.

Revoke users access to Cloudera Data Warehouse service Kubernetes clusters on Amazon EKS by deleting their
Amazon Resource Name identifiers (ARNS) from the list of trusted users.

Required role: DWAdmin

1. Inthe Cloudera Data Warehouse service, go to the Environments tab.

L ocate the environment for which you want to revoke user's access and click : Edit GROUP ACCESS.
The Amazon Resource Name (ARN) identifiers that have been granted access to the Kubernetes cluster are
displayed.

3. Click Remove Access to revoke user access.

4. Click Apply Changes.

This topic describes how to limit access to Hive, Impala, Data Analytics Studio, or Hue endpointsin Cloudera Data
Warehouse on cloud.

Y ou can restrict access to Kubernetes endpoints and load balancer endpoints of the Kubernetes cluster by specifying
alist of IP Classless Inter-Domain Routing (CIDRs) that are allowed access. Kubernetes endpoints are used to control
the deployment and maintenance of workload components, such as Virtual Warehouses and Database Catal ogs.

L oad balancer endpoints are endpoints of services like Hive, Impala, or Hue. Y ou can specify trusted | P addresses
when you activate a on cloud environment to use in the Data Warehouse service or in the Environment Details page.
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Otherwise, all external |P addresses can access these endpoints on the Kubernetes cluster that is being used in the
Cloudera Data Warehouse service.

Required role: DWAdmin

Before you begin

Contact your network team to get your internal network's IP CIDR ranges of | P addresses that need access to
Kubernetes and load balancer service endpoints. All Cloudera IP addresses that need access to these endpoints have
aready been allowed.

Procedure

1. Inthe Cloudera Data Warehouse service, in Environments, search for and locate the environment that you want to
specify CIDRs.

2. Click Activate to activate the environment.

3. In Activation Settings Advanced Settings, in Enable IP CIDR for Kubernetes cluster specify a comma-separated
list of 1P CIDRs that you want to be able to access your Kubernetes endpoints:

4. In Activation Settings Advanced Settings, in Enable IP CIDR for the load balancer specify a comma-separated
list of IP CIDRsthat you want to be able to access your load balancer endpoints:

Advanced Settings

Private Subnets (3 of 6 available selected)’
subnet-05bbb3aéc02d0a76a (ent-usw2-privat
subnet-0ac6a804221711fc2 (ent-usw2-private
subnet-Oee2ba7b5bb2icc29 (ent-usw2-private

Enable IP-CIDR for Kubernetes cluster:

] = - . '] P P ] — % g - I o " o = I - -
List of allowed IP-CIDR for Kubernetes cluster

Enable IP-CIDR for the load balancer:

i T b s o e el m = IR [ R J———
List or allowea (F-LILA Tor the load balancer

5. After specifying the IP CIDRs, click Activate.
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CIDR (Classless Inter-Domain Routing)

This topic describes how to change access to Hive, Impala, or Hue service endpoints in Cloudera Data Warehouse on
cloud.

After you have added IP CIDRs to the trusted list so they have access to Kubernetes endpoints and the load balancer
endpoints of services such as Hive, Impala, or Hue, you can edit the lists of |P addresses to change access to the
endpoints.

Required role: DWAdmin

Y ou must activate an environment before you can view its details or edit the IP CIDRs that have been added to the
trusted list. See "Activating environments' in the "Related information™ section at the bottom of this page.

1. Inthe Cloudera Data Warehouse service, go to the Environments tab.
2. Locate the environment where you want to edit the IP CIDRs that have been specified as part of atrusted list and

click * Edit.
This launches the Environment Details page.

3. Go to the Configurations tab, edit the comma-separated list of IP CIDRs: Enable IP CIDR(s) for Kubernetes
cluster and Enable IP CIDR(s) for the load balancer.

4. Click Apply Changes.

Activating environments

Learn how to increase the available | P addresses for Cloudera Data Warehouse on cloud using overlay networks, use
anetwork proxy in Cloudera Management Console, and set up private networking.

This topic explains how you can use overlay networks to increase the number of available |P addresses for your
deployments of Cloudera Data Warehouse on cloud.

If you have an existing Virtua Private Cloud (VVPC) where you want to deploy a Virtual Warehouse, you must make
sure that there is an adeguate number of available | P addresses. Otherwise, the Cloudera Data Warehouse service
cannot be used efficiently and some features like auto-scaling do not work because the number of 1P addresses might
become exhausted. For example, each executor node in a Virtual Warehouse uses 8 | P addresses. If you create a
SMALL-sized Virtua Warehouse with 2 executor nodes, it uses 16 | P addresses. If you create a LARGE-sized
Virtual Warehouse with 40 executor nodes, it uses 320 |P addresses. If your VPC is small, the available | P addresses
can be consumed quickly. Using overlay networks solves this issue.
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2 Important:
¢ Usethisfeatureif your VPC subnet has fewer than 1,024 | P addresses.

« Overlay networks are configured to operate up to 200 executor nodes by default. Cloudera recommends
that you do not exceed this limit or networking limitation might occur.

An overlay network is a software-defined layer of network abstraction that is used to run multiple separate, discrete
virtualized network layers over the VPC network. In the case of the Cloudera Data Warehouse service, a custom CNI
(Container Network Interface) plugin is used to enable the overlay network. It creates two network spaces:

« A node network space, which derives per-node | P addresses from the VPC.
* A Kubernetes pod network space, which derives per-pod | P addresses from the CNI plugin's own network space.

The overlay network is bridged into the node network. As aresult, one IP addressis required per node instead of one
I P address needed per pod. Conseguently, there are more available | P addresses and you can use the Cloudera Data
Warehouse service efficiently, auto-scaling Virtual Warehouses as needed to meet the demands of your workloads.

By default, when you create a new network during environment registration with the Cloudera Management Console,
Cloudera creates 3 subnets with 8,192 | P addresses per subnet, which means there are 24,576 available | P addresses:

CLOUDZRA
Management Console

Environments / Environments

Register Environment

+ Name your environment '!’ Region Location
'
« Select a cloud provider
+ Provide a credential for your cloud Select Region
provider account
US East(N. Virginia) - us-east-1 -

Data Lake Scaling
« Provide Data Lake name
= Choose Data Lake scale a
%" Network
Select the network and subnets for the environment. You can manage networks and subnets from the VPC Console.

e ° A o fresh networks and subnets from the cloud provider.
(3) Region, Networking, Security

and Storage
« Select a region
S Create new network ~| @
= Add your SSH settings
« Select an existing VPC, subnet and Create new network
$3 bucket
« Define Security Access -test-vpe 2]
-vpe
-vpcl

cleveb-whoville
VpeC

Cloudera VPC ©

Cloudera VPC

When Cloudera creates your environment, you most likely will have enough I P addresses to use and grow your
Virtual Warehouses. However, if you decide to use an existing VPC network on your cloud provider, which might
have alimited number of available IP addresses, configuring your environment to use overlay networks for the
Cloudera Data Warehouse service avoids | P address exhaustion. Using overlay networks, which can be configured
for an environment in the Cloudera Data Warehouse service, uses fewer | P addresses because it uses an "1P per host"
model, so your Virtual Warehouse can be used efficiently.

Register an AWS environment
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This topic describes how to enable Cloudera environments on AWS to use overlay networks to increase the number
of IP addresses that are available to Cloudera Data \Warehouse on cloud.

Required role: EnvironmentAdmin or PowerUser

After you have registered your environment with Cloudera, navigate to the Cloudera Data Warehouse service and
perform the following steps to configure your AWS environment to use overlay networks.

1. Inthe Cloudera Data Warehouse service, in the Environments column, click the search icon and locate the
environment you registered with Cloudera where you want to enable overlay networks.

2. Click Activate to activate the environment.
3. InActivation Settings, click Advanced Settings to see the options:

Activation Settings

Do you want to activate the environment "bsari-aws3"?

Deployment Mode:’

® Private Load Balancer, Private Worker Nodes
() Public Load Balancer, Private Worker Nodes

) Public Load Balancer, Public Worker Nodes

Advanced Settings

4. Select Use Overlay Network and click Activate:

Y ou can configure Cloudera environments to use a network proxy in Cloudera Management Console. Then when you
activate the environment for Cloudera Data Warehouse, if you can only use non-transparent proxies with clients that
must connect to the Virtual Warehouse that uses the environment, you can configure them.

Transparent proxies are unknown to clients and require no additional client configuration. Usually connections by
way of transparent proxies are configured in route tables on your AWS VPC. However, clients are aware of non-
transparent proxies and each client must be specifically configured to use the non-transparent proxy connection.
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There are benefits to using non-transparent proxies because doing so permits you to pass connection or security
information along with the connection request sent by clients. Some organizations' security policies require the use of
non-transparent proxies and Cloudera Data Warehouse can support that requirement.

Y ou can configure an AWS environment to use non-transparent proxy connections when activating environments for
Cloudera Data Warehouse.

Thistask explains how to configure non-transparent proxies when you activate AWS environments for Cloudera Data
Warehouse.

Required role: DWAdmIn

» Before you can configure non-transparent proxies during environment activation for Cloudera Data Warehouse,
you must make sure that a proxy was configured for the environment when it was registered with Cloudera
Management Console. For details about configuring a proxy when registering an environment with Cloudera
Management Console, see Using a hon-transparent proxy.

Note: When you activate an environment to use with Cloudera Data Warehouse, the option to configure
Ij non-transparent proxiesis only available if you have added a proxy during environment registration with
Cloudera Management Console.

« Before activating the environment that uses a proxy for Cloudera Data Warehouse, set up the following VPC
endpoints for your AWS account in the AWS Console;

¢ sts.amazonaws.com

¢ sts.<REGION>.amazonaws.com

¢ .S3.<REGION>.amazonaws.com

¢ .S3.amazonaws.com

¢ s3.amazonaws.com

» dynamodb.<REGION>.amazonaws.com

e api.ecr.<REGION>.amazonaws.com

e dkr.ecr.<REGION>.amazonaws.com

¢ ec2.<REGION>.amazonaws.com

¢ cloudformation.<REGION>.amazonaws.com

» autoscaling.<REGION>.amazonaws.com

e dadticfilesystem.<REGION>.amazonaws.com
 dasticloadbalancing.<REGION>.amazonaws.com

For information about creating VV PC endpoints, see the Amazon documentation. If you cannot create aVPC
endpoint for one of the required outbound destinations that are listed here, you must delete it from the Bypass
proxy settings for these domains text box in Step 5 below, and add it to the proxy alowlist.

* Add other AWS specific outbound destinations to your proxy allowlist because creating VPC endpoints for them
is not supported by AWS:

¢ eks.<REGION>.amazonaws.com

¢ 1ds.<REGION>.amazonaws.com

e servicegquotas.<REGION>.amazonaws.com
e pricing.<REGION>.amazonaws.com

For more information about the AWS specific outbound destinations used by Cloudera, see Outbound network
access destinations for AWS in the Cloudera Management Console documentation.
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1. Inthe Cloudera Data Warehouse service, go to the Environments tab.

2. Locate the environment you configured a non-transparent proxy for when you registered it with Cloudera
Management Console.

3. When you locate the environment, click Activate to launch the Activation Settings dialog box where you can
configure non-transparent proxies for the environment.

4. Inthe Activation Settings dialog box, click Advanced Settings to expand the dialog box options.

5. Inthe expanded dialog box, select Use default environment Proxy. When you select this option, the Bypass
proxy settings for these domains option appears, and a text box listing all destinations that by-pass this proxy also
appears. These are the destinations that you created VPC endpoints for in the above Before you begin section.

Important: If you cannot create aVVPC endpoint for one of the required outbound destinations that
are listed in the "Before you begin" section, you must delete it from the Bypass proxy settings for these
domains text box by clicking the "x" that is adjacent to it, and then add it to the proxy allowlist.

6. Click Activate to complete environment activation for Cloudera Data Warehouse.

The topicsin this section describe how to enable private subnets in Cloudera Data Warehouse on AWS.
Required role: DWAdmin

In AWS, a public subnet is connected to an internet gateway which can send and receive traffic directly to and from
the internet. Private subnets send outbound traffic from nodes to the internet by using a network address trandation
(NAT) gateway, and then forwards the traffic to an internet gateway. Private subnets receive no direct inbound
connections from the internet. This provides private network connectivity for workload endpointsin Cloudera Data
Warehouse service.

Amazon documentation on public and private subnets

This topic describes the different types of private networking that you can configure Cloudera Data Warehouse to use
on AWS.

The Cloudera Data Warehouse service can be deployed in three different modes on AWS cloud resources. These
supported deployment modes determine whether your cluster nodes can receive direct connections from the internet.

The supported deployment modesin AWS are:
1. Public Load Balancer, Public Worker Nodes

Requires that you specify 3 public subnetsin the virtual private cloud (VPC) that is registered with the Cloudera
Management Console. In thismode, all AWS network components have a publicly visible IP address assigned to
them. However, all traffic flows through the Kubernetes ingress controller so services and ports are not directly
accessible.

2. Public Load Balancer, Private Worker Nodes

Requires that you specify 3 public subnets and 3 private subnetsin the VPC that is registered with the Cloudera
Management Console. In this mode, the Amazon EKS nodes are not assigned public IP addresses. All trafficis
routed from the load balancer (Amazon ELB), which islocated in a public subnet, to the ingress controller and the
private subnet containing the private worker nodes.

3. Private Load Balancer, Private Worker Nodes

Requires that you specify 3 private subnetsin the VPC that is registered with the Cloudera Management Console.
This mode also requires that you set up network routing by way of a VPN between your on-premises network and
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the VPC. Both the load balancer and worker nodes reside in private subnets so no Data Warehouse services have
publicly visible IP addresses assigned to them.

E Note: Selecting private load balancersisrequired if you want to use a private EKS API server.

Thistopic lists the prerequisite requirements for configuring Cloudera Data Warehouse to use private networks on
AWS,

To use the AWS private networking feature in the Cloudera Data Warehouse service, make sure you set up gateway
virtual private cloud (VPC) endpoints and that you specify the correct number of public and private subnets for the
Cloudera environment you plan to use for the service.

For the Public Load Balancer/Private Worker Nodes and the Private L oad Balancer/Private Worker Nodes
deployment modes where worker nodes are running in private subnets, all outbound internet traffic passes through
network address translation (NAT) gateways. For example, traffic created by activities such as downloading Docker
images or accessing Cloudera services like billing or metering, S3 storage, and Amazon DynamoDB. To improve
performance by reducing the number of network hops for accessing S3 and DynamoDB, set gateway V PC endpoints.
A gateway endpoint is a gateway that you specify as atarget for aroute in your route table for traffic that is destined
to either Amazon S3 or DynamoDB, the two supported AWS services.

If your VPC does not contain VPC endpoints that target S3 or DynamoDB, use the Amazon documentation, which is
linked to at the bottom of the page, to set them up.

Depending on which deployment mode you choose, select the correct number of private and public subnetsin the
VPC environment that you register with the Cloudera Management Console. Check the documentation on Supported
deployment modes to make sure what combination of public and private VPC subnets are needed before you register
your environment.

Note: If you can only use private subnetsin your AWS VPC environment, you can specify three private
subnets when you register the environment with Cloudera Management Console. However, if you set up
private networking with a Cloudera environment that includes three private subnets and no public subnets,
network administrators must make sure there is outbound internet access from private subnets by way of the
transit gateway or by another means.

General instructions for registering an environment are included in the Cloudera Management Console
documentation. A link to this documentation is provided below. When you are on Step 6 where you specify
information on the Region, Networking, Security and Storage page of Cloudera Management Console, specify the
appropriate number of public or private subnetsin your VPC for the Select Subnets prompt on the page:
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Paste your SSH public key or select an SSH key that already exists in the EC2 console > Key Pairs in the specified region.
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Then proceed through the instructions to complete registering your environment with Cloudera.

Endpoints for Amazon S3

Endpoints for Amazon DynamoDB

Register an AWS environment with Management Console

® | incognio @ i ¢

This topic describes the procedure for activating an AWS environment to use private subnetsin Cloudera Data

Warehouse on cloud.

After you have registered your environment with Cloudera, navigate to Cloudera Data Warehouse service and
perform the following steps to activate the environment.

Required role: DWAdmin

1. Inthe Cloudera Data Warehouse service, go to the Environments tab.
2. Locate the environment for which you want to configure private networking.
3. Click Activate to activate the environment.
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4. Specify the Deployment Mode:

Important: Clouderarecommends that you use the Private Load Balancer, Private Worker Nodes
deployment mode if possible because it is the most secure.

Activation Settings

Do you want to activate the environment "prakashsdx73"?

Deployment Mode:’

© PFrivate Load Balancer, Private Worker Nodes
Public Load Balancer, Private Worker Nodes

Fublic Load Balancer, Public Worker Nodes

5. To view the public and private subnets specified for your Cloudera environment, click Advanced Settings.
6. Click Activate.

Supported deployment modes

This topic contains a network architecture diagram of Cloudera Data Warehouse configured to use private networking
in an AWS environment.

The following diagram shows the architecture when you specify the Private Load Balancer, Private Worker Nodes
deployment mode during environment activation in the Cloudera Data Warehouse service. In this deployment mode
only the Network Address Tranglation (NAT) gateways reside in public subnets. Network administrators must make
sure there is outbound internet access from private subnets by way of atransit gateway or by another means.

61


https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-aws-private-networking-deployment-modes.html

Cloudera Data Warehouse Public Cloud Custom tagsin AWS environments

JDBC/ODBC/Hue/Data Analytics Studio
= e L hitermet R e Internet
P AZ1 } — . —"—[AZZ e Internet — .. — . - AZ3 |- — -
S 2 ro— LA y Lot T a3 0
= ———am— () —
! | | ._ || vee 10 |
— [ I R St e N | p— g I
ﬁ' ; . LPuble Subnet; . —
| | | | | =$3,DDB
. (3 . (2 b
| D}D < | P}D p
| | | | b ) | | (3 | | -
| NAT gateway | | NAT gateway | | NAT gateway |_j L;xt)ogl:b
— — — —— —— — — — — — —— — — — POINTS
| | | L e | | |
[— — — — — — — -LPr_lvz:te_Sl:br:etJ— — — — — — — —— —]
| L L L 1
e e e e e N . = ALL
L B Shared Services Auto Scaling Group =------ A== OTHER
| 1 | | et A - | INTERNET
o : : : . TRAFFIC
| I b I | | | | |
o {:} . : {:} - - Flastic Load
I Ll | I L, | | Balancing
T : : : : =
| I EC2 I | EC2 | | |
St S S st S
[P ———— T [ Compate Auts Sialing Gy |
1 i
I | I |
;! ] 1 |
1
HE () o g |
1 .
1
| s | | | |
S EC2 .. e mmm————— EGD- - o e e e
Ll | | |

. — X . . . .
Lo —m- —I EKS Control Plane ]— ----------- -
m Elastic File System DynamoDB m S3 Managed Amazon Certificate Mgr.
A A
+ - .

Custom tags in AWS environments

Y ou can apply Virtual Warehouse-level tags and tenant-level custom tags to monitor, search, or filter on the key tag
or key value in your AWS account.

Use the Virtual Warehouse-level tags to search and monitor the Virtual Warehouses within your environment. Y ou
can apply Virtual Warehouse-level tags even after creating the Cloudera environment. The tenant-level tags can only
be applied while creating a new Cloudera environment. The Cloudera environment custom tags are propagated to the
compute instances within Cloudera Data Warehouse.

Y ou can identify and monitor the following resources within the Cloudera Data Warehouse service for AWS
environments:

e Compute instancesin Hive and Impala Virtual Warehouses with tenant-level and Virtual Warehouse tags
e Compute instancesin Druid cluster with tenant-level tags
e AWS S3 buckets

* Amazon Elastic Block Store (EBS) volumes for EC2 instances used for compute pods with Virtual Warehouse
tags. Y ou cannot tag EBS volumes for EC2 instances used for shared service pods.
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Upgrading Amazon Elastic Kubernetes Service (EKS) can prevent incompatibilities issues between Cloudera Data
Warehouse and AWS resources.

Y ou need to plan for the end-of-life (EOL) of PostgresSQL 9.6, announced by Amazon. As an AWS environment
user, you need to check the version of PostgreSQL you use for Cloudera Data Warehouse environments. If your
database version is still PostgreSQL 9.6, you need to upgrade to PostgreSQL 11.12.

AWS has published the following announcement regarding the imminent PostgreSQL upgrade.
Upgrade your Amazon RDS for PostgreSQL 9.6 databases before Jan 18, 2022

The RDS for PostgreSQL 9.6 end-of-life date is approaching. You have 1 database using RDS for PostgreSQL 5.6
that must be upgraded to 12 or higher as soon as possible.

We plan to automatically upgrade RDS for PostgreSQL 5.6 databases to 12 starting January 18, 2022,

For more information, see the RDS for PostgreSQL deprecation timeline [4 in the Amazon RDS forum.

Y ou can initiate an upgrade of your database instance — either immediately or during your next maintenance window
— to the Cloudera-recommended version of PostgreSQL 11.12 using the AWS Management Console or the AWS
Command Line Interface. Follow the procedure below to perform the upgrade.

The upgrade process shuts down the database instance, performs the upgrade, and restarts the database instance. The
database instance may be restarted multiple times during the upgrade process. While major version upgrades typically
complete within the standard maintenance window, the duration of the upgrade depends on the number of objects
within the database. To estimate the time required, take a snapshot of your database and test the upgrade.
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1. Gotothe AWS Management Console Amazon RDS Databases .

Databases @O Group resources

Q,

DB identifier A Role Engine
cdh-prod Instance MariaDB
env-cnmkbz-dwx-stack-rds Instance PostgreS0Q

2. Check the version of PostgreSQL used in your environment, and if it is9.6.6, go to the next step to start the
upgrade process.

3. In Cloudera, go to your environment, and in a Database Catalog for that environment, create a Virtual Warehouse
Or use an existing one.

4. Run some basic queriesin Hive or Impalato see if your PostgreSQL 9.6.6 is alive and well.

show t abl es;

use defaul t;

show t abl es;

create table tbl1(coll string, col2 string);
show t abl es;

describe thl1;

create table tbl2 as (select * fromthbl1);

descri be tbl 2;

insert into table tbl1l values ("Hello", "Wrld");
select * fromthbl1;

5. Gotothe AWS Management Console Amazon RDS Databases . Select DB Engine version 10.16 to upgrade
Amazon RDSto 10.16.

Amazon prevents a direct upgrade to 11.x unless you are on PostgreSQL 9.6.20 or higher.
6. In Cloudera, rerun the basic queriesin your Virtual Warehouse, and if all goeswell, proceed to the next step.

7. Look for errors, such as those shown below, in the metastore log.
Errorsin the metastore might look something like this:

<14>1 2021-07-31T00: 52: 38. 223Z et ast or e- 0. net ast or e- servi ce. war ehouse- 1
627669911- vl 6x. svc. cluster.|local netastore 1 0b245ec4-8419-4968-94bc- eel
22960blaa [ ndc@ 8060

cl ass="t xn. TxnHandl er" [ evel ="I NFO' t hread="pool - 9-t hread-200"] Non-ret
ryabl e error in enqueueLockWthRetry(LockRequest (conmponent:[LockConponen
t (type: SHARED READ, | evel

DB, dbnane: default, operationType: NO TXN, isDynam cPartitionWite:false)]
, txnid: 79, user:hive, hostnane: hi veserver2-0. hiveserver 2-servi ce. conput
e-1627670377- mbgx. svc.
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cluster.local, agentlnfo:hive 20210731005238 4aal4bf 0- 4e46- 448d- b6¢c7- cdc3
cadec863, zeroWaitReadEnabl ed:false)) : Batch entry 0 I NSERT | NTO "H VE_
LOCKS" ( "HL_LOCK EXT_I D',

"HL_LOCK INT_ID', "HL_TXNID', "HL_DB", "HL_TABLE', "HL_PARTITION', "HL_LO
CK_STATE", "HL_LOCK TYPE', "HL_LAST_ HEARTBEAT", "HL_USER', "HL_HOST", "H
L_AGENT_I NFO') VALUES

(4561258935320160815, 1, 79, 'default', NULL, NULL, 'wW, 'r', 0O, 'hive', '
hi veserver 2- 0. hi veserver 2- servi ce. conput e- 1627670377- nbgx. svc. cluster. |l o
cal ',

"hi ve_20210731005238 4aal4bf 0- 4e46- 448d- b6¢c7- cdc3ca4ec863') was aborted: E
RROR: i ndex "hl _txnid_i ndex" has wong hash version®M Hint: Please REIN

DEX it. Call
get Next Exception to see other errors in the batch. (SQ.State=XX002, ErrorC
ode=0)

8. Connect to the HiveServer pod or metastore pod, and using psgl, connect to the RDS instance.
For example,

psql -h env-kg. us-west-2.rds. amazonaws.com --u hive --d postgres

Login using the hostname from the AWS console. The postgres database password is stored in JCEKS file which
is mounted using a secret volume inside the HiveServer pod or metastore pod. Note the namespace of pod and
obtain the password.
[hive@metastore-8 1lib]$%$ psql -h env-kg.us-west-2.rds.amazonaws.com —u hive ——d postgres
Password for user hive:
psql (9.2.24, server 9.6.6)
WARNING: psql version 9.2, server version 9.6.

Some psql features might not work.
S5L connection (cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256)
Type "help" for help.

postgres=> [

Upgrading the PostgreSQL DB engine for Amazon RDS

Y ou need to connect to the postgres 10.16 database, and validate the upgrade.

1. Connect to the PostgreSQL 10.16 database using the namespace of the pod and the password you obtained in the
last procedure.
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2. On the Postgres command line, look at all the databases.
For example, type\l.
postgres=> \1

List of databases
Name | Owner | Encoding | Collate | Ctype | Access privileges
B e I I e e I e e I I I I e e I I I S
metastore | hive | UTF8 | en_US.UTF-8 | en_US.UTF-8
UTF8 en_US.UTF-8 | en_US.UTF-8
UTF8 en_US.UTF-8 | en_US.UTF-8 rdsadmin=CTc/rdsadmin
UTF8 en_US.UTF-8 | en_US.UTF-8 =c/rdsadmin

postgres hive

| [ | |
rdsadmin | rdsadmin | | |
template® | rdsadmin | | |
| | | | rdsadmin=CTc/rdsadmin
templatel | hive | UTF8 | en_US.UTF=-8 | en_US.UTF-8 | =c/hive
| [ | | hive=CTc/hive
| | UTF8 | |
| | UTF8 | |
| | | |

UTF8

viz-1629222151-5xqq_vizdb hive
warehouse-1629193710-rmj h—das

warehouse-1629193710-rmjh-metastore

en_US.UTF-8
en_US.UTF-8
en_US.UTF-8

en_US.UTF-8
en_US.UTF-8
en_US.UTF-8

hive

hive

3. Fix any problematic indexes. Go to a database in your metastore named something like
For example, go to adatabase in your metastore named warehouse-1629221321-pf 2h-metastore.

\ ¢ war ehouse-1629221321- pf 2h- net ast ore

postgres=> \c warehouse-1629221321-pf2h-metastore

psql (9.2.24, server 9.6.6)

WARMNING: psql version 9.2, server version 9.6.
Some psgl features might not work.

S5L connection (cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256)
You are now connected to database "warehouse-1629221321-pf2h-metastore" as user "hive".
warehouse-1629221321-pf2h-metastore=> [

4. Runthe REINDEX command.

REI NDEX | NDEX hl _t xni d_i ndex;

5. In Cloudera, rerun the basic queriesin your Virtual Warehouse, and if all goes well, proceed to the next step.
6. Upgrade the Amazon RDS version of PostgreSQL to 11.12, and rerun the basic queries.

1. Gotothe AWS Management Console Amazon RDS Databases, and upgrade the Amazon RDS version to
PostgreSQL 11.12.

2. Rerun the basic queriesin your Virtual Warehouse to validate the upgrade.

Amazon Elastic Kubernetes Service (EKS) cluster requires regular updates to the Kubernetes versions. Using the
latest EK'S version supported by Cloudera avoids compatibility issues between Cloudera Data Warehouse and AWS
resources.

Cloudera Data Warehouse automatically provisions the latest supported EK S version when you activate an
environment in Cloudera Data Warehouse. For more information on the EK'S version, refer Version mapping for
supported release.

66


https://docs.cloudera.com/data-warehouse/cloud/release-notes/topics/dw-version-map-supported-releases.html
https://docs.cloudera.com/data-warehouse/cloud/release-notes/topics/dw-version-map-supported-releases.html

Cloudera Data Warehouse Public Cloud Upgrades

To upgrade to the latest EK'S, you must deactivate and reactivate your Cloudera Data Warehouse environment. To
restore the state of your Cloudera Data Warehouse cluster after reactivation, Cloudera recommends using the backup-
restore functionality. For more information, see Backing up and restoring Cloudera Data Warehouse.

Y ou learn the prerequisite for using your own AMI, the risks of using your own AMI, and the stepsinvolved in
upgrading.

Y ou can upgrade the Amazon Elastic Kubernetes Service (EKS) using your own Amazon Machine Image (AMI) if
you meet either one of the following conditions:

e You arein reduced permissions mode.
* You have obtained the CDW_CUSTOM_AMI entitlement.

The option to enter your own AMI name does not appear when you perform the upgrade steps in this document unless
you meet one of these conditions.

Using your own AMI to upgrade worker executors is error-prone due to EK'S version matching requirements, and
therefore not recommended. Cloudera recommends that you upgrade to the recommended EK S instead of using your
own AMI. If you decide to use your own AMI, you must choose the AMI version that matches the EKS version used
by Cloudera Data Warehouse. Using your own AMI, you can upgrade only to the next minor EKS version, so more
than one upgrade might be required to match the EKS version used by Cloudera Data Warehouse.

If you do not use acustom AMI in step 4 below, but use reduced permissions, you must upgrade three times from
EKSv1.17 to get tov.1.20.

» Check that you are using the reduced permissions mode, or that you have obtained the CDW_CUSTOM_AMI
entitlement.

« Perform this workaround described in the known issue DWX-8573: EKS upgrade from DWX Ul to K8sv1.20
failsin reduced permissions mode. In AWS, add the following permissions to your Reduced permissions mode
JSON IAM permissions policy right after "iam:PutRolePolicy":

{

"cl oudf or mat i on: Get Tenpl at e”,

"cl oudf or mat i on: Get Tenpl at eSumary",

"i am Get Rol e",

"eks: Li st Updat es",

"ec2: Creat eLaunchTenpl at eVer si on",

"ec2: Descri beLaunchTenpl at eVer si ons",
"ec2: Descri beLaunchTenpl at es”,

"aut oscal i ng: Updat eAut oScal i ngG oup”,
"aut oscal i ng: Del et eAut oScal i ngG oup”,
"ec2: Runl nst ances",

"aut oscal i ng: Descri beScal i ngActivities",
"aut oscal i ng: Ter mi nat el nst ancel nAut oScal i ngG oup"”,
"aut oscal i ng: Descri beSchedul edActi ons",
"aut oscal i ng: Set Desi redCapacity",

"iam PassRol e",

"rds: Descri beDBI nst ances",

"ec2: Descri bel nst ances"
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Procedure

1. Inthe Cloudera Data Warehouse service, go to the Environments tab.
2. Locate the environment on AWS for upgrading the Kubernetes version.

3. Click Upgrade.
In reduced permissions mode, the option to upgrade using a custom AMI appears:

Upgrade

Do you want to upgrade to Kubernetes version 1.19 ?

(] Use custom AMI

CANCEL UPGRADE

4. Select Use custom AMI.
A text box appears for entering the your AMI version.

Upgrade

Do you want to upgrade to Kubernetes version 1.19 7

Use custom AMI

Provide custom AMI with matching EKS version.Keep it blank to use default
Warning: Cloudera does not validate custom AMIs.

it A NS
Enter AMI

CANCEL UPGRADE

Y ou can upgrade only to the next minor version for each environment upgrade, for example from 1.18 to 1.19. For
example, to upgrade to EKS 1.20, you must upgrade three times from EKS 1.17.

5. Enter an AMI version that is consistent with the Cloudera Data Warehouse upgrade to the EKS version and region
of the activated cluster.

6. Click Upgrade to start the upgrade process.

Dynamically updating the Amazon Machine Image

Y ou need the capability to update the Amazon Machine Image (AMI) to prevent potential problems running
workloads on an old AMI. Y ou can update the AMI of the Cloudformation stack while keeping the current Elastic
Kubernetes Service (EKS) version.

Before you begin
Y ou must meet the following prerequisites to get dynamic updates:

e Youarerunning release 1.7.1 (released August, 2023) or later, which supports this feature.

68



Cloudera Data Warehouse Public Cloud Managed storage access

* You must add the following |AM rolesto your cross account role:

{
"Sid": "AlowSsnParans",

"Effect": "Alow',

"Action": [
"ssm Descri bePar anet ers",
"ssm Get Par amet er ",
"ssm Get Par anet ers",
"ssm Cet Par anet er Hi st ory",
"ssm Get Par anet er sByPat h"

]

Resource": [
"arn:aws: ssm *: *: par anet er/ aws/ servi ce/ eks/ opti m zed-ani /*"

}

This action creates and upgrades DWX stacks with read permissions on AWS Systems Manager (SSM). The SSM
parameter in the Cloudformation dwx-stack template obtains the latest AMI to use for your EKS version.

« |If you use reduced permissions mode, you must update the following fields of the stack template while performing
a Kubernetes version upgrade:

« EksBaseVersion - The value of this parameter must be the next upgrade version of kubernetes.

¢ EksimageSSMParam - The value of this parameter must be formatted as follows: [aws/serviceleks/optimi
zed-ami/<K 8s-version>/amazon-linux-2/recommended/image _id
Update only the K8s-version of EkslmageSSM Param. For example:
e Oldvaue

[aws/service/eks/optimized-ami/1.21/amazon-linux-2/recommended/image _id
* New vaue

[aws/service/eks/optimized-ami/1.22/amazon-linux-2/recommended/image id

1. Logintothe AWS Management Console.
2. Fromthelist of stacks, select the running CloudFormation stack.

3. Inthe stack details pane, click Update.
A new AMI, if available, will be applied in the stack update.

Understanding how Cloudera Data Warehouse stores data for multiple tenants and a high-level overview of the
configuration tasks prepares you as DWAdmin to set up a RAZ-controlled warehouse.

The multitenant storage technique in Cloudera Data Warehouse offers increased security over the storage method
used in earlier releases that based al storage access in Cloudera Data Warehouse on asingle EC2 instance role.

The old method listing al S3 buckets that need to be accessible by Hive or Impala made the impact of aleaked
access token for arole unacceptably wide, even though the access token is normally very time-constrained. The new
technique requires a separate Database Catal og plus at least one Virtual Warehouse per tenant.

Y ou configure adedicated |AM role to give only the tenant-specific default database catalog instance and its
associated virtual warehouse data access to both of the following buckets.

e The tenant-specific bucket(s)
» Potentially shared bucket(s)
e The SDX Data Lake bucket
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If the access token for aroleis leaked, the data of othersis not compromised; only one tenant’s own, and shared,
dataisvulnerable. A custom identity broker IDBroker approach to accessing the Virtual Warehouse is shown in the
following graphic:

Shared
Bucket

T

Tenant 1 Tenant 2 Tenant 3

Bucket Bucket

Bucket

Database S Database Tenant 2 Database
Catalog for IAM Role Catalog for IAM Role Catalog for |
Tenant 1 Tenant 2 Tenant 3

Tenant 3
IAM Role

Executor Executor Executor Executor Executor Executor

Virtual Warehouse for Virtual Warehouse for Virtual Warehouse for
Tenant 1 Tenant 2 Tenant 3

(Hive or Impala) (Hive or Impala) (Hive or Impala)

Using a Ranger Remote Authorization (RAZ)-enabled environment, you can control access to data based on user
roles and classifications. As a Cloudera Admin, you can apply Ranger fine-grained access control policiesto S3
buckets, directories, and files.

The following diagram shows the high-level steps for configuring RAZ-enabled storage:

ClouderaEnvironment Cloudera Data Warehouse Cloudera Malragement AWS
console

Create environment
Enable RAZ

Create or use
existing S3 bucket(s)

Activate environment

Configure id broker
mapping

Create a UMS group Create IAM Role
Configure group Configure access

Create Database Catalog,
Specify IAM name in arn

Create Virtyal Warehouse | A lterate — — - — — — —
Create Hive database

After you obtain the entitlements required for this feature CDW_ALLOW_MULTI_DEFAULT_DBC and
CDW_STORAGE_ROLES, you can configure storage as shown in this diagram:

Sync changes

L U |

* In Cloudera, register an environment that enables RAZ and uses the SDX Data L ake.
» Activate the environment in Cloudera Data Warehouse.
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* Manually create S3 bucket(s), or use existing ones, for access by the IAM tenant role.

e InAWS, create an |AM role for the tenant.

« GivethelAM role certain permissions.

« Configure atrust relationship with the IDBROKER_ROLE.

» Givethelnstance Profile (idbroker assume role) the permission to assume the |AM role of the tenant.

* In Cloudera Management Console, create an UM S group.

e Addthe UMS machine user (created when you activated the Cloudera Data Warehouse environment) to the UMS
group.

e Add theid broker mapping to the environment.

* Sync user group changes for the RAZ-enabled environment with Freel PA.

» Create aseparate Database Catalog with aunique |AM role.

« Create atenant-specific Virtual Warehouse based on the Database Catalog, SDX Data Lake, and RAZ-enabled
environment.

« Create atenant-specific Hive or Impala database that points to tenant-specific buckets.

Asthe metadatais shared across all tenants, Ranger grants access to tenant data via a group at the database level.
» For each tenant, repeat the actions above, starting from the step after activating the environment for Cloudera Data
Warehouse.

The IAM role accesses a tenant specific bucket s3-tenant-1 and SDX Data L ake bucket. The SDX Data L ake bucket
is needed for shared data and other data used by Database Catalog and to integrate WXM. WXM writes Impala query
data to the shared bucket. Y ou need the UMS group to add the IDBroker mapping, as a single UMS machine user
cannot have multiple ID broker mappings to different IAM roles.

The following topics describe step-by-step how to set up your environment, |AM roles, Database Catalog, and Virtual
Warehouse for storing RAZ-enabled data.

Y ou learn the consequences of setting up RAZ control, which cannot be removed, and requirements you must meet to
enable managed storage access.

The RAZ-controlled warehouse supports only multiple Shared Data Experience (SDX) Database Catal ogs instead
of Cloudera Data Warehouse-specific, isolated database catalogs. In a RAZ-controlled environment, the Elastic
Kubernetes Service (EKS) ec2 executor will not have read/write permissions to the S3 bucket. Consequently, after
activating the Cloudera Data Warehouse environment, you cannot remove RAZ control. RAZ-control of Cloudera
Data Warehouse continues during upgrades of the Database Catalog and Virtual Warehouse.

¢ Request activation of the following entitlements:

+ CDW_ALLOW_MULTI_DEFAULT_DBC
+ CDW_STORAGE_ROLES
* You meet the requirements described in the AWS requirements documentation.

Required role: PowerUser

Y ou follows steps to register and activate a new environment to enable RAZ in Cloudera Data Warehouse.

Y ou need to register and activate a new environment to enable RAZ in Cloudera Data Warehouse.
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Procedure

1. Register an environment with RAZ using the Cloudera web interface.

2.

3.

In the web interface, in Fine-grained access control on S3, select Enable Ranger Authorization for AWS S3.

BB Fine-grained access control on S3

Choose how to manage cloud storage access control for this environment
() Enable Ranger authorization for AWS 53

Select AWS IAM role for Ranger authorizer™®

Please select a Managed |dentity v | @

In Cloudera Data Warehouse Overview, locate and select the RAZ-enabled environment, and click Start to
activate the environment for Cloudera Data Warehouse.

This action disables the standard default Database Catalog that is automatically created after activation. The
UMS machine user is created and attached to the environment when you activate the Cloudera Data Warehouse
environment. Later, you see how to add this same UM S machine user to a different UMS group for each tenant.

In Activate Environment, select Enable Storage Roles.

Activate Environment

Do wou wamnl to activate the emironmeant "eng-ml-dev-anv-azum"?

Virual Maching (Gaenarabon |':|I".'|E."

intel (Gen 4)

| Enable Azure Availability Lomas L

Subnat

mix-dav-31 (CIDA 10.102.47 .1 28/25)

"1 Enable AKS Internal Load Balancer
| Enable Azure Log Anahyics

_| Enabie Azure Priv AKS

Enabia Storage Roles

Unchecking Enable Storage Roles disables the metadata proxy associated with managed storage access.

Repeat the following steps for each tenant:

4,

In AWS, manually create one or more S3 buckets for the tenant, or use existing buckets. Use bucket-level
encryption and akey that is accessible by the IAM role of the tenant.
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5. In AWS, create an |AM role that has significant privileges to read/write to a tenant-specific buckets as well as
across al tenants shared SDX Data L ake bucket.
For example, create arole named role-tenant-1 and a bucket called s3-tenant-1.

6. InthelAM role, configure atrust relationship with the IDBROKER_ROLE.

For example:
{ _
"Version": "2012-10-17",
"Statenent": |
{
"Effect": "Alow',
"Principal": {
"Service": |
"s3. amazonaws. com',
"ec2. anazonaws. comt
] il
"AWE': "arn:aws:iam :<AWS_ACCOUNT | D>: | DBROKER ROL
E"
b
"Action": "sts:AssuneRol e"
}
]
}

The IDBROKER_ROL E needs the trust relationship to assume the role role-tenant-1.
7. Make anote of the|AM role ARN.

8. Attach the following AWS policies to the IAM role: AmazonEK SWorkerNodePolicy, AmazonEKS_CNI_Poalicy,
AmazonEC2ContainerRegistryReadOnly.

The AmazonEK SWorkerNodePolicy is shown in the next topic.
9. Givethe AWS Instance Profile (idbroker assume role), the permission to assume role of role-tenant-1.

{
"Version": "2012-10-17",

"Statenent": |

{

"Sid": "Visual Editor0",

"Effect": "Alow',

"Action": "sts:AssuneRol e",

"Resource": |

"arn: aws: i am : <AWS_ACCOUNT | D>: rol e/ i dbr oker - dat a-

access-rol e",
"arn:aws: i am : <AW5_ACCOUNT I D>: r ol e/ nock-i dbr oker -

adm n-rol e",
"arn:aws: i am : <AW5 ACCOUNT | D>:rol e/rol e-t enant - 1"

]
}
]
}

This procedure ensures that the Cloudera machine user gets permission to access the tenant bucket.

Repeat the following steps for each tenant:
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1. In Cloudera Management Console, User Management Groups, click CREATE GROUP and create a User
Management Service (UMS) group, for example group-tenant-1.

Create Group W

" Mame

group-tenant-1

Sync Membership &

™ -
II.I"“ I\I m

2. In Groups Members, search for and select your srv_machine _<env id>_storage role to add this UM S machine
user to group-tenant-1.

Groups - group-tenant-1

Mame group-tenant-1

crn:altus:iamius-west-1:558

CRN & tenant-1/07849201-6adc-d44
Creation Date 072252021 1118 aM PDT
synic Memberghip On Llser Login Mo

Members 1]

kembers Raoles Resources Admins

C, srv_machine_myenv_storage_role

3. In Management Console Environments, select an environment , and click Actions Manage Access |DBroker
Mappings Edit .

4. Click + to add a mapping, select the Group-tenant-1 and Role-tenant-1, and specify the role ARN (copied from the
IAM role page on AWS).

5. Synchronize your group changes with Freel PA by performing a user sync per environment: In the RAZ-enabled

environment, click Actions Synchronize Usersto Freel PA.
The UMS machine user gets the permission to access the tenant-specific container.
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Y ou repeat a step-by-step procedure to set up a Database Catalog for each tenant, taking care to correctly enter your
IAM Role ARN.

Repeat the following steps for each tenant.

1
2.

Click Data Warehouse Database Catalog New Database Catalog .

In Tenant Storage Role, enter the lam Role ARN you copied earlier.

Take careto enter the ARN correctly because Cloudera Data Warehouse does not validate your ARN.
In Tenant Storage Location, enter the tenant bucket name, for example s3-tenant-1, and click CREATE.
Select the RAZ-enabled environment.

In Data Lake, SDX istherequired value. The backend Data L ake and Database Catal og database must be the
same.

Y ou follow a step-by-step procedure to create a Virtual Warehouse based on the Database Catalog and SDX Data
Lake you created in the RAZ-enabled environment.

The Database Catalog and Data L ake point to the same backend database. In the tenant-specific Virtual Warehouse,
you create a tenant-specific Hive or Impala database that points to tenant-specific buckets. As the metadatais shared
across al tenants, Ranger grants access to tenant data at the table level. One or more tenant-specific databases
alongside databases for shared data can run in the same HM S instance.

Repeat the following steps for each tenant.

1
2. Specify aname, select either the Hive or Impalatype, and select the Database Catalog you created for the tenant.
3.

4. Create atenant-specific Hive or Impala database where the location for external and managed tables are pointing

In the Cloudera Data Warehouse service, click Virtual Warehouses New Virtual Warehouse .

In Overview, find your Virtual Warehouse, click Hue.

to the tenant-specific buckets.

CREATE ( DATABASE| SCHEMA) [I F NOT EXI STS] dat abase_nane

[ COMMENT dat abase _conmment ]

[ LOCATI ON ext er nal _t abl e_pat h]

[ MANAGEDLOCATI ON managed_t abl e_di rect ory_pat h]

[ WTH DBPROPERTI ES (property nane=property value, ...)];

Do not set LOCATION and MANAGEDLOCATION to the same path. For more information, see Create a default
directory for managed tables.

In Ranger, grant the tenant users access to the tenant-specific Hive or Impala database.

The JSON code for the EKS worker node policy describes the policy. The policy is representative of one of the three
policies you add to the IAM role.

“Version”: “2012-10-17",
“Statenent”: |

{
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“Sid”: “Visual Editor0”,
“Effect”: “Allow’,
“Action”: [
“kmns: Decrypt”,
“s3: Li st Al l MyBucket s”,
“kms: Encrypt”,
“kns: Li st Ali ases”,
“kmns: Gener at eDat aKey”,
“kmns: Descri beKey”
I

“Resource”: “*”

s3-read-wite
{
"Version": "2012-10-17",
"Statenent": |
{
"Action": [
"s3: Get*",
"s3: Del ete*",
"s3: Put*",
"s3: Li st Bucket ",
"s3: Li st Bucket Mul ti part Upl oads",
"s3: Abort Mul ti part Upl oad",
"s3: Get Bucket Locat i on"

]

Resource": [
"arn: aws: s3: : : <SDX BUCKET>",
"arn: aws: s3: :: <SDX BUCKET>/*",
"arn:aws: s3:::tenant-1-bucket-1",
"arn:aws: s3:::tenant-1-bucket-1/*"

];
"Effect": "Alow

}

In Cloudera Data Warehouse, you need full accessto the SDX bucket, even if you used only folder level while
creating the CB environment.

Instead of using ajceksfile to store credentials, or exposing your user name and password through some other means
of credential management, you learn how to use AWS Secrets Service for storing credentialsin the AWS Vault.

Log into AWS.

From the 1AM console Roleson AWS select your role.

Click your IAM role to navigate to its summary, and copy the Role ARN.
Create your AWS secret or look for it in your .aws/credentials directory.

In the AWS Secrets manager, modify secrets permissions, substituting your role arn and secret resource arn for the
variables:

o w DR

"Version" : "2012-10-17",
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"Statenent" : [ {
"Effect" : "Alow',
"Principal" : {
"AWS" : "arn:aws:iam :NNNN:rol e/ env- AAAAAA- dwx- st ack- Nodel nst anceRol
e- XXXXXX"
¥
"Action" : [ "secretsmanager: CGet Secret Val ue", "secretsnmanager: Descr
i beSecret" ],
"Resource” : "arn:aws: secretsnmanager: us-west-2: NNNN: secr et : <secr et - nam
e>-dsf fd"
bl
}

6. Create atablethat specifies the IDBC-URL, your role arn, and secrets arn in the table properties.
For example:

ceate external table custoner_address (
columm definitions ...

)
STORED BY ' or g. apache. hi ve. st orage. j dbc. JdbcSt or ageHand! er'
TBLPROPERTI ES (

"hi ve. sql . dat abase. type" = ' POSTGRES',
"hive.sql.jdbc.driver" = 'comnysql.jdbc.Driver',
"hive.sql.jdbc.url" = "'<jdbc-url>",

"hi ve. sql . dbcp. usernane" = ' <rol e-name>',

"hi ve. sql . dbcp. password. uri" = 'aws-sm///<secret-arn>",
"hive.sqgl.table" = "<tabl e-name>"

)
7. Create aHivetablethat specifies the IDBC-URL, your database user name, and secrets arn in the table properties.

create external table custoner_address (
colunm definitions ...

)
STORED BY ' or g. apache. hi ve. st orage. j dbc. JdbcSt or ageHand| er'
TBLPROPERTI ES (

"hi ve. sql . dat abase. type" = ' POSTGRES',
"hive.sql.jdbc.driver" = 'org.postgresql.Driver',
"hive.sqgl.jdbc.url" = "'<jdbc-url>",

"hi ve. sql . dbcp. user nane" = ' <dat abase- user - nane>',

"hi ve. sql . dbcp. password. uri" = 'aws-sm///<secret-arn>",
"hive.sql.table" = "<tabl e-nanme>"

)

Only the password field is extracted from the secret.

Impalawrites temporary datato S3 to prevent amemory overflow. The result is successful completion of a query
instead of an out-of-memory error. When you create an Impala Virtual Warehouse, a path to write temporary data
to the Data L ake S3 bucket is configured automatically. Y ou need to know the name of the bucket and then allow
Impalato accessit.

The Impala Virtual Warehouse attempts to write temporary data to the local Non-Volatile Memory Express (NVMe)
SSD on compute instances before spilling to Data Lake S3 bucket. The attempt succeeds only if you configure Impala
access to the default scratch location on Datalake S3 bucket.
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¢ Obtain the DWAdmin role.

e Your Impala Virtual Warehouse spill-to-Data-L ake-bucket was configured automatically when you created a
new Virtual Warehouse; you are not using an existing Virtual Warehouse that required a manual spill-to-S3
configuration.

1. From the Cloudera Management Console or Cloudera landing page, navigate to Data Warehouses.

Gotothe ImpalaVirtua Warehouse ¢ Edit Configurations Impalacoordinator and select flagfile from the
Configuration files drop-down list.

3. Notethe value of the scratch_dirs property.

Thefirst path segment of the value is the default scratch location in the Data L ake bucket. For example, ge-s3-
bucket-weekly is the S3 bucket name of the default scratch location.

sJdalige-sg bucket-week ';-'."3C"'E1[E|"."'f.|f3

4. Go tothe Impala executor tab and select flagfile from the Configuration files drop-down list.
5. Notethe value of the scratch_dirs property.

6. Configure accessto the default scratch location using the bucket name, for example ge-s3-bucket-weekly, as
described in Accessing S3 buckets.

Tuning Impala Virtual Warehouses on on cloud

Learn how to clean up temporary scratch filesleft in S3 when an Impala daemon stops unexpectedly during query
execution involving S3 spilling.

When queries involve data spilling to S3 and an Impala daemon crashes or is terminated outside the graceful
shutdown period, temporary scratch files may remain in S3 storage. This task outlines steps to identify and safely
delete thesefiles.

To determine when the action is required, if no active queries are running, but the directory still containsfiles, action
may be necessary. Additionally, if the directory hasfiles that do not belong to any running queries and these files
have been present for a significant period, such as several hours, this may indicate the need for cleanup.

» Ensurethat there are no ongoing queries accessing the S3 directories.
» Determineif action is necessary by verifying no active queries or checking for files not linked to active queries.
« Verify the scratch_dirs configuration path to locate S3 scratch directories.
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1. Get the path from the scratch_dirs configuration. For example: s3a://dw-bucket/scratch/impal a-test,/opt/impal &/
scratch/remote-buffer:150G,/opt/impal a/scratch/local -scratch: 150G

s3a://dw bucket/scratch/inpal a-test,/opt/inpal a/ scratch/renote-buffer: 15
0G /opt/inpal a/ scratch/local -scratch: 150G

2. If no active queries, run the following command to delete the directory:

aws s3 rm s3://dw bucket/scratch/inpal a-test --recursive

3. If active queries are running, filter directories associated with running queries before cleanup.

a) Get alist of active query 1Ds from the /admission page on the coordinator’ s WebUI under the "Running
queries' section. If using multiple active coordinators then get active query IDs from each coordinator’s /
admission page.

b) Usethe following script to delete unneeded directories while excluding active query directories.

Important: Avoid running the below command during high query workload. It removes all
directories except those explicitly excluded, which may disrupt running queries.

This example excludes two queries, you can add more as needed:

aws s3 rm s3://dw bucket/scratch/inpal a-test/inpal a-scratch \ --exclude
"*query_id_1*'" --exclude '*query_id_2*' --recursive

Note: The query ID in file names differs from the actual query ID. Colons (:) are replaced with
Ij underscores (). For example, XXxX:yyyy appears as XXxXX_yyyy.

¢) aws s3rm s3://dw-bucket/scratch/impal a-test/impal a-scratch/[ * ** HOSTNAME* **] --recursive
If an Impala daemon shuts down unexpectedly and does not restart on the original host, it may leave
behind scratch filesin a directory named after the hostname. These files remain in remote storage under the
configured remote scratch path and are not automatically removed. If the host is no longer in use by the Impala
daemon and the directory exists in remote storage, Cloudera recommends you remove it using the above
command.

» Temporary scratch filesin S3 are removed, freeing up storage.
« Active query data remains unaffected by the cleanup process.

A new Impaa Virtual Warehouse requires no configuration to spill to S3. However, if you have an existing Impala
Virtual Warehouse that you did not configure to spill to S3 when you created the Virtual Warehouse, configuration is
required.

The Impala Virtual Warehouse on an AWS environment writes temporary datato S3 when you configure a spill to
S3. This capability in an existing, but not a new, Virtual Warehouse, requires an entitlement.

If you have an existing Impala Virtual Warehouse, you need to take the following actions:
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» Edit your existing Virtual Warehouse to specify an S3 URI to spill to S3.

« After editing, you cannot change the S3 URI.
« After editing, you cannot select additional storage in Scratch Space Limit per node. The default 300 instance
storageis used.
« Ensurethat Impala has read/write access to the configured scratch location on the Data L ake bucket using stepsin
Configuring apolicy to spill Impalatemporary datato S3.

Alternatively, instead of using the automatic default scratch location or to configuring the location, you can run the
following Cloudera CLI command cr eat e- vwto configure a custom scratch location. Specify the spill location
using the impal a-options option using the spill ToS3Uri field.

After you have created the Virtual Warehouse configured to spill to a specific S3 location, you cannot change the S3
URI. The field becomes uneditable.

* Tousean externa S3 bucket for spilled data, add an external S3 bucket to Cloudera Data Warehouse.
* Notethe URI of the external S3 bucket you added. For example, S3://mybucket/scratch/path.

1. From the Cloudera Management Console or Cloudera landing page, navigate to Data Warehouses.
2. Gotothe Virtual Warehouses tab.

Click * Edit.
4. Set the spill to S3 location.
5. Click Save.

6. Configure read/write access to the configured scratch location on the Data Lake bucket using stepsin Identifying
the spill location for Impala temporary data.

Running out of space to store query data on the SSD causes query failure. To prevent these failures, you need to know
how to configure scratch space limits for Impala Virtual Warehouse (Cloudera Data Warehouse) service.

Configuring scratch space on EBS volumes incurs additional cost and requires an entitlement specified below.
The compute nodes that are used for coordinator and executor Kubernetes pods in Impala Virtual Warehouses are
equipped as follows:

» Attached solid state drive (SSD) storage, using NVMe (non-volatile memory express) protocol.
* Instance storage 2x300 GB allocated as follows:

» Datacache (200 GiB default value)
e Scratch space (200 GiB default value)

Scratch space requires a base 2 storage increment, such as GibiBytes.

If you have spilling queries that require more scratch space than your compute nodes have, you need to configure
additional scratch space for Impala Virtual Warehouses on AWS Elastic Block Store (EBS). Y ou configure scratch
space limits when you create an Impala Virtual Warehouse. After the Virtual Warehouse is created, you cannot add
scratch space limits by editing the configuration. Configuring scratch space on EBS volumesincurs additional cost.
See Amazon EBS Pricing for details.

80


https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-configure-impala-vw-s3.html
https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-aws-env-man-add-external-s3-buckets.html
https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-configure-impala-vw-s3.html
https://docs.cloudera.com/data-warehouse/cloud/aws-environments/topics/dw-configure-impala-vw-s3.html
https://aws.amazon.com/ebs/pricing/

Cloudera Data Warehouse Public Cloud Setting the scratch space limit for spilling Impala queries

Y ou must obtain the CDW_IMPALA_EBS SCRATCH_SPACE entitlement to use this feature.

1. CreateaVirtual Warehouse as described in Adding anew Virtual Warehouse, selecting the Impala engine type.

New Virtual Warehouse
MName °

impala

Type

2. Select adatabase catalog, or accept the default.
3. Set User Groups that can access endpoints, keys and values for Tagging the Virtual Warehouse.
4. Select asizefor the Virtual Warehouse.
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5. In Scratch Space Limit per node (in GiBs), choose to only use the 300 GiB of instance storage for scratch space,
or choose additional EBS volumes for spilling queries.

@ Enable Impala HA

Disable AutoSuspend Choose for scratch space

Scratch Space Limit per node (in GiBs) : g ON EC2 instance only.

+ 300 instance storage only
634 instance storage + EBS
968 instance storage + EBS L

1302 instance storage +EBS  Choose values with “+ EBS”

1636 instance storage + EBS S
1870 instance storage + EBS to c:nnﬁgure a space limit

2304 instance storage + EBS on AWS Elastic Block Store.
2638 instance storage + EBS

2972 instance storage + EBS /
6550 instance storage + EBS

7000 instance storage + EBS

8000 instance storage + EBS

8000 instance storage + EBS

10000 instance storage + EBS

11000 instance storage + EBS
! 12000 instance storage + EBS

A12AAMN inetanscs etarama o FES

6. Click Create Virtua Warehouse.
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