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Cloudera Data Flow Creating a Lambda function

AWS Lambdais a serverless, event-driven compute service that lets you run code for virtually any type of application
or backend service without provisioning or managing servers.

Follow these steps to create an AWS Lambda function that is able to run Cloudera Data Flow Functions:

1. Navigate to the AWS Lambda page in your cloud account in the region of your choice.

aws

2 services | Q Sea

AWS Lambda X Lambda > Functions (6]
Dashboard Functions (0) Last fetched now [ create function |
Applications
PP Q Filter by tags and attributes or search by keyword 1 (O]
Functions
v Additional resources Function name v Description v Packagetype vV  Runtime v Last modified v

Code signing configurations There is no data to display.
Layers

Replicas

¥ Related AWS resources

Step Functions state machines

2. Click Create function.
The Create function page opens.
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3. Fill inthe Basic information section:
a) Keep the default Author from scratch option selected.
b) Give your function a meaningful name for your use case.
c) Select Java8 on Amazon Linux 2 for Runtime.
d) Choose x86_64 for Architecture.
€) Click Create function.

Lambda Functions Create function

Create function

Choose one of the following options to create your function.

Author from scratch o Use a blueprint Container image Browse serverless app repository
Start with a simple Hello World example. Build a Lambda application from sample code Select a container image to deploy for your Deploy a sample Lambda application from the
and configuration presets for common use cases. function. AWS Serverless Application Repository.

Basic information

Function name
Enter a name that describes the purpose of your function.

MyFirstFunction

Use only Letters, numbers, hyphens, or underscores with no spaces.

Runtime info
Choese the language to use to write your function. Nete that the console code editor supports only Node s, Python, and Ruby.

Java 8 on Amazon Linux 2

Architecture Info

Choose the instruction set architecture you want for your function code.
O x86_64
arm64

Permissions infa

By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this default role later when adding triggers,

» Change default execution role

» Advanced settings

Y our function is created and its details are displayed.
4. Inthe Code source section of the Code tab, click Upload from Amazon S3 location .
The Upload afile from Amazon S3 modal window appears.
5. Provide the S3 URL of Cloudera Data Flow Function binaries in the textbox.
Note: Y ou have downloaded the Cloudera Data Flow Function handler libraries as azip of binaries
E from Cloudera Data Flow and uploaded them to an S3 bucket when getting ready to run functions. AWS

Lambdawill use these binaries to run the NiFi flow. For instructions, see Downloading Lambda Cloudera
Data Flow Function binaries and uploading to S3.

Upload a file from Amazon 53 b4

@ When you upload a new .zip file package, it overwrites the existing code.

Amazon 53 link URL

unctionbucket.s3 cu-west-3.amazonaws.com/naaf-aws-lambda-1.0.0-SNAPSHOT-bin.zip

e |
6. Click Save.
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Configuring your Lambda function

7. Navigate to the Runtime Settings on the Code tab and click Edit to change the Handler property to: com.cloudera
.naaf.aws.|lambda. Statel essNi Fi FunctionHandl er::handleRequest

The details of your first function:
Lambda Functions MyFirstFunction
MyFirstFunction

v Function overview info
ﬁ\y MyFirstFunction

g Layers

+ Add trigger

Code Test Monitor Configuration Aliases Versions

Code source info

(0)

+ Add destination

Throttle Copy ARN Actions ¥
Description
Last modified
3 minutes ago
Function ARN
1-3:3813586 fon:MyFi tion

Function URL Info

Upload from ¥

@ The code editor does not support the Java 8 on Amazon Linux 2 runtime.

Code properties

Package size
15kB

Runtime settings info

Runtime
Java 8 on Amazon Linux 2

LPyFJkKq4DyMLHhJSUILYrwHhHNHscnkU7ikHVZnNx8=

Handler Info

com.cloudera.naaf.aws.lambda,

Last modified
September 1, 2022 at 04:48 PM GMT+2

Edit

Y ou can now start configuring your Lambda specifically for your flow and for your use case.

Downloading Lambda Cloudera Data FlowFunction binaries and uploading to S3

After you create a function, you can use the built-in configuration options to control its behavior. Y ou can configure
additional capabilities, adjust resources associated with your function, such as memory and timeout, or you can also
create and edit test eventsto test your function using the console.

Y ou can configure two very important elements, memory and timeout on the Configuration General configuration

tab of the Lambda function details screen.
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Lambda Functions MyFirstFunction

MyFil’StFUI"ICtiOI’I Throttle H Copy ARN H Actions ¥

v Function overview info

Description

E\:‘ MyFirstFunction

\@/ Layers © Last modified
11 seconds ago

Add trigger Add destination
\+—gg/ B Function ARN

arn:aws:lambda:eu-west-2:381358652250:function:MyFirstFunctio
n

Code Test Monitor Configuration Aliases Versions
General configuration . " "
9 General configuration o Edit
Triggers
Description Memory (MB) Timeout
Parmissions - 1024 1min 0 sec

Destinations
Environment variables
Tags

VPC

Manitarinn and anaratinne

The appropriate values for these two settings depend on the data flow to be deployed. Typically, it is recommended
to start with 1536-2048 MB (1.5 - 2 GB) memory alocated to Lambda. This amount of memory may be more than
necessary or less than required. The default value of 512 MB may be perfectly fine for many use cases. Y ou can
adjust this value later as you see how much memory your function needs.

While Cloudera Data Flow Functions tend to perform very well during awarm start, a cold start that must source
extensions (processors, controller services, and so on) may take several secondsto initialize. So it is recommended to
set the Timeout to at least 30 seconds. If the data flow to run reaches out to many other services or performs complex
computation, it may be necessary to use alarger value, even several minutes.

Click Edit if you want to change the default values.

See the corresponding AWS documentation to learn more about timeout duration and memory sizing, which
determines the amount of resources provisioned for your function.

Y ou must configure the function to specify which data flow to run and add any necessary runtime configuration using
environment variables.

1. Navigateto the Configuration tab and select Environment variables from the menu on the left.
2. Click Edit on the Environment variables pane.
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Configuring your Lambda function

3. Define your environment variables as key-value pairs.
Y ou can add one or more environment variables to configure the function. The following environment variables

are supported:

FLOW_CRN

The Cloudera Resource Name
(CRN) for the data flow that isto
be run.

The data flow must be stored in
the Cloudera Data Flow Catalog.
This CRN should indicate the
specific version of the data flow
and as such will end with a suffix
like/v.1.

For more information, see
Retrieving data flow CRN.

Variable Name Description Required Default Value

true

DF_PRIVATE_KEY

The Private Key for accessing
the Cloudera Data Flow service.

The Private Key and Access
Key are used to authenticate
with the Cloudera Data Flow
Service and they must provide
the necessary authorizations to
access the specified data flow.

For more information, see
Provisioning Access Key ID and
Private Key.

true

DF_ACCESS KEY

The Access Key for accessing
the Cloudera Data Flow service.

The Private Key and Access
Key are used to authenticate
with the Cloudera Data Flow
Service and they must provide
the necessary authorizationsto
access the specified data flow.

For more information, see
Provisioning Access Key ID and
Private Key.

true

INPUT_PORT

The name of the Input Port to
use.

If the specified data flow has
more than one Input Port

at the root group level, this
environment variable must be
specified, indicating the name
of the Input Port to queue up the
AWS Lambda notification. If
thereis only one Input Port, this
variableisnot required. If itis
specified, it must properly match
the name of the Input Port.

false
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Configuring your Lambda function

Variable Name Description Required Default Value

OUTPUT_PORT

The name of the Output Port to
retrieve the results from.

If no Output Port exists, the
variable does not need to be
specified and no datawill be
returned. If at least one Output
Port existsin the data flow, this
variable can be used to determine
the name of the Output Port
whose data will be sent along as
the output of the function.

For more information on how
the appropriate Output Port is
determined, see Output ports.

FAILURE_PORTS

A comma-separated list of
Output Ports that exist at the
root group level of the data
flow. If any FlowFileis sent to
one of these Output Ports, the
function invocation is considered
afailure.

For more information, see Output
ports.

fase

DEFAULT_PARAM_CONTEXT

If the data flow uses a Parameter
Context, the Lambda function
will look for a Secret in the AWS
Secrets Manager with the same
name. If no Secret can be found
with that name, this variable
specifies the name of the Secret
to default to.

For more information, see
Parameters.

false

PARAM_CONTEXT *

If the data flow makes use

of Parameter Contexts, this
environment variable provides
a mechanism for mapping a
Parameter Context to one or
more alternate Secrets in the
AWS Secrets Manager, in a
comma-separated list.

For more information, see
Parameters.

false

CONTENT_REPO

The contents of the FlowFiles
can be stored either in memory,
on the VM heap, or on disk. If
this environment variable is set,
it specifies the path to a directory
where the content should be
stored. If it is not specified, the
content is held in memory.

For more information, see File
systemfor content repository.

false

10
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Variable Name Description Required Default Value

EXTENSIONS_*

The directory to look for custom
extensions/ NiFi Archives
(NARS).

For more information, see
Providing custom extensions /
NARs.

DF_SERVICE_URL

The Base URL for the Cloudera
Data Flow Service.

fase

https://api.us-
west-1.cdp.cloudera.com/

NEXUS _URL

The Base URL for aNexus
Repository for downloading any
NiFi Archives (NARS) needed
for running the data flow.

false

https://repository.cloudera.com/
artifactory/cloudera-repos/

STORAGE_BUCKET

An S3 bucket in which to look
for custom extensions/ NiFi
Archives (NARs) and resources.

For more information, see S3
Bucket storage.

false

STORAGE_EXTENSIONS DIRE

GHeBYectory in the S3 bucket to
look for custom extensions/ NiFi
Archives (NARs).

For more information, see S3
Bucket storage.

false

extensions

STORAGE_RESOURCES _DIRE

CTRRrectory in the S3 bucket to
look for custom resources.

For more information, see
Providing additional resources.

false

resources

WORKING_DIR

The working directory, where
NAR files will be expanded.

false

/tmp/working

EXTENSIONS_DOWNLOAD_D

R he directory to which missing
extensions/ NiFi Archives
(NARs) will be downloaded.

For more information, see
Providing custom extensions /
NARSs.

fase

/tmp/extensions

EXTENSIONS_DIR_*

It specifies read-only directories
that may contain custom
extensions/ NiFi Archives
(NARs).

For more information, see
Providing custom extensions /
NARSs.

false

DISABLE_STATE_PROVIDER

If true, it disables the
DynamoDB data flow state
provider, even if the data flow
has stateful processors.

false

DYNAMODB_STATE_TABLE

The DynamoDB table name
where the state will be stored

false

nifi_state

DYNAMODB_BILLING_MODE

It sets the DynamoDB Billing

PER_REQUEST).

Mode (PROVISIONED or PAY _

false

PAY_PER_REQUEST

11
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Cloudera Data Flow Output ports

DYNAMODB_WRITE_CAPACIT} s{fSDynamoDB Write trueif using PROVISIONED | -
Capacity Units, when using Billing Mode
PROVISIONED Billing Mode.

DYNAMODB_READ_CAPACITYj; 4% DynamoDB Read true if using PROVISIONED -
Capacity Units, when using Billing Mode
PROVISIONED Billing Mode.

krb5.conf file. Thisis necessary
only if connecting to a Kerberos-
protected endpoint.

For more information, see
Configuring Kerberos.

4. When ready, click Save.

Retrieving data flow CRN

Provisioning Access Key ID and Private Key
Output ports

Parameters

File system for content repository

Custom NARsin AWS

S3 Bucket storage

Configuring Kerberos

Depending on what kind of data flow you want to run, you may or may not want to output the data.

For example, adata flow may be designed to be called in response to an object being added to S3. This data flow may
fetch the data from S3, parse the data, transform it, and then push the data into Apache Kafka. For such a data flow, it
does not really make sense to output any data, as the data flow itself introduces a Kafka topic as the sink of the data.

Y ou can design a different data flow to be called in response to a message being placed onto an SNStopic. The data
flow may take that notification, filter out messages that do not match some criteria, and then send any messages that
do match the criteria to an Output Port. That output may then be connected to another destination through an AWS
Lambda destination.

Output ports can a so be used when using the APl Gateway trigger to output the data that should be sent back to the
client that made the API call.

No output port

If no Output Port is present in the data flow's root group, no output will be provided from the
function invocation.

One output port

If one Output Port is present, and its name is "failure”, any data routed to that Output Port will cause
the function invocation to fail. No output will be provided as the output of the function invocation.

Two output ports, where oneisfailure

If two Output Ports are present, and one of them is named "failure", that Output Port will behave
asthe "failure" port described above. The other Output Port is considered a successful invocation.
When the data flow isinvoked, if asingle FlowFileis routed to this Port, the contents of the

12
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FlowFile will be emitted as the output of the function. If more than one FlowFileis sent to the
Output Port, the data flow will be considered afailure, as Lambda requires a single entity to be
provided asits output. In this case a MergeContent or MergeRecord Processor may be used to
assemble multiple FlowFiles into a single output FlowFile.

Any port with the name "failure" (ignoring case) will be considered a Failure Port. Additionally, if
the FAILURE_PORTS environment variable is specified, any port whose nameisin the comma-
separated list will be considered a Failure Port.

Two or more output portswith no failure port

If two or more Output Ports are present and none of them are failure ports, you must provide the
OUTPUT_PORT environment variable. This environment variable must match the name of an
Output Port at the data flow's root group (case is NOT ignored). Anything that is routed to the
specified port is considered the output of the function invocation. Anything routed to any other port
is considered afailure.

An important step in building a data flow that you can run outside of the NiFi instance where it was built isthe
concept of parameterization. NiFi allows you to define Processor and Controller Service properties at runtime instead
of at build time by using Parameter Contexts. The Lambda function handler allows you to specify the parametersin
two ways. using environment variables or using the AWS Secrets Manager.

Any parameter can be specified using the environment variables of the AWS Lambda function. When configuring
the Lambda function, simply add an environment variable whose name matches the name of a parameter in your
Parameter Context.

Note: AWS has reserved environment variables that you cannot use for your parameters (examples.
AWS ACCESS KEY, AWS SECRET_ACCESS KEY, and so on). See the full list here.

A more secure mechanism for storing parametersis to use the AWS Secrets Manager.

1. Openthe AWS Secrets Manager and click Store a new secret.

2. For secret type, select Other type of secret.

3. Provide your secret information, such as credentials and connection details, as key/value pairs.
Enter one or more key/value pairsto use as parameters. Each key provided to the Secret Manager mapsto a
parameter in the data flow's Parameter Context with the same name.

If the name of the secret matches the name of the Parameter Context in the data flow, there is no further
configuration needed. The Lambda function will automatically configure the data flow to pull the specified
secret's values to represent the Parameter Context.

Note:
E Keep in mind that there are cases in which this does not work.
4. When you areready, click Next.
5. Provide aname for your secret.
6. You can configure other options like tags, resource permissions, rotation schedule and others.

13
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7. Onthe Review page, review your secret details, and click Store.
Example:

Y ou developed a data flow with a Parameter Context named AWS_CONTEXT, and you want to deploy this data
flow three times. Thefirst time, it should use the values in the "Context_1" secret. For the second deployment, it
should use values for the "Context_2" secret. For the third deployment, it should use values from the "Context_3"
Secret.

To accomplish this, you can specify an environment variable named PARAM_CONTEXT_AWS _CONTEXT. In
this case, the name of the environment variableis PARAM_CONTEXT _ followed by the name of the Parameter
Context. The value of the environment variable will be the name of the secret in the AWS Secrets Manager.

For the first deployment you would use the environment variable PARAM_CONTEXT_AWS_CONTEXT with
avalue of "Context_1". For the second deployment, you would use an environment variable named PARAM_CO
NTEXT_AWS CONTEXT with avalue of "Context 2" and so on.

If your data flow contains multiple Parameter Contexts, you can also map each of them to different secrets. For
example, if you have a Parameter Context named AWS_CONTEXT and another one named CLOUDERA_CON
TEXT, and you wanted to map those to secrets named "Context_1" and "Cldr_Context" respectively, you could
do so by adding two environment variables: PARAM_CONTEXT_AWS_CONTEXT ="Context_1" and PARA
M_CONTEXT_CLOUDERA_CONTEXT ="Cldr_Context".

Additionally, you can simply default all Parameter Contexts whose names do not map any secretsin AWS Secrets
Manager to use a default secret by setting an environment variable named DEFAULT_PARAM_CONTEXT. The
value of this environment variable should be the name of the secret to use.

Important: To use this capability, the Parameter Contexts used in the flow must have names that are
compatible with AWS Secrets Manager names and Environment Variable names. To ensure that these
naming conventions are followed, Parameter Contexts and Parameters should use names that start with
aletter and only consist of letters, numbers, and the underscore (_) character. For example, instead of
naming a Parameter Context AWS Parameter Context, use a name of AWS PARAMETER_CONTEXT
when building the data flow.

Note: Therolethat isused to launch the Lambda function must be assigned to the right policiesto list
E secrets in the AWS Secrets Manager, as well as read the secrets.

Y ou can also specify that multiple Secrets map to the same Parameter Context by providing a comma-separated

list of Secret names. For example, if you want both the "Kafka" and "Common" Secrets to contribute parameters

to a Parameter Context named "ALL_KAFKA", you would set PARAM_CONTEXT_ALL_KAFKA ="Kafka,
Common".

Note: Duplicate keys are not supported and will be non-deterministic. Therefore, it isimportant to ensure
E that any Secrets mapped to the same Parameter Context do not share identical key names. Otherwise, you
are not able to tell which Secret's key is used for the parameter value.

The same Secret may also provide parameters to multiple different Parameter Contexts. Therefore, a configuration
similar to the following is possible;

PARAM _CONTEXT_KAFKA = "Kaf ka, Conmon"
PARAM CONTEXT_SCLR = "Sol r, Conmon"

In this scenario, the Common Secret supplies values to both the KAFKA and SOLR Parameter Contexts.

Now you can update the permissions of your Lambda:

1. Navigateto Configuration Permissions.
2. Click the arrow next to the role name.

I dentity and Access Management (IAM) opens on anew browser tab.

14
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3. Click Add permissions to attach anew policy.

Y ou can attach a policy to grant the right permissions to the specific secret(s) that should be accessed by the

Lambda > Functions MyFirstFunction
MyFiI’StFUﬂCtiOﬂ Throttle Copy ARN Actions ¥
v Function overview info
Description
E\ MyFirstFunction
3 Layers (W] Last modified
=
2 days ago
+ Add trigger + Add destination
[+ soademmuton ||
:| :eu-west-2:381358652250:function:MyFirstFunction
Code Test Monitor Configuration Aliases Versions
General configuratior .
J Execution role ‘ Edit ‘

Thisisan example of apolicy to grant your Lambda access to your secret. Make sure to update the policy with the
ARN of your secret.

{
"Version": "2012-10-17",

"Statenent": |
{

"Effect": "Allow',

"Action": [
"secr et smanager : Get Resour cePol i cy",
"secr et smanager : Get Secr et Val ue”,
"secret smanager : Descri beSecret ",
"secret smanager : Li st Secr et Ver si onl ds"

]

i?esource": [
"ARN: TO YOUR: SECRET"

"Effect": "Alow',
"Action": "secretsnmanager: Li st Secrets",
"Resource": "*"

Cold start can be defined as the set-up time required to get a serverless application’'s environment up and running
when it isinvoked for the first time within a defined period.

The concept of cold start is very important when using Function as a Service solutions, especialy if you are
developing a customer-facing application that needsto operatein real time. A cold start isthe first request that a
new function instance handles. It happens because your function is not yet running and the cloud provider needs to

15
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provision resources and deploy your code before the processing can begin. This usually means that the processing is
going to take much longer than expected.

Before execution, the cloud provider needs to:

* Provision the container that will run the code
* Initialize the container / runtime
* Initialize your function

before the trigger information can be forwarded to the function’s handler.

For more information about the concept of cold start, see Operating Lambda: Performance optimization.

Cloud providers offer the option to always have at least one instance of the function running to completely remove the
occurrence of a cold start. You can read more about predictable start-up times in Provisioned concurrency for AWS
Lambda.

When a cold starts happens with Cloudera Data Flow Functions, the following steps are executed before the trigger
payload gets processed:

« Thefunction retrieves the flow definition from the Cloudera Data Flow Catalog.

e TheNiFi Statelessruntimeisinitialized.

» Theflow definition is parsed to list the required NAR files for executing the flow.

* Therequired NAR files are downloaded from the specified repository unless the NARs are made available in the
local storage attached to the function.

* TheNARsareloaded into the VM.

« Theflow isinitialized and components are started.

The step that might take a significant amount of time is the download of the NAR files. In order to reduce thetime
required for this step as much as possible, the best option isto list the NAR files required for the flow definition and
make those files available to the function.

For the related instructions, see Cloud storage on page 16.

The binary that is deployed for running AWS Lambda does not include the full NiFi deployment with all NARs/
extensionsto avoid very long startup times and requiring more expensive configurations for Lambda. Instead, it
packages only the NARs necessary to run Stateless NiFi as well asthe AWS NAR. If any other extension is needed
to run the data flow, it will be automatically downloaded when the Lambda function isinitialized on a cold start. The
extensions will be downloaded from the Cloudera Maven Repository by default.

However, you can configure an alternate Nexus repository by setting the NEXUS_URL environment variable to
the URL of the Nexus Repository where extensions should be downloaded. For example, to use Google's mirror
of the Maven Central repository, set the NEXUS URL environment variable to https://maven-central .storage-
download.googleapis.com/maven?2.

Important: Any configured URL must either be accessible through http or be served over https with a
trusted certificate.
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Thisis the recommended approach for downloading extensions that are made available by Cloudera or Apache
NiFi. However, if there is aneed to provide custom extensions, a simpler route is usually to use Lambda's Layers
capability.

1. Createazipfile containing all NAR files that you will need.

2. Inthe AWS console (or through the CL1), add alayer to your Lambda function, providing the zip file as the
source for the layer.

3. Tell Lambdawhere to look for those extensions by adding another environment variable whose name starts with
EXTENSIONS DIR .

Y ou can add multiple extensions, such as EXTENSIONS DIR_1, EXTENSIONS DIR_2, EXTENSIONS D
IR_MY_CUSTOM_LIBS. The name of the environment variable is the path where Lambda should look for the
extensions. If the zip file provided as alayer does not contain any directories, the value should be /opt. If the zip
fileisto contain some directory, (for example, extensions/nars), the value for the environment variable would be
set to /opt/extensiong/nars.

If you add alarger layer, the Lambda configuration takes a bit longer to load on a cold start, and it takes more
memory to load the additional classes. So it is not recommended to upload extremely large zip files of extensions if
they are not needed.

Besides NiFi extensions, some data flows may also require additional resources to work. For example, a JDBC driver
for establishing a database connection, or a CSV file for data enrichment. The recommended approach for providing
such resources to your Lambda function is through Lambda Layers. Y ou can create a zip file containing the resources
that are required for your data flow. This zip file will be extracted into the /opt directory to be accessed by the data
flow.

As each deployment of a data flow may need to reference files in a different location depending on its environment, it
isabest practice to parameterize resources that need to be accessed by the data flow.

For example, if the data flow contains a DBCPConnectionPool Controller Service for accessing a database, you
should use a parameter for the Database Driver Location(s) property of the Controller Service. Thisway each
deployment can specify the location of the JDBC driver independently.

1. Set the Database Driver Location(s) property to #{ JDBC_DRIVER_LOCATION}.
2. InLambda, add alayer that contains our JDBC driver, database-jdbc-driver.jar.
3. Add an Environment Variable named JDBC _DRIVER LOCATION with avalue of /opt/database-jdbc-driver.jar.

Thisway your data flow can be deployed (reused) in many different environments.

If the extensions or resources of your data flow exceed the size limit of Lambda Layers, you can provide these filesin
an S3 bucket.

1. Specify the S3 bucket name in the STORAGE_BUCKET environment variable.
2. Upload any extensionsto adirectory in the S3 bucket and specify the directory namein the
STORAGE_EXTENS ONS _DIRECTORY environment variable.

3. Upload any data flow resources to another directory in the bucket and specify the directory namein the
STORAGE_RESOURCES DIRECTORY environment variable.

When your Lambda function does a cold start, it will download any extensions or resources from these locations.

The extensions are directly downloaded in the right location to be loaded in NiFi at startup. The

resources are downloaded in /tmp. For example if STORAGE_BUCKET = my-bucket-name,
STORAGE_RESOURCES DIRECTORY = my_resources and thereis an hdfs-site.xml file in s3a://my-bucket-
name/my_resources/hdfs-site.xml, the file will be available in the Lambda at /tmp/my_resources/hdfs-site.xml.

Note: In order to pull from S3, the Execution Role for the Lambda function must have both the ListBucket
and GetObject permissions for the chosen bucket.
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In some scenarios, it isrequired to run the Lambdain a specific Virtual Private Cloud (VPC). For example, if your
Lambda function has to interact with services in a Cloudera environment, you must run the Lambda in the same VPC
where the Cloudera service is and you must also fulfill some networking prerequisites for the Cloudera Data Flow
Function to work as expected.

Cloudera Data Flow Functions running on top of AWS Lambda require access to the Cloudera Data Flow Catalog
deployed on the Cloudera Control Plane. This means that Lambda requires outbound internet access to download the
flow that is going to be run, and it also requires access to some AWS services like Security Token Service (STS) and
AWS Secrets Manager.

This article explains how you can allow a managed, serverless service like AWS Lambda to have internet access.
AWS Lambda cannot be deployed on a public subnet in aVPC asit is hot possible to grant a Lambda function
apublic IP address. This means that to have internet access, you need to have at |east one private subnet for

each availability zone where the Lambda function is going to run and you need to configure a Network Address
Trandation (NAT) gateway on the public subnets to route its outbound traffic.

A VPC can have multiple subnets, which can be public or private. Depending on the connectivity that you need, you
might also have to add gateways and route tables. The Internet Gateway (1G) component enables your instances to
connect to the internet through the Amazon EC2 network edge. For more information on basic AWS networking
concepts, see How Amazon VPC works.

A public subnet has a direct route to an internet gateway. Resources in a public subnet can access the public internet.
By default, the AWS subnets are public, so the instances have public and private | Ps and they have a default route
table with aroute to an internet gateway.

A private subnet does not have a direct route to an internet gateway. Resources in a private subnet require aNAT
device to access the public internet, so it cannot have aroute to an 1G. An EC2 instance in a non-default subnet only
has private |Ps and does not have internet access.

To allow a private subnet to have internet access you need to use aNAT device, which maps multiple private I1Ps
into asingle public IP. So, if you configure the NAT device in a public subnet with apublic IP, it can use the internet
gateway to route the traffic and get access to the internet.

Use the following procedure to create subnets for your VPC and to create route tables that will be associated with the
subnets.

1. Create one private subnet per availability domain of your VPC where you will deploy the Lambda function.

a. Open the Amazon VPC console.

b. Click Subnetsin the |eft navigation pane.

c. Click Create subnet.

d. For the VPC ID, select the VPC where you want to add the new subnet.

IE Note: This should be the Cloudera Environment subnet.

e. (Optional) For Name, add a name for your subnet.
Define the Availability Zone and the CIDR.
g. Click Create subnet.

—h
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2. Create aroute table that will be associated with the subnet.

a. Click Routetablesin the left navigation pane.

Click Create route table.

(Optional) For Name, add a name for your route table.

For VPC, choose your VPC.

(Optional) To add atag, click Add new tag and add the tag key and tag value.
Click Create route table.

~oao00oT

Note: Follow these steps for all subnets and use a common nomenclature to identify the route table of a
subnet.

Now that you have your subnets, you need to create and configure the Network Address Trandation (NAT) gateways
that map the private IPsto apublic IP and allow the instances in your private subnets to connect to services outside
your VPC.

1. Create NAT gateways.

a. Open the Amazon VPC console.

Click NAT gateways in the |eft navigation pane.

Click Create NAT gateway.

(Optional) Add aname for the NAT gateway.

Define the subnet where you want to create the NAT gateway.
Define the connectivity type.

~oao0o

Important: Important: The subnet where the NAT gateway is deployed must be a public subnet to
allow internet access, so make sure that the connectivity typeis set to public. For more information
about the difference between public and private NAT gateways, see NAT gateways.

g. Allocate an Elastic IP. For more information, see Elastic | P addresses.
2. Configure the route tables of the private subnets created in the previous procedure.

a. Click Route tables.
b. Search for the route table.
c. Click Routes Edit routes.

There are two routes that need to be defined.
Route 1

* Destination: <VPC CIDR>
e Target: local
e Status: Active

Route 2

e Dedtination: 0.0.0.0/0
o Target: <Search for one of the NAT Gateways created>
o Status: Active
d. Click Save Changes.
3. Associate each route table with each private subnet.

a. Click Subnet Associations.

b. Select the specific subnet.

c. Savethe associations.

d. Validate that subnets have the route table with it.
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E Note: Follow these steps for all route tables of the private subnets.

Result

With this, the private subnet components are able to communicate with other components within the same VPC and
have internet access.

If your function is going to process very large files, the data may not be held in memory, which would cause errors. In
that case you may want to attach a File System to your Lambda and tell Cloudera Data Flow Functions to use the File
System as the Content Repository.

If you want to attach a File System to your Lambda, you are required to connect your Lambda to the VPC where the
File System is provisioned.

However, by default, Lambda runs your functions in a secure VPC with accessto AWS services and the internet.
Lambda owns this VPC, which is not connected to your account's default VPC. When you connect a function to a
VPC in your account, the function cannot access the internet unless your VPC provides access. Access to the internet
isrequired so that Cloudera Data Flow Functions can request the Cloudera Data Flow Catalog and retrieve the flow
definition to be executed.

In such a situation, arecommended option isto create a VPC with a public subnet and multiple private subnets (to
increase resiliency across multiple availability zones). Y ou can then create an Internet Gateway and NAT Gateway to
give your Lambda access to the internet. For more information, see the AWS Knowledge Center.

Depending on your Lambda' s configuration and the throughput of the events triggering the function, you may have
multiple instances of the Lambda running concurrently and each instance would share the same File System. For
more information, see this AWS Compute Blog article.

To ensure each instance of the function has its own “content repository”, you can use the CONTENT_REPO
environment variable when configuring your Lambda and give it the value of the LOCAL MOUNT PATH of the
attached File System:

Code Test Manitor Configuration Aliases Versions

General configuration

File system info Edit Remove

Triggers

Permissions

Destinations

Environment variables

Tags

VPC

Monitoring and operations tools

Concurrency

Asynchronous invocation

Code signing

Database proxies

File systems

State machines

File system ID
fs-h432f544 [4

Access paint 1D
fsap-02e81ba594dcc505e [4

Local mount path

/mnt/ffs

File system state
© Available

Access point lifecycle state
@ Available

File system ARN
arn:aws:elasticfilesystem:eu-west-2:381358652250:file-sys
tem/fs-ba32f544

Access point ARN
arn:aws:elasticfilesystem:eu-west-2:381358652250:access-
point/fsap-02e81ba594dcc505e
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In this case, each instance of the function will create its content repository on the File System under the following
path: ${ CONTENT_REPO}/<function name>/content_repository/<epoch timestamp>-<UUID>

Y ou can share the same File System across multiple Lambda functions if desired depending on the 10 performances
you need.

When you design a data flow that will be deployed within AWS Lambda, you create a Process Group that contains a
single Input Port (for example named Input) and two Output Ports (for example named success and failure). If data
isrouted to the failure port, the entire invocation is failed. If datais routed to the success port, the contents of the
FlowFile become the output of the Lambda function. This allows you to set a destination for your AWS Lambda. For
example, you can send the output to an SQS queue or another Lambda function.

Consider the following when designing your flow:

e AWS Lambdalimits the size of the output. While the maximum output size is configurable, the default is 6
MB. So, if the size of the FlowFile routed to success exceeds 6 MB, the result isafailure, even if you have no
destination configured.

« Takeinto account the size constraints on any downstream system that may be used as the Lambda destination,
and do not send alarge FlowFile as the output of the Process Group. Instead, you should have the last processor
in the data flow auto-terminate the success relationship so that there is no output FlowFile. Or you can use a
ReplaceText processor with the Replacement Strategy set to Always Replace. This allows you to set the contents
to some predefined text, such as: { "action"; "perform dataflow", "success': true, "fileSize": ${fileSize} }

By default, if your data flow contains any stateful processors (for example, ListSFTP), this state will automatically
be stored in a DynamoDB table called nifi_state. This name can be set using the DYNAMODB_STATE_TABLE
environment variable. If state isto be stored in DynamoDB, the role executing the Lambda function requires
permissions to create and describe tables, and permissions to put and get items. If the data flow contains no stateful
processors, this provider is not used, and requires no extra permissions.

The default DynamoDB billing mode is PAY_PER_REQUEST. To change this to PROVISIONED,

set the DYNAMODB_BILLING_MODE environment variable to PROVISIONED, and set the
DYNAMODB_READ_CAPACITY_UNITSand DYNAMODB_WRITE_CAPACITY_UNITS variables accordingly. For
more information, see Read/write capacity mode.

The DynamoDB state provider can be disabled even if your data flow contains stateful processors by setting the
DISABLE_STATE_PROVIDER environment variable to true.

f Warning: Thiswill cause the processor state to get lost between function executions.

Depending on the dataflow that is used, you may need to enable K erberos authentication in order to interact with
some service(s).

To enable Kerberos, you must provide an appropriate krb5.conf file. Thisfile tells the Cloudera Data Flow Function
where the Key Distribution Center (KDC) is located and the Kerberos Realm to use.
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To specify this, make the krb5.conf available to Cloudera Data Flow Functions. Y ou can do it by using the Lambda
Layer or by placing the filein an S3 bucket. For more information, see S3 Bucket storage.

Additionally, you must tell Cloudera Data Flow Function where it can find this krb5.conf file. To do this, add an
environment variable to your Lambda function. The environment variable must have the name KRB5_FILE and the
value must be the fully qualified filename of the krb5.conf file. For example, it might use /opt/krb5.conf.

In order to use Keytabsin your dataflow, it is aso important to provide the necessary keytab files to the Cloudera
Data Flow Function. Y ou can accomplished it by using a Lambda Layer or an S3 bucket. While the krb5.conf fileis
a system configuration, the keytab is not. The keytab will be configured in the data flow on a per-component basis.
For example, one processor may use keytab nifi-keytab-1 while some Controller Service makes use of keytab hive-
keytab-4. The location of these files may change from deployment to deployment. For example, for an on-premises
deployment, keytabs may be stored in /etc/security/keytabs while in Cloudera Data Flow Function, they may be made
availablein /opt.

So it is better to use Parameter Contexts to parameterize the location of the keytab files. Thisisagood practice for
any file-based resource that will need to be made available to a deployment. In this case, because there is a parameter
referencing the location, you need to provide Cloudera Data Flow Function with avalue for that parameter. For more
information, see Parameters.

S3 Bucket storage
Parameters

Y ou can use afailure Output Port to notify the Cloud function that an invocation has failed.

Lambdawill automatically retry the invocation, by default, twice. After that, if it still fails, the default option in
Lambdaisto simply drop the event notification. This could result in dataloss, as it means that our Lambda function
will not have a chance to process the data again.

Instead, you can aso choose to use a "Dead-L etter Queue" for the data:

1. On the Function details page of the AWS Console, navigate to the Configuration Asynchronous invocation tab.
2. Click Edit.

Y ou can see an option to configure Dead-letter queue service. Use a dead-letter queue to send discarded events to
an Amazon SQS queue or Amazon SNS topic. Y our function's execution role requires permission to write to the
gueue or topic.

Y ou can use None (the default, which drops the notification), or you can configure an SNS or SQS queue to use
in the case of failure. Thiswould give you the option to later go back and manually process the data or triage and
analyze it to understand why processing failed.

For more information, see the AWS documentation.

Once you have built and verified your dataflow and uploaded it to the Cloudera Data Flow catalog, you can create
your Lambda function.

After creating the Lambda function and configuring all necessary Environment Variables, you should test that you
have configured all of the settings correctly before publishing the Lambda.

For this, you can use the Test tab of AWS Lambda Function details screen. Lambda provides you with many options
for sample data, so you can easily create an example JSON document to simulate the events that your Lambda
function will handle.

22


https://docs.cloudera.com/dataflow/cloud/aws-lambda-functions/topics/cdf-aws-lambda-cloud-storage.html#pnavId1
https://docs.cloudera.com/dataflow/cloud/aws-lambda-functions/topics/cdf-aws-lambda-parameters.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html

Cloudera Data Flow Publishing your Lambda function

Click the Test button to run the data flow. If there are problems, you can inspect the log messages to understand the
problem. If the logs do not provide enough details, you may need to adjust the log levels to gain more debugging
information. Ror more information, see Adjusting logs levels.

‘ + Add destination

+ Add trigger ‘
99 Function ARN

arn:aws:lambdateu-west-2:381358652250:function:MyFirstFunction

Code Test Monitor Configuration Aliases Versions

Test event Format Save changes } m

Invoke your function with a test event. Choose a template that matches the service that triggers your function, or enter yaur event document in JSON.

© New event

Template
cloudwatch-scheduled-event

Name

1

2 "id": "cdc73f9d-aead-1le3-9d5a-835b769c@dIc”,
3 "detail-type": "Scheduled Event,

4 "source": "aws.events',
5

6

7

8

"123456789012",
70-01-01T00:00: 002",
us-east-1",

- sources”:
9 "arn:aws:events:us-east-1:123456789012: rule/ExampleRule”
0 1,

11 "detail": {}

12 3

The amount of time the Lambda function takes to run depends heavily on the data flow and the number of
extensions it needs. Because the Lambda function may have to download some extensions from Nexus and perform
initialization, a cold start may take longer time. Even 20-30 seconds is not uncommon for a data flow with severa
extensions, while other data flows may completein 10 seconds.

After you run the function successfully, it may be helpful to run several additional iterations to understand how the
function will perform when a cold start is not necessary. Again, this depends heavily upon the configured data flow
and other servicesthat it may interact with. A simple data flow may complete in as a short time as 10 milliseconds
while a data flow that must perform complex transformations and reach out to one or more web services or databases
for enrichment may take several seconds to complete.

It isimportant to adjust Lambda's timeout configuration on the Configuration General configuration tab if the cold
start takes longer than the amount of time allocated.

Adjusting logs levels

When the Lambda configuration is ready, you can publish a new version of the Lambda function.

For more information about Lambda function versions, see the AWS documentation.
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Lambda > Functions > MyFirstFunction
MyFirstFunction Throttle H Copy ARN H Actions A
Publish new version
v Function overview info Create alias
Export function
Description Delete function
MyFirstFunction
@ Layers () Last modified
2 days ago
=+ Add trigger =+ Add destination
Function ARN
(P ar 2:3813586! 0:function:MyFi 1ction
Code Test Monitor Configuration Aliases Versions
‘General configuration . " "
3 gurati General configuration info Edit
Triggers
Description Memory (MB) Timeout
Permissions - 1024 1 min 0 sec

Destinations

Y ou can define the Triggers/Destinations for the newly published version of your Lambda function and everything
will be ready to process the events.

Monitoring and logs

For each invocation of your Lambda, you are able to access information about the duration of the execution and the
resources provisioned and used during the function’ s execution.

IE Note: With Cloudera Data Flow Functions, a cold start may take afew seconds.

Thisview is useful in case you want to adjust the amount of memory provisioned with your function and optimize the
cost charged by AWS:

Lambda Functions NaaF-S3Compression Version: 1
Version: 1 Copy ARN | ‘ Actions ¥ |
@ The trigger pvillard-naaf-input was successfully added to function NaaF-53Compression:1. The function is now receiving events from the trigger. x

v Function overview info

DeSCr\pﬂﬂ"
NaaF-$3Compression:1 NaaF - Flow to compress data and push data into another bucket
£33 Layers © Last modified
= lay ©

20 minutes ago

Add destination
S

arn:aws:lambda:us-east-2:381358652250:function:NaaF-53 Compress

+ Add trigger lon:1

Code Test Monitor Configuration

Metrics Logs View logs in CloudWatch [ ‘ ‘ View X-Ray traces in ServiceLens [5 ‘ ‘ View Lambda Insights [5 ‘ ‘ View profiles in CodeGuru [4

CloudWatch Logs Insights inio

Lambda logs all requests handled by your function and automatically stores logs generated by your code through Amazon CloudWatch Logs. To validate your code, instrument it with custom logging statements. The following tables list
the most recent and most expensive function invocations for the version 1.

Add to dashboard 1h 3h 12h 1d 3d 1w custom - @

Recent invocations
# Timestamp RequestiD LogStream DurationIinMS BilledDurationinMS MemorySetinMB : MemoryUsedin...

»1 2021-08-06T12:16:58.5542 €753¢d45-da30-46e4-85f2-bf91cd5c6243 2021/08/06/[11d61a46f326a144fcbd1627c4bddfec8e 13471.41 13472 1024 363
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From this view, you can also access the logs of the function’s execution:

L4 £U21-08-¥b114:1b:54. /Ib+0L 100 Lmain] INFO org.apache.nif1l.groups.>tandardrrocesstroup - Added Lonnection|ll=lel41Ub3-tY¥c-3cde-B0bd-df3843e388tb, Source lU=cZ¥@lbcl-
» 2021-08-06T14:16:54.797+02:00 [main] INFO org.apache.nifi.groups.StandardProcessGroup - Added Connection[ID=7fba82c7-c@cd-3b6c-b50a-4b191478c756, Source ID=6b3fI082-
» 2021-08-06T14:16:54.797+02:00 [main] INFO org.apache.nifi.groups.StandardProcessGroup - Added Connection[ID=2816399e-f373-38f1-82d2-13a31f48al4d, Source ID=6@d4c52c-
> 2021-08-86T14:16:54.814+02:00 [main] INFO org.apache.nifi.groups.StandardProcessGroup - Added Connection[ID=8541305e-082e-313c-99e3-bb77451ffdb4, Source ID=3e5e1010-
> 2021-08-06T14:16:54.815+02:00 [main] INFO org.apache.nifi.groups.StandardProcessGroup - Updating LocalPort[id=3e5e1010-d6e4-3e57-9478-bZa7@dza7355, type=INPUT_PORT,
» 2021-08-06T14:16:54.894+02:00 [main] INFO org.apache.nifi.stateless.flow.StandardStatelessDataflowFactory - NiFi Stateless Engine and Dataflow created and initialize
> 2021-08-06T14:16:54.903+02:00 [main] INFO org.apache.nifi.controller.scheduling.StatelessProcessScheduler - Starting PutS30bject[id=58cbcfbd-84d8-3fe7-a76e-0ee58d93@
» 2021-08-06T14:16:54.903+02:00 [main] INFO org.apache.nifi.controller.StandardProcessorNode - Starting PutS30bject[id=58cbcfbd-84d8-3fe7-a76e-Bee58d9302a5]

> 2021-08-06T14:16:54.916+02:00 [main] INFO org.apache.nifi.controller.scheduling.StatelessProcessScheduler - Starting FetchS30bject[id=6b3f9082-ee4b-3c9b-azb7-e55ff0d
» 2021-08-06T14:16:54.916+02:00 [main] INFO org.apache.nifi.controller.StandardProcessorNode - Starting FetchS30bject[id=6b3f9@82-eedb-3c9b-a2b7-e55ff@db7816]

> 2021-08-06T14:16:54.916+02:00 [main] INFO org.apache.nifi.controller.scheduling.StatelessProcessScheduler - Starting EvaluatelsonPath[1d=d130fZ5d-197f-3dca-b715-b385
» 2021-08-06T14:16:54.916+02:00 [main] INFO org.apache.nifi.controller.StandardProcessorNode - Starting EvaluatelsonPath[id=d13@f25d-197f-3dca-b715-b385dc6b5676]

> 2021-08-06T14:16:54.916+02:00 [main] INFO org.apache.nifi.controller.scheduling.StatelessProcessScheduler - Starting Splitlson[id=c28826cl-ae71-3be9-bb8c-45a94ca745f
» 2021-08-06T14:16:54.916+02:00 [main] INFO org.apache.nifi.controller.StandardProcessorNode - Starting SplitJ)son[id=c28026c1-ae71-3be9-bb8c-45a94ca745f3]

> 2021-08-06T14:16:54.917+02:00 [main] INFO org.apache.nifi.controller.scheduling.StatelessProcessScheduler - Starting CompressContent[1d=6@d4c52c-3f@7-30fe-af16-65139
» 2021-08-06T14:16:54.917+02:00 [main] INFO org.apache.nifi.controller.StandardProcessorNode - Starting CompressContent[id=68d4c52c-3f07-30fe-af16-651397cef438]

> 2021-08-06T14:16:55.859+02:00 [Component Lifecycle for dataflow S3Compression Thread-2] INFO org.apache.nifi.processors.aws.s3.FetchS30bject - FetchS30bject[id=6b3f9
> 2021-08-86T14:16:55.860+02:00 [Component Lifecycle for dataflow 53Compression Thread-1] INFO org.apache.nifi.processors.aws.s3.PutS30bject - PutS30bject[id=58cbcfbd-
> 2021-08-06T14:16:55.874+02:00 [Component Lifecycle for dataflow S3Compression Thread-2Z] INFO org.apache.nifi.processors.aws.s3.FetchS30bject - FetchS30bject[id=6b3f9
» 2021-08-06T14:16:55.874+02:00 [Component Lifecycle for dataflow S3Compression Thread-1] INFO org.apache.nifi.processors.aws.s3.PutS30bject - PutS30bject[id=58chcfbd-
> 2021-08-06T14:16:57.212+02:00 [main] INFO org.apache.nifi.stateless.flow.StandardStatelessFlow - Successfully initialized components in 2297 millis (4 millis to perf
» 2021-08-06T14:16:57.392+02:00 [main] INFO org.apache.nifi.aws.lambda.StatelessNiFiFunctionHandler - Enqueued 798 bytes for Input Port events

» 2021-08-06T14:16:57.533+02:00 [Run Dataflow S3Compression] INFO org.apache.nifi.processors.standard.SplitlJson - Splitlson[id=c28026cl-ae71-3be9-bb8c-45094ca745f3] Sp
> 2021-08-86T14:16:58.039+02:00 [Run Dataflow S3Compression] INFO org.apache.nifi.processors.aws.s3.FetchS30bject - FetchS30bject[id=6b3f9082-eedb-3c9b-azb7-e55ffAdb78
> 2021-08-06T14:16:58.075+02:00 [Run Dataflow S3Compression] INFO org.apache.nifi.processors.standard.CompressContent - CompressContent[id=60d4cSZc-3f@7-30fe-af16-6513
» 2021-08-06T14:16:58.541+02:00 [Run Dataflow S3Compression] INFO org.apache.nifi.processors.aws.s3.PutS30bject - PutS30bject[id=58cbcfbd-84d8-3fe?-a76e-0ee58d9382a5]
> 2021-08-06T14:16:58.552+02:00 [Run Dataflow S3Compression] INFO org.apache.nifi.stateless.flow.StandardStatelessFlow - Ran dataflow in 1146 millis

> 2021-08-86T14:16:58.553+02:00 [main] INFO org.apache.nifi.aws.lambda.StatelessNiFiFunctionHandler - Successfully triggered dataflow but there were no output FlowFile
» 2021-08-06T14:16:58.554+02:00 END RequestId: e753cd45-da30-46e4-85f2-bf91cdS5c6243

> 2021-08-06T14:16:58.554+02:00 REPORT RequestId: e753cd45-da3@-46e4-85f2-bf91cd5c6243 Duration: 13471.41 ms Billed Duration: 13472 ms Memory Size: 1024 MB Max Memory

Additional monitoring capabilities may be enabled in AWS.

Adjusting logs levels

Cloudera Data Flow Functions makes use of the SLF4J Simple Logger for logging purposes. Y ou can update the log
levels by adjusting the JVM's system properties.

To do so, you need to set the JAVA_ TOOL_OPTIONS environment variable.

« Tosetaloglevel for agiven logger, you can set the VM system property hamed org.dlf4j.simplelogger.log.<
logger name> to the desired log level.

For example, if you want to enable DEBUG logging for the AwsSecretsM anagerParameterV alueProvider

to understand whether or not parameters are being fetched from AWS Secrets Manager, you would set the

JAVA TOOL_OPTIONS environment variable to -Dorg.slf4j.simplel ogger.log.org.apache.nifi.statel ess.parameter
AwsSecretsM anagerParameterV a ueProvider=DEBUG.

* You can aso set additional logger levels by adding multiple -D options separated by spaces. For example, to
enable DEBUG logs on both the AWS Secrets Manager Parameter Value Provider and the Stateless Bootstrap
class, you would set JAVA TOOL_OPTIONSto avalue of:

-Dorg. sl f4j.sinpleLogger.|og.org.apache. nifi.statel ess. paraneter. AwsSecr
et sManager Par anet er Val uePr ovi der =DEBUG

- Dor g. sl f4j . si npl eLogger. | og. org. apache. ni fi.statel ess. bootstrap. Statel es
sBoot st r ap=DEBUG
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AWS Lambda triggers

All AWS Lambda triggers are supported with Cloudera Data Flow Functions. In this section you can review the most
commonly used triggers and examples of the FlowFile's content that would be generated following a triggering event.
Y ou can add triggers on the Configuration Triggers tab.

S3 Trigger

Thistrigger can be used, for example, to start your function whenever afileislanding into AWS S3:

Lambda > Add trigger

Add trigger

Trigger configuration

=] 53 v
'-—} aws  starage
Bucket
Please select the 53 bucket that serves as the event scurce, The bucket must be in the same reghon as the function.
Q. s3/fpvillard-naaf-input x (&)
Ewvent type
Select the
each buck
ky
All object create events L

Prefix - optional

Enter a single optional prefix to limit the notifications to objects with keys that start with matching characters.
e.g. images/

Suffix - optional

Enter a single optional suffix ta limit the notifications ta objects with keys that end with matching characters.

eg. jpg

Recursive invocation

ussing d ut
sgult in increased Larmbda u

| acknowledge that using the same 53 bucket for both input and output is not
recommended and that this configuration can cause recursive invocations, increased
Lambda usage, and Increased costs.

Lambda will add the necessary permissions for AWS 53 to invoke your Lambda function from this trigger. Learn more
about the Lambda permissions model.

The FlowFil€' s content would look like this:
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"Records": [
{

"eventVersion": "2.1"

-06T09:53:57.3772"
tCreated:Put",

"principalld": "AWS:AIDAVRSV7HNNHFQQOE2F4"
},
"requestParameters": {
sourceIPAdd
Ao
-id": "WBPMSWO026J3NWEH",
"Cco/DVtbHFYtb+rXQrEMUFInZSxtebZL61KG79emsACUDQUIyrAziY3 f rha9AzX+RSL:

sion": "1.@",
“configurationId": “ad@ecl24-9c9f-476e-9dd1-9e513d9af822",

"pvillard-naaf-input",

ipalld": "A339RKRQ79D9V"

“arn": "arn:aws i:pvillard-naaf-input"
-
"object": {

"key': "@4756bcf-cbl5-4244-9 —-2abc7acBed8d",

62ffcal79a58975728a033",

yIM140MCn@6poZv1dIQIg5TgRx"

Thistrigger isused to expose an HTTPS endpoint so that clients can trigger the function with HTTP requests. This
is particularly useful to build microservices. It can also be used to create an HTTPS Gateway for ingesting data into
Kafka, or to provide an HTTP Gateway to many MiNiFi agents sending data into the cloud. See more information

about these use cases in the next sections.

Configuration example:
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Lambda > Add trigge

Add trigger

Trigger configuration

API Gateway

awi  application-servites  aws

serverless

Add an API to your Lambda function ta create an HTTP endpaint that invakes your function. API Gateway supports two
types of RESTHul APIs: HTTP APIs and REST APIs. Learm more

Intent
Use an existing ap or h

© Create a new API
Use existing API

s create one for you

AP type

© HTTP API
Build low-Latency and sost-effective REST A
n featu
support

REST AP|

REST APl where you g:
t an:

Security

Configure the security mechanism for your A

Open v

» Additional settings

Lambda will add the necessary permissions for Amazon API Gateway to invoke your Lambbda functien from this trigger.
Learn more about the Lambda permissions model

Example of event generated:

Triggers (1) C |
Q
Trigger
API Gateway: NaaF_53_compression-AP|
arn:aws:execute-apius-east-2:381358652250:ns9dgd2tw6/"/*/NaaF_S3_compression
¥ Detalls
API: apl gd2tw6/*/* /NaaF_$3_comp
AP| endpoint: https://ns9dgd2twé.execute-api.us-east-2 . C: default/NaaF_S3_comp

APl name: NaaF_S3_compression-API
AP| type: HTTP

Authorization: NONE

Cross-origin resource sharing (CORS): No
Enable detailed metrics: No

Method: ANY

Resource path: /NaaF_S3_compression
Security: NONE

Stage: default
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"version": "2.0",
"routeKey": "ANY /NaaF_S3 compression",
"rawPath": "/default/NaaF_S3_compression",
"rawQueryString": "",
"headers": {
"accept-encoding": "gzip",
"content-length": "34",
"content-type": "application/json",
"date": "Fri, @6 Aug 2021 12:35:29 GMT",
"host": "ns9dgd2tw6.execute-api.us-east-2.amazonaws.com",
"x—-amzn-trace-id": "Root=1-6108d2c92-7651f91a5dcbab8671648936",
"x-forwarded-for": "3.19.60.232",
"x-forwarded-port'": "443",
"x-forwarded-proto": "https"
|
"requestContext": {
"accountId": "38135865225@",
"apiId": "ns9dgd2twé",
"domainName": "ns9dgd2twb.execute-api.us-east-2.amazonaws.com",
"domainPrefix": "ns9dgd2twé",
"http": {
"method": "POST",
“path": "/default/NaaF_S3_compression",
"protocol”: "HTTP/1.1",
"sourceIp": "3.19.60.232",
"userAgent": ""
| ¥
"requestId": "DpPm3j83iYcEP7w=",
"routeKey": "ANY /NaaF_S3 compression”,
"stage": "default",
"time": "@6/Aug/2021:12:35:30 +0000",
"timeEpoch": 1628253330104
|
"body": "{\n \"data\": \"this is my payload\"\n}",
"isBase64Encoded": false

Thistrigger can be used with rules including CRON expressions so that your function is executed at given moments.
You can useit, for example, to execute a particular processing once a day.
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Lambda Add trigger

Add trigger
Trigger configuration

EventBridge (CloudWatch Events)

aws  events  management-tools

Rule
Pick an existing rule, or create a new one.
© Create a new rule

Existing rules

Rule name

Enter 3 name to uniquely id

Rule description

Pravide an optional description for your rule.

¥ t pattem, or ba:

Event pattern
O Schedule expression

Schedule expression

Self-trigger your target an an autemated schedule using Cron or rate expressions. Cron expressions are in

]

rate(1 day)

30 17 7 * MON-FRI %)

Lambda will add the necessary permissions for Amazon EventBridge [CloudWatch Events) to invoke your Lambda
function from this trigger. Learn more about the Lambda permissions maodel.

Kinesis

uTC

Thistrigger can be used to process a stream of events using Cloudera Data Flow Functions. The trigger configuration

could be:
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aws 5% Services | Q5

Lambda Add trigger

Add trigger

Trigger configuration

Kinesis v
analytics  aws  streaming

Kinesis stream

Select o Kinesis stream to listen for updates on,

naaf-test (&

Consumer - optiomal

Select an optional consumer of your stream to listen for updates on

Mo consumer v (&

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended)
Batch size

The Largest number of records that will be read from your stream at cnee.

100

Starting position

ream to start re: infarmation, see SharditeratorType in the Amazan Kinesis AP Reference
Latest v
Batch window - optional
The maximum amount of time to gather records before invoking the function, in seconds.

* Additional settings

I grder to read from the Kinesks trigger, your execution role must have proper permissions.

The FlowFile' s content would look like this:

"Records": [
{

"kinesis": {
"kinesisSchemaVersion": "1.0",
"partitionKey": "1422215794",
"sequenceNumber": "49620838107107426836706204605255346319435863317985361922",
"data": "ewogICJIkYXRhIjogInRoaXMgaXMgbXkgcGF5bGIhZCIKfQ==",
"approximateArrivalTimestamp": 1628255950.71

},

"eventSource": "aws:kinesis",

"eventVersion": "1.0",

"eventID": "shardId-000000000000:49620838107107426836706204605255346319435863317985361922",
"eventName": "aws:kinesis:record",

"invokeIdentityArn": "arn:aws:iam::381358652250:role/service-role/NaaF_S3_compression-role-rvm8p2yc",
"awsRegion": "us-east-2",

"eventSourceARN": "arn:aws:kinesis:us-east-2:381358652250:stream/naaf-test"

Note that the data associated with a particular record may be base 64 encoded. In this case, you may want to consider
the Base64EncodeContent processor in your flow definition to decode the content.

Thistrigger can be used to trigger your Lambda based on events received in specific queues of AWS MQ. The trigger
configuration may look like this:

31



Cloudera Data Flow

AWS Lambdartriggers

Services 0O Seor

—_ Lambda Add trigger

Add trigger

Trigger configuration

Amazon MQ broker
Select an MO broke

my-naaf-mq-broker-test ]

Enable trigger

Enable the trigger naw, or create it in a disabled state for testing (s
Batch size
The largest number of it will be read from your stream at once.
100
Batch window - aptional
Thee mnaimmin it of time to ¢ words before invoking the function, in seconds.

0

Queue name

naaf

Virtual host - optional

Enter the path to th

eg. fmy-he

Authentication

BASIC_AUTH v Q

Remove

This field ks required if your brokers are accessed over the intemnet.

In order to read from the MQ trigger, your execution role must have proper permissions.

Cancel m

The FlowFile' s content would look like this:

"eventSource": "aws:mg",
"eventSourceArn": "arn:aws:mq:us—east-2:381358652250: broker:my-naaf-mq-brok
"messages": [

{

—test:b-7feeel46-7a61-40a3-9245-d06419a5c118",

"'messageID": "ID:b-7feeeld6-7a61-40a3-9245-d06419a5c118-1.mq.us-east-2.amazonaws.com-42681-1630411308974-4:1:1:1:1",

'messageType": "jms/text-message",
"timestamp": 163041299197
"'deliveryMode": 1,
"correlationID"
“replyTo": "null",
"destination": {
"physicalName": "naaf"
},
"redelivered": false,
"type": "",

"expiration": @

"priority":

"data": "ewdKICAiZGFOYSI6ICJ0aGlzIGlzIG15IHBheWxvYWQiDQp9",
"brokerInTime": 1630412991976,

"brokerOutTime": 1630412991980
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Note that the data associated with a particular message may be base 64 encoded. In this case, you may want to
consider the Base64EncodeContent processor in your flow definition to decode the content.

When using the AWS SNS trigger with a particular topic, the configuration may look like this:

Lambda Add trigger

Add trigger

Trigger configuration

@‘E SNS v
aws messaging notifications  pub-sub  push

SNS topic
Select the SNS topic to subscribe to.

Q. arn:aws:sns:us-east-2:381358652250:naaf X

Lambda will add the necessary permissions for Amazon SNS to invoke your Lambda function from this trigger. Learn
more about the Lambda permissions model.

(@ The Lambda console no longer supports disabling SNS triggers. Delete these triggers to stop further actions.

The FlowFile' s content would look like this:

{

"Records": [

"EventSou

FaUFYUHPXmf r s Qs p0ruNilljl5kucg
NBDTCI6Z bTYIK1Fo e8uMHoA j Ug

impleNotificatior 0a50 bd9:

/7Action=Unsubscrilt onAr: 2250 naaf:d9d32 9-4c9f-becl7
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When using the AWS SQS trigger with a particular queue, the configuration may look like this:

Lambda Add trigger
Add trigger
Trigger configuration

SQs

daws queue

SQS queue
Choose or enter the ARN of an 5Q5S gqueue.

Q, arn:aws:sgs:us-east-2:381358652250:naaf X

Batch size
The maximum number of messages to retrieve in a single batch.

10

Batch window
The maximum amount of time to gather records before invoking the function, in seconds.

0

In order to read from the SQS trigger, your execution role must have proper permissions.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).

Cancel

The FlowFile' s content would look like this:

Vb4canColy
03yxPKigF

"'f170220ddb772bb53d3 3fb2e0529",
7d22! 2ae53b79!

35865225@:naaf",
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AWS MSK
When using the AWS MSK trigger with a particular Kafka cluster and topic, the configuration may look like this:

Add trigger

Trigger configuration

A MSK v

EE= aws  cluster

MSK cluster
Select an MSK cluster.

naaf v

Batch size
The maximum number of messages to retrieve in a single batch.

100

Topic name
Enter the name of a Kafka topic to consume.

naaf
Starting position - optional
Enter a start position to begin reading the stream.

Latest v

Secret key
Choose the secret key used for SASL/SCRAM authentication of the brokers in your MSK cluster.

a

This field is required if your Kafka brokers are accessed over the Internet.

In order to read from the MSK trigger, your execution role must have proper permissions.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).

The FlowFile's content would look like this:
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"eventSource'
"eventSourceArn' ka:us—east-2:381358652250: cluster/naaf-msk—cluster/d2a665a0-84a2-473d-bb2d-8853c532¢cd54-7",
"bootstrapServers —2.naaf-msk-cluster.vnvbjv.c7.kafka.us-east-2.amazonaws.com:9094,b-1.naaf-msk-cluster.vnvbjv.c7.kafka.us-east-2.amazonaws.com:9094",

“records": {
"naaf-0": [
{

"topic": "naaf",

"timestampType": "Cl
"value" yBpcyBteSBtZXNzYWd L ICE=",
“headers": []

Note that the data associated with a particular record may be base 64 encoded (the value field in the above
screenshot). In this case, you may want to consider the Base64EncodeContent processor in your flow definition to
decode the content.

Follow these steps to deploy a Cloudera Data Flow Function using the AWS CLI.

* Your Apache NiFi flow definition is stored in the Cloudera Data Flow Catalog and you have the CRN
corresponding to the flow version you want to execute as a function

* You have created a Machine User with the proper role and you have its Access Key and Private Key credentials

e You haveinstalled and configured the AWS CLI on your local machine

1. Createarolefor your Lambda.

aws iamcreate-role --role-name ny _function_role --assune-rol e-policy-do
cument '{"Version": "2012-10-17","Statenent": [{ "Effect": "Alow', "Pri
ncipal": {"Service": "lanbda.amazonaws. coni'}, "Action": "sts:AssuneRol e"

HY
2. Attach the basic AWS Lambda policy to your role.

aws iam attach-role-policy --role-name ny_function role --policy-arn arn
;aws: i am : aws: policy/service-rol e/ AWsLanbdaBasi cExecuti onRol e

3. Copy thefollowing file asalocal file named my-function-definition.json.

{

"FunctionName": "first-cli-function",
"Description": "nmy first cli function",
"Ti meout": 300,
"MenorySi ze": 1024,
"Envi ronment": {
"Variabl es": {
"DF_ACCESS_KEY": "00000000-0000-0000- 0000- 000000000000",
"DF_PRI VATE_KEY": "00000000000000000000000000000000000",
"FLOWCRN': "crn:cdp: df : us-west-1: 00000000- 0000- 0000- 0000- 0000
00000000: fl ow: ny-fl ow v. 1"
}
} il
"Tags": {
"tagKey": "tagVal ue"
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}1

"Ephener al St orage": {
"Size": 2048

}l

"Code": {

"S3Bucket": "my-bucket",
"S3Key": "naaf-aws-| anbda-1. 0. 0-bi n. zi p"

}!

"Role": "arn:aws:iam:327162129569: rol e/ servi ce-rol e/ M/- Rol e",
"Runtine": "javall",

"Handl er": "com cl ouder a. naaf . aws. | anbda. St at el essNi Fi Functi onHandl er

: - handl eRequest ",
"Publish": fal se,
"PackageType": "Zip",
"Architectures": [

"x86_64"
1

}

Note:
B Executing aws lambda create-function --generate-cli-skel eton gives you additional information that you
can add in this JSON payload if you want to further customize your deployment.

4. Update the three sections of the JSON file.
The JSON fileis generally structured into three sections.
a) Thefirst section is expected to be updated with each function. It includes Function Name, Description,
Timeout, Memory Size, Tags, and Environment Variables.
The Environment Variables must include the following 3 environment variables:

 DF_ACCESS KEY: The Cloudera Data Flow Access Key

* DF_PRIVATE_KEY: The Cloudera Data Flow Private Key

* FLOW_CRN: The CRN of the specific version of the Cloudera Data Flow in the Cloudera Data Flow
Catalog. This aways ends with /v.<number>.

Additionally, you can use environment variables to specify parameters for the dataflow.

b) The second section of the JSON file contains fields that will likely be updated once when customizing the
template for your particular organization. Y ou should add the ARN of the role you created during the first step.
¢) Thethird section of the JSON file contains fields that will likely remain the same.

5. Create the Lambda function.

aws | anbda create-function --cli-input-json file://ny-function-definitio
n.json

The function is now created. Y ou can check it on the AWS Lambda Ul and test the configuration.
6. Usethe AWS Lambda Ul or CLI to publish aversion of the function.

aws | anbda publi sh-version --function-nane <function nane or function ARN>

7. Usethe AWS Lambda Ul or CL1I to specify the appropriate trigger for your published version.
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