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Cloudera Data Flow Azure requirements for Cloudera Data Flow

Asthe administrator for your Azure environment, ensure that the environment meets the requirements listed in this
topic to enable the Cloudera Data Flow experience in Cloudera on cloud.

Follow the steps to ensure that your Azure environment meets the Cloudera and Cloudera Data Flow requirements:

« Review the Azure subscription requirements. The link isin the Related information section below.
« Verify that your Azure account for Cloudera on cloud has the required resources.
* Verify that you have the permissions to manage these resources.

Networking requirements:
» Determine your networking option:

» Useyour existing VNet and subnets

» Have Cloudera create anew VNet and subnets
* Review firewall exceptionsfor Azure AKS
» Determine your load balancer option:

e public
o private (internal)

Verify that the following services are availablein your environment for Cloudera Data Flow to use:

Azure environments used for the Cloudera Data Flow service must have the following resources
available in the specific Azure region where the environment is registered. Currently, thereis no
cross-regional support for Cloudera Data Flow service.

e Azure Kubernetes Service (AKS)

e Azure Database for PostgreSQL

» Azure Data L ake Storage Gen2

* Virtua machine scale sets

e Dsv4-series

e AzureAvailahility Zones (optional)

Under stand Cloudera Data Flow role requirements

* Therearetwo Cloudera user roles associated with the Cloudera Data Flow service: DFAdmin
and DFUser. Any Cloudera user with the EnvironmentAdmin (or higher) access level must
assign these roles to users who require access to the Cloudera Data Flow console within their
environment.

Once you have met cloud provider requirements and have created the Azure provisioning credential for Cloudera, you
may proceed to register an Azure Environment.

Instructions: Register an Azure environment

For the Cloudera Data Flow service, you must only use an app-based credential, which requires the Contributor role
to create a new service principal. For more information about creating an app-based credential for the environment
you want to use for the Cloudera Data Flow service, see Create an app-based credential. If you need to change
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your environment credential, see Change environment's credential. Both of these references are in the Management
Console documentation.

For environments that you plan to use for the Cloudera Data Flow service, you must ensure that the application you
createin Azure has the built-in Contributor Azure role at the Azure subscription level. For more information, see the
description of app-based credentialsin Credential options on Azure.

Ensure that the application, which the Azure app-based credentials are attached to, must have access to the ADLS
Gen2 storage location that is specified when you register the Azure environment. Thisis the storage location specified
in Step 6 in the Register an Azure environment topic. Also see ADLS Gen2 and managed identities for information
about storage accounts for Azure environments. See Minimal setup for cloud storage for further details. These
references are in the Cloudera Management Console documentation.

Ensure that your Azure subscription isin arelatively similar region as the region where your resources are deployed.
Particularly, be careful that the regions are governed by the same regulatory laws. For more information, see Azure
region requirements in the Cloudera Management Console documentation. In that topic it specifies that "Cloudera on
cloud requires that the ADL S Gen2 storage location provided during environment registration must be in the same
region as the region selected for the environment." In addition, please review Azure geographies in the Microsoft
documentation.

Azure subscription requirements

Cloudera Data Flow supports different networking options depending on how you have set up your VNet and subnets.
If you want Cloudera Data Flow to use specific subnets, make sure that you specify them when registering a Cloudera
environment.

Vnet and Subnet Requirements

When registering an Azure environment in Cloudera, you are asked to select aVVNet and one or
more subnets. Cloudera Data Flow runsin the VNet registered in Cloudera as part of your Azure
environment.

Y ou have two options:

* You useyour existing VNet and subnets for provisioning Cloudera resources.
* Youlet Cloudera create anew VNet and subnets.

Learn about Cloudera Data Flow subnet requirements within your V Net.

Cloudera Data Flow runsin the VNet registered in Cloudera as part of your Azure environment. The Cloudera Data
Flow service requires its own subnet. Cloudera Data Flow on AK S uses the Kubenet CNI plugin provided by Azure.
In order to use Kubenet CNI, create multiple smaller subnets when creating an Azure environment.

Cloudera recommends the following:
« Partition the VNet with subnets that are just the right size to fit the expected maximum of nodes in the cluster.
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» Use/24 CIDR for these subnets. However, if you prefer a custom range, use the following points to determine the
| P addresses for the Cloudera Data Flow service:

* The Cloudera Data Flow service can scale up to 50 compute nodes.
» Each node consumes one | P address.
» Additionally, you must allocate two | Ps for the base infra nodes.

Learn about required firewall exceptions for maintenance tasks and management.

If you need to restrict egress traffic in Azure, then you must reserve alimited number of ports and addresses for
cluster maintenance tasks including cluster provisioning. See Control egress traffic for cluster nodesin Azure
Kubernetes Service (AKS) to prepare your Azure environment for AK'S deployment.

Cloudera recommends you safelist the Azure portal URLs on your firewall or proxy server for management purposes.
For more information, see Safelist the Azure portal URLs on your firewall or proxy server.

Control egress traffic for cluster nodesin Azure Kubernetes Service (AKS)
Safelist the Azure portal URLs on your firewall or proxy server

Learn about load balancing options in Azure environments.

Azure provides a public and a private (internal) load balancer. DataFlow uses the Standard SKU for the load
balancer. Y ou can configure DataFlow to use either private or public load balancer to allow usersto connect to flow
deployments. By default, DataFlow provisions a private load balancer.

The figure represents a DataFl ow deployed with an internal load bal acer:
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User defined routing

Azure UDR (User-Defined Routing) refers to the capability provided by Microsoft Azure to define and control
the flow of network traffic within avirtual network (VNet) using custom routing rules. By default, Azure virtual
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networks use system-defined routes to direct network traffic between subnets and to the internet. With UDR, you can
override these default routes and specify your own routing preferences.

UDRs allow you to define specific routes for traffic to follow based on various criteria, such as source or destination
IP address, protocol, port, or Next Hop type. This gives you granular control over how traffic flows within your
Azure infrastructure. With UDR, you can create your own custom routes to control the path of traffic within your
Azure virtual network. UDR isimplemented using route tables, which contain a set of rules defining the paths for
network traffic. Each subnet within aVVNet can be associated with a specific route table. UDR allows you to specify
the next hop for aroute, which can be an IP address, a virtual appliance, or the default Azure Internet Gateway. UDR
enables you to segment traffic within your virtual network, directing specific types of traffic through specific network
appliances or services. UDR is commonly used in conjunction with Network Virtual Appliances (NVAS), such as
firewalls, load balancers, or VPN gateways. By configuring UDR, you can ensure that traffic is properly routed
through these appliances.

By leveraging UDR, you can design more complex networking architectures, implement security measures, optimize
performance, and meet specific requirements for your Azure deployments.

Y ou can enable UDR when you enable Cloudera Data Flow for an environment.

This section lists some resource limits that Cloudera Data Flow and Azure impose on workloads running in Cloudera
Data Flow workspaces.

« Thereisno ahility to grant or revoke remote access (via Kubeconfig) to specific users. Users with the DFAdmin
role in the environment can download a Kubeconfig file. The Kubeconfig file will continue to allow access even if
the DFAdminroleis|ater revoked.

» Each Cloudera Data Flow workspace requires a separate subnet. For more information on thisissue, see Use
kubenet networking with your own IP address ranges in Azure Kubernetes Service (AKS).

« Heavy AKS activity can cause default API rate limitsto trigger, causing throttling and eventually failures for AKS
clusters. For some examples, see AKS issue 1187 and AKS issue 1413.

The minimum permissions for Cloudera Data Flow on Azure govern access control between Azure resources,
the Azure storage account, and Cloudera Data Flow. The minimum permissions that allow for enabling/disabling
Cloudera Data Flow and deploying/undeploying flows can be set using a custom role.

* You have registered an application on the Azure Portal. For instructions, see Create an app registration and
assignaroletoit.

* You have created an app-based provisioning credential in your Azure subscription. For instructions, see Create a
provisioning credential for Azure.
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1. Create acustom role that contains the minimum permissions.

The following role definition outlines the minimum permissions required to create a custom role for Cloudera
Data Flow. The permissions are listed in the Actions section, so that Cloudera Data Flow can access resources and
operate correctly.

When using the role defintiion, replace the following values:

e [YOUR-SUBSCRIPTION-ID]: Your subscription ID in use.

¢ [YOUR-RESTRICTED-ROLE-NAME]: The custom role name which is assigned to the application. For
example: CLOUDERA DATAFLOW AZURE OPERATOR FOR SINGLE RESOURCE GROUP

¢ [YOUR-RESOURCE-GROUP-NAME]: The original resource group name.

"properties”:
"rol eNanme": [ YOUR- RESTRI CTED- ROLE- NAME] ,
"description": "Customrestricted role for liftie",
"isCuston: true,
"assi gnabl eScopes": [
"/ subscri ptions/[ YOUR- SUBSCRI PTI ON- | D] / r esour ceGr oups/ [ YOUR-
RESOURCE- GROUP- NAME] "
[
"permissions": [
{
"actions": |
"M crosoft. Contai ner Servi ce/ managedd ust er s/ read",
"M crosoft. Contai ner Servi ce/ managedd usters/wite",
"M crosoft. Cont ai ner Servi ce/ managedd ust er s/ agent Poo
| s/read",
"M crosoft. Contai ner Servi ce/ managedd ust er s/ agent Pool s
lwite",
"M crosoft. Contai ner Servi ce/ managedd ust er s/ upgr ade
Profil es/read",
"M crosoft. Contai ner Servi ce/ managedd ust er s/ agent Poo
| s/ del ete",
"M crosoft. Contai ner Servi ce/ managedd ust er s/ del et e",
"M crosoft. Contai ner Servi ce/ managedd ust er s/ accessP
rofiles/listCredential/action",
"M crosoft. Cont ai ner Servi ce/ managedd ust er s/ agent Poo
| s/ upgradeProfil es/read",
"M crosoft. Storage/ st orageAccount s/ read",
"M crosoft. Storage/ st orageAccounts/wite",
"M crosoft. Managedl dentity/ user Assi gnedl dentities/ass
i gn/action",
"M crosoft. Conput e/ virtual Machi neScal eSets/write",
"M crosoft. Network/virtual Net wor ks/ subnet s/ j oi n/ acti
on",
"M crosoft. Network/virtual Net wor ks/ subnet s/ read",
"M crosoft.|nsights/diagnosticSettings/wite",
"M crosoft.Insights/metrics/read",
"Mcrosoft.lnsights/netricDefinitions/read",
"M crosoft. DBf or Post greSQL/ f| exi bl eServer s/ del et e",
"M crosoft. DBf or Post greSQL/ f | exi bl eServers/read",
"M crosoft. DBf or Post greSQ./ f | exi bl eServers/wite",
"M crosoft. DBf or Post greSQL/ f | exi bl eSer ver s/ confi gur at
ions/wite",
"M crosoft. DBf or Post greSQL/ fl exi bl eServers/firewal |
Rul es/write",
"M crosoft. DBf or Post greSQL/ f | exi bl eServers/ privat eEnd
poi nt Connecti onsApproval / acti on",
"M crosoft. DBf or Post greSQL/ f| exi bl eServers/start/actio

n 1
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"M crosoft. DBf or Post greSQL/ f | exi bl eServer s/ st op/ acti
on",

"M crosoft. Market pl aceOr deri ng/ of fertypes/ publ i shers/
of f ers/ pl ans/ agreenents/wite",

"M crosoft. Market pl aceOrderi ng/ of f er Types/ publ i shers/o
ffers/ pl ans/ agreenment s/ read",

"M crosoft. Managedl dentity/ user Assi gnedl dentities/fede
ratedl dentityCredential s/*"

" nbt Actions": [],
"dataActions": [],
"not Dat aActions": []

}
}

2. Assign the custom role to the app registration that you earlier created on the Azure Portal. For instructions, see
Create an app registration and assign aroleto it.

Create an app registration and assign arole to it
Create a provisioning credential for Azure
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