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Managing Cloudera Data Flow in an environment

You can use the Manage Cloudera Data Flow Service page to manage and monitor your Cloudera Data Flow
environment.

The Actions drop-down menu in the Manage Cloudera Data Flow Service page allows you to choose between the
following options to manage Cloudera Data Flow in an environment:

• Disable Cloudera Data Flow for the environment
• Reset Cloudera Data Flow for the environment
• Manage user access for the Kubernetes API Server
• Download the Kubeconfig file
• Renew certificates
• Manage the environment details in Cloudera Management Console
• Configure NiFi metrics access

Apart from the information on your Cloudera Data Flow Environment, the Manage Cloudera Data Flow Service
page also displays the capacity, networking, Kubernetes API Server endpoint access and tags of your environment
under Cloudera Data Flow Settings. You can edit the capacity settings of the environment, update the IP address
ranges that are allowed to access the Kubernetes API Server and Load Balancer, and review the tags associated with
the Cloudera Data Flow environment under Manage Cloudera Data Flow Settings.

Click  Manage Cloudera Data Flow Service, from the Environment Details pane to perform some actions on
your environment. The Manage Cloudera Data Flow Settings page appears.

You can also go back to the environment details by clicking Environment Details in the breadcrumb.
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Disabling Cloudera Data Flow for an environment

Disabling Cloudera Data Flow for an environment terminates the cloud infrastructure that was created as part of the
enablement process.

About this task

When you disable Cloudera Data Flow for an environment, you can specify whether to preserve your environment
event history. Preserving the event history retains your environment event history and allows you to view past events
even after the environment has been disabled. Regardless of whether you choose to preserve the event history, you
can enable Cloudera Data Flow for an environment again after a successful disablement operation.

Steps

For UI

1. In Cloudera Data Flow, from the Environments page, select the environment you want to disable.
2.

Click  Manage Cloudera Data Flow Service from the Environment Details pane.

You are redirected to the Manage Cloudera Data Flow Service page.
3. From the Actions menu, select Disable Cloudera Data Flow service.
4. Specify whether you want to Preserve event history.
5. Enter the environment name to confirm.
6. Select Disable to initiate the disablement process.

For CLI

Before you begin

• You have installed CDP CLI.
• Run cdp df list-services to get the service-crn.

1. To disable Cloudera Data Flow for an environment, enter:

cdp df disable-service 
--service-crn [***SERVICE_CRN***] 
[--persist] [--no-persist] 
[--terminate-deployments] [--no-terminate-deployments]
               [help]

Where:

• service-crn – Provides the value you identified when you run cdp df     list-services.
• [--persist] [--no-persist] – Select one to specify whether you want to preserve environment history.
• [--terminate-deployments] [--no-terminate-deployments] – Specifies whether you want to gracefully terminate

deployments associated with this environment. Regardless of this setting all associated deployments will be
terminated when you disable Cloudera Data Flow

Result

When you successfully disable Cloudera Data Flow for an environment, your result will be similar to:

{
  "status": {
    "state": "DISABLING",
    "message": "Disabling DataFlow",
    "detailedState": "TERMINATING_DEPLOYMENTS"
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  }
}

Next steps

Disabling Cloudera Data Flow for an environment can take up to 30 minutes.

Related Information
Clearing the Cloudera Data Flow environment event history

Resetting your environment

Managing remote access

Downloading kubeconfig

Clearing the Cloudera Data Flow environment Event
History

About this task

When disabling Cloudera Data Flow for an environment, you can choose to preserve the Event History for the
specific environment. This allows you to review past events even after Cloudera Data Flow has been disabled for an
environment. When the preserved events are no longer relevant, you can delete them by using the Clear Event History
action.

Note:

The Clear event history action is only available for disabled Cloudera Data Flow environments with a
preserved event history.

Before you begin

• You have the DFAdmin user role for the environment for which you want to clear the event history.

Procedure

1. Select the environment for which you want to clear the event history.

2.
Click  Manage Cloudera Data Flow Service from the Environment Details pane.
You are redirected to the Manage Cloudera Data Flow Service page.

3. From the Actions menu, select Clear event history.

4. Select Clear Event History to confirm deleting all event-related information and past alert conditions.

Results

After successfully clearing the event history, you are no longer able to view the environment details by clicking on it.
You can enable Cloudera Data Flow in the environment again by using the Enable button on the environment row.

Related Information
Disabling Cloudera Data Flow for an environment

Resetting your environment

Managing remote access

Downloading kubeconfig
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Resetting your environment

When disabling Cloudera Data Flow for a specific environment fails, you can use the Reset Environment action to
reset an environment state for Cloudera Data Flow.

Before you begin

• You have the DFAdmin user role for the environment you want to reset.

Procedure

1. In Cloudera Data Flow, from the Environment page, select the environment you want to reset.

2.
Click  Manage Cloudera Data Flow Service from the Environment Details pane.
You are redirected to the Manage Cloudera Data Flow Settings page.

3. From the Actions menu, select Reset Environment.

4. Click Reset in the confirmation dialog to proceed.

Results

Resetting an environment clears Cloudera Data Flow state without impacting the associated Cloudera on cloud
environment and any of its components including Data Hubs, Data Lakes, and FreeIPA. If the associated Cloudera on
cloud environment is still healthy, resetting allows you to enable it again for Cloudera Data Flow.

Note:

Resetting an environment does not delete associated cloud resources which were created during its
enablement process. Manual steps may be necessary to address these orphaned resources in your cloud
account.

Related Information
Disabling Cloudera Data Flow for an environment

Clearing the Cloudera Data Flow event history

Managing remote access

Downloading kubeconfig

Managing Kubernetes API Server user access

Giving users remote access to Cloudera Data Flow-enabled environments allows authorized users to use kubectl to
manage and troubleshoot Kubernetes clusters using the Kubernetes API. To do this, use the Actions menu from the
Environments page.

About this task

The API server of the Kubernetes cluster which is created when enabling a Cloudera environment for Cloudera
Data Flow is secured using authentication and role based access control. By default no one is allowed to connect to
the Kubernetes API server. You can grant users access to the Kubernetes API server by adding their AWS ARN to
the list of Authorized Users so they can communicate with the cluster using Kubernetes management tools such as
kubectl.

Before you begin

• You have the DFAdmin user role.
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• You have a cloud user ID. For AWS this is an ARN and looks similar to:

arn:aws:iam::{AWSaccountID}:role/{IAMRoleName}

See the AWS documentation for more information.

Procedure

1. In Cloudera Data Flow, from the Environments page, click the Environment for which you want to add or remove
user access.

2.
Click  Manage Cloudera Data Flow Service.

3. From the Actions menu, click Manage Kubernetes API Server User Access.

4. Provide the Cloud User ID you want to authorize.

• To add more than one user, add Cloud User IDs one by one.
• To remove a user, click the remove icon for the particular row.

What to do next

Download the kubeconfig file and share it with authorized users so they can connect to the cluster using their
preferred Kubernetes management tools

Related Information
Amazon EKS IAM roles

Disabling Cloudera Data Flow for an environment

Clearing the Cloudera Data Flow environment event history

Resetting your environment

Downloading kubeconfig

Downloading kubeconfig

You can download the kubeconfig file so that you can use the kubectl management tool to manage and
troubleshoot your Cloudera Data Flow Kubernetes cluster.

About this task

After granting users access to the Kubernetes API server, you can download the Kubeconfig for a Kubernetes cluster
so they can communicate with it using Kubernetes management tools such as kubectl.

Before you begin

• You have the DFAdmin user role for the environment.

Procedure

1. In Cloudera Data Flow, from the Environments page, click the environment for which you want to download the
kubeconfig file.

2.
Click  Manage Cloudera Data Flow Service from the Environment Details pane.
You are redirected to the Manage Cloudera Data Flow Service page.

3. From the Actions menu, click Download Kubeconfig.

4. Share the kubeconfig file with authorized users.
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Related Information
Disabling Cloudera Data Flow for an environment

Clearing the Cloudera Data Flow environment event history

Resetting your environment

Managing remote access

Renewing certificates

Certificates for accessing Cloudera Data Flow have a 90 day lifespan. They are automatically renewed after 60 days.
Should you need to manually renew your certificates you can use the Actions menu to do so.

Procedure

1. In Cloudera Data Flow, from the Environments page, click the environment for which you want to renew
certificates.

2.
Click  Manage Cloudera Data Flow Service from the Environment Details pane.
You are redirected to the Manage Cloudera Data Flow Service page.

3. From the Actions menu select Renew Certificates.

4. Confirm by clicking Renew Certificates.

Note:

Renewing your certificates assigns new certificates for accessing Cloudera Data Flow. The old certificates
are not revoked.

Updating Kubernetes node images in a Cloudera Data
Flow service

Learn about adopting a new Kubernetes node image for your Cloudera Data Flow service.

About this task

This action updates the images to the latest available version on the Kubernetes nodes that form the underlying cluster
in your Cloudera Data Flow service.

Note:  This is primarily a troubleshooting option, you do not need to perform this as a routine maintenance
task.

Important:  During the update you are not able to create or manage deployments, drafts, or test sessions in
the Cloudera Data Flow service.

Before you begin

• You have the DFAdmin user role for the environment where you want to update the node images.

Procedure

1. In Cloudera Data Flow, from the Environments page, select the Environment where you want to update the node
images.
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2.
Click  Manage Cloudera Data Flow Service from the Environment Details pane.
You are redirected to the Manage Cloudera Data Flow Service page.

3.
From the Actions menu select Update Node Images.

4. Click Update.

•

If there is a newer node image than the one already installed, the service status changes to  Updating.

Wait until the status returns to  Good Health before initiating any other action.
• If there is no newer version of the node image available, you get the message:

'No new node image is available, nothing to update.'

Configuring access for NiFi metrics scraping

You can configure an external Prometheus service to scrape NiFi metrics for Cloudera Data Flow deployments. To do
that, you need to generate a password and add a job for each deployment to your Prometheus configuration.

Before you begin

• You have the DFAdmin user role for the environment where you want to configure access for NiFi metrics
scraping.

About this task

Tip:  If you want to bulk add deployments to your Prometheus configuration, create a CLI script that collects
deployment names and adds the required jobs with the generated password.

Note:

If you need the Endpoint URL of a deployment, go to  Deployments [***DEPLOYMENT NAME***]
Actions Manage Deployment NiFi Configuration  and copy the NIFI METRICS ENDPOINT URL.

Procedure

1. In Cloudera Data Flow, from the Environments page, select the Environment where you want to configure NiFi
metrics scraping.

2.
Click  Manage Cloudera Data Flow Service from the Environment Details pane.
You are redirected to the Manage Cloudera Data Flow Service page.

3.
From the Actions menu select Access NiFi Metrics.

10



Cloudera Data Flow Configuring access for NiFi metrics scraping

4. Depending on whether you are setting up access for the first time or updating an existing one, select Initial
configuration or Manage existing.

For Initial configuration

a. Click Generate Credentials and Enable Access.

Copy the generated password. The username is nifi-metrics for all jobs, do not change it.

Note:  You will not be able to access the generated credentials after closing the dialog box.

b. Create a new job for each deployment where you want to perform metrics scraping and add it to your
Prometheus configuration. Depending on your use case, either append it to an existing configuration or you
can create a new one. You can use the provided Sample Prometheus scrape configuration.

Figure 1: Sample metrics configuration code snippet

scrape_configs:
  - job_name: 'nifi-metrics-[***DEPLOYMENT-NAME***]'
    scrape_interval: 15s

    scheme: https
    honor_labels: true
    metrics_path: /dfx-[***DEPLOYMENT-NAME***]-ns/federate

    basic_auth:
      # Use ‘nifi-metrics’ as the username for all jobs. 
      [ username: nifi-metrics ]
      [ password: [***GENERATED PASSWORD***] ]

    params:
      'match[]':
        # This parameter is mandatory, because Cloudera's Prometheus
 instance also scrapes cadvisor and Prometheus itself.
        - '{job="dfx-nifi-web"}'

    static_configs:
      - targets: ['https://dfx.qbllchii.xcu2-8y8x.dev.cldr.work']

You need to replace

• [***DEPLOYMENT-NAME***] with the encoded deployment name. (For example 'Some DataFlow
Deployment' is encoded as 'some-dataflow-deployment')

• [***GENERATED PASSWORD***] with the generated password.

Depending on your Prometheus setup, you may need to make further additions to the job definition.

Tip:

To find a deployment-specific YAML snippet sample where you only need to substitute
the generated password, go to  Deployments [***DEPLOYMENT NAME***] Actions
Manage Deployment NiFi Configuration  and copy the SAMPLE PROMETHEUS SCRAPE
CONFIGURATION.

c. Add the newly created or updated configuration file to your Prometheus service.

For Manage existing

• To turn on or off NiFi metrics scraping for all flow deployments in an environment, toggle the Access NiFi
Metrics switch. Turning metrics scraping off stops exposing the Prometheus endpoint.

11



Cloudera Data Flow Configuring access for NiFi metrics scraping

• If you need to reset the generated credentials, click Regenerate Credentials. Copy the generated password.
The username is nifi-metrics for all jobs, do not change it. You will not be able to access the generated
credentials after closing the dialog box.

Note:  Keep in mind that regenerating the credentials affects all flows in the given environment.

Do not forget to update your Prometheus configuration with the regenerated credentials.
• To add new jobs or remove existing ones, modify the Prometheus configuration file.

a. Create a new job for each deployment where you want to perform metrics scraping and add it to your
Prometheus configuration. Add it to the existing configuration. You can use the provided Sample
Prometheus scrape configuration.

Figure 2: Sample metrics configuration code snippet

scrape_configs:
  - job_name: 'nifi-metrics-[***DEPLOYMENT-NAME***]'
    scrape_interval: 15s

    scheme: https
    honor_labels: true
    metrics_path: /dfx-[***DEPLOYMENT-NAME***]-ns/federate

    basic_auth:
      # Use ‘nifi-metrics’ as the username for all jobs. 
      [ username: nifi-metrics ]
      [ password: [***GENERATED PASSWORD***] ]

    params:
      'match[]':
        # This parameter is mandatory, because Cloudera's Prometheu
s instance also scrapes cadvisor and Prometheus itself.
        - '{job="dfx-nifi-web"}'

    static_configs:
      - targets: ['https://dfx.qbllchii.xcu2-8y8x.dev.cldr.work']

You need to replace

• [***DEPLOYMENT-NAME***] with the encoded deployment name. (For example 'Some
DataFlow Deployment' is encoded as 'some-dataflow-deployment')

• [***GENERATED PASSWORD***] with the generated password.

Depending on your Prometheus setup, you may need to make further additions to the job definition.

Tip:

To find a deployment-specific YAML snippet sample where you only need to substitute
the generated password, go to  Deployments [***DEPLOYMENT NAME***] Actions
Manage Deployment NiFi Configuration  and copy the SAMPLE PROMETHEUS SCRAPE
CONFIGURATION.

b. Add the updated configuration file to your Prometheus service.
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Setting up and managing notifications for a Cloudera Data
Flow service

Learn how you can create and manage subscriptions to notifications for Cloudera Data Flow service events, and how
you can create or modify notification distribution lists on the Cloudera Management Console.

About this task

Both the description of the notification in the Cloudera Management Console and the email announcement contains a
URL that allows you to easily navigate to your Cloudera Data Flow service.

Note:

The URL only works for you if you have access to the resource where the alert originated.

Before you begin

• You must have the DFAdmin role for the Cloudera Data Flow service to access the Manage Cloudera Data Flow
Service view.

• You must have the NotificationSubscriber role to create and manage subscriptions.
• You must have the NotificationDistributionListAdmin role to create and manage distribution lists.

Procedure

1. In Cloudera Data Flow, from the Environments page, select the enabled Cloudera Data Flow service where you
want to set up notifications.

2.
In the Environment Details pane click  Manage Cloudera Data Flow Service.

You are redirected to the Manage Cloudera Data Flow Service page.

3. Under Cloudera Data Flow Settings, select the Notifications tab.
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4. Select one of the following options:

•
Click  Create Subscription  if you want to set up a new email or Slack subscription.

For more information, see Creating and managing subscriptions in the Cloudera Management Console
documentation.

•
Click  Create Distribution Lists  if you want to set up a new distribution list.

For more information, see Creating and managing distribution lists in the Cloudera Management Console
documentation.

• Click Manage Notification Subscriptions if you want to configure an existing email or Slack subscription.

For more information, see Creating and managing subscriptions in the Cloudera Management Console
documentation.

• Click Manage Distribution Lists if you want to configure an existing distribution list.

For more information, see Creating and managing distribution lists in the Cloudera Management Console
documentation.

•
Click  under SUBSCRIPTION LINK to share the subscription link with team members who are
not authorized to access the Manage Data Flow view. In possession of this link, users can subscribe to
notifications for service events and/or all deployment notifications within this Cloudera Data Flow service.

You are redirected to the Cloudera Management Console where you can set up and configure notifications.

Related Information
Receiving notifications | Management Console

Creating and managing subscriptions | Cloudera Management Console

Creating and managing distribution lists | Cloudera Management Console
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