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Cloudera Data Flow Scope

This quickstart helps you to get a better understanding of Cloudera Data Flow Functions and how it works. It also
walks you through deploying your first function on any of the three main cloud providers (AWS Lambda, Azure
Functions, and Google Cloud Functions).

Use this guide if you want to try deploying your first serverless NiFi flow. Get started with Cloudera Data Flow
Functions by walking through afew simple steps.

The quickstart is based on a'Resize Image web service' use case.

This use case shows you how to deploy a serverless microservice to resize images using Apache NiFi on any of the
three main cloud providers. Y ou deploy afunction that istriggered by an HTTP call. In thisHTTP call, you send an
image with optional HTTP headers to specify the new dimensions of the image. The Cloudera Data Flow function
will return the resized image.

The NiFi flow definition used in this quickstart is based on Apache NiFi 1.18.0 and you can download this flow
definition from here.



https://gist.githubusercontent.com/pvillard31/3521c9204dde80b2575a3d65c591c05f/raw/d0873e2188c2cd2f28393c36f56766629a8490d3/Resize-Image-Function.json

Cloudera Data Flow Flow definition overview

Name Log payload

Queued 0 (0 bytes) Queued 0 (0 bytes)
/ Log payload? Log Attributes and Content
triggerPayload In 0 (0 bytes; In 0 (0 bytes)
Read/Write 0 bytes / 0 bytes Read/Write 0 bytes /0 bytes
Out 0 (0 bytes; Out 0 (0 bytes)
‘Tasks/Time 0/ 00:00:00.000 Tasks/Time 0/ 00:00:00.000
Name Do not log payload Name success
Queued 0 (0 bytes) Queued 0 (0 bytes
Queued 0 (0 bytes)

Cloud provider?

In 0 (0 bytes,
Read/Write 0 bytes / 0 bytes
Out 0 (0 bytes)

Tasks/Time 0 /00:00:00.000

To payload

To payload To payload
Name AWS Name AZURE Name GCP
Queued 0 (0 bytes Ll “"""‘l Queued 0 (0 bytes)
AWS AZURE Gep
0 0 0 13 0 0 0 0 0 4 0 0 0 0 0 4 0 0
Queued Queued 0 (0 bytes Queued 0 (0 bytes
In In In 0 (0 bytes) = 1
Read/Write Read/Write 0 byte: Read/Write 0 bytes / 0 bytes
Out Out 1 - 0 (0 bytes) Out 1 - 0 (0 bytes)
0 0 0 070 0 0 0 070 0 0 0 070
From success From success
Queued 0 (0 bytes Queued 0 (0 bytes)

From success
Queued 0 (0 bytes)

|

success

The triggerPayload input port is where the Cloudera Data Flow Functions framework is going to ingest the payload of
the trigger that is generated by the cloud provider.

Then you decide whether or not you want to log the attributes and payload of the flowfile in the logs of the function.
Thisis particularly useful when deploying the function for the first time as it helps you to understand what is going on
and what is being generated. It would disabled for afunction running in production. The logging is enabled by default
but you can turn it off by setting the below variable in the function’s configuration: logPayload = false

Then you have a RouteOnAttribute processor that redirects the flow file into a process group dedicated to each cloud
provider depending on where the function is being deployed. The attribute containing the cloud provider nameis
automatically generated by the framework.

Note: Thisflow definition has been designed so that the same flow can be used on any cloud provider. If the
IS function is deployed on a single cloud provider, the flow design could be greatly simplified by removing the
parts related to the other cloud providers.




Cloudera Data Flow Flow definition overview

payload

To payload
Queued 0 (0 bytes)

v

Extract Data From Trigger Payload
0 0»o0 6 0 0

Queued 0 (0 bytes)
In 0 (0 bytes) =+ 1 5min
Read/Write 0 bytes / 0 bytes 5 min
Out 1 — 0 (0 bytes) 5 min \
0 0 0 0 0 From image

Queued 0 (0 bytes)

Resizelmage /

Resizelmage 1.19.0-SNAPSHOT
org.apache.nifi - nifi-media-nar

In 0 (0 bytes) 5 min

Read/Write 0 bytes /0 bytes 5 min

Out 0 (0 bytes) 5min | —— To resizedimage
Tasks/Time 0/ 00:00:00.000 5 min Name success

Queued 0 (0 bytes)

Prepare response payload /

0 0 >0 4 0 0

Queued 0 (0 bytes)

In 0 (0 bytes) = 1 5 min
Read/Write 0 bytes / 0 bytes 5 min
Out 1 = 0 (0 bytes) 5min

0 0 0 070

From response
Queued 0 (0 bytes)

v

success

The payload of the flowfile generated by the API Gateway trigger is a JSON for which one of the fields will be the
binary data of your image with base 64 encoding.

Thisiswhy you first need to extract the fields you are interested in, then do the base 64 decoding to have the binary
data representing the image as the flow file content. After that you execute the Resizel mage processor, then re-
encode the result with base 64 encoding and finally you generate the JSON payload that is expected by the AWS API
Gateway to send back the response to the HTTP client.




Cloudera Data Flow

Flow definition overview

Azure and GCP Process Groups

EE] W payload

I
Queued 0 (0 bytes)

v

—~ UpdateAttribute
./ UpdateAttribute 1.19.0-SNAPSHOT
o org.apache.nifi - nifi-update-attribute-nar
In 0 (0 bytes) 5 min
Read/Write 0 bytes/ 0 bytes 5 min
Out 0 (0 bytes) 5 min
Tasks/Time 0/ 00:00:00.000 5 min
Name success I
Queued 0 (0 bytes)
~ Resizelmage
~/ Resizelmage 1.19.0-SNAPSHOT
o org.apache.nifi - nif-media-nar
In 0 (0 bytes) 5 min
Read/Write 0 bytes/ 0 bytes 5 min
Out 0 (0 bytes) 5 min
Tasks/Time 0/ 00:00:00.000 5 min

Name success
Queued 0 (0 bytes)

v

or:[) B success

The binary datais the content of the generated flow file, so there is no need to do any conversion and you can directly
use the Resizel mage processor based on the flow file attributes.




Cloudera Data Flow Prerequisites for running the Quickstart

Note: For Azure Functions, the HTTP request has to contain the HTTP header Content-Type = applicat
E ion/octet-stream, so you have to override the mime.type attribute of the flow file before sending it to the
Resizelmage to use an image friendly MIME type.

This section helps you to examine the list of actions you must perfom before you start working on your function.

1. Get the CRN (Customer Resource Number) of the flow definiton.

a. Download the flow definition for this use case and upload it into your Cloudera Data Flow Catalog.
b. Onceyou have the flow definition in the Catalog, copy its CRN with its version.

For exampl e:crn:cdp:df:us-west-1:558bc1d3-8867-4357-8524-311d51289233:flow: Resi ze-lmage/v.1

Note: Make sure you have the full CRN with the flow version as the end. For more information, see
Retrieving dataflow CRN.

2. Make sure that you have a Cloudera machine user created.

This machine user is used when the function is triggered to retrieve the flow definition to be executed. For more
information, see Creating CDP service account.

3. Givethe Cloudera machine user the appropriate role and generate the necessary keys.

For more information, see Provisioning Access Key ID and Private Key.

4. Download the Cloudera Data Flow Functions binary from the Functions page of Cloudera Data Flow for the cloud
provider of your choice.

Functions

A & ®

DataFlow Functions for DataFlow Functions for DataFlow Functions for
AWS Lambda Azure Functions Google Cloud Functions

CLOUDZRA
DataFlow

Download the binary for executing flows in these Cloud Providers
Learn More [2

Note: This quickstart leverages the CLI of the cloud providers to make deploying the function

E straightforward. If you want to deploy your function using the control plane Ul of the cloud provider, see
the appropriate section of the Cloudera Data Flow Functions documentation. The instructions provided in
this quickstart are based on using the CL1 of the cloud provider.



https://docs.cloudera.com/dataflow/cloud/deploy-functions/topics/cdf-functions-retrieve-flow-crn.html
https://docs.cloudera.com/dataflow/cloud/deploy-functions/topics/cdf-functions-create-cdp-service-account.html
https://docs.cloudera.com/dataflow/cloud/deploy-functions/topics/cdf-functions-obtain-credentials.html

Cloudera Data Flow AWS Lambda

This section helps you to check the list of actions you must perfom before you start working on your function.

e You have the latest version of the AWS Lambda CLI.
* You have|qinstalled to extract some information from the JSON responses when executing commands.

1. Start by setting all the parameters required for deploying your function using the AWS CLI.

# Name of the binary file you downl oaded from C oudera Data Fl ow. Change
it based on the version you downl oaded.
FI LEKEY=" NAAF- AW5- LAMBDA- 1. 0. 0. 2. 3. 6. 0- 35-BI N. ZI P"

# Location where the function will be deployed. Change this value to nma
tch your needs/requirenents.
LOCATI ON=EU- VEEST- 2

# Name of the bucket where the binary and NAR will be upl oaded. Change t hi
s value to match your needs/requirenents.
BUCKET_NAME=MYDFFRESI ZEI MAGEBUCKETPVI LLARD

# Name of the function (only |ower case letters). Change this value to mat
ch your needs/requirenments.
FUNCTI ONNAME=RESI ZEI MAGEPVI LLARD

# Fl ow CRN. Add the Custoner Resource Nunber you obtained fromthe O ouder
a Data Fl ow Cat al og.
FLOW CRN=***YOUR VALUE HERE***

# Credentials of the nmachi ne user

DF_ACCESS KEY=*** YOUR VALUE HERE***

DF PRI VATE _KEY=*** YOUR VALUE HERE***
2. Download the function template from here and make it available locally.
3. Execute the below commands:

a. Create your S3 bucket.

aws s3api create-bucket \
--bucket $BUCKET_NAME \
--regi on $LOCATI ON \
--creat e-bucket-configuration LocationConstrai nt =$LOCATI ON

b. Copy the Lambda Cloudera Data Flow Function binariy zip file to your bucket.

aws s3 cp S$FI LEKEY s3://$BUCKET NAME/ $FI LEKEY
c. Createtherolefor the Lambda

ROLEARN="aws i am create-role --rol e-nanme $FUNCTI ONNAME\ | anbda\ _role --a
ssume-rol e-policy-docunent '{"Version": "2012-10-17","Statenent": [{ "Ef
fect": "Allow', "Principal": {"Service": "l|anbda.anazonaws. con'}, "Actio
n": "sts:AssuneRole"}]}" | jg -r ".Role. Arn" °



https://gist.githubusercontent.com/pvillard31/0016b07a6aaaf8a7829b6276d4a53a74/raw/c3142102ec8d86afd9136c7222ce6c06b53f6600/my-function-definition.json

Cloudera Data Flow AWS Lambda

aws i am attach-rol e-policy --rol e-nanme $FUNCTI ONNAME\ | anbda\ _rol e --
policy-arn arn:aws:iam:aws: policy/service-rol e/ AWSLanbdaBasi cExecuti onR
ol e

sl eep 10

d. Create the function.

cp ny-function-definition.json tenplate.json

sed -i '.bak' -e 's|BUCKETNAME| ' "$BUCKET NAME"'|g' \
-e 's| FUNCTI ONNAME| " " $FUNCTI ONNAMVE"' | g* \
-e 's| FLOACRN| ' "$FLOWCRN'' | g* \
-e ' s| DFACCESSKEY| ' "$DF_ACCESS KEY"'|g' \
-e 's| DFPRI VATEKEY| ' "$DF_PRI VATE KEY"' [ g' \
-e 's| LAYERARN| ' " $LAYERARNVERSI ON'' | g' \
-e 's| FILEKEY| ' "$FI LEKEY"' | g \
-e 's| ROLEARN| ' "$ROLEARN'' | @' tenpl ate.json
aws | anbda create-function --cli-input-json file://tenplate.json

echo "please wait a bit nore (30 sec)..."
sl eep 30

aws | anbda publi sh-version --function-nanme $FUNCTI ONNAVE

When the execution is complete (it takes a few minutes), the function will be created and a version will be
published but without atrigger.

4. Openthe AWS Console Ul and go to your Lambda.

10



Cloudera Data Flow AWS Lambda

5. Find to the published version of the function and add the APl Gateway trigger:

Lambda Add trigger

Add trigger

Trigger configuration

AP| Gateway v
api application-services aws serverless

Add an API to your Lambda function to create an HTTP endpoint that invokes your function. APl Gateway supports two
types of RESTful APIs: HTTP APIs and REST APIs. Learn more

Intent
Use an existing api or have us create one for you.

© Create a new API
Use existing API

API| type
© HTTP API REST API
Build low-latency and cost-effective REST APIs with built Develop a REST APl where you gain complete control
in features such as OIDC and OAuth2, and native CORS over the request and response along with API
support. management capabilities.
Security

Configure the security mechanism for your APl endpoint.

Open v

» Additional settings

Lambda will add the necessary permissions for Amazon APl Gateway to invoke your Lambda function from this trigger.
Learn more about the Lambda permissions model.

This gives you the endpoint on which the Lambdais listening.
For example: https://aa2099003i.execute-api.eu-west-2.amazonaws.com/default/resizeimage
Y ou can now use atool like Postman to send your picture.

Y ou can add two custom headers (resize-width and resize-height) to specify the resizing dimensions. If not
specified, the default values of the NiFi flow parameters are used.

11
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Note: Thefirst attempt may fail due to a cold start and timeout (30 sec timeout on the API Gateway). A
IS subsequent retry after a minute should work and should return the resized image much faster. For more
information, see Cold start.

It is possible to send a request to your function using curl.

For example:

curl -X POST https://3bftvfa6ém execut e-api . us-east-2. amazonaws. coni def a
ul t/cpresizei mage \

-H "Cont ent - Type: i mage/ png" \

-H "resize-width: 400" \

-H "resi ze-height: 200" \

--data-binary "@Users/pierre/ Desktop/test.png" \

--out put /tnp/ny_resized_ i mage. png

Note: The function will be open to the internet. Make sure to secureit if you want to keep it running
B (thisis done when creating the API Gateway trigger) or delete everything once you are done with this
quickstart.

Y ou can delete the function using the following command:

aws | anbda del ete-function --function-nanme $FUNCTI ONNAME - -regi on $LOCAT
| ON

aws i am detach-rol e-policy --rol e-name $FUNCTI ONNAVE\ _| anbda\ _rol e --po
licy-arn arn:aws:iam:aws: policy/service-rol e/ AWsLanbdaBasi cExecuti onRol e
aws i am del ete-rol e --rol e-nane $FUNCTI ONNAME\ | anbda\ _rol e

aws s3 rm s3://$BUCKET_NAME --recursive --region $LOCATI ON

aws s3api del ete-bucket --bucket $BUCKET_NAME --regi on $LOCATI ON
rmtenplate.json tenpl ate.json. bak

Y ou may also want to manually delete the APl Gateway that you created earlier.

12


https://docs.cloudera.com/dataflow/cloud/aws-lambda-functions/topics/cdf-aws-lambda-cold-start.html

Cloudera Data Flow Azure Functions

This section helps you to check the list of actions you must perfom before you start working on your function.

* You havethe latest version of the Azure Functions CLI.
* You have|qinstalled to extract some information from the JSON responses when executing commands.

1. Start by setting all the parameters required for deploying your function using the Azure CLI.

# Name of the binary you downl oad fromthe C oudera Public O oud control
pl ane.
FI LEKEY=" NAAFAZUREFUNCTI ONS. ZI P"

# Location where the function will be deployed. Change this value to match
your needs/requirenments.
LOCATI ON=FRANCECENTRAL

# Name of the file share where the binary will be uploaded. Change this va
lue to match your needs/requirenents.
BUCKET_NAME=MYDFFRESI ZEI MAGEBUCKET

# Name of the function (only |ower case letters). Change this value to mat
ch your needs/requirenents.
FUNCTI ONNAME=RESI ZEI MAGEABC

# Fl ow CRN. Add the Customer Resource Nunber you obtained fromthe O ouder
a Dat aFl ow Cat al og.
FLOW CRN=*** YOUR VALUE HERE***

# Credentials of the nmachi ne user
DF ACCESS KEY=***YOUR VALUE HERE***
DF PRI VATE KEY=***YOUR VALUE HERE***

# Name of the resource group that is going to be created for the function.
Change this value to match your needs/requirenents.
RESOURCEGROUP=MYDFFRESOQURCEGROUP

# Subscription ID to use. Change this value to match your needs/requirenen
ts.
SUBSCRI PTI ONI D=*** YOUR VALUE HERE***

# Name of the hosting plan that is going to be created for the function. C
hange this value to match your needs/requirenents.
HOSTI NGPLANNAVE=MYHOST| NGPL ANDFF

# Name of the storage account that is going to be created (only | ower case
|l etters). Change this value to match your needs/requirenents.
STORAGEACCOUNTNAVE=MYDFFSTORAGEACCOUNTNANE

2. Download the deployment template from here.
3. Execute the below commands:;

a. Create aresource group.

az group create -1 $LOCATI ON - n $RESOURCEGROUP

13


https://gist.githubusercontent.com/pvillard31/a94391f3a2bdda86a49089e07aa75d17/raw/3896c11966be064cc3bc1be91f5be1b5c63fad22/template.json

Cloudera Data Flow Azure Functions

echo "pl ease

b. Deploy the Function App.

az deploynment group create --resource-group $RESOURCEGROUP \

--tenplate-file tenplate.json \

--paraneters \
subscri pti onl d=$SUBSCRI PTI ONI D \
name=$FUNCTI ONNAME \
| ocat i on=$LOCATI ON \
host i ngPl anName=$HOSTI NGPLANNAME \
r esour ceG oup=$RESOURCEGROUP \
st or ageAccount Name=$STORAGEACCOUNTNAME \
FLOW CRN=$FLOW CRN \
DF_ACCESS_KEY=$DF_ACCESS_KEY \
DF_PRI VATE_KEY=$DF_PRI VATE_KEY

echo "please wait a bit nore (10 sec)..."
sl eep 10

c. Retrieve the file share name created in the previous step.

FI LESHARE="az storage share |ist --account-name $STORAGEACCOUNTNAME | jq
-r '.[0].nane'"

d. Createthe right directoriesfor the binary.

az storage directory create --account-nane $STORAGEACCOUNTNAME - -share-n
ame $F|I LESHARE --nane data

az storage directory create --account-nanme $STORAGEACCOUNTNAME - - shar e-
name $FI LESHARE --nanme dat a/ Si t ePackages

e. Upload the binary and the metadatafile.
az storage file upload -s $FI LESHARE --source $FI LEKEY --path data/SiteP
ackages/ --account-nanme $STORAGEACCOUNTNANME
echo "$FI LEKEY" > /tnp/packagenane.txt && az storage file upload -s $FI

LESHARE --source /tnp/ packagenane.txt --path data/SitePackages/ --accoun
t - nane $STORAGEACCOUNTNAME && rm /t np/ packagenane. t xt

When the execution is complete (it takes a few minutes), the function will be publicly listening on:

https://<function

14



Cloudera Data Flow Google Cloud Functions

nane>. azur ewebsi t es. net/ api / St at el essN Fi Ht t pBi naryTri gger Functi on

Y ou can now use atool like Postman to send your picture.
Make sure to override the Content-Type header with application/octet-stream.

Y ou can add two custom headers (resize-width and resize-height) to specify the resizing dimensions. If not
specified, the default values of the NiFi flow parameters are used.

® 0o ® Home Workspaces APINetwork v Explore m SEEe* Upgrade

£ My Workspace New  import Resizelm 2 DFF - Azure - Resizel : &

g
E E

<M< BB B <M<

MY-POD

[z}

Note: Thefirst attempt may fail due to a cold start and timeout. A subsequent retry after a minute should
work and should return the resized image much faster. For more information, see Cold start.

It is possible to send a request to your function using curl.

For example:

curl -X POST https://nyresizei nage. azur ewebsi tes. net/api/ Statel essN Fi Ht
t pBi naryTri gger Functi on \

-H "Content - Type: application/octet-streant \

-H "resize-wi dth: 400" \

-H "resize-height: 200" \

--data-binary "@Users/pierre/ Desktop/test.png" \

--output /tnp/ny_resized_i mage. png

Note: The function will be open to the internet. Make sure to secure it if you want to keep it running or
delete everything once you are done with this quickstart. For more information, see Securing your Azure
Function App.

Y ou can delete the function using the following command: az group  delete --name $SRESOURCEGROUP --yes

This section helps you to check the list of actions you must perfom before you start working on your function.

15
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Cloudera Data Flow Google Cloud Functions

* You havethe latest version of the Google Cloud Functions (GCP) CLI.

» The scripts assume that a default project has been associated to your local client:gcloud config set project PR
OJECT_ID.

1. Start by setting all the parameters required for deploying your function using the GCP CLI.

# Name of the binary file you downl oaded fromthe C oudera Public C oud
control plane. Change it based on the version you downl oaded.
FI LEKEY=" NAAF- GCP- CLOUD- FUNCTI ONS- 1. 0. 0. 2. 3. 6. 0- 35-BI N. ZI P"

# Location where the function will be deployed. Change this value to match
your needs/requirenments.
LOCATI ON=EURCPE- VEST1

# Name of the bucket where the binary and NAR wi Il be upl oaded. Change t hi
s value to match your needs/requirenents.
BUCKET _NAME=MYDFFRESI ZEI MAGEBUCKET

# Name of the function (only |ower case letters). Cange this value to matc
h your needs/requirements.
FUNCTI ONNAME=RESI ZEI MAGE

# Fl ow CRN. Add the Customer Resource Nunber you obtained fromthe O ouder
a Dat aFl ow Cat al og.
FLOW CRN=*** YOUR VALUE HERE***

# Credentials of the nachi ne user
DF _ACCESS KEY=***YOUR VALUE HERE***
DF PRI VATE _KEY=*** YOUR VALUE HERE***

2. Create abucket where you will upload the Cloudera Data Flow Functions binary.

gcl oud al pha storage buckets create gs://$BUCKET_NAME --1ocation $LOCATI ON
gsutil cp $FI LEKEY gs:// $BUCKET NAME/ $FI LEKEY

3. Deploy the function.

gcl oud functions depl oy $FUNCTI ONNAME \
--gen2 \
--regi on=$LOCATI ON \
--runtinme=javall \
- -sour ce=gs: // $BUCKET_NAME/ $FI LEKEY \
--menory=1024MB \
--ti meout =300 \
--trigger-http \
--al l ow unaut henti cated \
--entry-poi nt =com cl ouder a. naaf . gcp. cl oud. functions. Statel essNi Fi H t pFu
nction \

16



Cloudera Data Flow Google Cloud Functions

--set-env-var s=FLON CRN=$FLOW CRN, DF_PRI VATE_KEY=$DF_PRI VATE_KEY, DF_ACC
ESS _KEY=$DF_ACCESS_KEY, NEXUS_URL=htt ps: // maven- central . st or age- downl oad.
googl eapi s. com maven2, STORAGE_BUCKET=$BUCKET_NAME, QUTPUT_PORT=success

After acouple of minutes, the function will be deployed and you will receive an HTTP endpoint exposed by
Google Cloud to call your function.

For example: https://resizeimage-vgqz99abcdea-ew.a.run.app

Y ou can now use atool like Postman to send your picture.

Y ou can add two custom headers (resize-width and resize-height) to specify the resizing dimensions. If not
specified, the default values of the NiFi flow parameters are used.

® © @ Home Workspaces v APINetwork v  Explore » i e}

A My Workspace New  Import

s} DFF - GCP - Resizelmage [ sav

)
a

ag

<M<

(<<

a

Save Response

MY-POD

Note: Thefirst attempt may fail due to cold start and timeout. A subsequent retry should work and should
E return the resized image much faster. For more information, see Cold start.

It is possible to send a request to your function using curl.

For example:

curl -X POST https://resizei mage-vgz99abcdea-ew. a. run. app \
-H "Cont ent - Type: inmage/ png" \

-H "resize-wi dth: 400" \

-H "resi ze-hei ght: 200" \

--data-binary "@ Users/ pierre/ Deskt op/test. png” \

--output /tnp/ny_resized_i mage. png

Note: The function will be open to the internet. Make sure to secure it if you want to keep it running or
delete everything once you have completed this quickstart.

Y ou can secure the function by deploying it without the --allow-unauthenticated parameter.

Y ou can delete the function using the following command:

gcl oud functions del ete $FUNCTI ONNAME --gen2 --regi on=$LOCATI ON - - qui et
gcl oud al pha storage rm -r gs://$BUCKET_NAME
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