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Cloudera Data Flow ReadyFlow Overview: Azure Event Hub to ADLS

Y ou can use the Azure Event Hub to ADL S ReadyFl ow to move JSON, CSV or Avro files from an Azure Event Hub
namespace, optionally parsing the schema using Cloudera Schema Registry or direct schemainput. The flow then
filters records based on a user-provided SQL query and writes them to atarget Azure Data Lake Storage (ADLYS)
location in the specified output data format.

This ReadyFlow consumes JSON, CSV or Avro data from a source Azure Event Hub Namespace and merges the
eventsinto JSON, CSV or Avro files before writing the datato ADLS. The flow writes out afile every timeitssize
has either reached 100M B or five minutes have passed. Files can reach a maximum size of 1GB. Y ou can specify the
Event Hub Namespace you want to read from as well as the target ADL S data container and path. Failed ADLS write
operations are retried automatically to handle transient issues. Define a KPI on the failure_WriteTOADLS connection
to monitor failed write operations.

Note: This ReadyFlow leverages Cloudera on cloud's centralized access control for cloud storage access.
Make sure to either set up Ranger policies or an IDBroker mapping allowing your workload user access to the
target S3 or ADLS location.

Source Azure Event Hub Namespace
Source Format JSON, CSV, Avro
Destination ADLS

Destination Format JSON, CSV, Avro

Cloud environments offer numerous deployment options and services. There are many ways to store datain the cloud,
but the easiest option isto use object stores. Object stores are extremely robust and cost-effective storage solutions
with multiple levels of durability and availability. Y ou can include them in your data pipeline, both as an intermediate
step and as an end state. Object stores are accessible to many tools and connecting systems, and you have a variety of
options to control access.

Learn how to collect the information you need to deploy the Azure Event Hub to ADL S ReadyFlow, and meet other
prerequisites.




Cloudera Data Flow Prerequisites

For your data ingest source
* You have obtained the Event Hub Namespace and Instance name

» Navigateto Event Hubs and select your Event Hub instance (msignite, in this example):
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Home >
Event Hubs = #
Cloudera
- Create 5 Manageview «» () Refresh | ExporttaCSV % Open query Assign tags
Subscription == 2 of 3 selected Resource group == all X Location ==all X Ty Add filter
No grouping || == List view v
] Name ™ Status Ty Tier Ty, Capacity 70 Location 1. Resource group T4 Subscription T4
[J = msignite Active Standard 4 EastUS 2 mkohs-rg azure-pm-sandbox

e Copy the namespace and the Event Hub Instance name (msignite/msignite in this example).

r @3 0 &

A Search resources, services, and docs (G+/) oS

Home > Event Hubs > msignite >

=~ msignite (msignite/msignite) = x

Event Hubs Instance

0 Fearch (Cmd+/) « + consumer group  [1] Delete () Refresh

L Overview A Essentials JSON View
% Access control (1AM) Resource group (move) : mkohs-rg Status Active
£ Diagnose and solve problems Location : EastUs 2 Namespace msignite
Subscription (move)  : azure-pm-sandbox Created Tuesday, November 2, 2021, 19:22:23 PDT
Settings Subscription ID + 28230f0b-5321-4fd2-9¢15-745b2d685 56b Updated + Tuesday, November 2, 2021, 19:34:05 PDT
Shared access policies Partition Count 23 Message Retention : 1day
Il Properties
B Locks
Capture events - /\7) Process data Connect
Entities Use Capture to save your events Praduce insights with Azure's data Authenticate with connection
to persistent storage. processing services. strings and SAS policies.

/= Consumer groups

* You have created an Event Hub Shared Access Policy and obtained its name and Primary Access Key

e Click Shared access policies.
» Set up ashared access policy that allows“Listen”. Copy the Policy name.
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Home > Event Hubs > msignite > msignite (msignite/msignite)

msignite (msignite/msignite) | Shared access policies x

Event Hubs Instance

P Search (Cmd+/) « + Add

£ ouner (5 sewa i s ]
A2 Access control (IAM) Policy Claims

/P Diagnose and solve problems NiFi Listen

Settings

Shared access policies
i1l properties

&1 Locks

« Sdect the policy and copy the primary key.




Cloudera Data Flow Prerequisites

* You have created a consumer group.

» Click Consumer groups.
» Usethe $Default consumer group or create your own group for the ReadyFlow:

B 8§ 86 0 p R
—
Home > Event Hubs > msignite > msignite (msignite/msignite}
o msignite (msignite/msignite) | Consumer groups X
Event Hubs Instance
O Search (Cmd+/) « | consumer group () Refresh
. Owverview
(2 Bearch to fitter items. ]
fa Access control (IAM)
Name Location
£ Diagnose and solve problems
$Default EastUS 2 i
Settings X
nifi East US 2 il

Shared access policies
iI! Properties

£ Locks
Entities

£ Consumer groups

* You have enabled Cloudera Data Flow for an environment.

For information on how to enable Cloudera Data Flow for an environment, see Enabling Cloudera Data Flow for
an Environment.

* You have created a Machine User to use as the Cloudera Workload User.
* You have given the Cloudera Workload User the EnvironmentUser role.

1. From the Management Console, go to the environment for which Cloudera Data Flow is enabled.
2. From the Actions drop down, click Manage Access.
3. ldentify the user you want to use as a Workload User.

E Note:
The Cloudera Workload User can be a machine user or your own user name. It is best practice to
create a dedicated Machine user for this.

4. Givethat user EnvironmentUser role.
* You have synchronized your user to the Cloudera on cloud environment that you enabled for Cloudera Data Flow.

For information on how to synchronize your user to Freel PA, see Performing User Sync.



https://docs.cloudera.com/dataflow/cloud/enable-environment/topics/cdf-enable-your-environment.html
https://docs.cloudera.com/dataflow/cloud/enable-environment/topics/cdf-enable-your-environment.html
https://docs.cloudera.com/management-console/cloud/user-management/topics/mc-sync.html

Cloudera Data Flow

Prerequisites

* You have granted your Cloudera user the DFCatalogAdmin and DFF owAdmin roles to enable your user to add
the ReadyFlow to the Catalog and deploy the flow definition.

1. Give auser permission to add the ReadyF ow to the Catal og.

a.

® oo

From the Management Console, click User Management.

Enter the name of the user or group you wish to authorize in the Search field.
Select the user or group from the list that displays.

Click Roles Update Roles.

From Update Roles, select DFCatalogAdmin and click Update.

Note: If the ReadyFlow is aready in the Catalog, then you can give your user just the
DFCatalogViewer role.

2. Giveyour user or group permission to deploy flow definitions.
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«Q

From the Management Console, click Environments to display the Environment List page.
Select the environment to which you want your user or group to deploy flow definitions.
Click Actions Manage Access to display the Environment Access page.

Enter the name of your user or group you wish to authorize in the Search field.

Select your user or group and click Update Roles.

Select DFFlowAdmin from the list of roles.

Click Update Roles.

3. Giveyour user or group access to the Project where the ReadyFlow will be deployed.

a. Goto DataFlow Projects.

No o s

Select the project where you want to manage access rightsand click  *  More Manage Access .

Start typing the name of the user or group you want to add and select them from the list.
Select the Resource Roles you want to grant.

Click Update Roles.

Click Synchronize Users.

e You haveyour ADLS container and path into which you want to ingest data.




Cloudera Data Flow Required parameters

* You have performed one of the following to configure access to your ADLS folder:
* You have configured access to the ADL S folders with a RAZ enabled environment.

It isabest practice to enable RAZ to control access to your object store folders. This allows you to use your
Clouderaon cloud credentials to access ADL S folders, increases auditability, and makes object store data
ingest workflows portable across cloud providers.

1. Ensure that Fine-grained access control is enabled for your Cloudera Data Flow environment.

2. From the Ranger Ul, navigate to the ADLS repository.

3. Createapolicy to govern access to the ADLS container and path used in your ingest workflow. For
example: adls-to-adls-avro-ingest

Q Tip: The Path field must begin with aforward slash (/).

4. Add the machine user that you have created for your ingest workflow to ingest the policy you just created.

For more information, see Ranger policies for RAZ-enabled Azure environment.
* You have configured accessto ADLSfolders using ID Broker mapping.

If your environment is not RAZ-enabled, you can configure access to ADL S folders using 1D Broker mapping.
1. Access IDBroker mappings.

a. To access IDBroker mappingsin your environment, click Actions Manage Access.
b. Choose the IDBroker Mappings tab where you can provide mappings for users or groups and click Edit.

2. Add your Cloudera Workload User and the corresponding Azure role that provides write access to your
folder in ADLS to the Current Mappings section by clicking the blue + sign.

Note: Y ou can get the Azure Managed I dentity Resource ID from the Azure Portal by navigating
E to Managed Identities Y our Managed Identity Properties Resource ID . The selected Azure MSI
role must have atrust policy allowing IDBroker to assume thisrole.

3. Click Save and Sync.

Related Concepts
Required parameters

Required parameters

When deploying the Azure Event Hub to ADL S ReadyF ow, you have to provide the following parameters. Use the
information you collected in Prerequisites.

Azure Event Hub to ADL S ReadyFlow configuration parameters
Parameter Name Description

ADLSFile System Specify the name of the ADL S data container you want to write to.

The full path will be constructed from: abfs.//{ ADLS File System} @#{ ADLS Storage
Account} .dfs.corewindows.net/#{ ADL S Path} /${ K afka.topic}

ADLSPeth Specify the path within the ADL'S data container where you want to write to without any
leading characters.

The full path will be constructed from: abfs://{ ADLS File System} @#{ ADLS Storage
Account} .dfs.core.windows.net/#{ ADL S Path} /${ Kafka.topic}

ADLS Storage Account Specify the storage account name you want to write to.

The full ADLS data container path will be constructed from: abfs://{ ADLS File
System} @#{ ADL S Storage Account} .dfs.core.windows.net/#{ ADLS Path}/
H Kafkatopic}
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Required parameters

Azure Event Hub to ADL S ReadyFlow configuration parameters

Parameter Name

CDP Workload User

Description

Specify the Cloudera machine user or workload username that you want to use to
authenticate to Kafka and the object store. Ensure this user has the appropriate access rights
in Ranger for the Kafka topic and Ranger or IDBroker for object store access.

CDP Workload User Password

Specify the password of the Cloudera machine user or workload user you are using to
authenticate against Kafka and the object store.

CSV Ddimiter

If your source datais CSV, specify the delimiter here.

Data Output Format

Specify the desired format for your output data. Y ou can select from

¢ Csv

e JSON

« AVRO

with this ReadyFlow.

Event Hub Access Policy Name

Specify the Access Policy Name that this flow should use.

The full path for the event hub endpoint will be constructed from sh://#{ Event Hub Nam
espace} #{ Event Hub Service Bus  Endpoint}/; SharedA ccessK eyName=#{ Event Hub A
ccess Policy  Name} ; SharedA ccessK ey=#{ Event Hub Access Primary Key}

Event Hub Access Primary Key

Specify the Primary Key that allows clients to use the Access Policy that you provided
earlier.

The full path for the event hub endpoint will be constructed from sh://#{ Event Hub Nam
espace} #{ Event Hub Service Bus  Endpoint}/;SharedA ccessKk eyName=#{ Event Hub A
ccessPolicy Name} ; SharedAccessKey=#{ Event Hub Access Primary Key}

Event Hub Consumer Group

Specify the Event Hub Consumer Group you want to use with this flow. Any consumer
group other than $Default needs to be created in Event Hub first.

Event Hub Instance Name

Specify the Event Hub Instance Name inside the Event Hub Namespace you want to use.

Event Hub Namespace

Specify the Event Hub Namespace which contains the Event Hub instance you want to use.

The full path for the event hub endpoint will be constructed from sh://#{ Event Hub Nam
espace} #{ Event Hub Service Bus  Endpoint}/;SharedA ccessk eyName=#{ Event Hub A
ccessPolicy Name}; SharedAccessKey=#{ Event Hub Access Primary Key}

Event Hub Partitions Count

Specify the number of partitions that the Event Hub has. Only this number of partitions will
be used, so it isimportant to ensure that if the number of partitions changes that this value
be updated. Otherwise, some messages may not be consumed.

Event Hub Service Bus Endpoint

Specify the Event Hub Service Bus Endpoint.
The default value is .servicebus.windows.net

The full path for the event hub endpoint will be constructed from  sb://#{ Event Hub
Namespace} .#{ Event Hub Service Bus  Endpoint}/; SharedA ccessKk eyName=#{ Event
Hub AccessPolicy Name} ; SharedAccessK ey=#{ Event Hub Access Primary Key}

Filter Rule

Specify the filter rule expressed in SQL to filter streaming events for the destination object
store. Records matching the filter will be written to the destination object store. The default
vaue forwards all records.

Schema Text

Specify the Avro-formatted schemato be used for the source event hub data.

Related Concepts
Prerequisites

Related Information
Deploying a ReadyF ow
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