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Setup Data Lake Access

Cloudera Al can access data tables stored in an AWS or Microsoft Azure Data Lake. As a Cloudera Al Admin, follow
this procedure to set up the necessary permissions.

Theinstructions apply to Data L akes on both AWS and Microsoft Azure. Follow the instructions that apply to your
environment.

1. Cloud Provider Setup

Make sure the prerequisites for AWS or Azure are satisfied (see the Related Topics for AWS environments and
Azure environments). Then, create a Cloudera environment as follows.

a) For environment logs, create an S3 bucket or ADLS Gen2 container.

Note: For ADLS Gen?2, create a dedicated container for logs, and a dedicated container for data,
within the same account.

b) For environment storage, create an S3 bucket or ADLS Gen2 container.

c) For AWS, create AWS policiesfor each S3 bucket, and create |AM roles (ssmple and instance profiles) for
these policies.

d) For Azure, create managed identities for each of the personas, and create roles to map the identities to the
ADLS permissions.

For detailed information on S3 or ADLSS, see Related information.
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2. Environment Setup
In Cloudera, set up paths for logs and native data access to the S3 bucket or ADLS Gen2 container.

In the Environment Creation wizard, set the following:

B Logs Storage and Audits

Provide an existing location where log files will be stored.

Select an Instance Profile™

Click here to refresh instance profiles from the cloud provider.

MLX_DEV_DATALAKE_LOG_ROLE * | @

Logs Location Base™

s3a:// | fooenv/logs (7]

Ranger Audit Role®

arn:aws:iam:886883559913:role/mlix-dev-prod-env_RANGER_AUD | @

a) Logs Storage and Audits

1. Instance Profile- The lAM role or Azure identity that is attached to the master node of the Data L ake
cluster. The Instance Profile enables unauthenticated access to the S3 bucket or ADLS container for logs.

2. Logs Location Base - The location in S3 or ADL S where environment logs are saved.

Note: Theinstance profile or Azure identity must refer to the same logs location basein S3 or
ADLS.

3. Ranger Audit Role - ThelAM role or Azure identity that has S3 or ADL S access to write Ranger audit
events. Ranger uses Hadoop authentication, therefore it uses IDBroker to access the S3 bucket or ADLS
container, rather than using Instance profiles or Azure identities directly.

b) DataAccess
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S Data Access

Provide an existing location where workload data will be stored.

Select an Instance Profile™®

Click here to refresh instance profiles from the cloud provider.

mix-dev-prod-env_IDBROKER_ROLE v | @

Storage Location Base™

s3a:// | fooenv/storage (2}

Data Access Role*

arn:aws:iam::886883559913:role/mix-dev-prod-env_DATALAKE_Al | @

ID Broker Mappings

User or Group: | ml-data-scientists v Role Arn:| arn:aws:iam::886883559913:ro

User or Group:| ml-data-engineers v Role Arn:| arn:aws:iam::886883559913:ro

User or Group: | ml-dl-admins v Role Arn:| arn:aws:iam::886883559913:ro Remove
Add

1. Instance Profile- The IAM role or Azure identity that is attached to the IDBroker node of the Data Lake
cluster. IDBroker uses this profile to assume roles on behalf of users and get temporary credentials to
access S3 buckets or ADLS containers.

2. Storage Location Base - The S3 or ADLS location where data pertaining to the environment is saved.

3. DataAccess Role- The lAM role or Azure identity that has access to read or write environment data.
For example, Hive creates external tables by default in the Cloudera environments, where metadatais
stored in HMS running in the Data Lake. The dataitself is stored in S3 or ADLS. As Hive uses Hadoop
authentication, it uses IDBroker to access S3 or ADLS, rather than using Instance profiles or Azure
identities. Hive uses the data access role for storage access.

E Note: The data access role must have permissions to access the S3 or ADL S storage location.

4. 1D Broker Mappings - These specify the mappings between the Cloudera user or groups to the AWS
IAM roles or Azureroles that have appropriate S3 or ADL S access. This setting enables IDBroker to get
appropriate S3 or ADLS credentials for the users based on the role mappings defined.

Note: Thereisno limit to the number of mappings that one can define but each user can only be
assigned to one of the role mappings.

This completesinstallation of the environment.
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3. User Group Mappings

In Cloudera, you can assign users to groups to simplify permissions management. For example, you could create a
group called ml-data-scientists, and assign two individual usersto it, as shown here. .

CLOUDZRA

YT Goups mi-data-scientists Q
(?) Dashboard
Name ml-data-scientists
& Environments CRN @ crn:altusiam:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:group:ml-...
(=3 Creation Date 11/18/2024 9:19 PM IST Actions ¥
Sync Membership On User Login ~ Enabled
Members 2
Data Hub Clusters
Members Roles Resources Admins
Q c
Type Name * Email
Notifications ¢ b gii,; - mn
a. Syncusers
Whenever you make changes to user and group mappings, make sure to sync the mappings with the
authentication layer. In User Management > Actions, click Sync Users, and select the environment.
YSMENaPY  User Management a

Users  Groups  Identity Providers  Workload Password Policies
Q Type Al v Identity Provider All v Status All v c ‘ Actions ¥
Type Name Email Identity Provider Workload User Name pq Create Machine User
adr m ad=er ot com K . aIDP agmini Upload Users
ad m ag=is1m Attt som K AlDP adm Synchronize Users
N Update Account Messages
Agresw: ag _ om 2t e e aga
Al n alb m Okt alt

4. |DBroker

IDBroker allows an authenticated and authorized user to exchange a set of credentials or atoken for cloud vendor
access tokens. You can also view and update the IDBroker mappings at this location. IDBroker mappings can be
accessed through Environments > Manage Access. Click on the IDBroker Mappings tab. Click Edit to edit or add
mappings. When finished, synchronize the mappings to push the settings from Clouderato the IDBroker instance
running inside the Data L ake of the environment.
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Management Console Clusters

Environments ' In o

| - 0 O

| Sstop
crmicdpienvironments:us-west-1:9d74eeed-1cad-4547-b645 7ccf9edbb73d:environment:d4dd0352-6ad7-409f b130-390e0b2a2d64

Actions ~
aws

[ [« G ak1

Synchronize Users

Manage Access

BB oo Lake Details

NAME NODES SCALE QUICK LINKS Show CLI Commands
| mo @2 wo Qo Light Duty ©Atlas @ Ranger

STATUS STATUS REASON RN

@ Running Datalake is running crr talake:68eh Delete

DataHubs  Datalake  FreelPA  ComputeClusters  Cluster Definitions  Summary

@ Datatus 2
Q JMP Create Data Hub

There are no Data Hubs to display.

At this point, Cloudera resources can access the AWS S3 buckets or Azure ADL S storage.
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5. Ranger

To get admin access to Ranger, users need the EnvironmentAdmin role, and that role must be synced with the
environment.

a. Click Environments > Env > Actions > Manage Access > Add User

b. Select EnvironmentAdmin resource role.

c. Click Update Roles

d. On the Environments page for the environment, in Actions, select Synchronize Usersto Freel PA.

The permissions are now synchronized to the Data L ake, and you have admin access to Ranger.
Update permissionsin Ranger

a. In Environments > Env > Data Lake Cluster, click Ranger.
b. Select the Hadoop SQL service, and check that the users and groups have sufficient permissions to access
databases, tables, columns, and urls.

For example, auser can be part of these policies:

« dl - database,table,column
e al-url

This completes all configuration needed for Cloudera Al to communicate with the Data L ake.

. Cloudera Al User Setup

Now, Cloudera Al is able to communicate with the Data Lake. There are two steps to get the user ready to work.

a. In Environments > Environment name > Actions > Manage Access > Add user, the Admin selects ML User
resource role for the user.
b. The User logsinto the workbench in Cloudera Al Workbench > Workbench name, click Launch Workbench.

The user can now access the workbench.

AWS environments
Azure environments
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