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Setting up Cloudera Al Registry

Cloudera Al Registry isthe core enabler for MLOps, or DevOps for machine learning.

Cloudera Al Registry stores and manages machine learning models and associated metadata, such as the model's
version, dependencies, and performance. The registry enables ML Ops and facilitates the devel opment, deployment,
and maintenance of machine learning models in a production environment.
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Cloudera Al Registry includes functionality for the following tasks:

» Storing and organizing different versions of a machine learning model and its associated metadata.

» Tracking the lineage of amodel, including who created it, when it was created, and any changes made to it over
time.

« Providing APIsfor accessing and deploying models, as well as for querying and searching the registry.

 Integrating with CI/CD pipelines and other tools used in the ML Ops workflow.

Cloudera Al Registry instances help organizations improve the quality and reliability of their machine learning

models by providing a centralized location for storing and managing models, as well as enabling traceability and

reproducibility of model development. They also make deploying and managing models in a production environment
easier by providing a single source for model versions and dependencies.

The Cloudera Al Registry integrates ML Flow and maintains compatibility with the open source ecosystem.

* Upgrade to the General Availability (GA) version of Cloudera Al Registry might not be supported. Alternatively,
upgrade to the GA version of Cloudera Al Registry might require reinstalling Cloudera Al Registry which could
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result in loss of Cloudera Al Registry data configured with the technical preview (TP) version of Cloudera Al
Registry.

Creating a Cloudera Al Registry

Before you can start using Cloudera Al Registry you must create a Al registry for your environment.

Procedure

1. Inthe Cloudera console, click the Cloudera Al tile.
The Cloudera Al Workbenches page displays.
2. Click Al Registriesin the |eft navigation pane.
3. Click Create Al Registry.
Cloudera Al displaysthe Create Al Registry dialog box.
4, Choose your environment from the Environment Name drop down list.
5. Depending on your environment, complete one of the following:
a) If your environment isin AWS, Al Registry displays the following dialog box:

Create Al Registry X

* Environment Name @

aws ., ) 2)

Enable Public IP Address for Load Balancer

Subnets for Load Balancer @®

Cancel Create
1. From the Environment Name dropdown list, select your environment.

2. Enable Public IP Address for Load Balancer: By default, Al Registry service uses a private load balancer
for cluster ingress. If you use a public load balancer instead, select the Enable Public IP Address for Load
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Balancer option. If you use a private load balancer for cluster ingress, you must have a VPN connection
between your corporate network and the Virtua Private Cloud (VPC) in which the Al Registry is deployed.
3. Subnetsfor Load Balancer: If your public subnets are protected by afirewall, select the specific subnets to
be used by the load balancer.
4. Click Cresate to create the Cloudera Al Registry.
b) If your environment isin Azure, Cloudera Al Registry displays the following dialog box:

Create Al Registry X

* Environment Name @

A dr _ 1S)

Enable Public IP Address for Load Balancer

Cancel Create
1. Choose the Azure environment for the Cloudera Al Registry.

2. Enable Public IP Address for Load Balancer: By default, Al Registry service uses a private load balancer
for cluster ingress. If you use a public load balancer instead, select the Enable Public IP Address for Load
Balancer option. If you use a private |oad balancer for cluster ingress, you must have a VPN connection
between your corporate network and the Virtual Private Cloud (VPC) in which the Al Registry is deployed.

3. Click Createto create the Cloudera Al Registry.

Use the following template Cloudera CL1 command to create a UDR private cluster on Azure with a Cloudera Al
Registry.

Y ou must replace the following template items with your own information.

<environment CRN>
<environment name> (in two places)
<subnet>

Model registries are also supported on Azure private clusters with UDR. For more information about UDR, see the
Preview Feature documentation.

If you have not yet downloaded the Cloudera CL1 tool, see the documentation.

Use the latest version of the Cloudera CLI.

This Cloudera CLI command performs has three key sections:

1. Enables support for private clustersin Azure ( "privateCluster": true, )
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2. Enables UDR for the private cluster ("outboundTypes': ["'OUTBOUND_TYPE_UDR"],)
3. Specifies the subnet for the UDR-enabled private cluster ("subnets")

cdp m create-nodel -registry --cli-input-json {
"environnent Crn": "<environment CRN>",
"envi ronnent Nane": "<environnent nane>",

"privateC uster": true,
"usePubl i cLoadBal ancer": fal se,
"out boundTypes": [
" QUTBOUND_TYPE_UDR'
1,
"provi si onK8sRequest ": {
"network": {
"topol ogy": {
"subnets": |
"<subnet>" # subnet with a default route configuration to

forward the traffic to the network appliance or firewall. This is required t
o enabl e UDR
]
}
}
}
}

In a RAZ-enabled environment you need to set up the S3-Ranger policy by manually adding the machine user name
in the S3 Ranger policy.

To set up the S3-Ranger policy, complete the following:

1. Onthe Al Registries Details page, find and copy the Machine User Workload User Name in the Machine User
Workload User Namefield.

For example, in the following screenshot, the Machine User Workload User Name field contains srv_cml_env_
machine_user_8dcf2. Copy the Machine User Workload User Name which is 8dcf2.

CLOUD=RA

Al Al Registries ' model-registry-ml-960afc3b-162
@ Ready
AlHUB
(7 Model Hub Details Events & Logs
DEPLOYMENTS
Name
tf! Model Endpoints Environment Name eng-ml-env-v2
fa, Registered Models Environment CRN crn:cdp:environments:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:... 0
CRN crn:cdp:ml:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:model_regi... Tl
RMINSIRATION Machine User CRN crn:altus:iam:us-west-1:9d74eeed-1cad-45d7-b645-7ccf9edbb73d:machine... 0l
S Al Workbenches Machine User Workload User Name  srv_cml_env_machine_user_8dcf2 (I
g A e Saviaes Creation Date 11/14/2024 12:56 AM IST
Creator crn:altus:iam:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:user:f6fbb5f2-5736-428e-84cd-h236cb3dd04a
o, Al Registries
Domain https://modelregistry.ml-960afc3b-162.eng-ml-e.xcu2-8y8x.dev.cldr.work Cl
Q - ckups . )
O Al Workbench Backup Endpoint Public Access Disabled
Version 1.6.0-b51
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2. Goto the Ranger Ul in the Datalake of the environment.

CLOUD=ZRA
Management Console

Data Hub Clus

& Remote

B Audit

1sumption

Setting

Notifications

Environments

eng-ml-env-v2 ©

eng-ml-env-v2 / Data Lake

Event History

b6-472728942f4 ©

aws

eng-ml-env-v2

Data Lake Details

-west-1:9d 4-4507-b

@ @ v e

NAME NODES
eng-ml-env-v2-di @2 wo Qo

STATUS STATUS REASON

@ Running N/A

DataHubs  Datalake  FreelPA  ComputeClusters  Cluster Definitions  Summary

aws  Environment Details

NAME CREDENTIAL REGION
eng-ml-env-v2 eng-mk-dev-env-aws-creds us-west-2
S Services

@ Atas D ovu @) Ranger
W Cloudera Manager Info

CM URL CM VERSION
http i I-e xcu2-8y8 I di/cdp 7.12.0.400
proxy/cmf/home/

SCALE
Light Duty

CRN

crn:cdp:datalake:us-west-1:9d74eeed-1cad-45d7-b645-7ccf9edbb73d:datalake:77fd46a6-dcd9-4d50-854c-c2e3..

~ SHOW CLI COMMAND

& stop Actions v

QUICK LINKS
@Atlas @ Ranger @ Data Catalog

]

® RETRY A REPAIR & RESIZE B RENEW PUBLIC CERTIFICATE
AVAILABILITY ZONE
us-west-2b
B Token Integration
RUNTIME VERSION LoGs

7.2.18-1.cdh7.2.18.p400.57851273

3. Depending on your environment, select cm_s3 (AWS) or cm_adls (Azure).

€« > C 0 a

S CML DS/ML & ML...

|-d.xcu2-8y8x.dev.cldr.work/eng-ml-dev-env-aws-dl/cdp-proxy/ranger/#!/policymanager/resource U]

g-ml-d nv-aws-dl-gat: y.eng:

go - Flags needed... linux - Static link.

U Access Manager

Command logs , Service logs

csso_cheyuanl

Service Manager

Vo AL

cm_hdfs

= YARN

cm_yarn

= KAFKA

cm_kafka

[= ATLAS
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(= OZONE

cm_ozone

B> s3

cm_s3

+ G

-0

+ 8

— —_—
cm_hbase

(= KNOX
cm_knox

= NIFI

- @

+ 0

-0

+0

= ADLS

cm_adls

[ SCHEMA-REGISTRY

-0

+ 08

-8

+6a

-0

+6a

Last Response Time : 03/07/2023 03:46:15 AM

P T S or— s
Hadoop SQL o @ n
= SOLR +088
cm_solr PR u
(= NIFI-REGISTRY +8 a8
= KUDU +
cm_kudu @ rs n
= KAFKA-CONNECT +

cm_kafka_connect

4, Goto the policy named al - bucket, path which controls the access to the object store bucket.

List of Policies : cm_s3

Q Search for your policy.

Policy ID o

all -

Policy Name

bucket, path -

Policy Labels

Status Audit Logging Roles

Groups

_c__ld_1ﬂ

Add New Policy

Action
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5. Enter the Machine User Workload User Name in the Select User field in the allow conditions section.
For example, using the Machine User Workload User Name from Step 2, add the value which is 82a49.

5> C O & eng ws-d- ng-mi-d.xcu2-8y8x. dev.cldr.wor p o x a2 r0Q (U
& CMLDSML&ML.. = go-Flagsneeded... = linux- Static link
& Ranger  UAccessManager [ Audit (DSecurity Zone 4 Settings % csso_cheyuan|
[ Sevico Manager »om 53 Poicies > EditPoicy 3 Last Response Time : 01/25/2023 02:03:68 Pl
(SR Access | © Add Validity Period
policyin 3
Policy Name * all - bucket, path s a1 Normal
Policy Label
83 Bucket *
Description

Policy for all - bucket, path

Audit Logging (Y

Allow Conditions:

srv_cmi-dw-machine-user

Select Role Select Group e ———————— Permissions Delegate Admin
% _c_ranger_admins_69afd1d8 % rangerraz | srv_om{ [ Read | write JIP43 n

In anon-RAZ-enabled environment you need to add the Machine User CRN to the IDBroker mapping in order to
access the S3/ADL S buckets.

To add the Machine User CRN to the IDBroker mapping complete the following:
1. Locate the Machine User CRN in the Al Registries Details page.

X:'OUDERA Al Registries ' model-registry-mI-960afc3b-162
@ Ready
Al HUB
(7 Model Hub Details Events & Logs
DEPLOYMENTS
Name
tf! Model Endpoints Environment Name eng-ml-env-v2
fa, Registered Models Environment CRN crn:cdp:environments:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:... 0l
CRN crn:cdp:ml:us-west-1:9d74eeed-1cad-45d7-b645-7ccf9edbb73d:model_regi...
ARMINISIRATION Machine User CRN crn:altus:iam:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:machine... 0
S Al Workbenches Machine User Workload User Name  srv_cml_env_machine_user_8dcf2 (
@ Al Inference Services Creation Date 11/14/2024 12:56 AM IST
Creator crn:altus:iam:us-west-1:9d74eee4-1cad-45d7-b645-7ccf9edbb73d:user:f6fbb5f2-5736-428e-84cd-b236ch3dd04a
T, AlRegt Domain https://modelregistry.ml-960afc3b-162.eng-ml-e.xcu2-8y8x.dev.cldr.work
O Al Workbench Backups Endpoint Public Access Disabled
Version 1.6.0-b51

2. Copy the Machine User CRN mapping. When retrieving the user from the model registry, do not include the srv_
prefix.

3. Navigate to the Environment Manage access idbroker page and add or choose the Machine User CRN mapping
to the Data Access Role field.
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4. Click Save and Sync.

< C (3 @& console.mow-dev.clouder B A & & M O D (Update P)

4 CMLDSMLEML. 3 go-Flags nesded linux - Static link.

CLOUDZRA

Management Console [AMUSIMENS eng-ml-dev-env-aws ' IDBroker Mappings

(?) Dashboard
Status Completed
SyncNeeded  No

> Detailed Information

Current Mappings

(@ Notes

= Changing the data access role may cause your environment or Data Lake to fail if the new role does not grant the required permissions
= If auser is mapped to multiple roles via group membership, the specific fole to be used needs to be provided at runtime. If the user is mapped directly to a role, the direct mapping takes precedence over mapping via group membership.

* Data Access Role ®

‘ arn:aws:iam:433052309983:role/eng-ml-weekly_DATALAKE_ADMIN_ROLE ‘

* Ranger Audit Role
= cml_env_machine_user_ ‘

‘ arn:aws:iam:433( BER_AUDIT_ROLE

* Ranger Cloud ACC g adunai_test

ALAKE_ADMIN_ROLE ‘

[ armawsiiam:43at

% adunai_test_groupb

IDBroker Mapp 2 adunai_test_test_api

UserorGroup |, Role ‘ arm:aws:iam::433052309983:role/eng-mi-weekly_DATALAKE_ADMIN_ROLE ‘ -
2 ageorge-group

User orGroup Role ‘ arn:awstiam::433052309983:role/eng-ml-weekly_DATALAKE_ADMIN_ROLE ‘ -
22 ak-aw-env-admin-group

User or Group ‘ Q crnaltusiam:us:west:1:9H7 ‘(v\u ‘ arm:aws:iam::433052309983:role/eng-mi-weekly_DATALAKE_ADMIN_ROLE ‘ -

If you deploy a Cloudera Al Registry in an environment that contains one or more Cloudera Al Workbench, you must
synchronize Cloudera Al Registry with the workbenches.

Important: If your Cloudera Al Workbench version is 2.0.46 or higher, or Cloudera Al Inference service
& versionis 1.2.0 or higher, and if you deploy a Cloudera Al Registry in an environment that contains one or

more Cloudera Al Workbenches, the Cloudera Al Registry is auto-discovered and periodically synchronized

by Cloudera Al Inference service and Cloudera Al Workbenches and no manual synchronization is required.

Cloudera Al Workbench is auto-synchronized every five minutes and Cloudera Al Inference service is auto-
synchronized every 30 seconds.

The outbound network access on AWS and Azure must be configured correctly for the auto synchronization
to work.

1. Click Al Registriesto display the Al Registries window.
2. Choose the Cloudera Al Registry you want to synchronize with the workbenches in the environment.
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3. From the Actions menu, click Synchronize.
Al Registries displays the Confirm dialog box listing all of the workbenches in the environment.

(O Confirm X

Are you sure you want to synchronize the configuration of the * model
registry with following workspaces?

(i) Synchronizing will update all <.... ......c.wv< within the same

CDP environment to use the selected N . .. " __ __ /. This operation
needs to be executed only ®hen a [.__ __. Registry is deployed in a COP
Environment where C° 7 *°° © already exist.

Workspace Name Status

david-test @ Ready
quasar-cdp-mix-iwdadk @ Ready
zoram-serving-exp o Ready

Cancel

4. Click OK.

Viewing details for Cloudera Al Registries

Y ou can view the information for your registered models using Al Registries.

Procedure

1. Inthe Cloudera Console, click the Cloudera Al tile.
The Cloudera Al Workbenches page displays.
2. Select Al Registries from the |eft navigation pane.

Onthemain Al Registries page, you can see all the models currently registered, their respective owners, location
of creation, and the last updated time, if known.
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3. Usethefilter bar at the top of the window to filter the list of Al registries by name, status, and environment name.

4. Select aAl Registry to see its description.

Cloudera Al displays the Details page which lists the environment name, environment CRN, CRN, machine user
CRN, creator, and creation date.

Events & Logs
&
eng-mi-dev-env-aws
crm:cdp-environments:us-west-1:9d74eeed-1cad-45d7-b645 Tecf9edbb73d
crnicdp:mlus-west-1:9d7 4eeed-1cad-45d7-b645-7ccf9edbb73d:workspace:... |
01/18/2023 9:56 AM PST
crm:altus:iamcus-west-1:9d74eeed-1cad-45d7-b645-7ccfIedbb73d user bd2f69 53-eB90-41c3-867a-bZb7fc0edS16

5. You can aso click the Events & Logs tab to display information on the events and logs for the Cloudera Al
Registry.

Cloudera Al Registry's permissions for the following actions are separate from workbench permissions, but they are
inherited from environment level workbench permissions.

* create

* delete

e getKubeconfig

o grant/list/revoke access

Therefore, if you have the MLAdmin role on an environment, you can perform these actions for Cloudera Al Registry
instances, but an MLUser cannot.

Remote access to a Cloudera Al Registry works similarly to workbench remote access. In addition to Al Registry, but
an MLUser cannot.

Remote access to a Al Registry works similarly to workbench remote access. In addition to downloading the
kubeconf i g file, you need to use Grant/List/RevokeM odel RegistryAccess endpoints to manage what cloud user
identity can access the Kubernetes cluster using your cloud credential.

Access to modelsis dependent on the user permissions, as described here.

« Only administrators are able to see all models, including those not created by them.

* A user, who isan owner of agiven model, can set the visibility of the model to public or private on the Al
Registries Ul.

« When auser registers anew model, the user becomes the owner, and no other user has access.

« A user can make the visibility of amodel public, and then all users receive viewer access to the model by default.

12



	Contents
	Setting up Cloudera AI Registry
	Creating a Cloudera AI Registry
	Creating a Cloudera AI Registry on an Azure UDR Private Cluster
	Setting up access for Cloudera AI Registry in a RAZ-enabled environment
	Setting up access for Cloudera AI Registry in a non-RAZ-enabled environment
	Synchronizing Cloudera AI Registry with a workbench
	Viewing details for Cloudera AI Registries
	Cloudera AI Registry permissions
	Model access control


