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Cloudera Runtime Knox topologies

Learn about the Knox topol ogies needed for proxying the authorization requests from external users for Cloudera
Data Sharing.

<?xm version="1.0" encodi ng="UTF-8"?>
<t opol ogy>
<uri>https://[***KNOX- HOST***] : 8443/ gat eway/ cdp- shar e- access</uri >
<name>cdp- shar e- access</ nane>
<ti mestanp>1714251374810</ti nest anp>
<gener at ed>f al se</ gener at ed>
<r edepl oyTi ne>0</r edepl oyTi ne>
<gat eway>
<pr ovi der >
<rol e>f ederati on</rol e>
<nanme>JWI'Pr ovi der </ name>
<enabl ed>t r ue</ enabl ed>
<par an
<nanme>knox. t oken. exp. server - managed</ name>
<val ue>t rue</val ue>
</ par an®
</ provi der >
<pr ovi der >
<rol e>i dentity-assertion</rol e>
<nane>Def aul t </ nane>
<enabl ed>t r ue</ enabl ed>
<par an®>
<name>gr oup. mappi ng. $PRI MARY_GROUP</ nane>
<val ue>(not (nenber usernane))</val ue>
</ par an»
</ provi der >
</ gat eway>
<servi ce>
<r ol e>KNOXTOKEN</ r ol e>
<par an>
<nanme>knox. t oken. t t | </ name>
<val ue>36000000</ val ue>
</ par an»
<par an®>
<nanme>knox. t oken. exp. ser ver - managed</ name>
<val ue>t rue</ val ue>
</ par an»
<par an
<name>gat eway. knox. t oken. I i m t. per. user </ nane>
<val ue>- 1</ val ue>
</ par an®

</ service>
<servi ce>
<r ol e>HV5- API </ r ol e>
<url >http://[***HVE- HOST***] : 8090</ ur| >
</ service>

</t opol ogy>
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<?X
<to
nt <

ue>

m version="1.0" encodi ng="UTF-8"?>
pol ogy> <uri>http://[***KNOX- HOST***] : 8443/ gat eway/ cdp- shar e- managene
[uri>
<nanme>cdp- shar e- managenent </ nane>
<ti mestanp>1711399642000</ti nest anp>
<gener at ed>f al se</ gener at ed>
<r edepl oyTi me>0</r edepl oyTi me>
<gat eway>
<pr ovi der >
<rol e>aut henti cati on</rol e>
<name>Shi r oPr ovi der </ name>
<enabl ed>t r ue</ enabl ed>
<par an®>
<nanme>nai n. i nval i dRequest </ name>
<val ue>or g. apache. shiro.web. filter.Invali dRequestFilter</val ue>
</ par an»
<par an
<name>mai n. i nval i dRequest . bl ockBacksl ash</ name>
<val ue>f al se</ val ue>
</ par an®
<par an
<name>nai n. i nval i dRequest . bl ockNonAsci i </ nane>
<val ue>f al se</val ue>
</ par an»
<par an®>
<nanme>nai n. i nval i dRequest . bl ockSeni col on</ name>
<val ue>f al se</ val ue>
</ par an»
<par an
<name>nmai n. panReal nx/ name>
<val ue>or g. apache. knox. gat eway. shi r or eal m KnoxPanReal nx/ val ue>
</ par an®
<par an>
<nanme>mai n. knoxAnonFi | t er </ name>
<val ue>or g. apache. knox. gat eway. fil t er. AnonynousAut hFi | t er </ va

</ par an®

<par an®
<name>ur | s. / knoxt oken/ api / vl/j wks. j son</ nanme>
<val ue>knoxAnonFi | t er </ val ue>

</ par an»

<par ane
<name>nai n. panReal m ser vi ce</ name>
<val ue>l ogi n</ val ue>

</ par an»

<par an
<nanme>sessi onTi meout </ name>
<val ue>30</ val ue>

</ par an®

<par an®
<name>urls./**</ nane>
<val ue>aut hcBasi c</ val ue>

</ par an»

</ provi der >
<pr ovi der >

<rol e>i dentity-assertion</rol e>

<nanme>HadoopG oupPr ovi der </ nanme>

<enabl ed>t r ue</ enabl ed>

<par an
<name>hadoop. pr oxyuser . i nper sonat i on. enabl ed</ nane>
<val ue>t rue</val ue>
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</ par an®>

<par an®
<name>hadoop. pr oxyuser. {user-who-runs-t he-script}. users</nane>
<val ue>*</val ue>

</ par an»

<par ane
<nanme>hadoop. pr oxyuser. { user - who-runs-t he-scri pt}. groups</ name>
<val ue>*</ val ue>

</ par an»

<par ane
<nanme>hadoop. pr oxyuser . { user-who-runs-the-script}. hosts</nane>
<val ue>*</val ue>

</ par an®>

<par an®
<name>CENTRAL_GROUP_CONFI G_PREFI X</ nanme>
<val ue>gat eway. group. confi g. </ val ue>

</ par an®

</ provi der >
<provi der >

<rol e>aut hori zati on</rol e>
<nanme>XASecur ePDPKnox</ nane>
<enabl ed>f al se</ enabl ed>

</ provi der >
<pr ovi der >

<rol e>ha</rol e>
<nane>HaPr ovi der </ name>
<enabl ed>t r ue</ enabl ed>
<par ane
<nanme>RANCER</ nanme>
<val ue>enabl eSti ckySessi on=f al se; noFal | back=f al se; enabl eLoadB

al anci ng=t r ue</ val ue>

</ par an®

</ provi der >
</ gat eway>
<servi ce>
<r ol e>RANGER</ r ol e>
<url >https://[***RANGER- HOST***] : 6182</ ur| >
</ service>
<servi ce>
<r ol e>KNOXTOKEN</ r ol e>
<par an

<nane>knox. t oken. tt| </ name>
<val ue>- 1</ val ue>

</ par an®
<par anp

<nanme>knox. t oken. t ype</ nane>
<val ue>JW</ val ue>

</ par ane
<par an»

<name>knox. t oken. t ar get . url </ name>
<val ue>cdp- pr oxy-t oken</ val ue>

</ par an»
<par an®

<name>knox. t oken. audi ences</ nane>
<val ue>cdp- pr oxy-t oken</ val ue>

</ par an®
<par anp

<name>knox. t oken. cl i ent . dat a</ name>
<val ue>honepage_ur | =honepage/ honme?pr of i | e=t oken&anp; t opol ogi es=cdp-

pr oxy-t oken</val ue>

</ par an®
<par an»

<name>knox. t oken. exp. t okengen. al | owed. t ss. backends</ nane>
<val ue>JDBCTokenSt at eSer vi ce, Al i asBasedTokenSt at eSer vi ce</ val ue>
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</ par an®>

<par an®
<name>knox. t oken. | i f espan. i nput . enabl ed</ nane>
<val ue>t rue</ val ue>

</ par an»

<par ane
<name>knox. t oken. user.|imt.exceeded. acti on</ name>
<val ue>RETURN_ERROR</ val ue>

</ par an»

<par an
<nanme>knox. t oken. exp. ser ver - managed</ nanme>
<val ue>t rue</ val ue>

</ par an®>

</ service>
</t opol ogy>

Declaring Knox topologies

See an example of an end to end sample workload flow that describes the process for enabling a Spark session,
connecting to the HMS REST Catalog server, and running a Spark engine query to access data.

Note: Based on the type of client that is accessing the REST Catalog, refer to the appropriate client-side
documentation to configure your client. For example, see the Tabular documentation.

The PySpark workload connects to Cloudera HMS REST Catalog with CLIENT_ID and CLIENT_SECRET as
credentials and runs workloads from an external system like Databricks, Snowflake, Standalone Spark in Docker, and
soon

# © 2024 by Coudera, Inc. Al rights reserved.

# Scripts and sanpl e code are licensed under the Apache License,
# Version 2.0

i mport pyspark

from pyspark. sql inport SparkSession

i mport argparse

parser = argparse. Argunent Par ser (descri pti on="Spark WrkLoad Script")
par ser.add_argunent ("--credential", help="dientld: Secret")
args = parser.parse_args()

conf = (
pyspar k. Spar kConf ()

. set AppNane(' Fetch Enpl oyees')

.setMaster('local[*]")

.set('spark.jars', '/opt/spark/jars/iceberg-spark-runtine-3.5 2.1
3-1.5.2.jar")

.set('spark.files', '/opt/spark/conf/log4j2. properties')

#packages

.set (' spark.jars. packages', 'org.apache.iceberg:iceberg-spark-runti
me-3.5 2.13-1.5.2.jar")

#SQ. Ext ensi ons

.set (' spark.sql.extensions', 'org.apache.iceberg.spark. extensions.Ic
eber gSpar kSessi onExt ensi ons')
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#Confi guri ng Cat al og
.set (' spark.sql.defaultCatal og', 'denp')

.set ('spark.sqgl.catal og.deno', 'org.apache.iceberg. spark. SparkCat al o
g')

.set (' spark.sql.catal og.denb.type', 'rest')

.set('spark.sql.catal og.deno.uri', 'https://<datal ake-host nane>/ <dat
al ake- name>/ cdp- shar e- access/ hns-api/icecli')

.set (' spark.sql.catal og.deno.io-inpl', 'org.apache.iceberg.aws. s3.
S3Filel O)

.set (' spark.sql.catal og. denp.s3.client-factory-inpl', 'org.apache
.1 ceberg. aws. s3. Def aul t S3Fi | el CAwsC i ent Factory')

.set (' spark. sql . catal og. denp. credential', args.credential)

.set ('spark.sqglja.catal og. deno. def aul t - namespace', 'enp_data')
)

## Start Spark Session

spark = SparkSession. bui | der. confi g(conf=conf).get O Create()
spar k. spar kCont ext . set LogLevel (" DEBUG')

print("Spark Job Running...")

print ("####A#H Credenti al @ ####A##E")

print(args.credential)

## |i st databases

dbl i st =spar k. cat al og. | i st Dat abases()

print (" ###### Li st Dat abases ######HHAH#")

print (dblist)

spar k. sparkCont ext . paral l elize([dblist]).coal esce(1l).saveAsTextFile("file
;1 /1 opt/spark/out/databases")

## |list tables

t abl eLi st =spar k. cat al og. | i st Tabl es("denp. enp_dat a")

print (" ####H# Li st Tabl es #######")

print(tablelList)

spar k. spar kCont ext . paral | el i ze([tabl eLi st]).coal esce(1l).saveAsTextFile("f
ile:///opt/spark/out/tables")

## Run a Query
print ("##### Query: fetch all the enployees of 'department -> d006' ######")
resul t s=spark. sql ("sel ect enp_dat a. enpl oyees. first_nane, enp_data. enpl oye
es. |l ast _name, enp_data.departnents. dept_nane "

"from enp_dat a. enpl oyees, enp_dat a. departnments, enp_dat
a. dept _enp "

"where enp_dat a. enpl oyees. enp_no=enp_dat a. dept _enp. enp_no

"and enp_dat a. dept _enp. dept _no=enp_dat a. depart nent s. dep
t_no "

"and enp_dat a. depart nent s. dept _no='d006' ")
print(results.show())
results.coal esce(l). wite.option("header", "true").csv("file:///opt/spark/
out/query_results")

Running Apache Spark Applications

Based on the stress test done on the REST Catalog it is recommended that as the throughput on REST Catalog
increases, heap requirement for REST Catalog service has to be increased.
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Asthe throughput increase in REST Catalog, increase the heap size accordingly to avoid timed out API requests.

Runs API Calls Throughput | Run Time Total requests Response: Success Response: Time Out

8GB ~30/s ~17hrs 1401698 1325580 76118 5.74
2 16 GB ~30/s ~26hrs 2756130 2709228 46902 1.73
3 16 GB ~15/s ~52hrs 2755525 2731253 24272 0.88
4 32GB ~15/s ~40hrs 2162994 2158488 4506 0.20¢

Related Information
Supported REST Catalog APIsfor accessing the data
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