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How Cloudera Data Sharing works

Cloudera Data Sharing enables your clients to run their workloads from data platforms, such as Databricks or
Snowflake to fetch data from Cloudera environments for analytical purposes.

Cloudera Data Sharing involves the creation of a Data Share with the necessary authorization and authentication
mechanisms. A Data Share is an organizational unit of data, a collection of data assets. You can then share this data
with your clients so that they can access the Iceberg table data created within the Cloudera environment.

The following sections describe the high-level workflow of the processes involved in Cloudera Data Sharing.

Data Share creation

The following tasks are part of the Data Share creation process:

• As a resource owner, use the existing Knox Token Management system to generate a token. This unique Token ID
is referred to as the CLIENT_ID and the generated passcode is the CLIENT_SECRET.

• As part of the token generation process, a Ranger role and Ranger group are created. This group is a virtual group
that Knox provides for the client with whom the data is shared.

• Create and maintain policies for the set of databases and tables to be shared for the Ranger role and group and
thereby create a Data Share.

• Maintain the SELECT permission for the databases or tables to allow READ-only access.
• You can then share the CLIENT_ID and the CLIENT_SECRET with your clients so that they can access the

shared data in the Cloudera environment.

Data Share access

After you have created a Data Share, which includes creating tokens, authoring a read-only policy within Ranger, and
shared the CLIENT_ID and CLIENT_SECRET with your client, the client makes use of these credentials in their
workloads to establish a handshake with Cloudera and to access the shared data.

Related Information
Enabling Cloudera Data Sharing

Creating a Data Share

Enabling Cloudera Data Sharing

Learn how to perform the preparatory configurations in Cloudera to enable data sharing. These configurations are
required for the creation of a data share in Cloudera and allow your clients to access data in Cloudera environments.

Installation and Upgrade Scenarios

Different version of Cloudera Runtime and Data Lakes require different steps to enable Cloudera Data Sharing.

Fresh 7.3.1.400 Data Lake Installation

Complete the following steps after a fresh installation of 7.3.1.400 Data Lake to enable .

1. HMS Rest Catalog configuration

Configure the Hive Metastore (HMS) service to serve as an Iceberg REST catalog. This allows clients to use
REST Catalog APIs to access the required metadata files.

2. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
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3. Knox configuration

Configure properties in Knox to set up administrator privileges that allow creation of users and tokens.
4. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
5. Creating a Data Share

Create a Data Share in Cloudera

Upgrade from Cloudera Runtime 7.2.18.x with no REST Catalog / Cloudera Data Sharing
configurations

Complete the following configurations to enable Cloudera Data Sharing when upgrade of Data Lake is done from
7.2.18.x with no REST Catalog or Cloudera Data Sharing configured in that version.

1. Manual Installation of metering service

Install and configure the metering server for Cloudera Data Sharing.
2. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. This allows your clients to use REST
Catalog APIs to access the required metadata files.

3. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
4. Knox configuration

Configure properties in Knox to set up administrator privileges that allow creation of users and tokens.
5. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
6. Creating a Data Share

Creating Data Share in Cloudera

Upgrade from Cloudera Runtime 7.2.18.x with REST Catalog / Cloudera Manager configuration

Following configurations are a must to enable Data Sharing when upgrade of Data Lake is done from 7.2.18.x with
REST Catalog / DataSharing configured in that version.

1. Manual Installation of metering service

Install and configure the metering server for Cloudera Data Sharing.
2. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. This allows your clients to use REST
Catalog APIs to access the required metadata files.

3. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
4. Knox configuration

Configure properties in Knox to set up administrator privileges that allow creation of users and tokens.
5. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
6. Creating a Data Share

Creating Data Share in Cloudera
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Resizing Cloudera Data Lake from Light Duty Data Lake to Enterprise Data Lake

Complete the following configurations are a must to enable Cloudera Data Sharing after resizing the Data Lake from
Light Duty Data Lake to Enterprise Data Lake

1. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. This allows your clients to use REST
Catalog APIs to access the required metadata files.

2. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
3. Knox configuration

Configure properties in Knox to set up administrator privileges that allow creation of users and tokens.
4. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.

Configuring Hive Metastore as a REST Catalog
To use the API endpoints provided by REST Catalog, you need to enable it in the Hive Metastore where it is
deployed.

Before you begin

Make sure you have the IDBroker Host name before starting the steps.

To find the IDBroker Host, go to  Cloudera Manager Knox Instances , and copy the hostname for the Role named
Knox IDBroker.

Procedure

1. Log in to Cloudera Manager and click  Clusters Hive Metastore Configuration .

2. Search for Enable REST Catalog Service and enable it to set up the REST Catalog Service in Hive Metastore.

Note:  Use only one IDBroker, as Hive Metastore does not support multiple IDBrokers.

3. If you use Cloudera Data Sharing with AWS Elastic MapReduce and AWS Athena notebook, add the region of
AWS environment to the Hive Metastore configuration.

a) Check your region in  Cloudera Management Console Environments [***YOUR_ENVIRONMENT***]
Environment Details .

b) Go to  Cloudera Manager Clusters Hive Metastore Configuration Hive Service Advanced Configuration
Snippet (Safety Valve) for hive-site.xml  .

c) Add a property with your region.
<property><name>client.region</name><value>[***CLIENT_REGION_NAME***]</value></property>

4. Save the changes and restart the Hive Metastore service.
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What to do next

Continue with declaring the Knox topologies.

Declaring Knox topologies
Learn how to create the Knox topologies to define for Knox how to proxy requests from external users.

Before you begin

Ensure that you have the following information before performing the steps:

• HMS Host and Ranger Host: To get the HMS Host and Ranger Admin Host, go to  Data Lake Nodes , and copy
the FQDN of the Master node.

• Username of the user who will run the script to generate the CLIENT_ID and CLIENT_SECRET.

Procedure

1. Go to  Cloudera Manager Knox Configuration .

2. Select the Knox Gateway scope.

3. Search for and edit the Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-
resources.xml property, and add the following:

NAME:
providerConfigs:cdp-share-access-providers
VALUE:
role=federation#federation.name=JWTProvider#federation.enabled=true#fede
ration.param.knox.token.exp.server-managed=true#role=identity-assertion#
identity-assertion.name=Default#identity-assertion.enabled=true#identity-
assertion.param.group.mapping.$PRIMARY_GROUP=(not (member username))

NAME:
cdp-share-access
VALUE:
providerConfigRef=cdp-share-access-providers#KNOXTOKEN:knox.token.ttl=36
000000#KNOXTOKEN:knox.token.exp.server-managed=true#KNOXTOKEN:gateway.kn
ox.token.limit.per.user=-1#HMS-API:url=http://[***HMS-HOST***]:8090

NAME: 
providerConfigs:cdp-share-management-providers
VALUE:
role=authentication#authentication.name=ShiroProvider#authentication
.param.main.invalidRequest=org.apache.shiro.web.filter.InvalidRequestFil
ter#authentication.param.main.invalidRequest.blockBackslash=false#authen
tication.param.main.invalidRequest.blockNonAscii=false#authentication.pa
ram.main.invalidRequest.blockSemicolon=false#authentication.param.main.p
amRealm=org.apache.knox.gateway.shirorealm.KnoxPamRealm#authentication.p
aram.main.knoxAnonFilter=org.apache.knox.gateway.filter.AnonymousAuthFil
ter#authentication.param.urls./knoxtoken/api/v1/jwks.json=knoxAnonFilter
#authentication.param.main.pamRealm.service=login#authentication.param.s
essionTimeout=30#authentication.param.urls./**=authcBasic#role=identity-
assertion#identity-assertion.name=HadoopGroupProvider#identity-assertion
.param.hadoop.proxyuser.impersonation.enabled=true#identity-assertion.pa
ram.hadoop.proxyuser.[***USER-WHO-RUNS-THE-SCRIPT]***.users=*#identit
y-assertion.param.hadoop.proxyuser.[***USER-WHO-RUNS-THE-SCRIPT]***.gro
ups=*#identity-assertion.param.hadoop.proxyuser.[***USER-WHO-RUNS-THE-
SCRIPT]***.hosts=*#identity-assertion.param.CENTRAL_GROUP_CONFIG_PREFIX=ga
teway.group.config.#role=authorization#authorization.name=XASecurePDPKno
x#authorization.enabled=false#role=ha#ha.name=HaProvider#ha.enabled=true
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#ha.param.RANGER=enableStickySession=false;noFallback=false;enableLoadBa
lancing=true

Note:  The default value of 36000000 of knox.token.ttl means a 10 hour period. You can reduce this
number to adjust the CLIENT_ID and CLIENT_SECRET lifetime.

Note:  If additional users need to run the script, the following section needs to be duplicated to add the
user.

#identity-assertion.param.hadoop.proxyuser.[***USER-WHO-RUNS-THE-
SCRIPT]***.users=*#identity-assertion.param.hadoop.proxyuser.[***USER-
WHO-RUNS-THE-SCRIPT]***.groups=*#identity-assertion.param.hadoop.proxyu
ser.[***USER-WHO-RUNS-THE-SCRIPT]***.hosts=*

NAME:
cdp-share-management
VALUE:
providerConfigRef=cdp-share-management-providers#RANGER:url=htt
ps://[***RANGER-HOST***]:6182#KNOXTOKEN:knox.token.ttl=-1#KNOXTOKEN:knox
.token.type=JWT#KNOXTOKEN:knox.token.target.url=cdp-proxy-token#KNOXTOKE
N:knox.token.audiences=cdp-proxy-token#KNOXTOKEN:knox.token.client.data=
homepage_url=homepage/home?profile=token&amp;topologies=cdp-proxy-token#
KNOXTOKEN:knox.token.exp.tokengen.allowed.tss.backends=JDBCTokenStateSer
vice,AliasBasedTokenStateService#KNOXTOKEN:knox.token.lifespan.input.ena
bled=true#KNOXTOKEN:knox.token.user.limit.exceeded.action=RETURN_ERROR#K
NOXTOKEN:knox.token.exp.server-managed=true

The relevant Knox topologies are created.

4. Click Save Changes.

What to do next
Continue with configuring Knox.
Related Information
Knox topologies

Knox configuration in gateway-site.xml
Learn how to configure Knox parameters to allow admin permissions in Knox. Admin permission is required to
create the CLIENT_ID and CLIENT_SECRET.

About this task

The CLIENT_ID and CLIENT_SECRET is required for creating Data Shares to authorize your external clients.

Before you begin

• The Cloudera public cloud user must be configured as both Knox and Ranger Admin to perform the tasks required
to configure Knox parameters.

• Declare the Knox topologies.

Procedure

1. Go to  Cloudera Manager Knox Instances Configuration Advanced Configuration Snippet (Safety Valve) for conf/
gateway-site.xml
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2. Add the gateway.knox.admin.users parameter.

Note:

Users who run the knoxshare.py script, must be a part of the Knox admin users and groups configuration.
For example, gateway.knox.admin.users = shareadmin1,        shareadmin2.

3. Add the gateway.knox.admin.groups parameter.

4. Add the gateway.knox.token.limit.per.user parameter.

Note:  The value -1 means "unlimited". For example, using gateway.knox.token.limit.per.user=2 allows
two Data Share users.

What to do next

Continue with configuring the Knox IDBroker.

Related Information
Declaring Knox topologies

Configuring the Knox IDBroker
Learn how to configure the Knox IDBroker in Cloudera Manager.

About this task

The IDBroker must be made aware of available session policies. Configure these policies using the Cloudera Manager
such so that they survive restarts, upgrades, and other such events.

Procedure

1. Go to  Cloudera Manager Knox Instances Configuration Knox IDBroker Advanced Configuration Snippet (Safety
Valve) for conf/cdp-resources.xml

2. Add a property named sessionPolicyTemplate:read-only with the following values:

{
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  "Version": "2012-10-17",
  "Statement": [
    {
      "Sid": "AllowListingOfDataLakeFolder",
      "Effect": "Allow",
      "Action": [
        "s3:GetAccelerateConfiguration",
        "s3:GetAnalyticsConfiguration",
        "s3:GetBucketAcl",
        "s3:GetBucketCORS",
        "s3:GetBucketLocation",
        "s3:GetBucketLogging",
        "s3:GetBucketNotification",
        "s3:GetBucketPolicy",
        "s3:GetBucketPolicyStatus",
        "s3:GetBucketPublicAccessBlock",
        "s3:GetBucketRequestPayment",
        "s3:GetBucketTagging",
        "s3:GetBucketVersioning",
        "s3:GetBucketWebsite",
        "s3:GetEncryptionConfiguration",
        "s3:GetInventoryConfiguration",
        "s3:GetLifecycleConfiguration",
        "s3:GetMetricsConfiguration",
        "s3:GetObject",
        "s3:GetObjectAcl",
        "s3:GetObjectTagging",
        "s3:GetObjectVersion",
        "s3:GetObjectVersionAcl",
        "s3:GetObjectVersionTagging",
        "s3:GetReplicationConfiguration",
        "s3:ListBucket",
        "s3:ListBucketMultipartUploads",
        "s3:ListMultipartUploadParts"
      ],
      "Resource": "arn:aws:s3:::${bucket}",
          "Condition": {
                  "StringEquals": {
                          "s3:prefix": [
                                  "${prefix}",
                                  "${prefix}/*"
                          ]
                  }
          }
    }
  ]
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}

3. Save your changes and restart the Hive Metastore service.

Note:

If the IDBroker service indicates that it has stale a configuration, restart it.

What to do next
Continue with creating a Data Share.

Creating a Data Share

Learn how resource owners or Data Share administrators can share Iceberg tables in Cloudera by registering external
clients in Cloudera Cloud and configuring Ranger policies.

Resource owners or Data Share administrators who want to share their Iceberg tables in Cloudera with external clients
must first register the client in the Cloudera on cloud environment. After that, the resource owner needs to configure
Ranger policies to allow access for the external client.

Registering external clients in Cloudera
Learn how to register external clients in Cloudera to provision a CLIENT_ID and CLIENT_SECRET.

Before you begin

Note:  Users who run the APIs, must be a part of the Knox admin users and groups configuration. For more
information see Knox configuration in gateway-site.xml.

Ensure that you have the following information before performing the steps:
Share Admin user and password

Username and password of the Cloudera Administrator

Knox hostname

11

https://docs.cloudera.com/runtime/7.3.1/using-cloudera-data-sharing/topics/cr-ds-creating-a-data-share.html#dc_ds_creating_a_data_share
https://docs.cloudera.com/runtime/7.3.1/using-cloudera-data-sharing/topics/cr-ds-knox-configuration-in-gateway-site-xml.html


Cloudera Runtime Creating a Data Share

To get the Knox hostname, go to  Cloudera Manager Knox Instances , and copy the hostname for
the Knox Gateway role.

Data Lake name

Go to  Management Console Environments <***YOUR_ENVIRONMENT_NAME***> Data Lake
Details  and copy and make a note of the Data Lake name.

Procedure

1. Create the CLIENT_ID and SECRET in Knox by running the following command:

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***] https://[***KNOX-
HOST-NAME***]:8443/[***DATALAKE-NAME***]/cdp-share-management/knoxto
ken/api/v1/token?doAs=external.user&comment=[***<ADDITION INFO>***]s&md
_contact=<[***EMAIL_ID***]>&md_role=<[***ROLE OF THE CLIENT***]> &md_ty
pe=[***CLIENT_ID***]" |  jq -r '"CLIENT_ID: \(.token_id) SECRET: \(.pass
code)"'

• doAs=external.user - Set value to external.user
• comment - Additional comments on the CLIENT
• md_contact - Client contact metadata, for example, email_id
• md_role - <[***ROLE FOR THE CLIENT_ID***]>
• md_type - Set value to CLIENT_ID

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***] "https://my-datalake-
name.int.cldr.work:8443/my-datalake-name/cdp-share-management/knoxtoken/ap
i/v1/token?doAs=external.user&comment=carriers&md_contact=client_name@co
mpanay.com&md_role=UnitedAirlinesRole&md_type=[***CLIENT_ID***]" |  jq -r
 '"CLIENT_ID: \(.token_id) SECRET: \(.passcode)"'
CLIENT_ID : 462babd3-fe5a-4abf-8b47-526897677ad5 SECRET: TkRZeVltRmlaRE
10Wm1VMVlTMDBZV0ptTFRoaU5EY3ROVEkyT0RrM05qYzNZV1ExOjpaalV4WWpReFkyWXRObV
V6WlMwME4yTm1MVGcyWWpFdE9XSXhZekE0T1RZMU9XTmw='

By Enterprise Data Lakes, use the following command:

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***]] https://[***LOAD
 BALANCER***]/[***DATALAKE-NAME***]/cdp-share-management/knoxtoken/
api/v1/token?doAs=external.user&comment=[***<ADDITION INFO>***]s&md
_contact=[***EMAIL_ID***]&md_role=[***ROLE OF THE CLIENT***] &md_typ
e=[***CLIENT_ID***]" |  jq -r '"CLIENT_ID: \(.token_id) SECRET: \(.pass
code)"'

curl -k -u [***CDP_ADMIN_USER***]:[***PASSWORD***]:"https://my-loadbalance
r-1745504451479-b5765eaee5b22d08.elb.us-west-2.amazonaws.com/dldamedi-28
qgc9/cdp-share-management/knoxtoken/api/v1/token?doAs=external.user&comm
ent=carriers&md_contact=client_name@company.com&md_role=UnitedAirlinesRo
le&md_type=[***CLIENT_ID***]" | jq -r '"CLIENT_ID: \(.token_id) SECRET: 
\(.passcode)"'

Note:

To verify if the CLIENT_ID (Token ID) is generated successfully, go to  Cloudera Management Console
Environment Data Lake Token Integration Token Management .

2. Create a Ranger Group with Client ID as the name of that Group with the following command:

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***]  -H "Accept:
 application/json" -H "Content-Type: application/json" -X POST "htt
ps://[***RANGER-HOST-NAME***]:8443/[***DATALAKE-NAME***]/cdp-share-manag
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ement/ranger/service/xusers/groups/" -d '{"name": "[***CLIENT_ID***]", "
description": "group representing a share for a CLIENT_ID"}'

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***] -H "Accept: applica
tion/json" -H "Content-Type: application/json" -X POST "https://my-datal
ake.int.cldr.work:8443/my-datalake-name/cdp-share-management/ranger/serv
ice/xusers/groups/" -d '{"name": "462babd3-fe5a-4abf-8b47-526897677ad5",
 "description": "group representing a share for a CLIENT_ID"}'

Note:  Apache Ranger provides the following public API to create the Group. For more information, see
the Apache Ranger API documentation (POST /xusers/groups).

By Enterprise Data Lakes, use the following command:

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***]  -H "Accept:
 application/json" -H "Content-Type: application/json" -X POST "htt
ps://[***RANGER-HOST-NAME***]/[***DATALAKE-NAME***]/cdp-share-management/
ranger/service/xusers/groups/" -d '{"name": "[***CLIENT_ID***]", "descript
ion": "group representing a share for a CLIENT_ID"}'

curl -k -u [***CDP_ADMIN_USER***]:[***PASSWORD***] -H "Accept: application
/json" -H "Content-Type: application/json" -X POST "https://my-gateway-h
ostname.cldr.work:8443/my-datalake-name/cdp-share-management/ranger/serv
ice/xusers/groups/" -d '{"name": "462babd3-fe5a-4abf-8b47-526897677ad5",
 "description": "group representing a share for a CLIENT_ID"}'

3. Create a new Role and add the created Group to the Role in Ranger with the following command

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***]  -H "Accept:
 application/json" -H "Content-Type: application/json" -X POST "htt
ps://[***RANGER-HOST-NAME***]:8443/[***DATALAKE-NAME***]/cdp-sha
re-management/ranger/service/public/v2/api/roles/" -d '{ "name":
 "***CLIENT_ROLE***", "description": "***CLIENT_ROLE DESCRIPTION******",
 "groups": [ { "name": "***CLIENT_ID CREATED***", "isAdmin": false } ] }'

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***] -H "Accept: applica
tion/json" -H "Content-Type: application/json" -X POST "https://my-ranger-
hostname.int.cldr.work:8443/my-datalake-name/cdp-share-management/ranger/s
ervice/public/v2/api/roles/" -d '{ "name": "SalesDeptRole", "description":
 "SalesRole description", "groups": [ { "name": "462babd3-fe5a-4abf-8b47-5
26897677ad5", "isAdmin": false } ] }'

Note:  Apache Ranger provides the following public API to create the a Role. For more information, see
the Apache Ranger API documentation (POST /roles/roles).

By Enterprise Data Lakes and, use the following command:

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***]  -H "Accept:
 application/json" -H "Content-Type: application/json" -X POST "htt
ps://[***GATEWAY-HOST-NAME***]/[***DATALAKE-NAME***]/cdp-share-managemen
t/ranger/service/public/v2/api/roles/" -d '{ "name": "***CLIENT_ROLE***",
 "description": "***CLIENT_ROLE DESCRIPTION***", "groups": [ { "name":
 "***CLIENT_ID CREATED***", "isAdmin": false } ] }'

curl -k -u [***CDP_ADMIN_USER***]:[***PASSWORD***] -H "Accept: application
/json" -H "Content-Type: application/json" -X POST "https://my-gateway-h
ostname.int.cldr.work:8443/my-datalake-name/cdp-share-management/ranger/
service/public/v2/api/roles/" -d '{ "name": "TestRole1", "description": 
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"TestRole1 description", "groups": [ { "name": "test-group1", "isAdmin":
 false } ] }'

Figure 1:  Apache Ranger Settings Roles

Note:

The provisioned CLIENT_ID and CLIENT_SECRET are used by the external client to get authenticated
into Cloudera as part of an OAuth client credentials flow.

4. Add the Group to an existing Role with the following commands:

• Get the RoleId for the RoleName from Ranger Admin via API:

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***] -H "Accept: app
lication/json" -H "Content-Type: application/json" -X GET "https
://[***RANGER-HOST-NAME***]:8443/[***DATALAKE-NAME***]/cdp-share-manag
ement/ranger/service/public/v2/api/roles/name/<name>"| jq -r '"RoleId: \
(.id)"'

• Add the Group to the Role using RoleId

curl -k -u [***CDP_ADMIN_USER***]:"[***PASSWORD***] -H "Accept: app
lication/json" -H "Content-Type: application/json" -X PUT "https
://[***RANGER-HOST-NAME***]:8443/[***DATALAKE-NAME***]/cdp-share-m
anagement/ranger/service/public/v2/api/roles/<RoleId>" -d '{ "name":
 "***CLIENT_ROLE***", "description": "***CLIENT_ROLE DESCRIPTION***", "
groups": [ { "name": "***CLIENT_ID CREATED***", "isAdmin": false } ] }'

Results

The registration process results in provisioning a CLIENT_ID and CLIENT_SECRET followed by creating Ranger
ROLE and adding CLIENT_ID as a Group to the ROLE and then maintaining policy for the ROLE to create the data
share.

Managing Ranger policies
Learn how to provide authentication capabilities to your external users. Manage and govern your Ranger policies.

About this task

The Ranger Administrator must maintain policies for the set of databases and tables for the Ranger role and group.

Figure 2:  Apache Ranger Resource Policies Hadoop SQL
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Before you begin

In the Allow Conditions, a “SELECT” permission has to be maintained for the Databases or Tables to provide a
READ-only access.

Figure 3:  Apache Ranger Resource Policies Hadoop SQL Allow Conditions

Procedure

Create a Data Share policy in Ranger for the previously created Role with the following command

curl -k -u [***CDP_ADMIN_USER***]:[***PASSWORD***] -H "Accept: application/
json" -H "Content-Type: application/json" -X POST "https://[***RANGER-HOST-
NAME***]:8443/[***DATALAKE-NAME***]/cdp-share-management/ranger/service/pub
lic/v2/api/policy/" -d  '{"service":"hive_service_name", "policyType": 0,
 "name": "Iceberg Table Policy", "description": "Policy for SELECT access t
o an CLIENT_ID", "isEnabled": true, "resources": { "database": { "values":
 "[***DATABASE_NAME***]" }, "table": { "values": "[***TABLE_NAME***]" } ,"co
lumn": { "values": ["*"] } } , "policyItems": [ { "accesses": [ { "type": "s
elect" } ], "users": [], "groups":[], "roles": "[***CLIENT_ROLE***]", "cond
itions": [] } ] }'

Note:  For more information on creating Ranger policies, see the Apache Ranger API documentation (POST 
/public/v2/api/policy).

curl -k -u [***CDP_ADMIN_USER***]:[***PASSWORD***]  -H "Accept: application/
json" -H "Content-Type: application/json" -X POST "https://dldanew-vxtt5w-
master0.dldanew.svbr-nqvp.int.cldr.work:8443/dldanew-vxtt5w/cdp-share-manage
ment/ranger/service/public/v2/api/policy/" -d '{"service":"cm_hive", "policy
Type": 0, "name": "Hive Table Policy", "description": "Policy for SELECT acc
ess to an exteral user", "isEnabled": true, "resources": { "database": { "va
lues": ["emp_data"] }, "table": { "values": ["employees"] } ,"column": { "va
lues": ["*"] } } , "policyItems": [ { "accesses": [ { "type": "select" } ], 
"users": [], "groups":[], "roles": ["testrole13"], "conditions": [] } ] }'
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Related Information
Ranger Policies Overview

Importing the Cloudera certificate in the Spark cluster

If your environment contains a custom set of trusted certificate authorities, you need to import the Cloudera certificate
to your environment and apply it to the node where Spark is running.

Procedure

1. Run the following command to export a certificate from the Cloudera environment:

openssl s_client -showcerts -connect [***CDP-PUBLIC-CLOUD-HOSTNAME***]:443
 </dev/null 2>/dev/null | openssl x509 -outform PEM > share.pem

2. Convert the created share.pem file to share.cert by running the following command:

openssl x509 -outform der -in share.pem -out share.cert

3. Import the certificate into the Java Virtual Machine (JVM) of the Spark cluster.

keytool -importcert -alias cdpcert -keystore /usr/lib/jvm/java-11-openjdk-
amd64/lib/security/cacerts -file ${CERT_HOME}/share.cert -storepass change
it -noprompt

Note:  The JAVA path, /usr/lib/jvm/java-11-openjdk-arm64/lib/security/cacerts is different for ARM-
based machines.

Supported REST Catalog APIs for accessing the data

To use the Iceberg data in Cloudera, you must employ the REST client to perform specific operations.

The REST APIs from the specification defined by Apache Iceberg are available in the REST Catalog open API
specification. Cloudera currently supports the REST APIs that allow read operations on Iceberg tables:

Note:  The {prefix} part is optional. It can be replaced by a prefix to differentiate between API
environments or instances. For more information, see the Iceberg REST Catalog Open API specification.

Retrieving the access token

Retrieving the access token works the same for all supported endpoints:

[***MY-TOKEN-NAME***]=$(curl -k -X POST -H  "Content-Type: applic
ation/x-www-form-urlencoded" -d "client_id=[***CLIENT ID***]&cli
ent_secret=[***CLIENT SECRET***]&grant_type=client_credentials" "htt
ps://[***DATALAKE-LOADBALANCER***]/[***DATALAKE-NAME***]/cdp-share-access/hm
s-api/icecli/v1/oauth/tokens"  | jq -r '.access_token')

Using the endpoints must be always preceded by retrieving the access token.
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List Databases: /v1/{prefix}/namespaces

List all namespaces at a certain level, optionally starting from a given parent namespace.

curl -ivk -X GET -H "Content-Type: application/x-www-form-urlencoded" -
H "Authorization: Bearer $[***MY-TOKEN-NAME***]" https://[***DATALAKE-
LOADBALANCER***]/[***DATALAKE-NAME***]/cdp-share-access/hms-api/icecli/v1/
namespaces

Note:  The [***DATALAKE-LOADBALANCER***] DNS can be found via Cloudera Management Console
in the Load Balancers section.

Example:

My-token-name=$(curl -k -X POST -H  "Content-Type: application/x-www-form-ur
lencoded" -d "client_id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client_secret=W
WpsbFptTXpaR1F0TXpZNU5TMDBPRFkzTFRsbE5HTXROVEl6TXpnNVl6aGhOemhpOjpNRGt5Tmpne
E1HUXRZak00TmkwMFpqTXhMVGczTTJZdFptTXhOekl6TmpVNFlqazI=&grant_type=client_cr
edentials" "https://apr24-LBInternal-1745472822408-fddbd702bfadbe45.elb.us-w
est-2.amazonaws.com/apr24-env2-dl/cdp-share-access/hms-api/icecli/v1/oauth/t
okens"  | jq -r '.access_token')

curl -ivk -X GET -H "Content-Type: application/x-www-form-urlencoded" -H "
Authorization: Bearer $My-token-name" https://apr24-LB-my-datalake-load-bala
ncer.elb.us-west-2.amazonaws.com/my-datalake-name/cdp-share-access/hms-api/i
cecli/v1/namespaces

List Tables: /v1/{prefix}/namespaces/{namespace}/tables

List all table identifiers under the specified namespace.

curl -ivk -X GET -H "Content-Type: application/x-www-form-urlencoded" -
H "Authorization: Bearer $[***MY-TOKEN-NAME***]" https://[***DATALAKE-
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LOADBALANCER***]/[***DATALAKE-NAME***]/cdp-share-access/hms-api/icecli/v1/
namespaces/<namespace>/tables

Example:

My-token-name=$(curl -k -X POST -H  "Content-Type: application/x-www-form-ur
lencoded" -d "client_id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client_secret=W
WpsbFptTXpaR1F0TXpZNU5TMDBPRFkzTFRsbE5HTXROVEl6TXpnNVl6aGhOemhpOjpNRGt5Tmpne
E1HUXRZak00TmkwMFpqTXhMVGczTTJZdFptTXhOekl6TmpVNFlqazI=&grant_type=client_cr
edentials" "https://apr24-LB-my-datalake-load-balancer.elb.us-west-2.amazona
ws.com/my-datalake-name/cdp-share-access/hms-api/icecli/v1/oauth/tokens"  | 
jq -r '.access_token')

curl -ivk -X GET -H "Content-Type: application/x-www-form-urlencoded" -H "Au
thorization: Bearer $My-token-name" https://apr24-LB-my-datalake-load-balanc
er.elb.us-west-2.amazonaws.com/my-datalake-name/cdp-share-access/hms-api/ice
cli/v1/namespaces/hive_rest_airline_orc/tables

Load Tables: /v1/{prefix}/namespaces/{namespace}/tables/{table}

Load a table from the catalog.

curl -ivk -X GET -H "Content-Type: application/x-www-form-urlencoded" -
H "Authorization: Bearer $[***MY-TOKEN-NAME***]" https://[***DATALAKE-
LOADBALANCER***]/[***DATALAKE-NAME***]/cdp-share-access/hms-api/icecli/v1/
namespaces/<namespace>/tables/icebergtable

Example:

My-token-name=$(curl -k -X POST -H  "Content-Type: application/x-www-form-ur
lencoded" -d "client_id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client_secret=W
WpsbFptTXpaR1F0TXpZNU5TMDBPRFkzTFRsbE5HTXROVEl6TXpnNVl6aGhOemhpOjpNRGt5Tmpne
E1HUXRZak00TmkwMFpqTXhMVGczTTJZdFptTXhOekl6TmpVNFlqazI=&grant_type=client_cr
edentials" "https://apr24-LB-my-datalake-load-balancer.elb.us-west-2.amazona
ws.com/my-datalake-name/cdp-share-access/hms-api/icecli/v1/oauth/tokens"  | 
jq -r '.access_token')

curl -ivk -X GET -H "Content-Type: application/x-www-form-urlencoded" -H "Au
thorization: Bearer $My-token-name" https://apr24-my-datalake-load-balancer.
elb.us-west-2.amazonaws.com/my-datalake-name/cdp-share-access/hms-api/icecli
/v1/namespaces/hive_rest_airline_orc/tables/airport_iceberg_external

Related Information
Sample Spark workload to access data

REST Catalog API calls throughput

Iceberg REST Catalog API specification
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