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Cloudera Runtime How Cloudera Data Sharing works

Cloudera Data Sharing enables your clients to run their workloads from data platforms, such as Databricks or
Snowflake to fetch data from Cloudera environments for analytical purposes.

Cloudera Data Sharing involves the creation of a Data Share with the necessary authorization and authentication
mechanisms. A Data Share is an organizational unit of data, a collection of data assets. Y ou can then share this data
with your clients so that they can access the | ceberg table data created within the Cloudera environment.

The following sections describe the high-level workflow of the processesinvolved in Cloudera Data Sharing.

The following tasks are part of the Data Share creation process:

« Asaresource owner, use the existing Knox Token Management system to generate atoken. This unique Token ID
isreferred to asthe CLIENT_ID and the generated passcode is the CLIENT_SECRET.

« Aspart of the token generation process, a Ranger role and Ranger group are created. This group isavirtual group
that Knox provides for the client with whom the datais shared.

» Create and maintain policies for the set of databases and tables to be shared for the Ranger role and group and
thereby create a Data Share.

* Maintain the SELECT permission for the databases or tables to allow READ-only access.

e You can then sharethe CLIENT _ID and the CLIENT_SECRET with your clients so that they can access the
shared data in the Cloudera environment.

After you have created a Data Share, which includes creating tokens, authoring a read-only policy within Ranger, and
shared the CLIENT _ID and CLIENT_SECRET with your client, the client makes use of these credentialsin their
workloads to establish a handshake with Cloudera and to access the shared data.

Enabling Cloudera Data Sharing
Creating a Data Share

Learn how to perform the preparatory configurationsin Cloudera to enable data sharing. These configurations are
required for the creation of adata sharein Clouderaand alow your clients to access data in Cloudera environments.

Different version of Cloudera Runtime and Data L akes require different steps to enable Cloudera Data Sharing.

Complete the following steps after afresh installation of 7.3.1.400 Data Lake to enable .
1. HMS Rest Catalog configuration

Configure the Hive Metastore (HMS) service to serve as an Iceberg REST catalog. This alows clients to use
REST Catalog APIsto access the required metadata files.

2. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
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Cloudera Runtime Enabling Cloudera Data Sharing

3. Knox configuration

Configure properties in Knox to set up administrator privileges that allow creation of users and tokens.
4. |IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
5. Creating a Data Share

Create a Data Share in Cloudera

Complete the following configurations to enable Cloudera Data Sharing when upgrade of Data L ake is done from
7.2.18.x with no REST Catalog or Cloudera Data Sharing configured in that version.

1. Manual Installation of metering service

Install and configure the metering server for Cloudera Data Sharing.
2. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. Thisalows your clientsto use REST
Catalog APIsto access the required metadata files.

3. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
4, Knox configuration

Configure properties in Knox to set up administrator privileges that allow creation of users and tokens.
5. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
6. Creating a Data Share

Creating Data Share in Cloudera

Following configurations are a must to enable Data Sharing when upgrade of Data Lake is done from 7.2.18.x with
REST Catalog / DataSharing configured in that version.

1. Manual Installation of metering service

Install and configure the metering server for Cloudera Data Sharing.
2. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. This alows your clientsto use REST
Catalog APIsto access the required metadata files.

3. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
4. Knox configuration

Configure propertiesin Knox to set up administrator privileges that allow creation of users and tokens.
5. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
6. Creating a Data Share

Creating Data Share in Cloudera
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Complete the following configurations are a must to enable Cloudera Data Sharing after resizing the Data Lake from
Light Duty Data L ake to Enterprise Data Lake

1. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. This alows your clientsto use REST
Catalog APIsto access the required metadata files.

2. Declaring Knox topologies

Create the Knox topologies to define for Knox how to proxy requests from external users.
3. Knox configuration

Configure propertiesin Knox to set up administrator privileges that allow creation of users and tokens.
4. 1DBroker configuration

Configure Knox IDBroker in Cloudera Manager.

To use the API endpoints provided by REST Catalog, you need to enable it in the Hive Metastore where it is
deployed.

Make sure you have the IDBroker Host name before starting the steps.

To find the IDBroker Host, goto Cloudera Manager Knox Instances, and copy the hostname for the Role named
Knox IDBroker.

1. Loginto ClouderaManager and click Clusters Hive Metastore Configuration .
2. Search for Enable REST Catalog Service and enable it to set up the REST Catalog Service in Hive Metastore.

CLOUDZRA
Manager

+ Hive Metastore tions + Apr14,12:26 AMUTC

Filters

Enable REST Catalog Service Meta: ervice-Wide) *
v SCOPE

B Note: Use only one IDBroker, as Hive Metastore does not support multiple IDBrokers.

3. If you use Cloudera Data Sharing with AWS Elastic MapReduce and AWS Athena notebook, add the region of
AWS environment to the Hive Metastore configuration.
a) Check your region in Cloudera Management Console Environments [***YOUR_ENVIRONMENT***]
Environment Details .

b) Goto Cloudera Manager Clusters Hive Metastore Configuration Hive Service Advanced Configuration
Snippet (Safety Valve) for hive-sitexml .
¢) Add aproperty with your region.
<property><name>client.region</name><value>[*** CLIENT_REGION_NAME***]</value></property>
4. Savethe changes and restart the Hive Metastore service.
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Continue with declaring the Knox topologies.

Learn how to create the Knox topologies to define for Knox how to proxy regquests from external users.

Ensure that you have the following information before performing the steps:

 HMSHost and Ranger Host: To get the HMS Host and Ranger Admin Host, goto Data Lake Nodes, and copy
the FQDN of the Master node.
« Username of the user who will run the script to generate the CLIENT _ID and CLIENT_SECRET.

1. Goto Cloudera Manager Knox Configuration .
2. Select the Knox Gateway scope.

3. Search for and edit the Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-
resour ces.xml property, and add the following:

NAME:

provi der Conf i gs: cdp-shar e- access- provi ders

VALUE:

rol e=f eder ati on#f eder ati on. name=JWI'Pr ovi der #f eder at i on. enabl ed=t r ue#f ede
ration. param knox. t oken. exp. server - managed=t r ue#r ol e=i denti ty-asserti on#
i dentity-assertion. name=Def aul t #i dentity-assertion. enabl ed=true#i dentity-
assertion. param group. mappi ng. $PRI MARY GROUP=( not (nmenber usernane))

NANME:

cdp- shar e- access

VALUE:

provi der Conf i gRef =cdp- shar e- access- pr ovi der s#KNOXTOKEN: knox. t oken. tt | =36
000000#KNOXTOKEN: knox. t oken. exp. server - managed=t r ue#KNOXTOKEN: gat eway. kn
ox.token.limt.per.user=-1#HVS- APl : url =htt p://[***HV5- HOST***] : 8090

NANVE

provi der Confi gs: cdp- shar e- managenent - pr ovi der s

VALUE:

rol e=aut henti cati on#aut henti cati on. nanme=Shi r oPr ovi der #aut henti cati on

. param mai n. i nval i dRequest =or g. apache. shiro. web. filter.Inval i dRequest Fi

t er #aut henti cati on. param nai n. i nval i dRequest . bl ockBacksl ash=f al se#aut hen
tication.param nain.inval i dRequest. bl ockNonAsci i =f al se#aut henti cati on. pa
ram mai n. i nval i dRequest . bl ockSeni col on=f al se#aut henti cati on. param nai n. p
anmReal n¥or g. apache. knox. gat eway. shi r or eal m KnoxPanReal n¥#aut henti cati on. p
aram mai n. knoxAnonFi | t er =or g. apache. knox. gat eway. fil t er. AnonynousAut hFi

t er#aut henti cati on. param url s./knoxt oken/ api/v1/jwks.j son=knoxAnonFil ter
#aut henti cati on. param mai n. panReal m ser vi ce=l ogi n#aut henti cati on. param s
essi onTi neout =30#aut henti cati on. param url s. /**=aut hcBasi c#rol e=i dentity-
assertion#i dentity-assertion. name=HadoopG oupPr ovi der #i dentity-assertion
. par am hadoop. pr oxyuser . i nper sonat i on. enabl ed=t rue#i denti ty-asserti on. pa
ram hadoop. proxyuser . [ *** USER- WHO- RUNS- THE- SCRI PT] ***. user s=*#i denti t
y-assertion. param hadoop. proxyuser. [ *** USER- WHO- RUNS- THE- SCRI PT] ***. gr o
ups=*#i dentity-assertion. param hadoop. pr oxyuser . [ *** USER- WHO- RUNS- THE-
SCRI PT] *** . host s=*#i denti ty-asserti on. param CENTRAL GROUP_CONFI G_PREFI X=ga
teway. group. confi g. #r ol e=aut hori zat i on#aut hori zat i on. nane=XASecur ePDPKno
x#aut hori zat i on. enabl ed=f al se#r ol e=ha#ha. name=HaPr ovi der #ha. enabl ed=t r ue
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#ha. par am RANGER=enabl eSt i ckySessi on=f al se; noFal | back=f al se; enabl eLoadBa
| anci ng=t rue

Note: The default value of 36000000 of knox.token.ttl means a 10 hour period. Y ou can reduce this
Ij number to adjust the CLIENT_ID and CLIENT_SECRET lifetime.

E Note: If additional users need to run the script, the following section needs to be duplicated to add the
user.

#i dentity-assertion. param hadoop. proxyuser. [ *** USER- WHO- RUNS- THE-

SCRI PT] *** _user s=*#i dentity-assertion. param hadoop. pr oxyuser. [ *** USER-
WHO- RUNS- THE- SCRI PT] ***. gr oups=*#i denti ty- asserti on. param hadoop. pr oxyu
ser. [ *** USER- WHO- RUNS- THE- SCRI PT] ***. host s=*

NANME:

cdp- shar e- ranagenent

VALUE:

provi der Conf i gRef =cdp- shar e- nanagenent - pr ovi der s#RANGER: ur | =ht t
ps://[***RANGER- HOST* **] : 6182#KNOXTOKEN: knox. t oken. tt | =- 1#KNOXTOKEN: knox
. token. t ype=JWI#KNOXTOKEN: knox. t oken. t arget . url =cdp- pr oxy- t oken#KNOXTOKE
N: knox. t oken. audi ences=cdp- pr oxy-t oken#KNOXTOKEN: knox. t oken. cl i ent . dat a=
honepage_ur | =honepage/ hone?pr of i | e=t oken&anp; t opol ogi es=cdp- pr oxy-t oken#
KNOXTOKEN: knox. t oken. exp. t okengen. al | owed. t ss. backends=JDBCTokenSt at eSer
vi ce, Al i asBasedTokenSt at eSer vi ce#KNOXTOKEN: knox. t oken. |'i f espan. i nput . ena
bl ed=t r ue#KNOXTOKEN: knox. t oken. user.limit. exceeded. acti on=RETURN_ERROR#K
NOXTOKEN: knox. t oken. exp. server - managed=t r ue

The relevant Knox topologies are created.
4. Click Save Changes.

Continue with configuring Knox.

Knox topologies

Learn how to configure Knox parameters to allow admin permissionsin Knox. Admin permission is required to
create the CLIENT_ID and CLIENT_SECRET.

The CLIENT_ID and CLIENT_SECRET isrequired for creating Data Shares to authorize your external clients.

« The Cloudera public cloud user must be configured as both Knox and Ranger Admin to perform the tasks required
to configure Knox parameters.

e Declare the Knox topologies.

1. Goto ClouderaManager Knox Instances Configuration Advanced Configuration Snippet (Safety Valve) for conf/
gateway-sitexml
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2. Add the gateway.knox.admin.users parameter.

K

Note:

3. Add the gateway.knox.admin.groups parameter.
4. Add the gateway.knox.token.limit.per.user parameter.

shareadmin2.

Users who run the knoxshare.py script, must be a part of the Knox admin users and groups configuration.
For example, gateway.knox.admin.users = shareadminl,

Note: Thevalue-1 means"unlimited”. For example, using gateway.knox.token.limit.per.user=2 alows
two Data Share users.

CLOUDZRA
Manager

|22 Chart

{6 Administration

L}
K knox  Actions~ Jun's, 3:16 PMUTC
Status Instances  Configuration ~ Commands  Charts Library  Quick Links ~
Q advanced @filters  Role Groups  History & Rollback
Filters Show All Descriptions
Auto Discovery - Advanced Configuration Knox Gateway Default Group )
~ SCOPE Monitoring Interval
10 second(s) v
. e gateway.cloudera manager.advanced.service discovery.c
knox (Service-Wide) 8 onfig.monitor.interval
Gateway 1 w®
Knox Gateway 19 gateway_auto_discovery_advanced_configuration_monito
Knox IDBroker 14 r_interval
« CATEGORY Knox Gateway JDBC Url Override knox (Service-Wide) [}
gateway.database.connection.url ( ‘
Main ! 4 knox_gateway_database.jdbe_url
Advanced 32
Database 0 System User knox (Service-Wide) ®
Logs 0 N .
Monitoring | o process_username Lnox ‘
Performance 0
Sorts and sses
System Group knox (Service-Wide) [}
Resource N agement
Security 98 process_groupname Knox ‘
Stacks Collection
sTATUS Knox Service Advanced Configuration Snippet  knox (Service-Wide)  Undo )
(afety Valve) for conf/gateway-site.xml View Editor
O Error 0 9 conf/gateway-site xml_service_safety_valve <proper Knox.admin Jprop
A Warning 0 <propert knox.admin,aroup: property>
& Edited 1 <propert . knox token limit per.user</name><value>-1</value></property>
% Non-Default 2
(D) Include Ovs 0 4
Knox Service Advanced Configuration Snippet  knox (Service-Wide) [}
(afety Valve) for ‘
Aanéllarharan Aush ta Tnsal rilan neanartin
1 Edited Value Reason for change: | Modified Knox Service Advanced Configuration Snippet (Safety Valve) for conf/gateway-site.xml ‘ Save Changes(cTRL+s)

Continue with configuring the Knox IDBroker.

Declaring Knox topologies

Learn how to configure the Knox IDBroker in Cloudera Manager.

P

The IDBroker must be made aware of available session policies. Configure these policies using the Cloudera Manager
such so that they survive restarts, upgrades, and other such events.

1. Goto ClouderaManager Knox Instances Configuration Knox IDBroker Advanced Configuration Snippet (Safety

Valve) for conf/cdp-resources.xml
2. Add aproperty named sessionPolicy Template:read-only with the following values:
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"Ver si on":

"2012-10-17",

"Statenent": |

"Sid": "AlowlistingODataLakeFol der",
"Effect": "Alow',
"Action": [
"s3: Get Accel er at eConfi guration”,
"s3: Get Anal yti csConfiguration",
"s3: Get Bucket Acl ",
"s3: Get Bucket CORS",
"s3: Get Bucket Locati on",
"s3: Get Bucket Loggi ng",
"s3: Get Bucket Noti fication",
"s3: Get Bucket Pol i cy",
"s3: Get Bucket Pol i cySt at us",
"s3: Get Bucket Publ i cAccessBl ock",
"s3: Get Bucket Request Paynent ",
"s3: Get Bucket Taggi ng",
"s3: Get Bucket Ver si oni ng",
"s3: Get Bucket Websi t e",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

]

CGet Encrypti onConfi guration",
Get | nvent or yConfi gurati on",
Cet Li f ecycl eConfi guration",

CGet Metri csConfi guration",
CGet Obj ect ™,

Cet Obj ect Acl

CGet Obj ect Taggi ng",

Get Obj ect Ver si on",

Cet Obj ect Ver si onAcl ",

CGet Obj ect Ver si onTaggi ng",

Get Repl i cati onConfi guration",
Li st Bucket ",

Li st Bucket Mul ti part Upl oads",
Li st Mul ti part Upl oadParts"

Resource”: "arn:aws:s3::: ${bucket }",

"Condition": {

"StringEqual s": {
"s3:prefix": |

"${prefix}",
"${prefix}/*"
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CLOUDZRA L3
Manager

K knox  actions - Jun'5, 4:44 PMUTC

Status  Instances  Configuration ~ Commands ~ Charts Library  Quick Links +

Q Knox IDBroker Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources. xml @filters  Role Groups  History & Rollback
Filters Show All Descriptions
Knox IDBroker Advanced Configuration Snippet  Knox IDBroker Default Group ' Undo o
 SCOPE (afety Valve) for conf/cdp-resources.xml View 2 XML
6 conf/edp-resources.xml_role_safety_valve Name [ sessionPolicyTemplateread-only ‘ e
i way
Knox IDBroker | Value [{ *Version”: 20121017, "Statement”:[ { "Sid" "AllowListingOfDataLakeFolder", ‘
~ CATEGORY Description [ Read Only ‘
Main
Advanced 1 O Final
Database

Monitoring

Performan TeToft

v STATUS

© Error

A Wamning 0
@ Edited 1
% Non-Default 1
0 Include Overrides

@ support

2 Edited Values Reason for change: ‘ Modified Knox Service Advanced Configuration Snippet (Safety Valve) for conf/gateway-site xml, Knox IDBroker Advanced Configuration Snippet (Safety Valve) ‘ Save Changes(CTRL+S)
4

3. Saveyour changes and restart the Hive Metastore service.

B Note:
If the IDBroker service indicates that it has stale a configuration, restart it.

Continue with creating a Data Share.

Learn how resource owners or Data Share administrators can share | ceberg tablesin Cloudera by registering external
clientsin Cloudera Cloud and configuring Ranger policies.

Resource owners or Data Share administrators who want to share their |ceberg tablesin Cloudera with external clients
must first register the client in the Cloudera on cloud environment. After that, the resource owner needs to configure
Ranger policiesto allow access for the external client.

Learn how to register external clientsin Clouderato provision aCLIENT _ID and CLIENT_SECRET.

Note: Userswho run the APIs, must be a part of the Knox admin users and groups configuration. For more
E information see Knox configuration in gateway-site.xml.

Ensure that you have the following information before performing the steps:
Share Admin user and password

Username and password of the Cloudera Administrator
Knox hostname
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Cloudera Runtime Creating a Data Share

To get the Knox hostname, go to Cloudera Manager Knox Instances, and copy the hostname for
the Knox Gateway role.

Data Lake name

Goto Management Console Environments <***YOUR_ENVIRONMENT NAME***> Data L ake
Details and copy and make a note of the Data L ake name.

1. Createthe CLIENT_ID and SECRET in Knox by running the following command:

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***] https://[***KNOX-
HOST- NAME* **] : 8443/ [ *** DATALAKE- NAME* **] / cdp- shar e- managenent / knoxt o
ken/ api / vl/t oken?doAs=ext er nal . user &oment =[ *** <ADDI TI ON | NFO>***] s&nd
_contact =<[***EMAI L_I D***] >&d_r ol e=<[***ROLE OF THE CLIENT***]> &nmd_ty
pe=[***CLIENT_ID***]" | jq -r ""CLIENT_ID: \(.token_id) SECRET: \(.pass
code) "’

e doAs=external.user - Set value to external .user

e comment - Additional comments on the CLIENT

* md_contact - Client contact metadata, for example, email_id
 md_role- <[***ROLE FOR THE CLIENT _|D***]>

e« md_type- Set valueto CLIENT_ID

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***] "https:// nmy-datal ake-
nane. int.cldr.work: 8443/ ny- dat al ake- nane/ cdp- shar e- managenent / knoxt oken/ ap
i /vl/token?doAs=ext ernal . user & oment =carri er s&d_cont act =cl i ent _nane@o
npanay. com&nd_r ol e=Uni t edAi rl i nesRol e&nd_type=[***CLIENT _ID***]" | jq -r
""CLIENT_ID: \(.token_id) SECRET: \(.passcode)"'
CLIENT_I D : 462babd3- f e5a- 4abf - 8b47-526897677ad5 SECRET: TkRZeVl t Rm aRE
10WrLVIWI TMDBZVOpt TFRoaUSEY3ROVEKY TORr MD5qYzNZV1EXQ paal VAWNpReFky WKRCohV
VEW MuVE4yY Tl MVGey WA FAE9XSXhZek EOT1RZMUIXT ma="

By Enterprise Data L akes, use the following command:

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***]] https://[***LOAD
BALANCER***] / [ *** DATALAKE- NAME* **] / cdp- shar e- managenent / knoxt oken/

api / vl/ t oken?doAs=ext er nal . user &oment =[ *** <ADDI TI ON | NFO>***] s&nd
_contact=[***EMAIL_I D***] &vd_rol e=[ ***ROLE OF THE CLIENT***] &nd_typ
e=[***CLIENT_ID***]" | jq -r ""CLIENT_ID: \(.token_id) SECRET: \(.pass
code) "'

curl -k -u [***CDP_ADM N _USER***] : [ *** PASSWORD***]: "htt ps:// nmy-1 oadbal ance
r-1745504451479- b5765eaee5b22d08. el b. us- west - 2. amazonaws. com dl danedi -
ggc9/ cdp- shar e- managenent / knoxt oken/ api / vl/ t oken?doAs=ext er nal . user&corrm
ent =carriers&rd_cont act =cl i ent _nanme@onpany. con&d_r ol e=Uni t edAi rl i nesRo

| e&md_type=[***CLIENT_ID***]" | jq -r ""CLIENT_ID: \(.token_id) SECRET:

\ (. passcode) "'

Note
E To verify if the CLIENT _ID (Token ID) is generated successfully, goto Cloudera Management Console
Environment Data L ake Token Integration Token Management .

2. Create a Ranger Group with Client ID as the name of that Group with the following command:

curl -k -u [***CDP_ADM N _USER***]:"[*** PASSWORD***] -H "Accept:
application/json" -H "Content-Type: application/json" -X POST "htt
ps:/ /[ *** RANGER- HOST- NAME* **] : 8443/ [ *** DATALAKE- NAME* * *] / cdp- shar e- manag
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Creating a Data Share

3.

enent/ranger/servicel/ xusers/groups/" -d '{"name": "[***CLIENT_IDt**]", "
description": "group representing a share for a CLIENT_ID'}'

curl -k -u [***CDP_ADM N USER***]:"[*** PASSWORD***] -H "Accept: applica
tion/json" -H "Content-Type: application/json" -X POST "https://ny-datal
ake.int.cldr.work: 8443/ my- dat al ake- nane/ cdp- shar e- managenent / r anger/ serv
i ce/ xusers/groups/" -d '{"nane": "462babd3-fe5a- 4abf-8b47-526897677ad5",
"description": "group representing a share for a CLIENT ID'}"

Note: Apache Ranger provides the following public API to create the Group. For more information, see
B the Apache Ranger APl documentation (POST / xuser s/ gr oups).

By Enterprise Data L akes, use the following command:

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***] -H "Accept:

application/json" -H "Content-Type: application/json" -X POST "htt
ps://[*** RANGER- HOST- NAVE* **] / [ *** DATALAKE- NAME* **] / cdp- shar e- nanagenent /
ranger/servi cel/ xusers/ groups/" -d '{"name": "[***CLIENT_ID***]", "descript
ion": "group representing a share for a CLIENT_ID'}'

curl -k -u [***CDP_ADM N _USER***]:[*** PASSWORD***] -H "Accept: application

/json" -H "Content-Type: application/json" -X POST "https://ny-gateway-h

ost nane. cl dr . wor k: 8443/ ny- dat al ake- nane/ cdp- shar e- nanagenent / r anger/ serv

i ce/ xusers/groups/" -d '{"nane": "462babd3-feb5a-4abf-8b47-526897677ad5",
"description": "group representing a share for a CLIENT ID'}'

Create a new Role and add the created Group to the Role in Ranger with the following command

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***] -H "Accept:
application/json" -H "Content-Type: application/json" -X POST "htt

ps: //[*** RANGER- HOST- NAME* * *] : 8443/ [ *** DATALAKE- NAME* **] / cdp- sha

r e- managenent / ranger/ servi ce/ public/v2/api/roles/" -d '{ "name":
"***%CLI ENT_ROLE***", "description": "***CLI ENT_ROLE DESCRI PTI ON¥*****"
"groups": [ { "nane": "***CLIENT_I D CREATED***", "isAdm n": false } ] }'

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***] -H "Accept: applica
tion/json" -H "Content-Type: application/json" -X POST "https://my-ranger-
host nane. i nt. cl dr. wor k: 8443/ ny- dat al ake- nane/ cdp- shar e- managenent/ ranger/s
ervice/public/v2/api/roles/" -d '{ "name": "Sal esDeptRol e", "description":

"Sal esRol e description”, "groups": [ { "nane": "462babd3-feba-4abf-8b47-5
26897677ad5", "isAdmn": false } ] }'

Note: Apache Ranger provides the following public API to create the a Role. For more information, see
B the Apache Ranger APl documentation (POST / r ol es/ r ol es).

By Enterprise Data L akes and, use the following command:

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***] -H "Accept:
application/json" -H "Content-Type: application/json" -X POST "htt

ps://[*** GATEWAY- HOST- NAME* **] / [ *** DATALAKE- NAME* **] / cdp- shar e- managenen

t/ranger/service/public/v2/api/roles/" -d '{ "nanme": "***CLI ENT_RCOLE***",
"description": "***CL|I ENT_ROLE DESCRI PTI ON***"  "groups": [ { "nane":
"***CLI ENT_I D CREATED***", "isAdnmin": false } ] }'

curl -k -u [***CDP_ADM N _USER***]:[*** PASSWORD***] -H "Accept: application
/json" -H "Content-Type: application/json" -X POST "https://ny-gateway-h
ostname. i nt. cl dr.wor k: 8443/ ny- dat al ake- nane/ cdp- shar e- nanagenent / r anger/
servicel/public/v2/api/roles/" -d '{ "nane": "TestRolel", "description":
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"Test Rol el description”, "groups": [ { "nanme": "test-groupl", "isAdnin":
false } ] }'

Users/Groups/Role Last Response Time
sers/Groups/Roles 06/19/2025 01:43:48 PM

Q  Search for your roles... Add New Role “

(m] Role Name Users Groups Roles

Note:

The provisioned CLIENT _ID and CLIENT_SECRET are used by the external client to get authenticated
into Cloudera as part of an OAuth client credentials flow.

4. Add the Group to an existing Role with the following commands:

* Get the Roleld for the RoleName from Ranger Admin via API:

curl -k -u [***CDP_ADM N_USER***]:"[*** PASSWORD***] -H "Accept: app
lication/json" -H "Content-Type: application/json" -X GET "https

21/ [ *** RANGER- HOST- NAVE* ** ] : 8443/ [ *** DATALAKE- NAME* **] / cdp- shar e- nanag
enent/ranger/ servicel/ public/v2/ api/rol es/ nane/ <name>"| jq -r '"Roleld: \

(.id)"
* Add the Group to the Role using Roleld

curl -k -u [***CDP_ADM N _USER***]:"[*** PASSWORD***] -H "Accept: app

lication/json" -H "Content-Type: application/json" -X PUT "https

2/ *** RANGER- HOST- NAMVE* * *] : 8443/ [ *** DATALAKE- NAME* **] / cdp- share-m

anagenent / ranger/ servi ce/ public/v2/ api/rol es/<Roleld>" -d '{ "name":
"**%CL| ENT_ROLE***", "description": "***CLI ENT_ROLE DESCRI PTI ON¥**" "

groups": [ { "name": "***CLIENT_|I D CREATED***", "isAdm n": false } ] }'

The registration process resultsin provisioning a CLIENT _ID and CLIENT_SECRET followed by creating Ranger
ROLE and adding CLIENT _ID as a Group to the ROLE and then maintaining policy for the ROLE to create the data
share.

Learn how to provide authentication capabilities to your external users. Manage and govern your Ranger policies.

The Ranger Administrator must maintain policies for the set of databases and tables for the Ranger role and group.
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- Last Response Time
DGRy 06/19/2025 01:50:50 PM

Service Manager > Hadoop SQL Policies > Edit Policy [

Policy Details :
policy Type () ©® Add Validity Period
Poiicy D+
Policy Name*  datasharel ° Enztied ) @  Nomal
Policy Label  Select
Hive Database CiodEn & [ incude @)
" [ incude @)
Hive Table employees X departments X deptemp X ftes X )
‘ [ _incude @)
Hive Column M
Descripti

Audit Logging' @B

In the Allow Conditions, a“ SELECT” permission has to be maintained for the Databases or Tables to provide a
READ-only access.

Allow Conditions:

Select Roles Select Groups. Select Users Permissions Delegate Admin

Select Select [m] n
4

SalesDeptRole X

Create a Data Share policy in Ranger for the previously created Role with the following command

curl -k -u [***CDP_ADM N USER***] : [ *** PASSWORD***] -H "Accept: application/
json" -H "Content-Type: application/json" -X POST "https://[*** RANGER- HOST-
NAME* **] : 8443/ [ *** DATALAKE- NAVE* **] / cdp- shar e- managenent / r anger/ ser vi ce/ pub

lic/v2/api/policy/" -d '{"service":"hive_service_nanme", "policyType": O,
"name": "lceberg Table Policy", "description": "Policy for SELECT access t
0 an CLIENT ID", "isEnabled": true, "resources": { "database": { "val ues":
"[***DATABASE_NAME***]" }, "table": { "values": "[***TABLE_NAME***]" } ,"co
[um": { "values": ["*"] } } , "policyltens": [ { "accesses": [ { "type": "s
elect" } ], "users": [], "groups":[], "roles": "[***CLIENT_RCLE***]", "cond
itions": [] } 1 }'

Note: For more information on creating Ranger policies, see the Apache Ranger API documentation (POST
E [ public/v2/api/policy).

curl -k -u [***CDP_ADM N _USER***] :[*** PASSWORD***] -H "Accept: application/
json" -H "Content-Type: application/json" -X POST "https://dl danew vxtt 5w
mast er 0. dl danew. svbr-nqvp.int. cl dr.work: 8443/ dl danew vxt t 5w cdp- shar e- nranage
ment / ranger/ servi ce/ public/v2/api/policy/" -d '{"service":"cmhive", "policy
Type": 0, "nane": "Hive Table Policy", "description": "Policy for SELECT acc
ess to an exteral user", "isEnabled": true, "resources": { "database": { "va
lues": ["enp_data"] }, "table": { "values": ["enployees"] } ,"colum": { "va
lues": ["*"] } } , "policyltems": [ { "accesses": [ { "type": "select" } ],
"users": [], "groups":[], "roles": ["testrolel3"], "conditions": [] } ] }'
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Ranger Policies Overview

If your environment contains a custom set of trusted certificate authorities, you need to import the Cloudera certificate
to your environment and apply it to the node where Spark is running.

1. Run the following command to export a certificate from the Cloudera environment:

openssl s _client -showcerts -connect [***CDP-PUBLI C- CLOUD- HOSTNAMVE***] : 443
</dev/null 2>/dev/null | openssl x509 -outform PEM > share. pem

2. Convert the created share.pem file to share.cert by running the following command:

openssl x509 -outformder -in share.pem-out share.cert

3. Import the certificate into the Java Virtual Machine (JVM) of the Spark cluster.

keytool -inportcert -alias cdpcert -keystore /usr/lib/jvmjava-11-openjdk-
anmd64/|i b/ security/cacerts -file ${CERT_HOVE}/share.cert -storepass change
it -nopronpt

Note: The JAVA path, /usr/lib/jvm/java-11-openjdk-arm64/lib/security/cacertsis different for ARM-
based machines.

To use the Iceberg datain Cloudera, you must employ the REST client to perform specific operations.

The REST APIs from the specification defined by Apache Iceberg are available in the REST Catalog open API
specification. Cloudera currently supports the REST APIsthat allow read operations on I ceberg tables:

Note: The{ prefi x} partisoptional. It can be replaced by a prefix to differentiate between API
environments or instances. For more information, see the Iceberg REST Catalog Open API specification.

Retrieving the access token works the same for all supported endpoints:

[ ***MY- TOKEN- NAME***] =$(curl -k -X POST -H "Content-Type: applic

ation/ x-ww-formurl encoded” -d "client_id=[***CLI ENT | D***] &cl i

ent _secret=[***CLI ENT SECRET***] &grant type=client credential s" "htt
ps://[***DATALAKE- LOADBALANCER* **] / [ *** DATALAKE- NAME* **] / cdp- shar e- access/ hm
s-api/icecli/vl/oauth/tokens" | jq -r '.access_token')

Using the endpoints must be always preceded by retrieving the access token.
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List all namespaces at a certain level, optionally starting from a given parent namespace.

curl -ivk -X CET -H "Content-Type: application/x-ww-formurlencoded"

H "Aut hori zati on: Bearer $[***My- TOKEN- NAME***]" https://[***DATALAKE-
LOADBALANCER* **] / [ *** DATALAKE- NAME***] / cdp- shar e- access/ hns-api /i cecli/v1l/
nanespaces

Note: The[*** DATALAKE-LOADBALANCER***] DNS can be found via Cloudera Management Console
E in the L oad Balancer s section.

x
Environments ~ dc-datasharing ' Data Lake ' Load Balancers
NAME CREDENTIAL REGION AVAILABILITY ZONE
de-datasharing eng-sdx-longrunning-v2 us-west-2 us-west-2c
@ Services
) Atlas B cmul @ Ranger Token Integration
W Cloudera Manager Info
CM URL CM VERSION RUNTIME VERSION LOGS

https://dc-datasharing-gateway.dc-datas.svbr-nqvp.int.cldr.work/dc-datasharing/cdp- 7.13.2.0-65959242 7.3.2-1.cdh7.3.2.p0.65742253 Command logs, Service logs
proxy/cmf/home/

Event History Load Balancers
Upgrade
Private
Endpoints (4)
Resource D v Cloud DNS
Security
. araws:elasticloadbalancing:us-west-2:146617852659:loadbalancer/net/dcdat-LBInternal- dedat-LBInternal 9.elb.us-west-
Tags (15) ' 5 amazonavwoco .
Nodes
Network
Load Balancers
Telemetry
Repository Details
Image Details
Recipes (0)
Cloud Storage

Database
Example:

My-t oken- name=$(curl -k -X POST -H "Content-Type: application/x-wwformur

| encoded” -d "client _id=b9efc3dd-3695-4867-9e4c-523389c8a78bé&client _secret=W
WosbFpt TXpaR1LFOTXpZNU5TVDBPRFkz TFRs bESHTXROVE! 6 TXpnNVI 6aCGhCemrhpg pNRG 5Tnpne
E1HUXRZak 00 TnkwMFpg TXhMWCGcz TTIZdFpt TXhOekl 6 TnpVNFI gazl =&gr ant _t ype=cl i ent _cr

edential s" "https://apr24-LBlnternal -1745472822408- f ddbd702bf adbe45. el b. us-w
est - 2. amazonaws. cont apr 24- env2-dl / cdp- shar e- access/ hns-api /i cecli/vl/ oauth/t

okens" | jgq -r '.access_token')

curl -ivk -X GET -H "Content-Type: application/x-ww-formurl encoded" -H "
Aut hori zati on: Bearer $M/-token-name" https://apr24-LB-ny-datal ake- | oad- bal a
ncer. el b. us-west - 2. amazonaws. coni ny- dat al ake- nane/ cdp- shar e- access/ hns- api /i
cecli/vl/ nanespaces

List al table identifiers under the specified namespace.

curl -ivk -X CET -H "Content-Type: application/x-ww-formurlencoded"
H "Aut hori zati on: Bearer $[***My- TOKEN- NAME***]" https://[*** DATALAKE-
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LOADBALANCER* **] / [ *** DATALAKE- NAME* * *] / cdp- shar e- access/ hns-api /i cecli/v1l/
nanespaces/ <nanespace>/t abl es

Example:

My- t oken- name=$(curl -k -X POST -H "Content-Type: application/x-wwformur
| encoded"” -d "client_id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client _secret =W
WosbFpt TXpaR1FOTXpZNU5TVDBPRFkz TFRs bESHTXROVE! 6 TXpnNVI 6aCGhCemhpQ pNRG 5Tnpne
E1HUXRZak 00 Tk wMFpqTXhM/Gecz TTI ZdFpt TXhCekl 6 TnpVNFI gqazl =&gr ant _t ype=cl i ent _cr
edential s" "https://apr24-LB-ny-datal ake-| oad- bal ancer. el b. us- west - 2. amazona
ws. conl ny- dat al ake- nane/ cdp- shar e- access/ hns-api /i cecli/vl/ oauth/tokens" |
jgq -r '.access_token')

curl -ivk -X CGET -H "Content-Type: application/x-ww-formurlencoded" -H "Au
thorization: Bearer $M-token-nanme" https://apr24-LB-ny-datal ake-| oad- bal anc
er. el b. us-west - 2. amazonaws. com ny- dat al ake- nane/ cdp- shar e- access/ hns-api /i ce
cli/vl/ nanespaces/ hive rest _airline_orc/tables

Load atable from the catal og.

curl -ivk -X CGET -H "Content-Type: application/x-ww-fornmurlencoded"

H "Aut horization: Bearer $[***My- TOKEN- NAME***]" https://[*** DATALAKE-
LOADBALANCER* **] / [ *** DATALAKE- NAME* **] / cdp- shar e- access/ hns-api /i cecli/v1l/
nanespaces/ <nanmespace>/t abl es/ i ceber gt abl e

Example:

M-t oken- name=$(curl -k -X POST -H "Content-Type: application/x-wweformur
| encoded” -d "client_id=b9efc3dd-3695-4867-9e4c-523389c8a78bé&client_secret=W
WosbFpt TXpaR1LFOTXpZNU5TVDBPRFkz TFRs bESHTXROVE! 6 TXpnNVI 6aCGhCemhpg pNRG 5Tnpne
E1HUXRZak 00 TnkwMFpg TXhMWCGcz TTIZdFpt TXhOekl 6 TnpVNFI gazl =&gr ant _t ype=cl i ent _cr
edential s" "https://apr24-LB-ny-datal ake-| oad- bal ancer. el b. us-west - 2. amazona
ws. com ny- dat al ake- nane/ cdp- shar e- access/ hns-api /i cecli/vl/ oauth/tokens" |
jgq -r '.access_token')

curl -ivk -X GET -H "Content-Type: application/x-ww-formurlencoded" -H "Au
thorization: Bearer $M-token-nanme" https://apr24-ny-datal ake-1 oad- bal ancer.
el b. us-west - 2. amazonaws. cont ny- dat al ake- nane/ cdp- shar e- access/ hns-api /i cecl i
/vl/ namespaces/ hive rest _airline_orc/tabl es/airport_iceberg external

Sample Spark workload to access data
REST Catalog API calls throughput
Iceberg REST Catalog APl specification
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