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Replication Manager is aservice in Cloudera on cloud. Y ou can create replication policies in Replication Manager
to copy or migrate HDFS, Hive external tables, and HBase data between on-premises clusters (CDH, Cloudera Base
on premises, or HDP) and Cloudera on cloud(Amazon S3 and Microsoft Azure ADLS Gen2 (ABFS)). Replicating
Hive managed tables using Replication Manager from HDP clusters to Cloudera on cloud is a beta feature and is not
available for general use.

Important: Before you create replication policies, see Support matrix for Replication Manager on Cloudera

& on cloud to verify whether your clusters are supported by Replication Manager. Ensure that the target
cluster’s and source cluster's Cloudera on cloud and Cloudera Manager versions are the same, or the target
cluster’sversion is higher than the source cluster’ s version.

Before you create areplication policy, you must verify whether the clusters are supported, register the on-premises
clusters (CDH or Cloudera Base on premises) as classic clustersin Cloudera Management Console, register the cloud
credentials in Replication Manager, and verify whether the minimum port configuration is configured.

After you create areplication policy, you can perform various actions on the replication policy. Y ou can monitor the
replication jobs, view job history, and perform actions on the replication job.

Introduction to Cloudera Replication Manager

Support matrix for Cloudera Replication Manager

Using HDFS replication policy

Using Hive replication policy

Using HBase replication policy

Troubleshooting replication policies in Cloudera Replication Manager
CDP CLI for Replication Manager

Y ou can use Replication Manager or other alternate replication methods to replicate HDFS, Hive external tables, and
HBase data between on-premises clusters (CDH clusters, Cloudera Base on premises clusters, HDP clusters) and
Cloudera on cloud (Amazon S3 (AWS), Microsoft Azure ADLS Gen2 (ABFS), and Google Cloud Platform (GCP))
clusters. Replication Manager from HDP clusters to Cloudera on cloud Azureis a beta feature and is not available for
general use.

Note: Before you create replication policies, you must verify whether the on-premises cluster versions are

B supported by Replication Manager, register the on-premises clusters as Classic Clustersin the Cloudera
Management Console, register the cloud account credentialsin the Replication Manager service, verify
cluster access, and configure minimum ports for replication.

Ensure that the target cluster’s and source cluster's Cloudera on cloud and Cloudera Manager versions are the
same, or the target cluster’ s version is higher than the source cluster’s version.

See the other sections in this topic for the lowest supported cluster and runtime versions:

* Replication policies and features.
* ClouderaBase on premises and Cloudera on cloud source clusters that Replication Manager supports.
e CDH and HDP source clusters that Replication Manager supports.

Introduction to Cloudera Replication Manager
Cloudera Operational Database data replication



https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-product-compatibility-matrix.html
https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-product-compatibility-matrix.html
https://docs.cloudera.com/replication-manager/cloud/core-concepts/topics/rm-pc-overview.html
https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-product-compatibility-matrix.html
https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-on-premise-to-amazon-s3-replication-in-hdfs.html
https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-on-premise-to-cloud-in-hive.html
https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-pc-hbase-replication-policy.html
https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-pc-troubleshoot-policy.html
https://docs.cloudera.com/replication-manager/cloud/reference/topics/rm-pc-cdpcli-overview.html
https://docs.cloudera.com/replication-manager/cloud/core-concepts/topics/rm-pc-overview.html
https://docs.cloudera.com/operational-database/cloud/data-replication/topics/cod-data-replication.html

Cloudera Replication Manager Cloudera Replication Manager

List of features supported by Cloudera Replication Manager

Replication Manager provides replication policies that you can create, edit, and manage to accomplish your data
replication goals. Y ou can use other aternate replication methods for scenarios that Replication Manager does
not support. Certain features in Cloudera Replication Manager are available only if the source and target clusters
Cloudera Manager versions support the feature. Verify whether your source and target cluster's Cloudera Manager
version support the required feature.

Supported replication policies
Y ou can use the following replication policies in Cloudera Replication Manager:
» HDFSreplication policies
* Hivereplication policies
* HBasereplication policies
HDFSreplication policies
Replicate HDFS data and metadata from:

» on-premises clusters (CDH, Cloudera Base on premises, and HDP) to cloud storage.
» cloud storage to Classic Clusters (CDH or Cloudera Base on premises clusters).

Y ou can choose the frequency during policy creation to replicate the data.
Hivereplication policies
Support table-level replication, and can replicate Hive external tables from on-premises clusters

(CDH and Cloudera Base on premises) to cloud storage and to Data Hubs. The replication policies
can also:

» replicate data stored in Hive tables, Hive metadata, datain Hive metastore, and Impala metadata
(catalog server metadata) associated with Impala tables registered in the Hive metastore, and

E Note: Hive2 managed tables are converted to external tables after replication.

e migrate Sentry permissions to Ranger.
Note: To perform the Sentry policy replication, you must be running the Sentry
service on CDH 5.12 or higher, or any CDH 6.x version.
Y ou can choose the frequency during policy creation to replicate the data.
HBase replication policies
Replicate HBase data from a source classic cluster (CDH or Cloudera Base on premises cluster),

COD, or Data Hub to atarget Data Hub or COD cluster. Y ou can aso copy or replicate HBase data
between different environments within aVirtual Private Cloud (VPC) using these policies.

Table 1: Lowest supported cluster and runtime versions for HBase replication

policies
Source Cluster | Lowest L owest Target Cluster | Lowest L owest
Type Supported Supported Type Supported Supported
Source CDH/ Source Target Target
Cloudera Cloudera Cloudera Cloudera
Version Manager Version Manager
Version Version
CDH 5.16.2 744 COD (AWS) 7.2.14
(patch-5017)
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Source Cluster | Lowest L owest Target Cluster | Lowest L owest
Type Supported Supported Type Supported Supported
Source CDH/ Source Target Target
Cloudera Cloudera Cloudera Cloudera
Version Manager Version Manager
Version Version
CDH 5.16.2 e 761 COD (Azure) 7.214 -
(patch-5610)
e 76.7CHF1
and higher
CDH 6.3.3 731 DataHub in 7.2.14 7.6.0
Clouderaon
cloud AWS/
Azure
ClouderaBase | 7.1.6* 731 DataHubin 7214 7.6.0
on premises Clouderaon
cloud AWSY
Azure
ClouderaBase | 7.1.9 SP1 7.11.3 CHF7 GCP 72161 -
on premises
COD (AWS/ 7.2.14 - COD (AWS/ 7.2.14 -
Azure) Azure)
COD (GCP) 7.2.16.1** - COD (GCP) 7.2.16.1** -
COD (GCP) 7.2.16.500 - COD (GCP) 7.2.16.500 -
7.2.17.300 7.2.17.300
7.2.18.0 7.2.18.0

*Cloudera Base on premises 7.1.6 and higher clusters must be Kerberos enabled to use them as source classic
clustersin an HBase replication policy.

**Y ou must add key-value pairs to register a Google account to use in Replication Manager. For more information
about the key-value pairs, see Preparing to create an HBase replication policy.

Important:
& ¢ You can replicate HBase datain SFT-enabled clustersfor target clusters with version Clouderaon
cloud 7.2.16 or higher using HBase replication policies.

¢ You can replicate Phoenix tables from CDH 5.16.2 and higher using Cloudera Manager 7.4.4 and
higher to COD using HBase replication policies.

¢ You cannot create HBase replication policiesif the target Clouderaversionis7.2.16, 7.2.16.1,
7.2.16.2,7.2.16.3, or 7.2.16.200, the source Cloudera Manager version is 7.7.3 or lower, and the
source Cloudera Manager API version isv50 or higher.

Q Tip: The endpoint http:/[*** CM HOST***]:[*** CM PORT***]/api/version shows the

API version of the Cloudera Manager.
« HBasereplication policies do not support source or destination Cloudera on cloud clusters created
using the Micro Duty template.

HBase replication policies replicate all the data from the specified tables and then continue to
replicate the changed data automatically without user intervention.

E Note: Alternate replication methods:
¢ Usethereplication plugin for HBase data. For more information, see COD replication in a Nutshell,
Cloudera replication plugin, and HBase data replication.
e Contact Cloudera Support for Hive external tables.

Supported features

The following table lists the features and the lowest supported Cloudera Manager versions that are required for source
clusters and target clusters to use the features:
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L owest supported source Cloudera

L owest supported target Cloudera Manager
version

i

Register the GCP credentials to use
in Replication Manager on the Cloud
Credentials page.

Manager version

e 7.9.0-h7 and higher
e 7.11.0-h3 and higher
e 7.12.0.0 and higher

Supports al Cloudera on cloud Cloudera
Manager versions.

Replicate HBase data simultaneously between
multiple clusters*.

e 7.9.0-h7 and higher
e 7.11.0-h2 and higher
e 7.12.0.0 and higher

e 7.9.0-h7 and higher
e 7.11.0-h2 and higher
e 7.12.0.0 and higher

Replicate only those HBase tables where the
replication scopeis aready enabled using the
Select Source Replicate only tables where
replication is already enabled * option during
the HBase replication policy creation process.

Supports al Cloudera on cloud Cloudera
Manager versions.

e 7.9.0-h7 and higher
e 7.11.0-h3 and higher
e 7.12.0.0 and higher

Specify the network load balancer (NLB)
Endpoint after you enable the Select
Destination Replicate via a Network

Load Balancer* option during the HBase
replication policy creation process if the on-
premises cluster uses NLB to communicate
with the COD clusters.

CDH 5.16.2

7.12.0.100

Specify the YARN queue bandwidth using the
Initial Snapshot Settings Maximum Bandwidth
* option during the HBase replication policy
creation process to export the HBase initial
snapshot.

e 7.9.0-h7 and higher
e 7.11.0-h3 and higher
e 7.12.0.0 and higher

e 7.9.0-h7 and higher
e 7.11.0-h3 and higher
e 7.12.0.0 and higher

Enter Initial Snapshot Settings Maximum
parallel snapshots* to specify the maximum
number of tablesto processin parallel during
theinitia snapshot export and import step for
an HBase replication policy.

If you do not enter any value, Replication
Manager chooses an appropriate value,
depending on the resources in the source and
target cluster, to optimize the performance.

Supports al Cloudera on cloud Cloudera
Manager versions.

e 7.9.0-h7 and higher
e 7.11.0-h3 and higher
e 7.12.0.0 and higher

* field during the HBase replication policy
creation process to specify the username to
export the initial snapshot to the target.

Add IDBroker credentials* to usein 7.11.3 CHF7 7.11.3 CHF7
Replication Manager on the Cloud

Credentials page.

Enter the Select Source Export snapshot user | 7.11.3 CHF7 7.11.3 CHF7

*To enable this feature, contact your Cloudera Account team.

Related Information

Introduction to Cloudera Replication Manager

HDFS replication policy

Using HDFS replication policy
Hive replication policy

Using Hive replication policy
HBase replication policy

Using HBase replication policy
Working with cloud credentials
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Replicate data from Cloudera Base on premises and Cloudera on cloud source clusters

Replication Manager replicates HDFS (Cloudera Base on premises source clusters and Cloudera on cloud storage on
AWS and Azure), Hive external tables (Cloudera Base on premises source clusters), and HBase (Cloudera Base on
premises source clusters) datato Cloudera on cloud (Amazon S3 and Microsoft Azure ADLS Gen2 (ABFS)) clusters.
Y ou can use the replication plugin as an alternate replication method to replicate HBase data for scenarios that are not
supported by Replication Manager.

The following tables list the lowest source and destination cluster versions, lowest Cloudera Manager versions,
supported cloud providers, and supported scenarios:

Cloudera Replication Manager

Replicate data from Cloudera Base on premises source clusters

Sour ce cluster L owest supported L owest supported Cloud provider Supported services | Servicesthat require
source Cloudera source Cloudera on Replication alternate replication
Manager version Runtime version Manager methods
Cloudera Base on 711 711 Cloudera on cloud HDFS HBase
premises AWS/Azure To replicate HBase
Cloudera Base on 711 7.11 DataLakein Hive external tables | data, see COD
premises Cloudera on cloud replicationina
AWS/Azure Nutshell and HBase
datareplication.
Cloudera Base on 7.9.0 711 DataHub in Cloudera | Hive external tables | None
premises on cloud AWS/Azure
Cloudera Base on 731 7.16 DataHub in Cloudera | HBase None
premises on cloudAWS/Azure
Cloudera Base on 7.11.3 CHF7 7.1.9SP1 Cloudera on cloud HDFS, Hive external | None
premises GCP tables, HBase

E Note: Replication Manager converts Hive2 managed tables to external tables after replication.

Replicate data from Cloudera on cloud source clusters

Consider the following limitations while using Cloudera on cloud source and Cloudera on cloud target clusters:

» Replication across cross-cloud providers, that isfrom AWS to Azure and vice-versais not supported.
» The source and target clusters must use the same account.

Table 2:

Servicesthat require alternate
replication methods

Sour ce cluster L owest supported destination Supported serviceson
cluster version Replication M anager

Clouderaon cloud AWS* / Azure | CDH 5.x Not applicable HBase
CDH 6.x To replicate HBase data, see
COD replication in a Nutshell and
HDP2.x HBase datareplication.
HDP 3.x
Cloudera on cloud AWS* CDH 5.9.0 and higher HDFS None
Cloudera Base on premises 7.1.7
SP1 and higher
Cloudera on cloud Azure CDH 6.1.0 and higher HDFS None
Cloudera Base on premises 7.1.7
SP1 and higher
Clouderaon cloud GCP 7.2.18 Cloudera Base on premises 7.1.9 | HDFS None
and higher SP1 and higher
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Sour ce cluster L owest supported destination Supported serviceson Servicesthat require alternate
cluster version Replication Manager replication methods

COD version 7.2.14 and higher - | AWS HBase None
Clouderaon cloud AWS

COD version 7.2.14 and higher - | Azure HBase None
Clouderaon cloud Azure

COD version 7.2.16.1 and higher - | GCP HBase None
Cloudera on cloud GCP

*Replication Manager does not support S3 as a source or destination when S3 is configured to use SSE-KMS.

Replicate data from CDH and HDP source clusters

Replication Manager replicates HDFS data (CDH source clusters and HDP source clusters), Hive external tables
(CDH source clusters), and HBase data (CDH 6 source clusters) to Cloudera on cloud (Amazon S3 and Microsoft
Azure ADLS Gen2 (ABFYS)) clusters. Replication Manager from HDP clusters to Cloudera on cloud Azure is a beta
feature and is not available for general use. Y ou can use alternate methods to replicate Hive external tables and HBase
data for scenarios that are not supported by Replication Manager.

Thefollowing tables list the lowest CDH and HDP source cluster versions, lowest Cloudera Manager versions,
supported cloud providers, and supported scenarios:

Table 3: Replicate data from CDH 5 source clusters

Sour ce cluster

L owest supported

source Cloudera
Runtime version

L owest supported
sour ce Cloudera
Manager version

Cloud provider

Supported services
on Replication
Manager

Servicesthat require
alternate replication
methods

CDH5 5.10 6.3.0 Cloud storagein HDFS HBase
ilvc\)ltg:iera on cloud To replicate HBase
data, see COD
CDH 5 5.10 6.3.0 DataLakein .« Sentryto replicationina
Cloudera.on cloud Ranger* Nutshell, Migrating
AWS * Hiveexternal HBase data,
tabl and HBase data
&s replication.
CDH 5 5.10 6.34 Cloud storagein HDFS
Cloudera on cloud
Azure
CDH5 5.10 6.34 DatalLakein «  Sentry to
Cloudera on cloud Ranger*
Azure +  Hiveexternal
tables
CDH 5 5.10 7.9.0 DataHub in Cloudera | Hive external tables | None
on cloud AWS/Azure
*To perform the Sentry policy replication, you must be running the Sentry service on CDH 5.12 or higher, or any CDH 6.x version.
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Table 4: Replicate data from CDH 6 source clusters

Sour ce cluster L owest supported L owest supported Cloud provider Supported services | Servicesthat require
source Cloudera source Cloudera on Replication alternate replication
Runtime version Manager version Manager methods
CDH 6 6.1 6.3.0 Cloud storagein HDFS HBase
gl\fvusdera on cloud To replicate HBase
data, see COD
CDH®6 6.1 6.3.0 DataLakein . Sentryto replicationina
Cloudera on cloud Ranger* Nutshell, Migrating
AWS . Hi ternal HBase data,
tall;e extern and HBase data
& replication.
CDH 6 6.1 711/634 Cloud storage in HDFS
Cloudera on cloud
Azure
CDH 6 6.1 7.11/6.34 DatalLakein .« Sentryto
Cloudera on cloud Ranger*
Azure +  Hiveexternal
tables
CDH 6 6.1 7.9.0 DataHubin Cloudera | «  Sentry to
on cloud AWS/Azure Ranger*
e Hiveexterna
tables
CDH 6 6.3.3 731 DataHub in Cloudera | HBase None
on cloud AWS/Azure
*To perform the Sentry policy replication, you must be running the Sentry service on CDH 5.12 or higher, or any CDH 6.x version.

Note: Replication from HDP clusters to Cloudera on cloud clustersis atechnical preview feature and is not
available for general use. Before you replicate data from HDP, contact your Cloudera account team.

Table 5: Replicate data from HDP 2 and HDP 3 source clusters

L owest supported source HDP Supported serviceson
version Replication Manager

Cloud provider
AWS

Servicesthat reguire alternate
replication methods

HDP 2.6.5% HDFS « HBase
To replicate HBase data, see
COD replication in a Nutshell
and HBase data replication.
e Hiveexternal tables
For more information, contact
Cloudera Support.
HDP 2.6.5 Azure HDFS HBase
To replicate HBase data, see
COD replication in a Nutshell and
HBase data replication.
HDP3.1.1* AWS HDFS « HBase
Azure To replicate HBase data, see

COD replication in a Nutshell
and HBase data replication.

¢ Hiveexterna tables

For more information, contact
Cloudera Support.

*No alternate replication methods are available for HDFS, Ranger, and Atlas replication.
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The Cloud Credentials page shows the registered cloud credentials for Replication Manager. To replicate datato a
storage cloud account, you must register the cloud credentials, so that the Replication Manager can access your cloud
account. The supported cloud storage accounts are Amazon S3 and Azure Blob Filesystem (ABFS). On the Cloud
Credentials page, you can add, update, or delete cloud credentials. Before you register an Amazon S3 cloud account,
ensure the cloud bucket regquirements are met. Before you add Azure Cloud Credentials in Cloudera Manager, ensure
the Blob container requirements are met.

Y ou can perform the following tasks on the Cloud Credentials page to manage cloud credentials:

Y ou can add cloud credentials for your S3 or ABFS account. For information about adding cloud credentials, see
Working with Cloud Credentials.

Note: Unregistered credentials can impact the replication process. Credential s associated with a cluster node
Ij that do not have updated credentials are called unregistered credentials. For example, if anode is down when
the credentials are changed on a bucket or when the node is brought up that has the old credentials.

Y ou can update the cloud credentials based on various factors. When the bucket configuration such as secret or access
keys, bucket name or endpoint, and encryption type is changed, it can affect the Replication Manager replication
policy run and might require an update to the Replication Manager cloud credentials.

Credential changes are picked up by the next run of the policy. When you change the credentials, the in-progress
policy runs might fail but the succeeding runs pick up the changes.

To update a cloud credential, click Actions Update option.

Y ou can delete unwanted credentials from the Replication Manager. When you delete cloud credentias, the
replication policies that use the deleted cloud credentials might fail. To avoid failures, del ete the Replication Manager
cloud policies associated with the deleted credentials and recreate the policies with the new credentials. Y ou can view
alist of policies associated with specific credentials on the Cloud Credentials page.

To delete a cloud credential, click Actions Delete option.

Y ou must have valid Amazon S3 credential s to register the cloud account with Cloudera Replication Manager.

Consider the following requirements before you register an Amazon S3 cloud account in Replication Manager:

* You need acloud bucket with user credentials that you can enter in Replication Manager, so Replication Manager
can access the bucket.
« The bucket has to have enough space for the replicated data, and write permissions to copy the data.

» The bucket needs to support cloud storage encryption types supported by Replication Manager (SSE-S3 & SSE-
KMS).

When you add cloud credentials for your Amazon S3 account, you can choose one of the following authentication
methods:

» Access secret key. To use this authentication type, you require an AWS Access Key and an AWS Secret key
that you obtain from Amazon. Cloudera Manager stores these values securely and does not store them in world-
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readable locations. The credentials are masked and encrypted in the configurations passed to processes managed
by Cloudera Manager, and redacted from the logs.

e |AM role. Amazon Identity and Access Management (IAM) can be used to create users, groups, and roles for
use with Amazon Web Services, such as EC2 and Amazon S3. IAM role-based access provides the same level of
access to all clients that use the role.

A

Important: |AM role conditions
Y ou can choose the |AM role authentication type only when the following conditions are met:

e The source cluster is hosted on an AWS EC2 infrastructure.
¢ The source cluster Cloudera Manager and all the nodes in the cluster are running on an EC2 instance.
* The source cluster Cloudera Manager has the same |AM role.

For information about configuring AWS credential's, see Introduction to role based provisioning credential
in AWS,

1. Gotothe Replication Manager Cloud Credentials page, and click Add.
2. Inthe Add Cloud Credential window, perform the following steps:

a) Select the Cluster.

b) Select S3 asthe Cloud Storage Type.

¢) Name - Provide a unigque cloud credential name.

d) Authentication Type - Select one of the following authentication types:

Select the authentication type as Access Secret Key from the drop-down.

» AccessKey - Enter the valid access key.

o Secret Key - Enter the valid secret key.

Select IAM Roleif the |AM role conditions mentioned in the About thistask section are met, and click
Save
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3. Click Validate.

Note: Using the validation feature is recommended to ensure that the Amazon S3 bucket keys are valid. If
E the keys are not valid, the Replication Manager policy cannot copy datato the target Amazon S3 bucket.

Add Cloud Credential X

Cluster
Select...

Cluster 1 (powgqwehugt)

Cloud Storage Type
Name *
Y W g R S T [ g .
Enter a unique name for the cloud credentia
Authentication Type

Access & Secret Key

Cancel

Verify whether your credentials are listed on the Cloud Credentials page.

You require an ADLS Gen2 storage account that has a cloud Blob container with user credentials to use in the
Replication Manager service. The container must have enough space for the replicated data, and write permissions to
copy the data.

Currently, registering Azure cloud credentials using the Replication Manager Ul does not automatically create the
same authorisation rules on the source Cloudera Manager cluster. When you plan to submit the replication policies
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with Azure as your cloud storage, Cloudera recommends that you update the cloud credentialsin the source Cloudera
Manager.

Before you register an ABFS cloud account in Replication Manager, Cloudera recommends that you update the cloud
credentials in the source cluster Cloudera Manager. This is because registering Azure cloud credentials using the
Replication Manager Ul does not automatically create the same authorisation rules on the source Cloudera M anager
cluster.

1. Click Add AD Service Principal on the ClouderaManager Administration Azure Credentials page for the source
cluster instance.

CLOUDE=RA
lol] Fansger External Accounts
AWS Credentials  Altus Credentials | Azure Credentials f| Kafka Credentials  Streams Replic

Clusters
Azure credentials allow services and Cloudera tools to securely query and browse data in ADLS. &

Add AD Service Principal

Hosts

A Diagnostics

[@ Audits

Charts

Replication

{0b Administration

2. Enter the following details on the Add AD Service Principal modal window:

a) Name of the credential.

b) Client ID for the credential.

¢) Client Secret Key for the credential.
d) Tenant ID for the credential.

Add AD Service Principal X

wneo | |

Client ID ©® ‘ ’

Client Secret Key ©® ‘ ’

Tenant ID © ‘ ’

Cancel

3. Click Add.
The Azure Cloud credential s are successfully registered with the Cloudera Manager instance.
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Register the ABFS cloud account in Cloudera Replication Manager.

You must have valid ABFS credentials in Cloudera Replication Manager to register the cloud account.

Consider the following requirements before you register an ABFS cloud account in Replication Manager:

* Yourequirean ADLS Gen2 storage account that has a cloud Blob container with user credentialsto usein the
Replication Manager service.

« The container must have enough space for the replicated data, and write permissions to copy the data.

« The container must support cloud storage encryption types supported by Replication Manager (SSE-S3 & SSE-
KMS).

1. Click Cloudera Replication Manager Cloud Credentials Add .
2. Perform the following steps on the Add Cloud Credential modal window:

a) Select the Cluster.

b) Select ABFS asthe Cloud Storage Type.

¢) Enter the cloud credential Name.

d) Enter your ABFS Storage Client Id.

€) Enter your ABFS Storage Client Secret Key.
f) Enter your ABFS Storage Tenant Id.

3. Click Validate.

After you add the ABFS cloud credentials and you create a replication policy with ABFS as your selected cloud
storage for your target cluster, the following error message might appear:

Error X

java.lang.RuntimeException: com.cloudera.cmf.service.config.ConfigGenException:
Required account config value not found: adls_tenant_id

To resolve thisissue, update the ABFS cloud credential valuesin the source Cloudera Manager instance. For more
information, see Updating Azure Cloud Credentials in Cloudera Manager .

Verify whether the credentials appear on the Cloud Credentials page.

Y ou can register Google Cloud Storage (GCS) credentials to use in Replication Manager after you provide accessto
GCP for the source cluster in the source Cloudera Manager.
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Ensure that the following details are avail able before you register the GCS credentials to use in Replication Manager.
« A valid Google Cloud Platform service account. For more information, see Configuring access to Google Cloud
Storage.

» Enough space for the replicated data and the required write permissions to copy the datain the storage of the
destination cluster.

Click Cloud Credentials Add in Cloudera Replication Manager.
Select the required source Cluster.

Choose GCS as the Cloud Storage Type.

Enter a unique Name for the cloud credential.

pw DN
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5. Select one of the following Input Type, and then complete the required steps:
a) Select Manual if you have the following details about the GCP service account:

» Enter your GCS service account Client Email address.
« Enter your GCS service account Private Key.
« Enter your GCS service account Private Key ID.
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Add Cloud Credential X

Cluster

‘ Select... v ’

Cloud Storage Type

{ GCS A ‘
Name "

| Enter a unique name for the cloud credential ’
Input Type

{ Manual v }

Client E-mail *

‘ Enter your GCS Service Account Client E-mail ’

Private Key "

[ eEnter your GLS Service Account Private Key ‘

Private Key ID

I Enter your GCS Service Account Private Key 1D ‘
Voo o o o |
18 Cance
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b) Select Fileif you chose to save the service account private key in afilein JSON format. Ensure that you have
the required permissions to access and use the file.

Upload File for Replication Manager to use the credentialsin it to access data.

Add Cloud Credential X

Cluster

‘ Select... v |

Cloud Storage Type

‘. GCS v |
Name *

‘ Enter a unique name for the cloud credential ‘
Input Type

‘ File v ‘

Service Account Private Key (json format) ™

[ Upload File

Cancel

6. Click Save.
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The GCP cloud credentials appear on the Cloud Credentials page. Y ou can use these credential s when you create the
replication policies. The credentials allow Replication Manager to access the cloud datain the source cluster.

Y ou can use temporary AWS session credential s through IDBroker to provide just-in-time, minimum required access
to replicate data using replication policies. Y ou must complete afew prerequisites before you configure IDBroker to
usein replication policies. Y ou can then add the credentials in Cloudera Replication Manager. Alternatively, you can
add an external account for the IDBroker topology in Cloudera Manager.

Before you use temporary AWS session credentialsin areplication policy, you must:

1. have an AWS account with an |AM role that has the required permissions to access the target S3 bucket and has
the necessary trust relationships set up.

2. install arole instance for IDBroker

3. configure non-HA IDBroker on the Cloudera Base on premises cluster.

4. add the cloud credential in Cloudera Replication Manager.

Alternatively, you can add an external account for the IDBroker topology in Cloudera Manager.

To use IDBroker to access the cloud credentials, you must add arole instance to IDBroker, and then you configure
the required properties for it in Cloudera Manager.

Y ou must have an AWS user account that has;

» anlAM policy which allows you to access the S3 bucket to which you want to replicate the data.
« anlAM role, which you can assume, that has the above policy attached to it.

If you have upgraded or installed the Cloudera Base on premises cluster, ensure that IDBroker is available. IDBroker
isautomatically configured by Cloudera Manager in Cloudera deployments, where Knox isinstalled. For more
information about |DBroker, see Configuring accessto S3.

1. Gotothe source Cloudera Manager Clusters KNOX SERVICE Instances page.

Important: If you are replicating HDFS data from cloud to Cloudera Base on premises cluster, add the
& role instance on the target Cloudera Manager.

2. Click Actions Add Role Instances.

3. Sdlect therequired Knox I DBroker host on the Add Role I nstance to Knox modal window to install it to the
required host, and then click Continue.

4. Specify an IDBroker Master Secret, and click Finish.
The I nstances tab shows the added role instance.

Configure the required properties for IDBroker to use in replication policies.

After you add arole instance to install IDBroker, you configure the required properties for it in Cloudera Manager for
the Cloudera Base on premises cluster.
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Go to the source Cloudera Manager Clusters KNOX SERVICE Instances page.

Important: If you are replicating HDFS data from cloud to Cloudera Base on premises cluster, add the
& role instance on the target Cloudera Manager.

Click the role instance on the I nstances tab to open the Knox IDBroker service.

Click the Configuration tab.

Click Continue Editing Role Instance if an aert appears.

Add the Kerberos username and ARN in the [*** USERNAME***] =[*** ARN***] format in the Knox IDBroker
AWS User Mapping property. This maps the Kerberos user to the AWS role.

If you have multiple usernames, you can map it as shown in the following sample Knox IDBroker AWS User
Mapping value. The sample shows Kerberos users repl, hdfs, and hbase mapped to an AWS IAM role:

repl=arn:aws:iam::134232123254:role/cldr-demo-role;hdf s=arn:aws:iam:: 134232123254:rol e/cldr-demo-rol e;hb
ase=arn:aws.iam::134232123254:role/cldr-demo-role

Note: Y ou can map multiple Kerberos users and groups to the same AWS IAM role, but one Kerberos
B user cannot have multiple AWS IAM roles mapped to it.

Add the following in the Kerberos Proxy Block property for HDFS replication policies. This allows the hdfs user
to impersonate the Kerberos user during the replication policy run:

* “hadoop.proxyuser.hdfs.groups’: “[*** KERBEROS USER***]
e “hadoop.proxyuser.hdfs.hosts’: “*”
Perform the following steps for HBase replication policies:

a) Add thefollowing details in the Kerberos Proxy Block property. This allows the hbase users to impersonate
the Kerberos users during the replication policy run.

» “hadoop.proxyuser.hbase.groups’: “[*** KERBEROS USER***]
* “hadoop.proxyuser.hbase.hosts’: “*”

b) Add the following details in the Cluster-wide Advanced Configuration Snippet (Safety Valve) for core-
site.xxml in HDFS configuration. This allows the hbase users to impersonate the Kerberos users when exporting
theinitial snapshot from HDFS.

+ “hadoop.proxyuser.hbase.groups’: “[*** KERBEROS USER***]
» “hadoop.proxyuser.hbase.hosts’: “*”

Configure the IDBroker Knox Token TTL property to ensure that the configured Knox session token timeis
greater than the time required to complete areplication policy run, and Save Changes.

Use the default aws-cab topology, or create a custom topology, if required, using the Knox IDBroker Advanced
Configuration Snippet (Safety Valve) for conf/cdp-resources.xml property. Y ou can also create multiple
topol ogies depending on your use case requirements.

The following sample code shows a custom topology added to the Knox IDBroker Advanced Configuration
Snippet (Safety Valve) for conf/cdp-resources.xml property:

<property>
<name>[ *** TOPOLOGY1* * *] </ name>
<val ue>
provi der Conf i gRef =cab- pr ovi der s#| DBROKER: cl oud. pol i cy. confi g. prov
i der =def aul t #1 DBROKER: cl oud. cl i ent . provi der =AW5
</ val ue>
</ property>
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10. Complete the following steps to create the aws.credentials.key and aws.credentials.secret aliases in the topology.
a) Search for the Save Alias Command | nput property:
b) Enter [***TOPOLOGY1***].aws.credentials.secret=[*** SECRET***], and click Save Changes.
c) Click Actions Save Alias- IDBroker .
d) Enter [***TOPOLOGY1***].aws.credentials.key=[*** ACCESSKEY***], and click Save Changes.
€) Click Actions SaveAlias- IDBroker .

11. Add the following credential details to use the default AWS topology in IDBroker if all the required IAM roles
are assumed by a single set of long-term AWS keys. IDBroker uses these credentials to authenticate and to request

session tokens from AWS Session Token Service (AWS STS). These credentials are used by IDBroker only to
reguest session tokens and are not used during replication.

e Knox IDBroker AWS Credentials Key

e Knox IDBroker AWS Credentials Secret
12. Save the changes.
13. Restart Stale Services, if any.

Y ou can add the cloud credential in Cloudera Replication Manager. Alternatively, you can add an external account for
the IDBroker topology in Cloudera Manager to use in replication policies.

After you install and configure non-HA IDBroker in Cloudera Manager, you add the cloud credentias in Cloudera
Replication Manager. Alternatively, you can create an IDBroker-based external account in Cloudera Manager to use
AWS temporary credentials for data replication using replication policies.

Ensure that you have completed the stepsto install and configure IDBroker in Adding arole instance to IDBroker in
Cloudera Manager on page 20.

1. Gotothe Cloudera Replication Manager Cloud Credentials page.
2. Click Add.
3. Enter the following details on the Add Cloud Credential modal window:

Cluster Choose the source Cloudera Base on premises cluster where you
have configured the IDBroker mapping.

Important: If you are replicating HDFS data from cloud
& to Cloudera Base on premises cluster, the IDBroker must
be configured on the target Cloudera Manager.

Cloud Storage Type Choose S3.

Name Provide a name for the IDBroker topology.

Authentication Type Choose IDBroker Topology.

|DBroker Address Enter the IDBroker host and port details in the
https://[***IDBROKER HOST***]:[***| DBROKER PORT***]/
gateway format.

To identify the required IDBroker addressto add in thisfield, go to
the source Cloudera Manager Clusters KNOX SERVICE Instances
page. The Hostname for the Knox IDBroker Role Typeisthe
IDBroker address.

For example, htt ps: //cl drcl d-1.cl d.root. site: 8444/
gat enay.
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Cloud Topology Enter the topology name.

Enter the topology name you added in the Knox IDBroker Advanced
Configuration Snippet (Safety Valve) for conf/cdp-resources.xml
property on the source Cloudera Manager Clusters Knox service
Configuration tab.

The credentials appear on the Cloud Credentials page.

Y ou can now use the temporary AWS session credentials through the IDBroker credentials when you create HDFS,
Hive, or HBase replication policies in Cloudera Replication Manager.

Y ou can create an | DBroker-based external account in Cloudera Manager to use AWS temporary credentials for
data replication using replication policies. Ensure that you have configured the required properties for it in Cloudera
Manager for the Cloudera Base on premises cluster. Alternatively, you can add the IDBroker credentialsin Cloudera
Replication Manager.

1. Gotothe source Cloudera Manager Administration Settings AWS Credentials page.

Important: If you are replicating HDFS data from cloud to Cloudera Base on premises cluster, add the
& role instance on the target Cloudera Manager.

2. Complete the following steps to add an |DBroker-based external account in Cloudera Manager:
a) Click Add IDBroker Topology for Authentication.
The Add IDBroker Topology for Authentication modal window appears.
b) Provide aName for the IDBroker topology.
¢) Enter one or more comma-separated list of IDBroker addresses. The IDBroker address includes the IDBroker
host and port detailsin the https://[*** | DBROKER HOST***]:[***| DBROKER PORT***] /gateway format.

To identify the required IDBroker addressto add in thisfield, go to the source ClouderaManager Clusters
KNOX SERVICE Instances page. The Hostname for the Knox IDBroker Role Typeisthe IDBroker address.

For example, https://cldrcld-1.cld.root.site:8444/gateway.
d) Enter the Cloud topology or IDBroker topology to use for cloud connections.
Tip: Enter the topology name that you added in the source Cloudera Manager Clusters Knox

service Configuration Knox IDBroker Advanced Configuration Snippet (Safety Valve) for conf/cdp-
resources.xml property.

3. Perform one or more of the following steps to manage an | DBroker-based external account:
a) Gotothe source Cloudera Manager Administration Settings AWS Credentials page.

Important: If you are replicating HDFS data from cloud to Cloudera Base on premises cluster, add
the role instance on the target Cloudera Manager.

b) Click Actions Edit Credentia to edit the credentials for the required | DBroker Topology.
¢) Click Actions Remove the credentials to remove the credentials for the required | DBroker Topology.

d) Click Actions Edit Connectivity to open the Connect to Amazon Web Services modal window to view
more details.
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Ports for Cloudera Replication Manager

Before you create replication policies, you must ensure that the required ports are open and available for data
replication. Y ou can verify the mandatory ports using the Replication Manager network security diagram.

HDFS replication polices
The following ports must be open and available for Replication Manager for HDFS replication policies:

Table 6: Minimum ports required for HDFS replication policies

Connectivity required Default Port Description

Datatransfer from classic cluster | 80 or 443 (TLS) Outbound Outgoing port. All classic cluster
hosts to cloud storage nodes must be able to access S3/
ADLS Gen2 endpoint.

Note: Beforeyou

E create replication
policies, ensure that
the best practices for
Cloudera on cloud
on Microsoft Azure
ADLS Gen2 (ABFS)
are complete.

Classic cluster 6000-6049 for CCMv1 Outbound Connecting source classic cluster
to the Cloudera Management

443 for CCMv2 Console through Cluster

Connectivity Manager (CCM).

For more information, see
Outbound network access for
CCM, and CCM overview.

The following system architecture diagram shows the interaction between components during HDFS replication using
HDFS replication policies:

Figure 1: System architecture diagram for HDFS replication in Cloudera Replication Manager
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The following ports must be open and available for Replication Manager for Hive replication policies:

Table 7: Minimum ports required for Hive replication policies

Connectivity required for Default Port Port opened toward Description

Datatransfer from classic cluster | 80 or 443 (TLYS)
hosts to cloud storage

Outbound towards cloud provider
public hosts (For example, AWS)

K

QOutgoing port. All classic cluster
nodes must be able to access S3/
ADLS Gen2 endpoint.

Note: Beforeyou
create replication
policies, ensure that
the best practices for
Cloudera on cloud
on Microsoft Azure
ADLS Gen2 (ABFS)
are complete.
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Connectivity required for Default Port Port opened toward Description

Cloudera Manager Admin 7180 or 7183 (when TLS enabled) | Inbound towards destination Incoming port. Open on the
Console HTTP Cloudera on cloud Cloudera source cluster to enable the target
Manager host Cloudera Manager in cloud to

communicate to the on-premises
Cloudera Manager.

Classic cluster 6000-6049 for CCMv1 Outbound towards Cloudera on Connecting the source classic
443 for CCMv2 cloud Control Plane (CCM and cluster to the Cloudera
cluster proxy) Management Console through
Cluster Connectivity Manager
(CCcm)

For more information, see
QOutbound network access for
CCM, and CCM overview.

The following system architecture diagram shows the interaction between components during Hive replication using
Hive replication policies:

Figure 2: System architecture diagram for Hive replication in Cloudera Replication Manager
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HBase replication policies

The following ports must be open and available for Replication Manager for HBase replication policies:

Table 8: Minimum ports required for HBase replication policies

Service Ports Ports opened toward Description

Destination hosts of the AWS
cluster or ADLS cluster (target
cluster), and the Cloudera
Manager server port on the source
cluster

2181 and 16020

Outbound in destination
Zookeeper and HBase
RegionServer host(s)

Verify whether the ports 16020
for worker security group and
2181 for worker, master, and
leader groups are open for
connection from the source cluster
to the destination cluster on

AWS or Azure. This ensures that
the source HBase service can
communicate with Zookeeper and
HBase services on the destination
hosts uninterruptedly. For more
information, see Ports for HBase
replication.

HMaster

16000

Outbound in destination HBase
Master host(s)

Open the port on the Master
Nodes (HBase Master Node and
any back-up HBase Master node).

Before you select the Validate
Replication option during the first
HBase replication policy creation
between two specific clusters, you
must ensure that the port is open
on the target cluster.

Cloudera Manager Admin
Console HTTP

7180 or 7183

Inbound towards destination
Clouderaon cloud Cloudera
Manager host

Open on the source cluster

to enable Data lake Cloudera
Manager to communicate to the
on-premises Cloudera Manager.
Connectsto destination SDX Data
Lake Cloudera Manager.

Cluster Connectivity Manager
(CCcM™)

for CCMv1

6000-6049

For Cloudera on cloud Control
Plane (CCM and Cluster Proxy)

Required for SSL connections
to the Control Plane via CCM to
communicate with Replication
Manager.

Data transfer from secondary node
for AWS/ADLS Gen2

for CCMv2

80 or 443

Outbound towards data transfer
from secondary node for AWS/
ADLS Gen2

Qutgoing port. Open on all the
HDFS nodesfor AWSand ADLS
Gen2.

Note: Beforeyou

S create replication
policies, ensure that
the best practices for
Clouderaon cloud
on Microsoft Azure
ADLS Gen2 (ABFS)
are complete.

Data Lake cluster

On destination Cloudera on cloud
Cloudera Manager/Knox host.

(applicable when Knox is
available on the on-premises
source cluster)

Outgoing port. Configure

the port on the Data Lake
cluster as the outgoing port for
Cloudera Management Console
to communicate with Cloudera
Manager and Knox.

Figure 3: System architecture diagram for HBase replication in Cloudera Replication Manager
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Best practices
Consider the following best practices while using Cloudera on cloud on Microsoft Azure ADLS Gen2 (ABFS):

« Ensure that the on-premises cluster (port 443) can access the https://login.microsoftonline.com endpoint. Thisis
because the Hadoop client in the on-premises cluster (CDH/Cloudera Base on premises) connects to the endpoint
to acquire the access tokens before it connects to Azure ADL S storage. For more information, see the General
Azure guidelines row in the Azure-specific endpoints table.

« Ensure that the steps mentioned in the General Azure guidelines and Azure Data Lake Sorage Gen 2 rowsin the
Azure-specific endpoints table are compl ete so that the endpoint connects to the target path successfully.

Related Information

Preparing to create an HDFS replication policy
Preparing to create a Hive replication policy
Preparing to create an HBase replication policy
Support matrix for Cloudera Replication Manager
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Open the ports 2181 and 16020 on the source and destination secondary nodes to ensure that the source HBase service
can reach Zookeeper and HBase services on the destination hosts. Y ou must also ensure that the Cloudera Manager
server port is open on the source cluster.

Use one of the following methods to open the required ports for HBase replication:

» Choose a security group for your environment and open the ports manually. In this method, you choose the
security groups that are automatically created for the environment. By default, the security groups do not have any
rules for Zookeeper and HBase ports, therefore, you must open the required ports manually after you create a Data
Hub.

After you open the ports, the required security groups are assigned to the nodes when the nodes are autoscal ed.
Thisis aone-time process that you must perform when you create a Data Hub.

« Define a security group with the required ports open, and assign it to the new Data Hub environment. In this
method, you define a security group for a VPC that contains inbound rules to open the required ports which
include Zookeeper and HBase ports. When you create an environment, you assign this security group to it. If
required, you can assign different security groups to the gateway node and other nodes.

This method allows you to reuse the security groups in other new Data Hubs. Security issues do not appear
because the nodes in the same security group do not access each other by default. However, if required, you can
add a separate rule to impose this restriction. Sharing the same security group for inbound and outbound network
access rules remains as strict as having separate security groups for each environment, but the extra rules for
Zookeeper and HBase ports do not need to be added at each environment creation.

The following use casesillustrate the situations where a requirement for autoscaling nodes during HBase replication
might appear:

* You replicate HBase data to another Cloudera account or region in the same cloud provider. In this use case,
ensure that the VPC/VNET peering is complete before you open the ports to establish connection over private
networks.

¢ You replicate HBase datato COD or Data Hub using a direct connection. In this use case, you ensure that public
IPs and Zookeeper ports are not open to the internet.

Y ou must complete the prerequisites before you create areplication policy in Cloudera Replication Manager.
The following topics list the prerequisites that must be completed before you create a replication policy:

« HDFSreplication policy prerequisites

« Hivereplication policy prerequisites

» HBasereplication policy prerequisites

Adding a CDH cluster

Introduction to Replication Manager

Role-based credential on AWS

App-based credential on Azure

Management console

How to configure AWS credentials

|AM role-based authentication

Support matrix for Cloudera Replication Manager
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Y ou can use the HDFS replication policies in Cloudera Replication Manager to replicate HDFS data. The HDFS
replication policies can replicate HDFS data and metadata from Classic Clusters (CDH, Cloudera Base on premises,
and HDP) to Cloudera on cloud storage buckets such as S3 and ABFS, and from cloud storage to Classic Clusters
(CDH or Cloudera Base on premises clusters). To use an on-premises cluster (CDH or Cloudera Base on premises) in
the replication policy, you must register it asa classic cluster in the Management Console. To use the cloud storage
for data replication, you must register the cloud credentials in Replication Manager so that the Replication Manager
service can access the cloud storage. Y ou must also verify cluster access and configure minimum ports for replication
before you create HDFS replication policies.

Important: Before you create replication policies, see Support matrix for Replication Manager on Cloudera
on cloud to verify whether your clusters are supported by Replication Manager.

You can aso use CDP CLI commands to create HDFS replication policies. The CDP CLI commands for Replication
Manager are under the replicationmanager CDP CLI option. For more information, see CDP CLI for Replication
Manager.

HDFS replication policy

Support matrix for Cloudera Replication Manager
CDP CLI for Replication Manager

HDFS replication between on-premises and cloud

Before you create the HDFS replication policies in Cloudera Replication Manager to replicate HDFS data, register
the on-premises cluster (CDH or Cloudera Base on premises) as a classic cluster in Cloudera Management Console,
register cloud account credentialsin the Replication Manager service, verify cluster access, and configure minimum
ports for replication.
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Do the source cluster and target cluster meet the requirements to create an HDFS replication policy?

IE Note: Ensure that the source and target clusters' hostnames are different.

The following image shows the support matrix based on the lowest supported End of Support (EoS) versions that
you can use for HDFS replication policies. Consult the Support matrix for Cloudera Replication Manager for the
complete list of supporting clusters and scenarios:

Cloudera Base on premises Cloudera on cloud

S Data Hub

7.2.18 AWS
CDP Private Cloud Base 7.1.9

using Cloudera Manager 7.11.3

Data Hub
7.2.18 Azure

CDP Private Cloud Base 7.1.9 SP1 3 Data Hub
using Cloudera Manager 7.11.3 CHF7 7.2.18 GCP

AWS = Amazon Web Services GCP = Google Cloud Provider COD = Cloudera Operational Database

A

Is the required on-premises cluster (CDH cluster or Cloudera Base on premises cluster) registered as a classic
cluster on the Management Console?

CDH clusters and Cloudera Base on premises clusters are managed by Cloudera Manager. To enable these
on-premises clusters for Replication Manager, you must register them as Classic Clusters on the Management
Console. After registration, you can use them for data migration purposes.

Important: When you register a Cloudera Base on premises cluster as a classic cluster, ensure that you
& use only the Cloudera Manager |P Address and Cloudera Manager Port options and not the Register
KNOX endpoint (Optional) option.

For information about registering an on-premises cluster as a classic cluster, see Adding a CDH cluster and
Adding a Cloudera Base on premises cluster.

Is an external account available in the Cloudera Manager instance that has access to the bucket or container that
you are using in the HDFS replication policy?

For more information, see Role-based credential on AWS, App-based credential on Azure, and Cloudera Manager
documentation.

Do you have the required cluster access to create replication policies?

Power users, the user who onboarded the source and target clusters, and users with ClassicClusterAdmin or
ClassicClusterUser resource roles can create replication policies on clusters for which they have access. For more
information, see Understanding account roles and resource roles.

Tip: Ensure that you have Replication Administrator or Full Administrator role on the source on-
premises cluster.
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» Do you have the required cluster accessto view the replication policies?

Existing HDFS replication policies are visible to users who have access to the source cluster in the replication
policy. A warning appearsif you do not have access to the source cluster.

If you can view the policies, you can perform other actions on the policy including policy update and policy delete
operations.

Note: A Replication Manager user can browse, within Replication Manager, the folder structure of any
B cluster enabled for Replication Manager. Therefore, permitted users can view folders, files, and databases
in Replication Manager that they might not have accessto in HDFS. The users cannot view the content of
files on the source or destination clusters, nor can they modify or delete folders or files that are viewable
from Replication Manager.
« Istherequired cloud credential that you want to use in the replication policy registered with the Replication
Manager service?
For more information, see Working with cloud credentials.
« Arethefollowing ports open and available for Replication Manager?

Datatransfer from classic cluster | 80 or 443 (TLS) Outbound Outgoing port. All classic cluster

hosts to cloud storage nodes must be able to access S3/
ADLS Gen2 endpoint.

Classic cluster 6000-6049 for CCMv1 Outbound Connecting source classic cluster

to the Cloudera Management
Console through Cluster
Connectivity Manager (CCM).

443 for CCMv2

For more information, see
Outbound network access for
CCM, and CCM overview.

Consider the following best practices while using on Microsoft Azure ADLS Gen2 (ABFS):

< Ensure that the on-premises cluster (port 443) can access the https://login.microsoftonline.com endpoint. This
is because the Hadoop client in the on-premises cluster (CDH/Cloudera Private Cloud Base) connects to the
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endpoint to acquire the access tokens before it connects to Azure ADL S storage. For more information, see the

General Azure guidelines row in the Azure-specific endpoints table.
« Ensurethat the steps mentioned in the General Azure guidelines and Azure Data Lake Sorage Gen 2 rowsin

the Azure-specific endpoints table are complete so that the endpoint connects to the target path successfully.

The following system architecture diagram shows the interaction between components during HDFS replication

using HDFS replication policies:

Figure 5: System architecture diagram for HDFS replication in Cloudera Replication Manager
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After the clusters and cloud storage requirements are met, you can create an HDFS replication policy.

Related Information

Support matrix for Cloudera Replication Manager
Adding a CDH cluster

Adding a Cloudera Base on premises cluster
Accessing Data L ake services

Role-based credential on AWS

App-based credential on Azure

Understanding account roles and resource roles
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Working with cloud credentials
Ports for Cloudera Replication Manager

Creating HDFS replication policy

After you register the Classic Clusters in Management Console and register the cloud credentialsin Cloudera
Replication Manager, you can create an HDFS replication policy to replicate HDFS data. An HDFS replication policy
can replicate HDFS datafrom a classic cluster (CDH, Cloudera Base on premises, and HDP clusters) to cloud storage,
and from cloud storage to Classic Clusters (CDH or Cloudera Base on premises clusters). Y ou can replicate data on-
premises to cloud storage account with asingle cluster.

Before you begin
Ensure that the HDFS replication policy prerequisites are complete.

Procedure

1. Onthe Cloudera Management Console Replication Manager Replication Policies page, click Add Policy.
The Create Replication Policy wizard appears.
2. Onthe General page, choose or enter the following information:

Option Description

HDFS Creates an HDFS replication policy.
Policy Name Enter a unique name for the replication policy.
Description Optional. Enter a brief description about the replication policy.

The following image shows a sample General page in the Create Replication Policy wizard:

Create Replication Policy

@ General General

i -
2 Select Source Policy Name

hdfs_test
3 Select Destination

Description
4 Schedule Use a HDFS replication policy to replicate HDFS data.
5 Additional Settings
A
Type

Hive HDFS " HBase

3. Click Next.
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4. Onthe Select Source page, the options change depending on whether you choose a classic cluster or cloud storage

as the source for data to be replicated.

a) If you arereplicating from aclassic cluster, choose or enter the following information:

Option

Type

Description

Choose CLUSTER to select an on-premises cluster as the source
cluster.

Source Cluster

Select aclassic cluster.

Source path

Choose one of the following methods to determine the directory
where source data resides on the source cluster:

*  Enter the complete directory path.

e Click File Browser to view and navigate the existing directory
list on the selected cluster. Select the required directory that
you want to replicate.

Run As Username (on source)

Optional. The replication policy uses the Default username to
replicate HDFS data.

If you are using a kerberized cluster, enter the required username.
The replication policy uses this username to replicate the datain
the kerberized cluster.

b) If the source of your replication is cloud storage, choose or enter the following information:

Option

Type

Description

Choose S3 or ABFS to select your cloud provider.

Cloud Credential on Source

Choose the required cloud credential. The cloud credentials that
you register for Replication Manager on the Cloud Credentials

page appear in thisfield.

Path

Based on the cloud provider, enter the path to the source datain
the required format.

e For an S3 bucket, provide the path of the directory in the
[***BUCKET_NAME***]/[*** PATH***] format.

e For an ABFScontainer, provide
the path of the directory in the
[***FILESYSTEM***] @[*** STORAGE_ACCOUNT***] /[***
format.

5. Click Next.

6. On the Select Destination page, the options change depending on whether you choose a classic cluster or cloud

storage as the destination for the replicated data:

a) If you are replicating from aclassic cluster to cloud storage, choose or enter the following information:

Option

Type

Description

Choose S3 or ABFS to select your cloud provider.

Cloud Credential on Source

Choose the required cloud credential. The cloud credentials
that you register for the selected source cluster on the Cloud
Credentials page appear in thisfield. Y ou can also add cloud
credentials using the Add Cloud Credential link.

Path

Based on the cloud provider, enter the target path, where datais
replicated to, in the required format.

e For an S3 bucket, provide the path of the directory in the
[***BUCKET_NAME***]/[*** PATH***] format.

e For an ABFS container, provide
the path of the directory in the
[***FILESYSTEM***] @[ *** STORAGE_ACCOUNT***]/[***
format.

LOCATION***]

LOCATION***]
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b) If you are replicating from cloud storage to a classic cluster, choose or enter the following information:

Option Description

Type Choose Classic Cluster.
Destination Cluster Choose aclassic cluster asthe target cluster.
Destination Path Enter the directory on the target cluster to which the replication

policy replicates HDFS data.

Run As Username Optional. The replication policy uses the Default username to
replicate HDFS data.

Enter another username if you want the replication policy to use it
to replicate data.

7. Click Validate Policy.

Replication Manager verifies whether the details provided are correct.
8. Click Next.
9. On the Schedule page, choose or enter the following information:

Option Description

Run Now Starts to replicate the existing HDFS data after the replication
policy creation is complete. Choose the frequency to replicate data
periodically.

Schedule Run Runs the replication policy to replicate data at alater time. Choose

the date and time for the first run, and then choose the frequency to
replicate data periodically.

Q Tip: Onthe Replication Policies page, click

O.

Frequency Choose one of the following options:

¢ Does Not Repeat
¢ Custom - In the Custom Recurrence dialog box, choose the time,
date, and the frequency to run the policy.

to change the timezone.

Replication Manager ensures that the same number of seconds
elapse between the runs. For example, if you choose the Start
Time as January 19, 2022 11.06 AM and Interval as 1 day,
Replication Manager runs the replication policy for the first time
at the specified time in the timezone the replication policy was
created in, and then runsiit exactly after 1 day that is, after 24
hours or 86400 seconds.

job to finish before the next job starts. Also, ensure that
the jobs based on the same policy do not overlap. If ajob
is not completed before another job starts, the second job
does not run and the job status appears as Skipped. If a
job is consistently skipped, you might need to modify the
frequency of the job.

E Note: Ensure that the frequency in a schedule enables a

10. Click Next.
11. On the Additional Settings page, enter or choose the values as necessary:

Description

YARN Queue Name Enter the name of the YARN queue for the cluster to which the
replication job is submitted if you are using Capacity Scheduler
queues to limit resource consumption. The default value for this field
is default.
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Option Description

Maximum Maps Slots Set the maximum number of map tasks (simultaneous copies) per
replication job. The default valueis 20.

Maximum Bandwidth Adjust this setting so that each map task is throttled to consume only
the specified bandwidth.

Each map task ((simultaneous copy) is restricted to consume only
the specified bandwidth. Thisis not always exact. The map throttles
back its bandwidth consumption during a copy in such away that

the net bandwidth used tends towards the specified value. Y ou can
adjust this setting so that each map task is throttled to consume only
the specified bandwidth so that the net bandwidth used tends towards
the specified value. The default value for the bandwidth is 100MB
per second for each mapper.

Path Exclusion Enter one or more regular expressions separated by comma.
Replication Manager does not copy the subdirectories or files from
the source that matches one of the specified regular expressions to
the target cluster.

Replication Strategy Choose one of the following replication strategies to determine

whether the file replication tasks should be distributed among the

mappers statically or dynamically.

«  Static distributes file replication tasks among the mappers up
front to achieve an uniform distribution based on thefile sizes.

«  Dynamic distributes the file replication tasks in small setsto the
mappers, and as each mapper completesitstasks, it dynamically
acquires and processes the next unallocated set of tasks.

The default replication strategy is Dynamic.

MapReduce Service Choose the MapReduce or YARN serviceto use.

is part of amulti-cluster Cloudera Manager, you must
ensure that you select the configured Y ARN service from
the same cluster where the replication’ s target serviceis
deployed.

E Note: When the target cluster of the replication policy

Log Path Enter an alternate path for the logs, if required.
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Option Description

Error Handling

Select the following options as necessary:

¢ Skip Checksum Checks - Determines whether to skip checksum
checks on the copied files. If selected, checksums are not
validated. Checksums are checked by defaullt.

replication failure due to non-matching checksumsin

E Note: Y ou must skip checksum checks to prevent
the following cases:

*  Replications from an encrypted zone on the
source cluster to an encrypted zone on a
destination cluster.

* Replications from an encryption zone on the
source cluster to an unencrypted zone on the
destination cluster.

e  Replications from an unencrypted zone on
the source cluster to an encrypted zone on the
destination cluster.

Checksums are used for two purposes:

* Toskip replication of filesthat have already been copied. If
Skip Checksum Checksiis selected, the replication job skips
copying afileif the file lengths and modification times
areidentical between the source and destination clusters.
Otherwise, the job copies the file from the source to the
destination.

¢ Toredundantly verify the integrity of data. However,
checksums are not required to guarantee accurate transfers
between clusters. HDFS data transfers are protected by
checksums during transfer and storage hardware also uses
checksums to ensure that data is accurately stored. These
two mechanisms work together to validate the integrity of
the copied data.

¢ Skip Listing Checksum Checks - Whether to skip checksum
check when comparing two files to determine whether they are
same or not. If skipped, thefile size and last modified time are
used to determine if files are the same or not. Skipping the check
improves performance during the mapper phase. Note that if
you select the Skip Checksum Checks option, this check is also
skipped.

«  Abort on Error - Whether to abort the job on an error. If
selected, files copied up to that point remain on the destination,
but no additional files are copied. Abort on Error is not selected
by default.

«  Abort on Snapshot Diff Failures - If a snapshot diff fails during
replication, the replication policy uses a complete copy to
replicate data. If you select this option, the policy aborts the
replication when it encounters an error instead.
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Preserve Choose the required options to preserve the block size, replication
count, permissions (including ACLSs), and extended attributes
(XAttrs) asthey exist on the source file system, or to use the settings
as configured on the destination file system. By default source
system settings are preserved.

When Permission is selected, and both the source and destination
clusters support ACLSs, replication preserves ACLs. Otherwise,
ACLsare not replicated. When Extended attributes is selected, and
both the source and destination clusters support extended attributes,
replication preserves them. (This option only displays when both
source and destination clusters support extended attributes.)

If you select one or more of the Preserve options and you are
replicating to S3 or ADLS, the values dl of these items are saved
in metadata files on S3 or ADLS. When you replicate from S3 or
ADLSto HDFS, you can select which of these options you want to
preserve.

running as a superuser on the destination cluster. Use the

@ Note: To preserve permissionsto HDFS, you must be
Run As Username option to set the username.

Delete Policy Choose the required options to determine whether the files that were
deleted on the source should &l so be deleted from the destination
directory. This policy also determines the handling of filesin the
destination location that are unrelated to the source. Optionsinclude:

¢ Keep Deleted Files - Retains the destination files even when
they no longer exist at the source. Thisisthe default option.

» Deleteto Trash - If the HDFStrash is enabled, files are moved
to the trash folder. Thisis not supported when replicating to S3

or ADLS.
*  Delete Permanently - Uses the least amount of space; use with
caution.
Alerts Choose to generate aerts for various state changes in the replication

workflow. You can choose to generate an alert On Failure, On Start,
On Success, or On Abort of the replication job.

Y ou can configure aerts to be delivered by email or sent as SNMP
traps. If alerts are enabled for events, you can search for and view the
alerts on the Eventstab, even if you do not have email notification
configured. For example, if you choose Command Result that
contains the Failed filter on the Diagnostics Events page, the alerts
related to the On Failure alert for all the replication policies for
which you have set the alert appear. For more information, see
Managing Alerts and Configuring Alert Delivery.

12. Click Create.

Y ou can track the replication policy job status on the Replication Policies page.

After you create an HDFS replication policy in Cloudera Replication Manager, you can perform and monitor various
tasks related to the replication policy. Y ou can view the job progress and replication logs. Y ou can edit the advanced
options to optimize ajob run. Y ou can suspend a job and also activate a suspended job. Y ou can edit the replication
policy as necessary.

On the Replication Policies page, you can perform the following actions and tasks on areplication policy and its
jobs:
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Procedure

*  Whenyou click Actions for an HDFS replication policy, the following actions appear:

Action Description

Edit* Change the replication policy options as required for non-expired
policies that are in active or suspended state. Based on the schedule
you choose, the replication policy replicates data.

Y ou can edit the replication policies to better align with changing
requirements. For example, you might want to change the frequency
of apolicy depending on the data size and importance of the data
being replicated.

Note: A replication policy is associated with acluster or
E acluster pair, therefore you cannot change the clustersin

the policy.

Optionally, expand areplication policy on the Replication Policies
page to edit the replication policy options which include frequency
(start time cannot be modified if the policy has aready started),
queue name, maximum bandwidth, and maximum map slots.

Tip: To optimize the replication policy performance, you
can configure the queue name, maximum bandwidth, and
maximum map slots as necessary.

Delete Deletes the replication policy permanently.

Suspend Suspends a running replication policy. Activate the replication
policy, if required.

View Log Download, copy, or open thelog. The log shows a brief output of the
stdout and stderr logs of a single step of the latest replication policy
jobrun.

You can aso view the current job statusin the Replication Manager
Overview Issues & Updates Job Status column. If the job failed,
click Failed to view the log details about the job.

Collect diagnostic bundle Generates a diagnostic bundle for the replication policy. Y ou can
download the bundle as a ZIP file to your machine.

Ensure that you are logged into the Cloudera Manager instances for
both the source and target clusters before you download the bundle
in Replication Manager.

*

To view and use the replication policies with an empty name in Replication Manager, you must understand the following implementation:

« If the APl versionislower than 51, an existing replication policy with an empty name can be used and updated. However, if you edit
thereplication policy and provide a name for the replication policy in versions higher or equal to 51, you must ensure that the name
conformsto the validation rules.

« Ifthe API versionishigher or equal to 51, it is mandatory that you provide a unique name to the replication policy to continue using it.
Thisis because API version 51 and higher enforces the validation rules on al the replication palicies.

To pass the replication policy name validation, you must ensure that the replication policy name is unique. The name can contain |etters,
numbers, and the _/ - characters. Y ou must also ensure that it does not contain the characters % . ; \ nor any character that is not ASCII
printable, which includes the ASCII characters less than 32 and the ASCI| characters that are greater than or equal to 127.

* When you expand the policy details, the Job History panel appears.
Y ou can view the following details on the panel:

a) Previousjobs, current job, and one future scheduled job if any.
b) Job details which include:

Job details Description

Started Timestamp when the job started.
Ended Timestamp when the job ended.
Duration Time taken to complete the job.
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Job details Description

Progress Current status of arunning job.

Expected Remaining number of files and bytes expected to be copied for a
running job.

Copied Number of files and bytes copied for arunning job and completed
job.

Failed Number of files and bytes that failed to be copied for a completed
job.

Deleted Number of files deleted for a completed job.

Skipped Remaining number of files and bytes skipped from copying for a
running job and complete job.

¢) Click Actionsto:

e Abort thejob.
e Re-run an aborted or failed job.
» View Log for thejob. You can download, copy, or open it to track the job and to troubleshoot any issues
for thejob.
*  Whenyou click ajob on the Job History panel, the following tabs appear:

Tab Description
General Shows the following job details:

e Started at timestamp

« Duration to complete the job

+« HDFSReplication Report to download the job statisticsin
CSV format

*  Job status M essage

Command Details Shows the steps that Replication Manager ran for the job along with
the timestamp.

* You can download the following CSV reports from the General HDFS Replication Report field to track the
replication jobs and to troubleshoot issues:

Report Description

Listing Listsall thefiles and directories copied during the replication job.

Status Shows the complete status report of each file as:

¢ anError occurred and the file was not copied.
* aDeleted file.
« anup-to-date file for which the replication was Skipped.

Error Status Status report of all the copied files with errors. Each file shows the
status, path, and message for the copied files with errors.

Skipped Status Status report of all skipped files. Each file lists the status, path, and
message for the databases and tables that were skipped.

Deleted Status Status report of all deleted files. Each file lists the status, path, and
message for the databases and tables that were deleted.

Performance Summary report about the performance of the running replication job
which includes the last performance sample for each mapper that is
working on the replication job.

Full Performance Performance report of the job which includes the samples taken for
all mappers during the replication job.

Note: The reports are generated based on the source Cloudera Manager response. If the Cloudera
Manager response isinterrupted or is not handled as expected, corresponding error messages appear in
HTML format in the reports.
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To create aHive replication policy in Cloudera Replication Manager, you must configure the required Ranger policy
in Ranger, register the on-premises cluster (CDH or Cloudera Base on premises) as a classic cluster in Cloudera
Management Console, register cloud account credentials in the Replication Manager service, verify cluster access,
and configure minimum ports for replication. The replication load happens on the source on-premises cluster. You
can replicate data on-premises to the cloud with a single cluster if the Metastore is running on the cloud.

These policies support table-level replication and can replicate Hive external tables from on-premises clusters (CDH
and Cloudera Base on premises) to cloud storage such as S3 and ABFS and to Data Hubs. They also can:

» replicate data stored in Hive tables, Hive metadata, datain Hive metastore, and Impala metadata (catalog server
metadata) associated with Impala tables registered in the Hive metastore, and

E Note: Hive2 managed tables are converted to external tables after replication.

* migrate Sentry permissions to Ranger.

Note: To perform the Sentry policy replication, you must be running the Sentry service on CDH 5.12 or
higher, or any CDH 6.x version.

Hive metadata replication involves multiple entities. Replication Manager supports replication of external tables

in Hive. Hive supports replication of external tables to the target cluster and it retains all the properties of external
tables. The datafiles permission and ownership are preserved so that the relevant external processes can continue to
writein it even after failover.

You can aso use CDP CLI commands to create Hive replication policies. The CDP CLI commands for Replication
Manager are under the replicationmanager CDP CLI option. For more information, see CDP CLI for Replication
Manager.

Important: Before you create Hive replication policies, you must ensure that the required Ranger policy is
set in Ranger and see Support matrix for Replication Manager on Cloudera on cloud to verify whether your
clusters are supported by Replication Manager.

The Apache Ranger access policy model consists of the following components:

» Specification of the resources that you can apply to areplication policy which includes the HDFS files and
directories; Hive databases, tables, and columns; and HBase tables, column-families, and columns.

» Specification of access conditions for specific users and groups.

Y ou must set the Ranger policy for the hdfs user on the target cluster to perform all operations on all databases and
tables. The same user role is used to import Hive Metastore. The hdfs user should have access to all Hive datasets,
including all operations. Otherwise, Hive import fails during the replication process.

On the target cluster, the hive user must have Ranger admin privileges. The same hive user performs the metadata
import operation.

For more information about Hive replication policies to replicate data from CDH clusters to Cloudera on cloud, see
Migrate Hive data from CDH to Cloudera on cloud blog.

Hive replication policy
Support matrix for Cloudera Replication Manager
CDP CLI for Replication Manager
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Preparing to create a Hive replication policy

Before you create the Hive replication policies in Cloudera Replication Manager, you must prepare the clusters and
verify cluster access and cloud credentias.

Procedure

» Do the source cluster and target cluster meet the requirements to create a Hive replication policy?

The following image shows the support matrix based on the lowest supported End of Support (E0S) versions that
you can use for Hive replication policies. Consult the Support matrix for Cloudera Replication Manager for the
complete list of supporting clusters and scenarios:

Figure 6: Lowest supported versions for Hive replication policies

Cloudera Base on premises Cloudera on cloud

e Data Hub
7.2.18 AWS
CDP Private Cloud Base 7.1.9

using Cloudera Manager 7.11.3

Data Hub
7.2.18 Azure

CDP Private Cloud Base 7.1.9 SP1 3 Data Hub
using Cloudera Manager 7.11.3 CHF7 7.2.18 GCP

AWS = Amazon Web Services GCP = Google Cloud Provider COD = Cloudera Operational Database

A

» Isthe source CDH cluster or source Cloudera Base on premises cluster registered as a classic cluster on the
Management Console?

CDH clusters and Cloudera Base on premises clusters are managed by Cloudera Manager. To enable these
on-premises clusters for Replication Manager, you must register them as Classic Clusters on the Management
Console. After registration, you can use them for data migration purposes.

Important: When you register a Cloudera Base on premises cluster as a classic cluster, ensure that you
use only the Cloudera Manager |P Address and Cloudera Manager Port options and not the Register
KNOX endpoint (Optional) option.
For information about registering an on-premises cluster as a classic cluster, see Adding a CDH cluster and
Adding a Cloudera Base on premises cluster.
» Doesthetarget Data Hub use Cloudera Manager 7.9.0 or higher? If not, upgrade Cloudera Manager to version
7.9.0 or higher.
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Have you configured the all-database, table, column Ranger policy for the hdfs user on the source and target
cluster to perform all the operations on all databases and tables?

The hdfs user roleis used to import Hive Metastore and must have access to al Hive datasets, including al
operations. Otherwise, Hive import fails during the replication process.

To provide access, go to the Ranger Admin Web Ul Service Manager Hadoop_SQL Policies Access section, and
provide hdfs user permission to the all-database, table, column policy name.

‘%"‘Ranger UAccess Manager [ Audit Security Zone % Settings % admin

Service Manager » Hadoop SQL Policies

Access Masking Row Level Filter

List of Policies : Hadoop SQL

Q Search for your policy. L Add New Policy
Policy ID Policy Name Policy Labels Status Audit Logging Roles Groups Users Action
7 all - global - S —= e B o e J b - ——
g + More. &
8 all - database, table, column - Enable Enabled cdep_global_admin - Less.. o « @
9 all - database, tabl Engblod Enabied - B c e -
+ More. . -
10 all - database - e e N - c -
ey
11 all - hiveservice - abled Sabied S TooBalladn . PSIr]
T

Before you select the Additional Settings Include Sentry Permissions with Metadata option during the Hive
replication policy creation process, ensure that the hive user has the Admin privilegesin the Ranger service on the
target cluster. Thisis because the import operation of the Ranger policiesis performed by the hive user.

To provide the Admin privileges to the hive user, perform the following steps:

Go to the Ranger Admin Web Ul.

Click the Settings Users/Groups/Roles option.

Click hive.

Select Admin in the Select Rolefield on the User Detail page.
Click Save.

The User list shows hive with the Admin role.

g s whpe

For more information, see Ranger documentation about user editing.
Isan external account configured on the source CDH cluster's Cloudera Manager which alows the CDH cluster to
access Cloudera cloud storage?

Tip: The external account can be configured on the Cloudera Manager Administration page and the
account has the access key / secret key pair that you can use to access Cloudera cloud storage.

Do you have the required cluster accessto create replication policies?

Power users, the user who onboarded the source and target clusters, and users with ClassicClusterAdmin or
ClassicClusterUser resource roles can create replication policies on clusters for which they have access. For more
information, see Understanding account roles and resource roles.

Tip: Ensurethat you have Replication Administrator or Full Administrator role on the source on-
Q premises cluster.
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» Do you have the required cluster accessto view the replication policies?

Existing Hive replication policies are visible to users who have access to the source cluster in the replication
policy. A warning appearsif you do not have access to the source cluster.

If you can view the policies, you can perform other actions on the policy including policy update and policy delete
operations.

Note: A Replication Manager user can browse, within Replication Manager, the folder structure of any
B cluster enabled for Replication Manager. Therefore, permitted users can view folders, files, and databases
in Replication Manager that they might not have accessto in HDFS. The users cannot view the content of
files on the source or destination clusters, nor can they modify or delete folders or files that are viewable
from Replication Manager.
« Istherequired cloud credential that you want to use in the replication policy registered with the Replication
Manager service?
For more information, see Working with cloud credentials.
« Arethefollowing ports open and available for Replication Manager?

Datatransfer from classic cluster | 80 or 443 (TLS) Outbound Outgoing port. All classic cluster

hosts to cloud storage nodes must be able to access S3/
ADLS Gen2 endpoint.

Cloudera Manager Admin 7180 or 7183 (when TLS Inbound Incoming port. Open on the

Console HTTP enabled) source cluster to enable the target

Cloudera Manager in cloud to
communicate to the on-premises
Cloudera Manager.

Classic cluster 6000-6049 for CCMv1 Outbound Connecting the source classic
443 for CCMv2 cluster to the Cloudera
Management Console through
Cluster Connectivity Manager
(CCM)

For more information, see
QOutbound network access for
CCM,and CCM overview.

Consider the following best practiceswhile using on Microsoft Azure ADLS Gen2 (ABFS):

» Ensurethat the on-premises cluster (port 443) can access the https://login.microsoftonline.com endpoint. This
is because the Hadoop client in the on-premises cluster (CDH/Cloudera Private Cloud Base) connects to the
endpoint to acquire the access tokens before it connects to Azure ADL S storage. For more information, see the
General Azure guidelines row in the Azure-specific endpoints table.
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» Ensurethat the steps mentioned in the General Azure guidelines and Azure Data Lake Storage Gen 2 rowsin
the Azure-specific endpoints table are complete so that the endpoint connects to the target path successfully.

The following system architecture diagram shows the interaction between components during Hive replication
using Hive replication policies:

Figure 7: System architecture diagram for Hive replication in Cloudera Replication Manager
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What to do next
After the clusters and cloud storage requirements are met, you can create a Hive replication policy.
Related Information

Support matrix for Cloudera Replication Manager
Adding a CDH cluster

Adding a Cloudera Base on premises cluster
Accessing Data L ake services

Understanding account roles and resource roles
Working with cloud credentials

Ports for Cloudera Replication Manager
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Creating Hive replication policy

Before you create a Hive replication policy in Cloudera Replication Manager, you must ensure that the prerequisites
are complete and the required Ranger policy is set in Ranger.

Before you begin
Ensure that the Hive replication policy prerequisites are complete.

Procedure

1. Onthe Management Console Replication Manager Replication Policies page, click Add Policy.
The Create Replication Policy wizard appears.
2. Onthe General page, choose or enter the following information:

Option Description

Hive Creates aHive replication policy.
Policy Name Enter a unique name for the replication policy.
Description Optional. Enter a brief description about the replication policy.

The following image shows a sample General page in the Create Replication Policy wizard:

Create Replication Policy

@ General General

i "
2 Select Source Policy Name

hive_test
3 Select Destination
Description
4 Schedule Use a Hive replication policy to replicate Hive external tables. ACID tables and

managed tables in Hive are converted to external tables after replication.
5 Additional Settings

Type

o 8 o B o B

Hive _ HDFS _ HBase

3. Click Next.

4. Onthe Select Source page, enter or choose the options as required:

Option Description

Source cluster Choose aclassic cluster as a source cluster.

47


https://docs.cloudera.com/replication-manager/cloud/operations/topics/rm-pc-prepare-for-hive-replication-policy.html

Cloudera Replication Manager Using Hive replication policies

Option Description

Source Databases and Tables Enter the database name and table name. Click Add to enter more
databases and tables as necessary.

information_schema databases for replication if you
want to choose the Additional Settings Invalidate Impala
Metadata on Destination option for the Hive replication

policy.

E Note: Ensure that you do not add the sys and

Run As Username (on source) Optional. The replication policy uses the Default username to
replicate data.

Enter another username if you want the replication policy to useit to
replicate data. Ensure that the user has the necessary permissions to
replicate data.

Note: You must provide ausername for Kerberized
E clusters.

5. Click Next.
6. On the Select Destination page, tenter or choose the options as required:

Option Description

Destination Data Lake or Data Hub Choose a Data Lake or Data Hub as the destination cluster.

The Managed Warehouse Path and the Hive External Table Base
Directory Path for the Data L ake appears.

Note: Administrators can edit the Hive External Table
E Base Directory field to add another path to override

the default storage location for replicated Hive external

tables. Before you add another path to override the default

storage | ocation, ensure that the following steps are

completein the Ranger Ul:

»  Alter the ranger policy Default: Hive warehouse
locations in cm_s3 service to allow the Hive service
to access the updated locations of S3 bucket path.

e Manually update the Ranger and Sentry permissions.

7.9.0 and higher, for which you have access permissions
appear automatically. If you want to use a Cloudera Data
Hub that appears disabled, you must upgrade the Cloudera
Manager version to 7.9.0 or higher for the Data Hub.

E Note: The Data Hubs, using Cloudera Manager version

Cloud Credential on Source Choose the required cloud credential. The cloud credentials that you
register for the selected source cluster on the Cloud Credentials page
appear in thisfield. You can also add cloud credentials using the Add
Cloud Credential link.

Run as Username Optional. The replication policy uses the Default username to
replicate data.

Enter another username if you want the replication policy to useit to
replicate data.

7. Click Validate Policy.

Replication Manager verifies whether the details provided are correct.
8. Click Next.
9. On the Schedule page, choose or enter the following information:

Description

Run Now Starts to replicate the existing HDFS data after the replication
policy creation is complete. Choose the frequency to replicate data
periodically.
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Option Description

Schedule Run Runs the replication policy to replicate data at alater time. Choose
the date and time for the first run, and then choose the frequency to
replicate data periodically.

Q Tip: Onthe Replication Policies page, click

O.

Frequency Choose one of the following options:

¢ Does Not Repeat

¢ Custom - In the Custom Recurrence dialog box, choose the time,
date, and the frequency to run the policy.

to change the timezone.

Replication Manager ensures that the same number of seconds
elapse between the runs. For example, if you choose the Start
Time as January 19, 2022 11.06 AM and Interval as 1 day,
Replication Manager runs the replication policy for the first time
at the specified time in the timezone the replication policy was
created in, and then runsit exactly after 1 day that is, after 24
hours or 86400 seconds.

job to finish before the next job starts. Also, ensure that
the jobs based on the same policy do not overlap. If ajob
is not completed before another job starts, the second job
does not run and the job status appears as Skipped. If a
job is consistently skipped, you might need to modify the
frequency of the job.

E Note: Ensure that the frequency in a schedule enables a

10. Click Next.
11. On the Additional Settings page, enter or choose the values as necessary:

Option Description

YARN Queue Name Enter the name of the Y ARN queue for the cluster to which the
replication job is submitted if you are using Capacity Scheduler
queues to limit resource consumption. The default value for thisfield

is default.

Maximum Maps Slots Set the maximum number of map tasks (simultaneous copies) per
replication job. The default valueis 20.

Maximum Bandwidth Adjust this setting so that each map task is throttled to consume only
the specified bandwidth.

Each map task ((simultaneous copy) is restricted to consume only
the specified bandwidth. Thisis not always exact. The map throttles
back its bandwidth consumption during a copy in such away that

the net bandwidth used tends towards the specified value. Y ou can
adjust this setting so that each map task is throttled to consume only
the specified bandwidth so that the net bandwidth used tends towards
the specified value. The default value for the bandwidth is 100MB
per second for each mapper.

Number of concurrent HM'S connections Enter the number of concurrent Hive Metastore connections. The

connections are used to concurrently import and export metadata

from Hive. Increase the number of threads to improve Replication
Manager performance. By default, a new replication policy uses 4
connections.

¢ If you set the value to 1 or more, Replication Manager uses
multi-threading with the number of connections specified.

¢ If you set the value to O or fewer, Replication Manager uses
single threading and a single connection.
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Option Description

Sentry Permissions Choose Include Sentry Permissions with Metadata to migrate Sentry
permissions during the replication job. Otherwise, choose Exclude
Sentry Permissions from Metadata to not migrate Sentry permissions
during the replication job.

Skip URI Privileges Select this option if you do not want to include URI privileges when
you migrate Sentry permissions.

During migration, the URI privileges are trandated to point to an
equivalent location in S3. If the resources have a different location
in Amazon S3, do not migrate the URI privileges because the URI
privileges might not be valid.

Replication Option Choose Metadata and Data to replicate metadata and dataiin files
and directories. Otherwise, choose Metadata only to replicate the
metadata of files and directories

Directory for metadatafile Enter / or avalid folder path in the target cluster to save the metadata
file. If thefield isempty or if the specified folder does not exist,
Replication Manager creates a new folder.

Force Overwrite Select to overwrite data in the destination metastore if incompatible
changes are detected.

For example, if the destination metastore was modified, and a new
partition was added to atable, this option forces deletion of that
partition, overwriting the table with the version found on the source.
If you do not choose the option and the Hive replication process
detects incompatible changes on the source cluster, Hive replication
fails. This sometimes occurs with recurring replications, where the
metadata associated with an existing database or table on the source
cluster changes over time.

Invalidate Impala M etadata on Destination Choose the option to run the Impala INVALIDATE METADATA
statement per table on the destination cluster after completing the
replication. The statement purges the metadata of the replicated
tables and views within the destination cluster’s Impala upon
completion of replication, allowing other Impala clients at the
destination to query these tables successfully with accurate results.

Y ou must run the INVALIDATE METADATA statement manually
for the following scenarios:

«  If the destination Cloudera Manager does not have an Impala
service.
« If the source contains User Defined Functions (UDF).

Warning: However, this operation is potentially unsafe

A if DDL operations are being performed on any of the
replicated tables or views while the replication is running.
In general, directly modifying replicated data/metadata on
the destination is not recommended. Ignoring this can lead
to unexpected or incorrect behavior of applications and
queries using these tables or views.

Replication Strategy Choose one of the following replication strategies to determine

whether the file replication tasks should be distributed among the

mappers statically or dynamically.

«  Static distributes file replication tasks among the mappers up
front to achieve an uniform distribution based on thefile sizes.

¢ Dynamic distributes the file replication tasks in small setsto the
mappers, and as each mapper completes its tasks, it dynamically
acquires and processes the next unallocated set of tasks.

The default replication strategy is Dynamic.
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Option Description

MapReduce Service Choose the MapReduce or YARN service to use.

Note: When the target cluster of the replication policy
E is part of amulti-cluster Cloudera Manager, you must

ensure that you select the configured Y ARN service from

the same cluster where the replication’ s target serviceis

deployed.
Log Path Enter an alternate path for thelogs, if required.
Error Handling Select the following options as necessary:

¢ Skip Checksum Checks - Determines whether to skip checksum
checks on the copied files. If selected, checksums are not
validated. Checksums are checked by defauilt.

replication failure due to non-matching checksumsin

E Note: Y ou must skip checksum checks to prevent
the following cases:

* Replications from an encrypted zone on the
source cluster to an encrypted zoneon a
destination cluster.

*  Replications from an encryption zone on the
source cluster to an unencrypted zone on the
destination cluster.

* Replications from an unencrypted zone on
the source cluster to an encrypted zone on the
destination cluster.

Checksums are used for two purposes:

* Toskip replication of filesthat have already been copied. If
Skip Checksum Checks is selected, the replication job skips
copying afileif the file lengths and modification times
areidentical between the source and destination clusters.
Otherwise, the job copies the file from the source to the
destination.

¢ Toredundantly verify the integrity of data. However,
checksums are not required to guarantee accurate transfers
between clusters. HDFS data transfers are protected by
checksums during transfer and storage hardware also uses
checksums to ensure that data is accurately stored. These
two mechanisms work together to validate the integrity of
the copied data.

e Skip Listing Checksum Checks - Whether to skip checksum
check when comparing two files to determine whether they are
same or not. If skipped, thefile size and last modified time are
used to determineif files are the same or not. Skipping the check
improves performance during the mapper phase. Note that if
you select the Skip Checksum Checks option, this check is also
skipped.

¢ Abort on Error - Whether to abort the job on an error. If
selected, files copied up to that point remain on the destination,
but no additional files are copied. Abort on Error is not selected
by default.

«  Abort on Snapshot Diff Failures - If a snapshot diff fails during
replication, the replication policy uses a complete copy to
replicate data. If you select this option, the policy aborts the
replication when it encounters an error instead.
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Preserve Choose the required options to preserve the block size, replication
count, permissions (including ACLSs), and extended attributes
(XAttrs) asthey exist on the source file system, or to use the settings
as configured on the destination file system. By default source
system settings are preserved.

When Permission is selected, and both the source and destination
clusters support ACLSs, replication preserves ACLs. Otherwise,
ACLsare not replicated. When Extended attributes is selected, and
both the source and destination clusters support extended attributes,
replication preserves them. (This option only displays when both
source and destination clusters support extended attributes.)

If you select one or more of the Preserve options and you are
replicating to S3 or ADLS, the values dl of these items are saved
in metadata files on S3 or ADLS. When you replicate from S3 or
ADLSto HDFS, you can select which of these options you want to
preserve.

running as a superuser on the destination cluster. Use the

@ Note: To preserve permissionsto HDFS, you must be
Run As Username option to set the username.

Delete Policy Choose the required options to determine whether the files that were
deleted on the source should &l so be deleted from the destination
directory. This policy also determines the handling of filesin the
destination location that are unrelated to the source. Optionsinclude:

¢ Keep Deleted Files - Retains the destination files even when
they no longer exist at the source. Thisisthe default option.

» Deleteto Trash - If the HDFStrash is enabled, files are moved
to the trash folder. Thisis not supported when replicating to S3

or ADLS.
*  Delete Permanently - Uses the least amount of space; use with
caution.
Alerts Choose to generate aerts for various state changes in the replication

workflow. You can choose to generate an alert On Failure, On Start,
On Success, or On Abort of the replication job.

Y ou can configure aerts to be delivered by email or sent as SNMP
traps. If alerts are enabled for events, you can search for and view the
alerts on the Eventstab, even if you do not have email notification
configured. For example, if you choose Command Result that
contains the Failed filter on the Diagnostics Events page, the alerts
related to the On Failure alert for all the replication policies for
which you have set the alert appear. For more information, see
Managing Alerts and Configuring Alert Delivery.

12. Click Create.

After the replication policy runs successfully, you can view the replication job status on the Replication Policies
page. Verify whether the job starts and runs as expected.

The administrator can verify whether the job starts and runs as expected using the following steps:

» For HDFS datareplication, check the cloud storage path (for example, S3 bucket path) to verify whether the data
was successfully copied in the specified bucket.

» For Hive metadata replication, verify whether the specified source database, along with tables, partitions, UDFs
and column stats are available in the Data Lake HM S instance. For this, the administrator can use a Data Hub
cluster and run the corresponding queries using Hue or beeline.

« For Ranger palicies, query the Ranger policies to ensure that the Sentry policies are properly mapped as Ranger
policies for the right users and groups.

Note: If the CDH source database contains functions, you must explicitly runther el oad functi on
E command to view the migrated replication functions in the target location.
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Manage and monitor Hive replication policies

After you create a Hive replication policy in Cloudera Replication Manager, you can perform and monitor various
tasks related to the replication policy. Y ou can view the job progress and replication logs. Y ou can edit the advanced
options to optimize ajob run. Y ou can suspend ajob and also activate a suspended job. Y ou can edit the replication

policy as necessary.

About this task
On the Replication Policies page, you can perform the following actions and tasks on areplication policy and its
jobs.

Procedure

*  Whenyou click Actions for a Hive replication policy, the following actions appear:

Action Description

Edit* Change the replication policy options as required for non-expired
policiesthat are in active or suspended state. Based on the schedule
you choose, the replication policy replicates data.

Y ou can edit the replication policies to better align with changing
requirements. For example, you might want to change the frequency
of apolicy depending on the data size and importance of the data
being replicated.

Note: A replication policy is associated with acluster or
E acluster pair, therefore you cannot change the clustersin
the policy.

Optionally, expand areplication policy on the Replication Policies
page to edit the replication policy options which include frequency
(start time cannot be modified if the policy has already started),
queue name, maximum bandwidth, and maximum map slots.

Tip: To optimize the replication policy performance, you
(:) can configure the queue name, maximum bandwidth, and
maximum map slots as necessary.

Delete Deletes the replication policy permanently.

Suspend Suspends a running replication policy. Activate the replication
policy, if required.

View Log Download, copy, or open thelog. The log shows a brief output of the
stdout and stderr logs of asingle step of the latest replication policy
jobrun.

You can aso view the current job statusin the Replication Manager
Overview Issues & Updates Job Status column. If the job failed,
click Failed to view the log details about the job.

View Command Details Opens the latest Hive replication policy job page. The steps and
substeps appear in atree view. The failed steps are expanded by
default, showing the last 15 lines of the log.

Y ou can aso view the command details for a Hive replication policy
onthe Overview Issues & Updates panel.

target cluster Cloudera Manager Running Commands

(:) Tip: To view the complete log for al the jobs, go to the
page.

Collect diagnostic bundle Generates a diagnostic bundle for the replication policy. Y ou can
download the bundle as a ZIP file to your machine.

Ensure that you are logged into the Cloudera Manager instances for
both the source and target clusters before you download the bundle
in Replication Manager.
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Action Description

*

To view and use the replication policies with an empty name in Replication Manager, you must understand the following implementation:

« If the APl versionislower than 51, an existing replication policy with an empty name can be used and updated. However, if you edit
thereplication policy and provide a name for the replication policy in versions higher or equal to 51, you must ensure that the name
conformsto the validation rules.

« Ifthe API versionishigher or equal to 51, it is mandatory that you provide a unique name to the replication policy to continue using it.
Thisis because API version 51 and higher enforces the validation rules on al the replication palicies.

To pass the replication policy name validation, you must ensure that the replication policy name is unique. The name can contain |etters,
numbers, and the _/ - characters. Y ou must also ensure that it does not contain the characters % . ; \ nor any character that is not ASCII
printable, which includes the ASCII characters less than 32 and the ASCI| charactersthat are greater than or equal to 127.

* When you expand the policy details, the Job History panel appears.
Y ou can view the following details on the panel:

a) Previousjobs, current job, and one future scheduled job if any.
b) Job details which include:

Job details Description

Started Timestamp when the job started.

Ended Timestamp when the job ended.

Duration Time taken to complete the job.

Tables Number of imported or exported tables.

Progress Current status of arunning job.

Expected Remaining number of files and bytes expected to be copied for a
running job.

Copied Nl;mber of files and bytes copied for arunning job and completed
job.

Failed NLtJ)mber of files and bytes that failed to be copied for a completed
job.

Deleted Number of files deleted for a completed job.

Skipped Remaining number of files and bytes skipped from copying for a
running job and complete job.

¢) Click Actionsto:

e Abort thejob.
e Re-run an aborted or failed job.

* View Log for thejob. Y ou can download, copy, or open it to track the job and to troubleshoot any issues
for thejob.

*  Whenyou click ajob on the Job History panel, the following tabs appear:

Tab Description
General Shows the following job details:

e Started at timestamp
¢ Duration taken to complete the job

+« HDFSReplication Report to download the job statisticsin
CSV format

¢ HiveReplication Report to download the job statisticsin CSV
format

¢ HiveExport/Import isthe number of external tables exported
or imported using Hive replication.

*  Number of Errorsencountered during the replication job.

¢ Impala UDFsisthe number of tables exported or imported
using Impala.

¢ Job status M essage.




Cloudera Replication Manager Using HBase replication policies

Tab Description

Command Details Shows the details about the commands that ran on the source
Cloudera Manager for the job, along with the timestamp.

Setup Error Shows the stack trace for the commands that ran on the source
Cloudera Manager for the failed job.

* You can download the following CSV reports from the General HDFS Replication Report field to track the
replication jobs and to troubleshoot issues:

Report Description

Listing Listsall thefiles and directories copied during the replication job.

Status Shows the complete status report of each file as:

« anError occurred and the file was not copied.
¢ aDeleted file.
« anup-to-date file for which the replication was Skipped.

Error Status Status report of all the copied files with errors. Each file shows the
status, path, and message for the copied files with errors.

Skipped Status Status report of all skipped files. Each file lists the status, path, and
message for the databases and tables that were skipped.

Deleted Status Status report of all deleted files. Each file lists the status, path, and
message for the databases and tables that were deleted.

Performance Summary report about the performance of the running replication job
which includes the last performance sample for each mapper that is
working on the replication job.

Full Performance Performance report of the job which includes the samples taken for
al mappers during the replication job.

Note: The reports are generated based on the source Cloudera Manager response. If the Cloudera
Manager response is interrupted or is not handled as expected, corresponding error messages appear in
HTML format in the reports.
* You can download the following CSV reports from the General Hive Replication Report field to track the
replication jobs and to troubleshoot issues:

Report Description

Hive Result List of replicated tables.

Hive Performance Performance report for Hive replication.

Using HBase replication policies

To create an HBase replication policy in Cloudera Replication Manager, you must register the on-premises cluster
(CDH or Cloudera Base on premises) as a classic cluster in Cloudera Management Console, register cloud account
credentials in the Replication Manager service, verify cluster access, and configure minimum ports for replication.
Related Information

HBase replication policy

Support matrix for Cloudera Replication Manager

CDP CLI for Replication Manager

Cloud-to-Cloud HBase Replication on AWS

HBase replication from on-premises to Cloud

HBase cross-region replication for disaster recovery on Azure
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Preparing to create an HBase replication policy

Before you create HBase replication policies in Cloudera Replication Manager, you must prepare the clusters, register
cloud storage in Replication Manager, and verify cluster access.

Procedure
» Do the source cluster and target cluster meet the requirements to create an HBase replication policy?

The following image shows the support matrix based on the lowest supported End of Support (E0S) versions that
you can use for HBase replication policies. Consult the Support matrix for Cloudera Replication Manager for the

complete list of supporting clusters and scenarios:

Figure 8: Lowest supported versions for HBase replication policies

Cloudera Base on premises Cloudera on cloud
o Data Hub / COD ol aws Data Hub / COD
7.2.18 AWS 7.2.18 AWS

CDP Private Cloud Base 7.1.9

using Cloudera Manager 7.11.3

Data Hub / COD Data Hub / COD

7.2.18 Azure 7.2.18 Azure

CDP Private Cloud Base 7.1.9 SP1 3 Data Hub / COD 3 Data Hub / COD
>
using Cloudera Manager 7.11.3 CHF7 7.2.18 GCP 7.2.18 GCP

AWS = Amazon Web Services GCP = Google Cloud Provider COD = Cloudera Operational Database

A

» Isthe source CDH cluster or source Cloudera Base on premises cluster registered as a classic cluster on the
Management Console?

CDH clusters and Cloudera Base on premises clusters are managed by Cloudera Manager. To enable these
on-premises clusters for Replication Manager, you must register them as Classic Clusters on the Management

Console. After registration, you can use them for data migration purposes.
Important: When you register a Cloudera Base on premises cluster as a classic cluster, ensure that you
use only the Cloudera Manager |P Address and Cloudera Manager Port options and not the Register
KNOX endpoint (Optional) option.

For information about registering an on-premises cluster as a classic cluster, see Adding a CDH cluster and

Adding a Cloudera Base on premises cluster.

Note:
IE ¢ ClouderaBase on premises 7.1.6 and higher clusters must be Kerberos enabled to use them as source

Classic Clusters.
¢ You must have Full Administrator role on the source on-premises cluster.
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Are the following steps compl ete on the source Cloudera Base on premises cluster or source CDH cluster (these
steps are not required for COD sources)?

1

Complete Step 1 of Migrating HBase data from CDH/HDP to COD to install the HBase replication plugin
parcel in the CDH source clusters.

This step is applicable for CDH versions 7.2.x that are lower than 7.2.2, versions 7.1.x that are lower than
7.1.5, and for versions lower than 7.x.
Create the /user/hbase folder for the hbase user in HDFS in the source cluster using the following commands:

sudo -u hdfs hdfs dfs -nkdir /user/hbase
sudo -u hdfs hdfs dfs -chown hbase: hbase /user/hbase

These commands allow the HBase replication policy to replicate the existing data in the source cluster.

This step is applicable for Cloudera Manager versions 7.4.3 or lower; Cloudera Manager 7.4.4 only if the API
version is lower than v45. The endpoint http:/[***CM_HOST***]:[*** CM_PORT***]/api/version shows the
API version of the Cloudera Manager.

Isthe required target cluster (Data Hub or COD) available and healthy?

IE Note: HBase replication policies do not support source or destination Cloudera on cloud clusters created

using the Micro Duty template.

Do you have the necessary permission to run the HBase replication jobs on YARN?
To verify whether you have the necessary permission, perform the following steps:

1. Gotothe source Cloudera Manager YARN SERVICE Configuration tab.
2. Ensure one of the following conditions is met:

« The Allowed System Users property must have hbase. Otherwise, add hbase to the existing property value.

This property lists the users permitted (or allowed) to run containers. Note that the users with 1Ds lower
than the Minimum User ID property might be permitted (or allowed) to run containers.

e TheMinimum User ID property is set to avalue that is lower than the HBase user's ID.
To check the HBase user's ID, SSH into a cluster node and run the id hbase command.

The following sample snippet shows the HBase user's D when you run the id hbase command:

# id hbase
ui d=39993( hbase) gi d=39993( hbase) groups=39993( hbase)
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Isthe required cloud credential that you want to use in the replication policy registered with the Replication
Manager service?
For more information, see Working with cloud credentials.

Y ou can aso add the following advanced configuration settings to use Google Cloud, Amazon S3, and ADLS
accounts in Replication Manager:

1. Gotothe source Cloudera Manager Clusters HDFS SERVICE Configuration tab.
2. Locate the HDFS Client Advanced Configuration Snippet (Safety Valve) for hdfs-sitexml property.
3. Add the following key-value pairs to register a Google account to use in Replication Manager:

« fs.gsimpl=com.google.cloud.hadoop.fs.gcs.GoogleHadoopFileSystem

» fsgs.project.id=[***ENTER THE PROJECT |D***]

» fsgs.system.bucket=[***ENTER THE BUCKET NAME***]

o fs.gsworking.dir=/

» fs.gs.auth.service.account.enable=true

» fs.gs.auth.service.account.email=[*** ENTER THE SERVICE PRINCIPAL EMAIL |D***]

» fsgs.auth.service.account.keyfile=/[***ENTER THE LOCAL PATH OF THE P12 FILE***]

Y ou can add these key-value pairs to register a Google account to use in Replication Manager from Cloudera
on cloud 7.2.16.1 and higher versions.

4. Add the following key-value pairsto register an S3 account to use in Replication Manager:

» fs.s3a.accesskey=[***ENTER THE SESSION ACCESSKEY***]
o fss3asecret.key=[***ENTER THE SESSION SECRET KEY***]
5. Add the following key-value pairsto register an ADL S account to use in Replication Manager:

 fs.azure.account.cauth2.client.id=[***ENTER THE ABFS STORAGE CLIENT ID***]

« fs.azure.account.oauth?2.client.secret=[*** ENTER THE ABFS STORAGE CLIENT SECRET KEY***]
6. Save and restart the HDFS service for the changes to take effect.
Do you have the required cluster accessto create or view replication policies?

Have you assigned the managed identity of source roles, Storage Blob Data Owner or Storage Blob Data
Contributor, to the destination storage data container and vice versa for bidirectional replication when you are
using COD on Microsoft Azure?

The roles allow writing a snapshot in the destination cluster container.
Does DNS resolution work as expected between the source and destination clusters?

Tip: If the destination cluster is not reachable from the source RegionServer hosts, add the hostname and
O I P address of the destination hosts to the /etc/hosts file on the RegionServers of the source cluster.

I's the outgoing SSH port open on the Cloudera Manager host?
Are the following ports open and available for Replication Manager?

2181 and 16020 Destination hosts of the AWS cluster or Verify whether the ports 16020 for worker

ADLS cluster (target cluster), and the
Cloudera Manager server port on the source
cluster

security group and 2181 for worker, master,
and leader groups are open for connection
from the source cluster to the destination
cluster on AWS or Azure. This ensures that
the source HBase service can communicate
with Zookeeper and HBase services on the
destination hosts uninterruptedly. For more
information, see Ports for HBase replication.
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Ports Service Description

16000 HMaster Open the port on the Master Nodes (HBase
Master Node and any back-up HBase Master
node).

Before you select the Validate Replication
option during the first HBase replication
policy creation between two specific clusters,
you must ensure that the port is open on the
target cluster.

Note: Irrespective of whether this
E port is open or not on the Master

nodes, Replication Manager
displays awarning message

to inform you that this port
should be open on the target
cluster (to communicate with the
source cluster) when you choose
Validate Replication on the Select
Destination page during the
HBase replication policy creation
process.

7180 or 7183 Cloudera Manager Admin Console HTTP Open on the source cluster to enable Data
lake Cloudera Manager to communicate
to the on-premises Cloudera Manager.
Connects to destination SDX Data Lake
Cloudera Manager.

9000 Cloudera Manager Agent Open on the source and target cluster to
retrieve diagnostic and log information.

6000-6049 Cluster Connectivity Manager (CCM) Required for SSL connections to the Control
Plane via CCM to communicate with
Replication Manager.

80 or 443 Data transfer from secondary node for Outgoing port. Open on al the HDFS nodes
AWS/ADLS Gen2 for AWS and ADLS Gen2.
8443 Data Lake cluster Outgoing port. Configure the port on the

Data L ake cluster as the outgoing port

for Cloudera Management Console to
communicate with Cloudera Manager and
Knox.

8032 YARN Resource Manager Open on the source and target cluster to
access the Y ARN ResourceManager.

Consider the following best practices while using on Microsoft Azure ADLS Gen2 (ABFS):

e Ensure that the on-premises cluster (port 443) can access the https://login.microsoftonline.com endpoint. This
is because the Hadoop client in the on-premises cluster (CDH/Cloudera Private Cloud Base) connects to the
endpoint to acquire the access tokens before it connects to Azure ADL S storage. For more information, see the
General Azure guidelines row in the Azure-specific endpoints table.

» Ensurethat the steps mentioned in the General Azure guidelines and Azure Data Lake Sorage Gen 2 rowsin
the Azure-specific endpoints table are complete so that the endpoint connects to the target path successfully.
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» Arethefollowing steps complete to use the Export snapshot user field during the HBase replication policy
creation process?

Replication Manager uses the specified username on the source cluster to export the initial snapshots to the target.
The hbase user impersonates the specified Export snapshot user credentials and permissions to submit the HBase
YARN application to export the HBase snapshot.

To ensure the YARN application succeeds, the hbase user must be allowed to impersonate the
exportShapshotUser in HDFS by configuring the required properties and valuesin the HDFS
core_site safety valve of the source cluster.

For example, if you want to allow the impersonation from any host and if the exportSnapshotUser isin the repl
user group, you can set the following key-value pairsin source Cloudera Manager Clusters CORE SETTINGS
Configuration Cluster-wide Advanced Configuration Snippet (Safety Valve) for core-sitexml :

« hadoop.proxyuser.hbase.groups = repl
 hadoop.proxyuser.hbase.hosts = *

The Export snapshot user field appearsin the Create HBase replication policy wizard when the following
conditions are true:

e Thetarget cluster version is 7.2.18.200 and higher.
» The source cluster version is 7.1.9 SP1 using Cloudera Manager 7.11.3 CHF7 and higher.

* You choose the Select Source Perform Initial Snapshot option in the Create HBase replication policy
wizard.

When you use IDBroker credentials to replicate from Cloudera Base on premises clusters, you must map the
Kerberos usernameto AWS in the [*** USERNAME***]=[*** ARN***] format in the source Cloudera Manager
Clusters KNOX SERVICE Instances Configuration Knox IDBroker AWS User Mapping property, and allow the
hbase user to impersonate this user in IDBroker.

* (Optional) Complete the steps mentioned in the Optimize HBase replication policy performance when replicating
HBase tables with several TB data FAQ if you choose Perform Initial Snapshot during HBase replication policy
creation to replicate HBase tables with several TB data.

After the clusters and cloud storage requirements are met, you can create an HBase replication policy.

Support matrix for Cloudera Replication Manager
Adding a CDH cluster

Adding a Cloudera Base on premises cluster
Accessing Data L ake services

Migrating HBase data from CDH/HDP to COD
Working with cloud credentials

Ports for Cloudera Replication Manager

Y ou can replicate HBase data from a source classic cluster (CDH or Cloudera Base on premises cluster), Cloudera
Operational Database, or Cloudera Data Hub to a target Cloudera Data Hub or Cloudera Operational Database cluster
in Cloudera Replication Manager.

Ensure that the HBase replication policy prerequisites are complete.
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Procedure

1. Onthe Management Console Replication Manager Replication Policies page, click Add Policy.
The Create Replication Policy wizard appears.
2. Onthe General page, choose or enter the following information:

Option Description

HBase Creates an HBase replication policy.
Policy Name Enter a unique name for the replication policy.
Description Optional. Enter a brief description about the replication policy.

The following image shows a sample General page in the Create Replication Policy wizard:
Create Replication Policy ©)

@ General General

Policy Name *

~

Select Source
hbase-replication-policy

w

Select Destination
Description

Initial Snapshot
ettings

IS

Enter a description for the policy

Type

Hive ' HDFS HBase

\ @

3. Click Next.
4. Onthe Select Source page, enter or choose the options as required:

Option Action

Source Cluster or Database Choose a source cluster.

Note: HBase replication policies do not support source
E Cloudera on cloud clusters created using the Micro Duty

template.
Source Tables Enter atable name that you want to replicate. Click the Add icon to
add more table names.
Perform Initial Snapshot Select the option to replicate existing data.
Credentials are available in source cluster HDFS service Y ou can choose this option when you want to use a Google Cloud
configuration setting account. You can use this option for S3 and ADLS accounts as well.

Before you use this option, ensure that the advanced configuration
settings in Preparing to create an HBase replication policy are
configured.

Credentials from External Account Choose this option for S3 and ADLS storage options. This option
appears when you choose a Cloudera Base on premises cluster or
CDH cluster as the source cluster and you choose Perform Initial
Snapshot.

Click Add Cloud Credential. In the Add Cloud Credential dialog
box, enter a unique name for the cloud credential.

Click Save after you choose one of the following cloud storage types
and enter the required options:

¢ S3- Choose an authentication type, enter an access key and
secret key.

¢« ADLS- Enter theclient ID, tenant ID, and secret key.
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Option Action
Replicate Database Replication Manager replicates:

¢ Current and future data from the existing tables if you choose
the "Perform Initial Snapshot" option. Otherwise, only the future
dataisreplicated.

« datafrom the future tables that are created after policy creation.

To replicate data from the future tables successfully, you
must create similar empty tables on the target cluster. Y ou
can perform this action when you create or add atable to the
database on the source cluster.

Y ou can choose the Replicate Database option only if the following
conditions are true:

¢ Target Cloudera Manager version is 7.11.0 or higher.
*  Source cluster versionis CDH 6.x or higher.

CDH 5.16.2 and higher versions also support the Replicate
Database option after you upgrade the source cluster Cloudera
Manager.

* No existing HBase replication policies exist between the source
and target clusters.

created after the replication policy creation is complete,
you must configure the replication scope to "1" for those
tables on the source cluster.

Q Tip: If you want to replicate the new tables that are

To configure the replication scope for atable on the
master cluster, run the alter [***TABLE NAME***], {N
AME => [***COLUMN FAMILY***], REPLICATIO
N_SCOPE => 1} command for each column
family that must be replicated. REPLICATION_SCOPE
isacolumn-family level attribute, where the value '0'
means replication is disabled, and '1' meansreplication is
enabled.

Replicate all user tables Appears after you choose the Replicate Database option. Choose
this option to replicate all the HBase tables in the database. This
action sets the replication scope to 1 for all the tables and then
replicates the tables to the target cluster.

Replicate only tables where replication is aready enabled Appears after you choose the Replicate Database option. Choose this
option to replicate only those tables for which the replication scope
isalready set to 1. This provides you a choice to replicate only the
required tablesin a database.

This option is supported only if the target cluster Cloudera version
i57.2.17.300 using Cloudera Manager 7.11.0-h3 or higher versions,
Cloudera 7.2.16.500 using Cloudera Manager 7.9.0-h7 or higher
versions, or Cloudera7.12.0.0.

To enable this feature, contact your Cloudera Account team.

62



Cloudera Replication Manager Using HBase replication policies

Option Action

Export snapshot user Enter the custom username. Replication Manager uses the specified
username to export the initial snapshots to the target. The option
appears after you choose the Select Source Perform Initial Snapshot
option.

prerequisites for thisfield as shown in HBase replication
policy prerequisites.
To enable this feature, contact your Cloudera Account team.

E Note: Before you specify the username, complete the

The following sample image shows the Select Source page in the Create Replication Policy wizard when you
choose a COD as source cluster:

Create Replication Policy

? General Select Source Summary
Source Cluster or Database * Type
(2) Select Source Y Y B Type
T HBase
@ Cluster 1 (hbase-repl-633) v
3 Select Destination = Policy Name
Cloud Credential pol-hbase-cdh633-10-COD
4 lsnéllw((‘lm\[imusho! /A azure-cred N Add Cloud Credential
Source Tables
1 (CXO)]
test:12 [CXC)

& Perform Initial Snapshot

5. Click Next.
6. On the Select Destination page, enter or choose the options as required:

Option Description

Destination Data Hub or COD Choose a Data Hub cluster or COD.

destination Cloudera on cloud clusters created using the

E Note: HBase replication policies do not support
Micro Duty template.

Set HBase Replication Machine User Optional. Choose the option and then enter the username and
password. Ensure that you enter the correct password for an existing
user because if the password is incorrect, the datais not replicated
even though the policy is created successfully.

Based on the username and password that you enter, one of the
following possible scenarios isimplemented by Replication
Manager:

¢ If Set HBase Replication Machine User is not selected, an
HBase replication machine user is created automatically with an
auto-generated username.

* |If Set HBase Replication Machine User is selected and Create
User If Does Not Exist is not selected, ensure that the username
you enter exists in the Cloudera User Management System
(UMS), otherwise an error message appears.

¢ If Set HBase Replication Machine User is selected and Create
User If Does Not Exist is selected and the username does not
existin UMS, the username is created.
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Option Description

Sync Replication User Optional. Replication Manager validates the existing username with
the UMS and synchronizes the new username and password to the
destination cluster’s environment (and to the source’s aswell if the
source is COD).

Note: Error appears after you click Sync Replication
E User if you entered a non-existent username and did not

choose Create User If Does Not Exist.

Replicate viaa Network Load Balancer Enableif the source on-premises cluster uses a network load balancer
(NLB) to communicate with ZooK eeper and RegionServers of the
destination Cloudera Manager of Cloudera Operational Database
clusters.

Y ou can use this option when the Cloudera Operational Database
clusters are isolated and the on-premises clusters can only use NLB
to communicate with them.

The option is disabled by default if the chosen source and target
clusters already have HBase replication policies between them.

To enable this feature, contact your Cloudera Account team.

Endpoint Enter the endpoint detailsin the [***NLB

ADDRESS **]:[***ZOOKEEPER LISTENER PORT
(2181)***]:[*** TARGET HBASE ZNODE PATH***] format. For
example, my.nlb.us-west-2.amazonaws.com:2181:/hbase.

The following options appear if the source Cloudera Manager is 7.6.0 or higher:

Option Description

Roalling HBase Service Restart on Source [Appearsif you select COD or Data Hub as the source cluster] Select
to enable automatic rolling restart* of HBase service on the source
cluster after the HBase replication policy first-time setup steps are
complete. Otherwise, Cloudera Manager performs an automatic full
restart* of the service.

Roalling HBase Service Restart on Destination Select to enable automatic rolling restart* of HBase service on the
target cluster asarolling restart* after the HBase replication policy
first-time setup steps are complete. Otherwise, Cloudera Manager
performs an automatic full restart of the service.

| want to force the setup of this HBase replication policy Choose to run the first-time setup configuration between the selected
source and destination clusters.

This option appears when the selected source or target cluster is part
of an existing cluster pair, and one of the following is true about the
cluster pair:

« No HBase replication policies exist between them.
*  Theother cluster in the pair is currently unreachable.

When you select the option, you acknowledge that the existing
pairing for the selected source or target cluster will be cleared and
the first-time setup will be initiated with the chosen new source or
destination cluster.
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Option Description

Validate Replication Select the option to notify Replication Manager to verify the
provided details so that the replication isinitiated after the policy
creation is complete.

Note: Thisoption isavailable for target clusters using
E Cloudera Manager version 7.6.2 and higher.

Before you select the Validate Replication option during the first
HBase replication policy creation between two specific clusters, you
must ensure that the 16000 port is open on the target cluster.

Note: Irrespective of whether this port is open or not
E on the Master nodes, Replication Manager displays a

warning message to inform you that this port should

be open on the target cluster (to communicate with the

source cluster) when you choose Vaidate Replication on

the Select Destination page during the HBase replication

policy creation process.

*During rolling restart, one node is restarted at atime and this continues until all the nodes in the cluster are restarted. This type of restart
ensures that there is no disruption of service. During full restart, al the nodes are shut down at once and restarted simultaneously.

The following sample image shows the Select Destination page in the Create Replication Policy wizard:

Create Replication Policy

~ General inati
Select Destination Summary
¥ Select Source Type* B Type
Cloudera Data Platform - Data Hub Cluster HBase
(3) Select Destination
= policy Name
4 Initl Snapshot @ some clusters may not be viewed by the current logged in user if role hbase-test4
ettings ClassicClusterUser is not assigned. A
Source
dmx-src-valid

Destination Data Hub or COD *

@ dmx-tgt-valid (dmx-dev-15) VJ

~ These clusters have not been set up as peers yet, please take care of the following

You can skip these steps if you have already done so.
Steps on destination cluster cod-dz1xnfrgq1rl (2
1.1 Make sure the ZooKeeper and HBase Servers network ports on proper destination hosts accept incoming connections.

Learn more on how to set up HBase replication. [2

~  After policy creation

Beware that HBase service on both clusters will be automatically restarted after setup.

Rolling HBase Service Restart on Source
Rolling HBase Service Restart on Destination
Validate Replication

Set HBase Replication Machine User

7. Click Next.
8. OntheInitia Snapshot Settings page, configure the following options for the source cluster:

Option Description

YARN Queue Name Enter the name of the Y ARN queue for the cluster to which the
replication job is submitted only if you are using Capacity Scheduler
queuesto limit resource consumption. The default value for this field
is default.

Maximum Maps Slots Configure the maximum number of map tasks (simultaneous copies)
per replication job. The default valueis 20.
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Option Description

Maximum Bandwidth

Adjust this setting so that each map task is throttled to consume only
the specified bandwidth.

Each map task ((simultaneous copy) is restricted to consume only
the specified bandwidth. Thisis not always exact. The map throttles
back its bandwidth consumption during a copy in such away that

the net bandwidth used tends towards the specified value. Y ou can
adjust this setting so that each map task is throttled to consume only
the specified bandwidth so that the net bandwidth used tends towards
the specified value. The default value for the bandwidth is 100MB
per second for each mapper.

Y ou can adjust the setting only if the source and destination
Cloudera Manager instances support this option.

To enable this feature, contact your Cloudera Account team.

Maximum parallel snapshots

Specify the maximum number of tablesto processin parallel during
theinitial snapshot export and import step for the HBase replication
policy.

If you do not enter any value, Replication Manager chooses an
appropriate value, depending on the resources in the source and
target cluster, to optimize the performance.

To enable this feature, contact your Cloudera Account team.

The following sample image shows the Initial Snapshot Settings page in the Create Replication Policy wizard:

Create Replication Policy

° General

Select Source

? Select Destination

7 Initial Snapshot
\=/ Settings

9. Click Create.

Initial Snapshot Settings

YARN Queue Name @

default

Maximum Maps Slots @

20

Maximum Bandwidth @

100

MB/s (per mapper)
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10. Restart the HBase service on the on-premises source cluster when the policy status on the Replication Policies
page shows Manual restart (src) / restarting (dest) or Manual HBase restart needed on source. After the service
restart is complete, the setup continues automatically for the replication policy. Y ou do not need to restart the
HBase service if the source is COD or Data Hub.

Important: If the source cluster Cloudera Manager versionis 7.6.0 or lower and you are using an on-
premises source cluster, you must perform the following steps to complete the HBase replication policy
setup:

a. Restart the HBase service on the on-premises source cluster when the policy status on the Replication
Palicies page shows Waiting for ‘Continue Setup’ action call.

b. Click Continue setup for the policy on the Replication Policies page after the service restart is
complete. This action informs Replication Manager to continue the replication policy setup.

The following image shows the Continue setup option for the HBase replication policy on the Replication Policies
page:

Replication Policies

Status Type  Name Source Destination Jobs Duration  Last Success Next Run

> [ pol-hbase-cdh633-to-COD Cluster 1 dmx-tgt-test <Im  n/a -

Items per page: v  Delete

Continue setup

After you create the first replication policy between a source cluster and target cluster (policy that isin setup/service
restart state), Replication Manager creates and runs two schedules or jobs. The first schedule shows the service
configuration and service restart progress, and the second schedule shows the policy creation progress. Subseguent
replication policies between the same source cluster and target cluster creates only one job. Replication Manager
restarts the HBase services on both the clustersif they are COD clusters.

Note: Thefirst HBase replication policy between a source cluster and target cluster takes more timeto

Ij complete because of the first-time setup configuration process that runs in the background. Y ou can continue
creating more HBase replication policies while the setup process of the in-progress policiesis running in the
background. The subsequent replication policies for the same source and target cluster do not run the first-
time setup configuration.

To verify whether areplication policy isrunning, you can either click the replication policy on the Replication
Policies page, or click Running Commands in Cloudera Manager.

The following sample image shows the Job History page of a HBase replication policy between COD clusters:
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Replication Policies

0

D Error

Status Type

v Delete in progress

[ Policy Name
mlabadi-1x100x10mb-01

3 Description
COD-t0-COD replication test by the HCube
team

B Source

Cluster 1 (hcube-cdh2cod-dc)

B! test-10mb-006 test-10mb-095 test-
10mb-090 test-10mb-002 test-10mb-100
test-10mb-051 test-10mb-009 test-10mb-
088 test-10mb-013 test-10mb-073 test-
10mb-084 test-10mb-044 test-10mb-099
test-10mb-037 test-10mb-062 test-10mb-
096 test-10mb-055 test-10mb-080 test-
10mb-048 test-10mb-067 test-10mb-092
test-10mb-078 test-10mb-033 test-10mb-
059 test-10mb-024 test-10mb-017 test-
10mb-028 test-10mb-040 test-10mb-056
test-10mb-089 test-10mb-052 test-10mb-
081 test-10mb-065 test-10mb-027 test-
10mb-063 test-10mb-070 test-10mb-085
test-10mb-005 test-10mb-043 test-10mb-
054 test-10mb-016 test-10mb-036 test-
10mb-074 test-10mb-047 test-10mb-091
test-10mb-041 test-10mb-012 test-10mb-
058 test-10mb-001 test-10mb-032 test-
10mb-030 test-10mb-077 test-10mb-069
test-10mb-023 test-10mb-066 test-10mb
029 test-10mb-015 test-10mb-071 test-
10mb-007 test-10mb-053 test-10mb-039
test-10mb-064 test-10mb-004 test-10mb
075 test-10mb-082 test-10mb-026 test-
10mb-060 test-10mb-018 test-10mb-031
test-10mb-022 test-10mb-086 test-10mb
011 test-10mb-042 test-10mb-094 test-
10mb-076 test-10mb-035 test-10mb-098
test-10mb-038 test-10mb-061 test-10mb-
072 test-10mb-050 test-10mb-083 test-
10mb-087 test-10mb-045 test-10mb-014
test-10mb-025 test-10mb-019 test-10mb-
008 test-10mb-097 test-10mb-020 test-
10mb-021 test-10mb-068 test-10mb-079
test-10mb-093 test-10mb-057 test-10mb-
034 test-10mb-046 test-10mb-003 test-
10mb-049 test-10mb-010 (100 tables)

19

© @ Suspended ol Total
Name Source Destination Jobs Duration Last Success Next Run
miabadi-1x100x10mb-01 C‘US‘LE”‘ "E*:Ee‘"‘ff:"”_% o¥c 01h2sm  n/a -
Charts Job History
’ 1l previous job job, and one future scheduled job i there is any
Type Started Ended Duration Progress Actions
O Remove schedu -
hedu Feb 15,2022 01h2: —
]
teps. Firs ailue: Faled to execut pshot
Steps

> © Get HBast

nd 'Check Tables Exist

ation schedule.
heck HBase

Peer Existence

After you create an HBase replication policy in Cloudera Replication Manager, you can perform and monitor various
tasks related to the replication policy. Y ou can aso view the job progress and replication logs.

Y ou can perform the following actions and tasks on the replication policy and its jobs on the Replication Policies

page:

* You can edit the policy name and description; view the source cluster name and tables selected in it to be
replicated; and view the destination Data Hub or COD and the tables that have been replicated. Y ou cannot
remove the tablesif you choose Select Source Replicate Database option during the HBase replication policy

creation process.

e OntheJob History tab, you can view the previous replication jobs, current running job, and one future scheduled
job for the replication policy. Y ou can perform Actions on the HBase replication policy.
« Onthe Chartstab, you can view the HBase RegionServer metrics for a specific replication peer.

When you click areplication policy on the "Replication Policies' page, the "Job History" tab appears. On thistab, you
can view the previous replication jobs, current running job, and one future scheduled job for the replication policy.

The following columns appear for each replication policy:
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* Typeof job. Click the job to view the completed and in-progress steps that Replication Manager takes to complete
the job. Here, you can verify whether the first-time setup configuration between the source and destination clusters
was successful.

Tip: You can also view the progress and results of the first-time setup on the Cloudera Manager
Running Commands page for the source and destination clusters.

e Timestamp when the job Started.

* Timestamp when the job Ended.

« Duration taken to complete the job.
e Progressof thejob run.

Actions menu

On the Actions menu, you can perform the following tasks on the HBase replication policy:

Option Description

Edit* Enables you to edit the replication policy name and description, or
delete one or more tables for the HBase replication policy.

Y ou can aso edit Sour ce to delete the tables in the HBase replication
policy.

Delete Removes the HBase replication policy permanently.

Y ou can Force Delete an HBase replication policy after Replication
Manager fails to delete the replication policy.

Suspend Pauses an active HBase replication policy. This option appears for
target clusters using Cloudera Manager 7.9.0 (Cloudera Manager
API** version 51) and higher.

Warning: When you suspend an HBase replication policy,
Replication Manager suspends all the HBase replication
policies between the same source and destination cluster.

Y ou can suspend only the specified replication policy for target clusters
using Cloudera Manager with API version lower than 45. However, the
Suspend option is not available for clusters using Cloudera Manager
with API versions 45 through 50.

Activate Resumes a suspended HBase replication policy.

Warning: When you activate a suspended HBase

A replication policy, Replication Manager activates all the
suspended HBase replication policies between the same
source and destination cluster.

Y ou can activate only the specified suspended policy for target clusters
using Cloudera Manager with API** version lower than 51.

View command details Opens the latest HBase replication policy job page. The steps and
substeps appear in atree view. The failed steps are expanded by
default, showing the last 15 lines of the log.

Y ou can also view the command details for a Hive replication policy
onthe Overview Issues & Updates panel.

To view the complete log for al the jobs, go to the target cluster
ClouderaManager Running Commands page.
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Retry First Time Setup Runs the first-time setup configuration between the source and
destination clustersif the first-time setup has failed. This option is
available only if the first-time setup configuration fails.

After you click Retry Create, you can choose:

¢ toset an Set HBase Replication Machine User and Sync
Replication User to run the first-time setup.

* toopt for Rolling HBase Service Restart on Source and Rolling
HBase Service Restart On Destination after the first-time setup is
complete.

For more information about these options, see Creating HBase
replication policy.

Retry Failed Snapshots Rerunsthe failed initial snapshots (and only the failed ones) in the
replication policy if the Replication Manager failed to replicate the
existing data of some tables.

This option appearsif you selected Select Source Perform Initial
Snapshot during policy creation and Replication Manager failed to
replicate the existing data. In this scenario, the policy status shows
Active with a Shapshot Failure warning message on the Replication
Policies page for the HBase replication policy.

Retry Failed Create Retries the HBase replication policy creation process. This option
appears for failed HBase replication policies that show the Create
failed status.

Collect diagnostic bundle Generates a diagnostic bundle for the replication policy. You can

download the bundle as a ZI P file to your machine.

Ensure that you are logged into the Cloudera Manager instances for
both the source and target clusters before you download the bundlein
Replication Manager.

*

To view and use the replication policies with an empty name in Replication Manager, you must understand the following implementation:

« Ifthe API versionislower than 51, an existing replication policy with an empty name can be used and updated. However, if you edit the
replication policy and provide a name for the replication policy in versions higher or equal to 51, you must ensure that the name conforms to
the validation rules.

¢ Ifthe API versionishigher or equal to 51, it is mandatory that you provide a unique name to the replication policy to continue using it. This
is because API version 51 and higher enforces the validation rules on all the replication policies.

To pass the replication policy name validation, you must ensure that the replication policy name is unique. The name can contain letters,
numbers, and the _/ - characters. Y ou must also ensure that it does not contain the characters % . ; \ nor any character that is not ASCII printable,
which includes the ASCII characters less than 32 and the ASCII characters that are greater than or equal to 127.

* %

The endpoint http://[***CM_HOST***]:[*** CM_PORT***] /api/version shows the API version of the .

After you create an HBase replication policy between two Cloudera Operational Database (COD) clustersin Cloudera
Replication Manager, you can set up the triggersin Cloudera Manager to monitor specific replication-related metrics
for the HBase replication policy. When the condition specified in the trigger is met, Cloudera Manager triggers

an aert, and you can view the metrics for the replication policy in Cloudera Replication Manager and in Cloudera
Manager.

1. Gotothe source Cloudera Manager Hosts All Hosts page.
2. Click alink in the Name column to open the host status page.
3. Click Create Trigger in the Health Tests section.

For information about creating atrigger, see Cloudera Manager Trigger Use Cases. For information about the list
of supported HBase RegionServer replication peer metrics, see HBase RegionServer Replication Peer Metrics.
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4. Enter the required values and the following expression to create atrigger for a metric with a certain threshold
value on the Create New Trigger page:
IF (SELECT [***ENTER THE METRIC NAME***] WHERE serviceName=$SERVICENAME AND
max([***ENTER THE METRIC NAME***]) > [***ENTER THE THRESHOLD VALUE***] AND
roleType=RegionServer) DO health:concerning
The following examplesillustrate how you can use triggers to monitor the replication metricsin Cloudera
Manager:

a)

b)

Thel F (SELECT | og_queue_si ze WHERE servi ceNanme=$SERVI CENAME AND

max (| og_queue_size) > 10 AND rol eType=Regi onServer) DO heal t h: concerni ng
trigger statement triggers the health aert when the value of the log_queue sizeis greater than 2.

Thistrigger condition is met when the processing of the queue becomes slow which results in the logs being
queued or the replication process being halted.

The following sample image shows the chart that appears on the source Cloudera Manager Charts page when
the health alert is triggered for the following trigger expression: | F ( SELECT shi pped_bat ches_rate
VWHERE ser vi ceName=$SERVI CENAME AND nex(shi pped_bat ches_rate) > 0.01 AND
rol eType=Regi onServer) DO heal t h: concerni ng

shipped_batches_rate ©

[lol] GLoun=RA cod-Txy9udmofélf / hba
Manager am>
SBR May 25,7:43
Concerning : SBR trigger is firing for conditions SELECT shipped_batches_rate WHERE serviceName="hbase" AND max(shipped_batches_rate) > 0.01 AND roleType = "regionServer”.
Expression Actions
IF pped_batches_rate WHERE serviceName=$SERVICENAME AND hange Service Triggers for t
max(shippe tches_rate) > 6.81 AND roleType = "regionServer®) DO hea
Charts how Filered St Advice

This is a trigger-based health test configured for the hbase. This returns
conditions defined in the trigger are met

an unhealthy value whenever the

All triggers for this entity can be configured using the Service Triggers monitoring setting

¢) Thefollowing image showsthe Chart Builder where you can configure the options as required and save it for
troubleshooting purposes or for future references.

[lo1] Vianager Chart Builder

elect shipped_batches_rate

@@ suckaes  Bar  Sc
EETIITIO)P Al Separate (5)

Lineat

Untitled

\\\\\\

LUICERERE  Suggestions ~  Save (7]

For information about monitoring the metrics related to replication and HBase health on your COD

environment, see Monitor COD metrics.

Y ou can view and monitor the metricsin Cloudera Manager and on the Charts page in Cloudera Replication

Manager.
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When you click areplication policy on the "Replication Policies' page, the "Charts' tab appears. On this tab,

when you choose the HBase replication peer metric, aggregate rollup level, start time, and end time, a graphical
representation of HBase RegionServer metrics specific to the replication peer appears.

Cloudera Manager monitors several metrics which includes performance metrics for the HBase RegionServer.
Replication Manager leverages this capability to display the HBase RegionServer metrics specific to areplication
peer as agraph on the Chartstab for areplication policy, and stores it in the source cluster of the replication policy.

Y ou can use these metrics to monitor a HBase replication job and to find and diagnose issues related to the HBase
replication peer.

Y ou can view these metrics for areplication peer only if the following conditions are true:

» The source Cloudera Manager API version is 42 or higher and the target Cloudera Manager API versionis 53 or
higher.

Tip: The endpoint http://[***CM HOST***]:[***CM PORT***] /api/version shows the API version of
Q the Cloudera Manager.

* TheHBase replication policy has been successfully created and is not in an erroneous state.

Note: If the target Cloudera Manager version is 45 or higher, the graphs generated for HBase replication

Ij policies are the same if they share the same source and target clusters. If the target Cloudera Manager version
is lower than 45, the graph differs from one HBase replication policy to another because one replication peer
is created for each HBase replication policy in these APl versions.

For more information about the available metrics, see HBase RegionServer Replication Peer Metrics.

Y ou can view HBase RegionServer metrics specific to areplication peer as agraph on the "Charts' tab for a
replication policy on the "Replication Policies' page.

1. Gotothe Replication Palicies pagein Cloudera Replication Manager.
2. Click asuccessful HBase replication policy that is not in an erroneous state.
3. GototheChartstab.
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Cloudera Replication Manager

Troubleshooting replication policies in Cloudera Replication
Manager

4. Choose the following options depending on your requirement:
Choose one of the following HBase replication peer metric:

a)

b)

<)

Age of last shipped operation
Age of last shipped operation rate
Log editsfiltered rate

Log edits read rate

Log queue size

Log read in bytesrate
Shipped batches rate
Shipped ops rate

Shipped sizein kb rate
Shipped hfilesrate

Size of hfilerefs queue

Choose an aggregate rollup level for the metrics:

Raw

10 minutes
1 hour

6 hours
Daily
Weekly

Choose a Start Time.

d) Choose an End Time.
5. Click Load Metricsto view the graphs.

The troubleshooting scenarios in this topic help you to troubleshoot issues in Cloudera Replication Manager.

Using HDFS replication policy

Using Hive replication policy

Using HBase replication policy

Support matrix for Cloudera Replication Manager

What are the different methods to identify errors while troubleshooting a failed replication policy?

Y ou can choose one of the following methods to identify the errors to troubleshoot ajob failure:
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» Onthe Replication Policies page, click the failed job in the Job History pane. The errors for the failed job
appear.

The following sample image shows the Job History pane for areplication policy job:

Replication Policies A O.

0 16 0 19

© Error © Acive © Suspended i Tota

Q Create Policy
Status Type Name Source Destination Jobs Duration  Last Success Next Run

v Delete in progress miabadi-1x100x10mb-01 C“"S‘f" , '15“”"‘@5” ) 00 oth2sm  n/a -

3 Policy Name ” Charts Job History

miabadi-1x100x10mb-01

© Description Job History shows sl previous jobs, current job, and one future scheduled job if there is any.

COD-to-COD replication test by the HCube

team Type Started Ended Duration Progress Actions

B Soure) O Remove schedule -

Cluster 1 (hcube-cdh2cod-dc)
B test-10mb-006 test-10mb-095 test-
10mb-090 test-10mb-002 test-10mb-100 D e schedule
test-10mb-051 test-10mb-009 test-10mb- 08:01:27 PM CE acET
088 test-10mb-013 test-10mb-073 test-

10mb-084 test-10mb-044 test-10mb-099 Completed only 4/5 steps. First failure: Failed to execute command Create
test-10mb-037 test-10mb-062 test-10mb-
096 test-10mb-055 test-10mb-080 test-
10mb-048 test-10mb-067 test-10mb-092
test-10mb-078 test-10mb-033 test-10mb-
059 test-10mb-024 test-10mb-017 test-
10mb-028 test-10mb-040 test-10mb-056
test-10mb-089 test-10mb-052 test-10mb-
081 test-10mb-065 test-10mb-027 test-
10mb-063 test-10mb-070 test-10mb-085
test-10mb-005 test-10mb-043 test-10mb-
054 test-10mb-016 test-10mb-036 test-
10mb-074 test-10mb-047 test-10mb-091
test-10mb-041 test-10mb-012 test-10mb
058 test-10mb-001 test-10mb-032 test-
10mb-030 test-10mb-077 test-10mb-069
test-10mb-023 test-10mb-066 test-10mb-
029 test-10mb-015 test-10mb-071 test-
10mb-007 test-10mb-053 test-10mb-039
test-10mb-064 test-10mb-004 test-10mb-
075 test-10mb-082 test-10mb-026 test-
10mb-060 test-10mb-018 test-10mb-031
test-10mb-022 test-10mb-086 test-10mb-
011 test-10mb-042 test-10mb-094 test-
10mb-076 test-10mb-035 test-10mb-098
test10mb-038 test-10mb-061 test-10mb
072 test-10mb-050 test-10mb-083 test-
10mb-087 test-10mb-045 test-10mb-014
test-10mb-025 test-10mb-019 test-10mb-
008 test-10mb-097 test-10mb-020 test-
10mb-021 test-10mb-068 test-10mb-079
test-10mb-093 test-10mb-057 test-10mb-
034 test-10mb-046 test-10mb-003 test-
10mb-049 test-10mb-010 (100 tables)

* Inthe source and target Cloudera Manager, click Running Commands on the |eft navigation bar. The recent
command history shows the failed commands.

The following sample image shows the Running Commands page for an HBase replication policy:

CLOUD=ZRA
[1o1] Vianager Home 4 5o recacing e 19,1004 AMUTE D>
Status All Health Issues Configuration - All Recent Commands
Running Commands
No results found.
Recent Commands
Q @ Show Failed Only 30m 1h 2h 6h 12h 1d 7d 30d
Command Context Start Time Duration Actions
HBase create or update replication policy command hbase ' Mar 19, 6:49:27 AM 4.4m
Setup HBase replication hbase &' Mar 19, 6:48:41 AM 28.97s
Setup HBase replication hb: @ Mar 19, 6:47:42 AM 28.72s
HBase create or update replication policy command hbase (' Mar 19, 6:29:40 AM 4.5m
Setup HBase replication hbase &' Mar 19, 6:28:20 AM 29.13s
Setup HBase replication hbase &' Mar 19, 6:26:36 AM 29.17s
HBase create or update replication policy command hbase 2 Mar 19, 5:47:39 AM 5.6m
Restart cod-gsmoz & Mar 19, 5:34:08 AM 3.3m
1-80f8

« Onthe source cluster and target cluster, open the service logsto track the errors (For example, HBase service
l0gs).

Y ou can aso search on the Cloudera Manager Diagnostics Logs page to view the logs.
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The "Replication Policies* page might not display all the replication policies depending on various factors. In such
scenarios, you can choose to rel oad the page, choose aload page option, or use CDP CLIsto view and monitor the
replication policies and its statistics.

When a Cloudera Manager instance is slow, that is while handling more than 650 replication policies or when it is
generally under heavy load, it might slow down the ‘policy list request’ operation. In such scenarios, the replication
policies take more time than expected to appear, or might not get displayed on the Replication Policies page.

C

Force reload page using the option on the Replication Policies page.

Y ou can use this option if the ‘policy list request’ operation has timed out on the Cloudera Manager. Y ou can
identify this scenario when the cluster that stores the replication policies shows up in the Error list. Click

A

to seethe error list and the list of unreachable clusters.

Tip: Sometimes, Replication Manager failsto reach a healthy Cloudera Manager when thereisa

Q temporary networking blip or when thereis aload spike on Cloudera Manager. When a cluster becomes
unreachable for Replication Manager, the cluster is placed in the list of unreachable clusters. Replication
Manager retries to reach the cluster again after 20 minutes. After you confirm that the Cloudera Manager
is healthy and expect it to be reachable by Replication Manager, you can force rel oad the Replication
Policies page to reconnect every cluster.
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« Omit thejob history of the policiesto speed up the ‘policy list query’ operation using the Never load history
option.

Tip: Depending on your requirements, you can choose one of the following optionsin

O,

to load the Replication Policies page faster by delaying to load the job history:

» Delay loading job history when it takes too long attempts to load the job history, but omits the load
operation above a certain threshold. By default, Replication Manager uses this option.

* Never load job history minimizes the load on Cloudera Manager and maximizes Replication Manager
performance.

* Alwaysload job history ensures that the job history is always |oaded for all the displayed replication
policies.

The following sample image shows the options for

O

CLOUD=RA N
Replication Manager Replication Policies C

en i
Always
2 2 2 3
o ) Ac @ suspended X Expire i
a R

o Ifthe Repllcanon Manager Ul still performs slowly and you are not able to view the job history and monitor the
dashboards, Cloudera recommends that you use CDP CLIs for Replication Manager. The CDP CLI commands for
Replication Manager are under the replicationmanager CDP CLI option.

For more information, see CDP CLI for Replication Manager.
f Important: Policy statistics and job details are incorrect if the job history for areplication policy does

not load completely. Thisis because the job history is necessary to decide whether a policy failed or
succeeded.

Y ou can identify this scenario when warnings appear on the Overview or Replication Policies pages.
The following sample images shows the warnings that appear on the Overview and Replication Policies
pages respectively:

CLOUD=RA .
Replication Manager [N

For performance reasons some policies are loaded only partially. Statistics about job statuses might be misleading and policies with failed jobs might be missing

Classic Clusters @ Policies @ Jobs @

9 62 7 2 23 2 3 9 14

o ® Active @ suspende: O Unhealthy ol Tota O In Progres O FalledLost @ FailedinL ol

Issues & Updates @ Create Policy

CLOUDERA " " POy
[onpeostveseall  Replication Policies C

DAO .

A\ For performance reasons some policies are loaded only partially. Statistics about policy statuses might be misleading. When fitering the list, policies with ‘Successful or Failed statuses may be missing

4 7 2 1 23

® e X Expired i Total

O Error Activ
Q = Type (All) » Create Policy
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HDFS replication policies fail when the export HTTPS _PROXY environment variableis set to access AWS through
proxy servers. How to resolve thisissue?

To resolve thisissue, perform the following steps:
1. Open the core-site.xml file on the source cluster.
2. Enter the following propertiesin thefile:

<property>

<name>f s. s3a. pr oxy. host </ nanme>

<descri pti on>Host nane of the (optional) proxy server for S3 connection
s. </ descri ption>
</ property>

<property>
<name>f s. s3a. pr oxy. port </ name>
<descri pti on>Proxy server port. |If this property is not set
but fs.s3a.proxy.host is, port 80 or 443 is assunmed (consistent with
the val ue of fs.s3a.connection.ssl.enabled).</description>
</ property>

3. Saveand closethefile.
4, Restart the source Cloudera Manager.

5. Run the failed HDFS replication policies in Replication Manager.
Replication Manager completes the replication successfully.

When you ping destination clusters using their host names, the source cluster hosts for HBase replication policies do
not find the destination clusters. How to resolve this issue?

This might occur for on-premises clusters such as Cloudera Base on premises clusters or CDH clusters because the
source clusters are not on the same network as the destination Data Hub. Therefore, hosthames cannot be resolved by
the DNS service on the source cluster.

* Add the destination Region Server and Zookeeper |P to host name mappings in the /etc/hosts files of all the
Region Servers on the source cluster.

The following snippet shows the contents in a sample /etc/hosts file:

10. 115. 74. 181 dx- 7548-wor ker 2. dx- hbas. x2- 8y. dev. dr. wor k
10. 115. 72. 28 dx- 7548- wor ker 1. dx- hbas. x2- 8y. dev. dr. wor k
10. 115. 73. 231 dx- 7548-wor ker 0. dx- hbas. x2- 8y. dev. dr. wor k
10. 115. 72. 20 dx- 7548- mast er 1. dx- hbas. x2- 8y. dev. dr. wor k
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10. 115. 74. 156 dx- 7548- mast er 0. dx- hbas. x2- 8y. dev. dr. wor k
10. 115. 72. 70 dx- 7548-1 eader 0. dx- hbas. x2- 8y. dev. dr . wor k

An HBase replication policy fails for COD on Microsoft Azure when the "Perform Initial Snapshot” option is chosen
but data replication is successful when the option is not chosen. How to resolve thisissue?

This issue appears when the required managed identity of source roles are not assigned.

Assign the managed identity of source roles, Storage Blob Data Owner or Storage Blob Data Contributor, to the
destination storage data container and vice versafor bidirectional replication.

The roles allow writing a snapshot in the destination cluster container.

Can HBase replication policy performance be optimized when replicating HBase tables with several TB of dataif the
"Perform Initial Snapshot” option is chosen during HBase replication policy creation?

Complete the following manual steps to optimize HBase replication policy performance when replicating several TB
of HBase dataif you choose the Perform Initial Snapshot option during the HBase replication policy creation process.

1. Before you create the HBase replication policy, perform the following steps:
a) Navigate to the source Cloudera Manager Y ARN service Configuration tab.
b) Search for the mapreduce.task.timeout parameter.
¢) Increasethe value or set it to O to switch off the timeout.
d) Restart the YARN service.
€) Navigate to the source Cloudera Manager HBase service Configuration tab.
f) Search and configure the following key-value pairs:

 hbase.snapshot.master.timeout.millis = 840000
» hbase.client.sync.wait.timeout.msec = 180000
» hbase.client.operation.timeout = 2400000
* hbase.client.procedure.future.get.timeout.msec = 3000000
 hbase.hfilearchiver.thread.pool.max=100
» hbase.snapshot.thread.pool.max=24
g) Restart the HBase service.
h) Perform steps e through g on the target Cloudera Manager.
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2. When you create the HBase replication policy for the first time using the above configured source cluster, you
must increase the Maximum Map Slots value to a higher number on the Advanced Settings page.

Tip: Calculate this number by multiplying the number of nodes on the source cluster and the number of
Q cores in the node.

3. If Store File Tracking (SFT) is enabled in the target COD, perform the steps mentioned in the COD migration
topic after the replication policy creation is complete.

Note: SFT is enabled by default on Cloudera clusters with COD version 7.2.14.2 and higher using
B Cloudera Manager versions 7.2.16 and higher.

How can partition metadata replication be improved when the Hive tables use several Hive partitions?

Hive metadata replication process takes a long time to compl ete when the Hive tables use several Hive partitions.
This is because the Hive partition parameters are compared during the import stage of the partition metadata
replication process and if the exported and existing partition parameters do not match, the partition is dropped and
recreated. Y ou can configure akey-value pair to support partition metadata replication.

1. Gotothe ClouderaManager Clusters HIVE SERVICE Configuration tab.
2. Search for the Hive Replication Environment Advanced Configuration Snippet (Safety Valve) property.

3. Enter the HIVE_IGNORED_PARTITION_PARAMETERS=[*** COMMA SEPARATED LIST OF HIVE
PARTITION PARAMETERS***] key-value pair.

For example,

Hl VE_| GNORED PARTI TI ON_PARAMETERS=t r ansi ent _| ast Ddl Ti ne, t ot al Si ze, nunRow
s, COLUWN_STATS ACCURATE, nunti | es, nunti | esEr asur eCoded

The partition parameter names you provide are not compared during the import stage of the partition metadata
replication process. Therefore, even if the partition parameters do not match between the exported and existing
partitions, the partition is not dropped or recreated. After you configure this key-value pair, the import stage of the
partition metadata replication process completes faster.

4. Savethe changes, and restart the Hive service.

Cloudera Replication Manager does not support Hive nested tables. What do | do if there are Hive nested tablesin the
source cluster?

Replication Manager does not support Hive nested tables for replication. Therefore, it is recommended that you
move the nested tables to a different location in HDFS and then replicate Hive externa tables. However, if thisis not
possible, you can perform the following steps in the given order as a workaround.
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1. Create aHive replication policy on the target cluster. Ensure that the Additional Settings Replication Option
Metadataonly option is selected to replicate the metadata of required files and directories.

Note: If you are using Cloudera on cloud 7.2.15 or lower and if you are using Amazon S3 as the disaster
B recovery cluster, ensure that you (the administrator) run the following command after the Hive metadata
replication is complete:
ALTER TABLE table SET LOCATION "[***[ S3A://S3_BUCKET/WAREHOUSE PATH]***]";
2. Create aHDFSreplication policy on the source cluster to replicate the table data.

When the snapshot export fails during the HBase replication policy job run, the target HBase folder in the destination
Data Hub or COD gets deleted.

Note: This scenario appearsif you are using Cloudera Manager versions that are lower than 7.6.7 CHFS,
7.11.0, or 7.9.0-h6 on the source cluster.

Y ou can either revoke the delete permission for the user, or ensure that you use an access key/role that does not have
delete permissions to the required storage component.

The following steps show how to create an access key in AWS and an Azure service principal, which do not have
delete permission for the storage component.

If the Data Hub or COD is on Amazon S3, you can perform the following steps to create an access key that does not
have delete permission for the storage component:

1. Loginto AWS.
2. Click Create policy on the IAM Palicies Create policy page.
The following sample image shows the Policies page inthe AWSIAM section to create a policy.

WS 2 services | Q Search [Option+S]

@ Resource Groups & Tag Editor

Identity and Access x IAM > Policies

Management (IAM)

Policies Info 5] Actions ¥ m

Policy name Type Used as Description
User groups @ AllowBillingReaper Gustomer managed Permissions policy (1) Allow management of reser

@ AllowROBilling Permissions policy (1) Allow RO access to billing i

@ asinghal-cb Gustomer managed Permissions policy (2)

aws-cb-policy Customer managed Permissions policy (1)

[ besi-dev-assume-full-bucket-role Customer managed Permissions policy (1)

¥ Access reports —
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© N o o

9.

Choose the S3 Service, and then choose the following permissions for generic access (assign resources as
required):

e List/ListBucket

* Read/GetBucketLocation

* Read/GetObject

*  Write/AbortMultipartUpload

e Write/PutObject

*  Permissions management/PutBucketPublicAccessBlock

Add Delete/DeleteObject permission to the target COD cluster’ s snapshot temporary folder.

For example, the target COD cluster’s snapshot temporary folder might be located in [*** TARGET COD S3
PATH***]/hbase/.hbase-snapshot/.tmp/*.

Enter a Name for the policy, add tags, and click Create policy.

Click Add Usersto create auser onthe 1AM Users page.

Enter aName, and click Next.

Choose the Attach policies directly option on the Set per mission page, and then assign the previously created
policy to the user.

Optionally, add tags and create the user.

10. Click Create access key to create an access key for the user onthe 1AM Users [***NEW USER***] page.
11. On the Security Credentials Access keys page, choose Application running outside AWS. Click Next.
12. Optionally, attach the tags, create and save the access key. This access key is used as an external account for

replication.

How do | verify whether the target HBase folder in the destination Data Hub or COD does not get deleted if the
snapshot export fails during the HBase replication policy job run?

Perform the following stepsto verify if the delete operation is allowed for the access key that you previously
created:

a. Runthe aws configure --profile delete-test command to setup the credentialsin AWS CLI.

b. Delete an arbitrarily created temporary file from the account using the aws s3 --profile delete-test rm --
recursive s3://[*** ACCOUNT NAME***]/del ete-testing/ command.

The delete operation is not allowed.

If the Data Hub or COD is on ABFS, you can perform the following steps to create an Azure service principal that
does not have delete permission for the storage component:

1

Login to Microsoft Azure.
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2. Click Add Add acustomrole onthe Subscriptions Select the subscription Access Control (IAM) pagein
Microsoft Azure, and complete the following steps:

a) Onthe Basicstab, provide a name for therole, select Clone arole for the Baseline per missions field, and
choose Storage Blob Data Contributor for the Role to clone field. Click Next.

b) On the Per missions tab, remove the Microsoft. Sorage/storageAccounts/bl obSer vices/container s/del ete and
Mi cr osoft. Stor age/stor ageAccounts/bl obSer vi ces/contai ner /bl obs/del ete permissions.
¢) Click Review + create.

The following sample image shows the Access control (IAM) page in Microsoft Azure:

= Microsoft Azure O Search resources, services, and docs (G+/)

Hom ubscriptior azure-eng-core-weekly

Subscriptions fa azure-eng-core-weekly | Access control (IAM)

{- Add [S] Manage Policies ! - Add ¥ Download role assignments ") Refresh

: Add role assignment
Subseripuonsss olobel fiser s Roles Deny assignments  Classic admir

W Activity log Add co-administrator
My role == all . .

A [
0 Access control (JAM) Add custom role
Status == all urce.

@ Tags

i

/2 Diagnose and solve problems

ipti T
Subscription name T} © Security Check access

Review the level of access a user, group, service principal, or managed identity has to this n

azure-eng-core-weekly
Events

Cost Management

Cost analysis
Grant access to this resource View access to this resourc
B} Cost alerts

3. Click Add Addrole assignment onthe Storage accounts Select the account where snapshots will be written
Access Control (IAM) page, and complete the following steps:
a) Onthe Roletab, select the custom role previously created. Click Next.
b) Onthe Memberstab, select User, group, or service principa for Assign accessto field, and select the required
service principal.
¢) Click Review + assign.
d) Click Review + assign on the Conditions (optional) tab.
4. Click Add principa onthe Storage accounts [*** ACCOUNT NAME***] [*** CONTAINER WHERE
SNAPSHOTS ARE TO BE WRITTEN***] Manage ACL page.
a) Select the required service principal.
b) Choose the Execute permission for the required container, and click Save.

Important: Ensure that no other role containing delete access to the given storage account is assigned
to the new service principal on the Access Control (IAM) page.

How do | verify whether the target HBase folder in the destination Data Hub or COD does not get deleted if the
snapshot export fails during the HBase replication policy job run?

To verify if the delete operation is allowed on the service principal that you previously created, perform the
following steps:

a. Open the Azure Cloud Shell terminal.
b. Login using the service principal that you created previously using the az login --service-principal -u
[***CLIENT ID***] -p [***CLIENT SECRET***] --tenant [***TENANT ID***] command.

c. Delete an arbitrarily created temporary file from the account using the az storage fsfile delete --path
[***TEMPORARY FILE***] -f data --account-name [*** ACCOUNT NAME***] --auth-mode login
command.

The delete operation is not allowed.
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Errors might appear when you try to replicate HBase data from existing tables and future tables in a database using
the “Replicate Database” option during the HBase replication policy creation process. These errors appear when there
are compatibility issues.

Thefollowing list shows afew errors that might appear and how to mitigate these issues:

» Theerror Destination cluster doesn't support replication of all HBase tables. Please change the destination
cluster or specify the tables that should be replicated. appears during HBase replication policy creation process.
How to mitigate this issue?

This error appears if you choose the Select Source Replicate Database option during the HBase replication policy
creation process for unsupported cluster versions.

To mitigate thisissue, ensure that the target Cloudera Manager version is 7.11.0 or higher and the source cluster
version is CDH 6.x or higher before you choose the Select Source Replicate Database option during the HBase
replication policy creation process.

* Theerror Exception in thread "main" java.lang.lllegal ArgumentException: Cannot add a peer with
id=_repl__f1907207cdbc4ab28777bb4a316 ba23f09f7328494bbchf81f40b because that id already exists appears
after creating subsequent HBase replication policies.

This error appearsif you created an HBase peer manually using the hbase shell to replicate all column families on
asource cluster using CDH 5.x.

Y ou can replicate the HBase data (existing tables and future tables) in a database only if the target Cloudera
Manager version is 7.11.0 or higher and the source cluster version is CDH 6.x or higher. Therefore, even if you
create a peer using hbase shell in the source cluster version CDH 5.16.2 or any other unsupported version, errors
might appear.

During the Sentry to Ranger migration process from CDH. 6.3.x to Cloudera on cloud 7.3.0.1, the Hive replication
command fails at the Import Ranger permissions step for Hive replication policies.

Hive replication command during the Sentry to Ranger migration process from CDH. 6.3.x to Cloudera on cloud
7.3.0.1 fails during the “Import Ranger permissions’ step for Hive replication policies.

To solve thisissue, you can upgrade the source Cloudera Manager version to 7.11.0.x, 7.12.0.400, or to a higher
cluster version.

If you want to continue using CDH 6.3.x as the source cluster, you can upgrade the target Cloudera Manager version
to 7.11.0.x, 7.12.0.400, or to a higher cluster version to mitigate the issue.
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