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Configure Kerberos authentication for Apache Ranger

Configure Kerberos authentication for Apache Ranger

How to configure Kerberos Authentication for Apache Ranger

About this task

K erberos authentication for Apache Ranger is automatically configured when HDFS Kerberos authentication is
configured in Cloudera Manager (typically using the Cloudera Manager Kerberos Wizard).

Specifically, Ranger depends on the HDFS hadoop.security.authentication property to enable or disable Kerberos
authentication. When the hadoop.security.authentication property is updated, the Ranger service gets arestart
indicator for the core-site.xml file that resides inside the Ranger service conf directory generated by Cloudera

Manager.

Ranger Kerberos authentication is automatically enabled when HDFS Kerberos authentication is enabled.

Related Information
Enabling Kerberos Authentication for CDP

Configure TLS/SSL for Apache Ranger

How to configure TLS/SSL for Apache Ranger
About this task

Procedure

1. In Cloudera Manager, select Ranger, then click the Configuration tab.

2. Under Category, select Security.
3. Set the following properties.

Table 1: Apache Ranger TLS/SSL Settings

Configuration Property Description

Enable TLS/SSL for Ranger Admin
ranger.service.https.attrib.ss .enabled

Select this check box to encrypt communication between clients
and Ranger Admin using Transport Layer Security (TLS) (formerly
known as Secure Socket Layer (SSL)).

Ranger Admin TLS/SSL Server JKS Keystore File Location
ranger.https.attrib.keystore.file

The path to the TLS/SSL keystore file containing the server
certificate and private key used for TLS/SSL. Used when Ranger
Adminisactingasa TLS/SSL server. The keystore must be in JKS
format.

Ranger Admin TLS/SSL Server JKS Keystore File Password
ranger.service.https.attrib.keystore.pass

The password for the Ranger Admin JKS keystore file.

Ranger Admin TLS/SSL Client Trust Store File

ranger.truststore.file

Thelocation on disk of the trust store, in .jks format, used to confirm
the authenticity of TLS/SSL serversthat Ranger Admin might
connect to. Thisis used when Ranger AdministheclientinaTLS/
SSL connection. This trust store must contain the certificate(s) used
to sign the connected service(s). If this parameter is not provided, the
default list of well known certificate authorities is used.
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Configuration Property Description

Ranger Admin TLS/SSL Client Trust Store Password

The password for the Ranger Admin TLS/SSL Certificate trust store
file. This password is not required to access the trust store; this

ranger.truststore.password field can be left blank. This password provides optional integrity
checking of the file. The contents of trust stores are certificates, and
certificates are public information.

Enable TLS/SSL for Ranger Tagsync Select this check box to encrypt communication between clients and

Ranger Tagsync using Transport Layer Security (TLS) (formerly
known as Secure Socket Layer (SSL)).

Ranger Tagsync TLS/SSL Server JKS Keystore File Location

xasecure.policymgr.clientssl.keystore

The path to the TLS/SSL keystore file containing the server
certificate and private key used for TLS/SSL. Used when Ranger
Tagsyncisacting asa TLS/SSL server. The keystore must bein JKS
format.

Ranger Tagsync TLS/SSL Server JKS Keystore File Password

xasecure.policymgr.clientssl.keystore.password

The password for the Ranger Tagsync JKS keystorefile.

Ranger Tagsync TLS/SSL Client Trust Store Password
xasecure.policymgr.clientssl.truststore.password

The password for the Ranger Tagsync TLS/SSL Certificate trust
storefile. This password is not required to access the trust store; this
field can beleft blank. This password provides optional integrity
checking of thefile. The contents of trust stores are certificates, and
certificates are public information.

Ranger Usersync TLS/SSL Client Trust Store File

ranger.usersync.truststore.file

Thelocation on disk of the trust store, in .jks format, used to confirm
the authenticity of TLS/SSL servers that Ranger Usersync might
connect to. Thisis used when Ranger Usersyncistheclientina TLY
SSL connection. This trust store must contain the certificate(s) used
to sign the connected service(s). If this parameter is not provided, the
default list of well known certificate authorities is used.

Ranger Usersync TLS/SSL Client Trust Store Password

ranger.usersync.truststore.password

The password for the Ranger Usersync TLS/SSL certificate trust
store File. This password is not required to access the trust store;
thisfield can be left blank. This password provides optiona integrity
checking of the file. The contents of trust stores are certificates, and
certificates are public information.

4. Click Save Changes.
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