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CDP Private Cloud Base Release Guide

This guide contains release and download information for installers and administrators. It includes linksto release
notes as well asinformation about installation requirements, supported platforms, and version and download
information.

CDP Release Notes

Links to the Cloudera Manager and Cloudera Runtime release notes for CDP Private Cloud Base and CDP Private
Cloud Data Services.

Table 1: Release Note Links

CDP Version Release Note Links

7.1.9 SP1 CDP Private Cloud | Cloudera Manager 7.11.3 Cumulative hotfix 7 Release Notes
Base

Cloudera Runtime 7.1.9 SP1 Release Notes
7.1.7 SP3 CDP Private Cloud | Cloudera Manager 7.11.3 Release Notes
Base

Cloudera Runtime 7.1.7 SP3 Release Notes
7.1.9 CDP Private Cloud Base | Cloudera Manager 7.11.3 Release Notes

Cloudera Runtime 7.1.9 Release Notes
7.1.7 SP2 CDP Private Cloud | Cloudera Manager 7.6.7 Release Notes
Base

Cloudera Runtime 7.1.7 SP2 Release Notes
CDP Private Cloud Data Cloudera Manager 7.8.1 Release Notes
Services1.4.1 .

Cloudera Runtime 7.1.8 Release Notes
7.1.8 CDP Private Cloud Base | Cloudera Manager 7.7.1 Release Notes

Cloudera Runtime 7.1.8 Release Notes
CDP Private Cloud Data Cloudera Manager 7.6.5 Release Notes
Services 1.4.0 .

Cloudera Runtime 7.1.7 Release Notes
CDP Private Cloud Data Cloudera Manager 7.5.5 Release Notes
Services 1.3.4 )

Cloudera Runtime 7.1.7 Release Notes
CDP Private Cloud Data Cloudera Manager 7.5.4 Release Notes
Services 1.3.3 .

Cloudera Runtime 7.1.7 Release Notes
CDP Private Cloud Data Cloudera Manager 7.5.4 Release Notes
Services 1.3.2 )

Cloudera Runtime 7.1.7 Release Notes
CDP Private Cloud Data Cloudera Manager 7.5.1 Release Notes
Services 1.3.1 .

Cloudera Runtime 7.1.7 Release Notes
717 Cloudera Manager 7.6.1 (Service Pack 1 for Cloudera Manager 7.4.4) Release Notes
CDP Private Cloud Base Cloudera Manager 7.4.4 Release Notes

Cloudera Runtime Release Notes
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Version and Download Information

The following topics describe the available versions and download locations for Cloudera Manager and Cloudera

Runtime.

Cloudera Manager Version Information

Y ou must choose the correct Cloudera Manager for your deployment This page provides areference of Cloudera

Manager versions, their release dates, and important compatibility information.

Cloudera Manager 7.11.3 CHF7 isthe current release of Cloudera Manager required for CDP Private Cloud Base

version 7.1.9 SP1.

Cloudera Manager 7.11.3 CHF4 isthe current release of Cloudera Manager required for CDP Private Cloud Base

version 7.1.7 SP3.

: Important:

You must install Python 3 on al hosts before installing or upgrading to Cloudera Manager 7.11.3. For more
information, see the Installing Python 3.

Release date: July 19, 2024

Previous rel eases:

e ClouderaManager 7.11.3 CHF4 Release Date: April 05, 2024
» ClouderaManager 7.11.3 Release Date: August 18, 2023

e ClouderaManager 7.10.1 Release Date: June 13, 2023
» ClouderaManager 7.9.5 Release Date: January 25, 2023

e ClouderaManager 7.8.1 Release Date: November 18, 2022
e Cloudera Manager 7.7.3 Release Date: October 28, 2022

* ClouderaManager 7.7.1 Release Date: August 30, 2022
e ClouderaManager 7.6.5 Release Date: May 25, 2022
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* ClouderaManager 7.6.1 (SP1) Release Date: March 30, 2022
» ClouderaManager 7.5.5 Release Date: April 13, 2022

» ClouderaManager 7.5.4-20668437 Release Date: January 13, 2022
« ClouderaManager 7.5.4 Release Date: November 8, 2021

* ClouderaManager 7.5.1 Release Date: October 4, 2021

» ClouderaManager 7.4.4 Release Date: August 5, 2021

e ClouderaManager 7.3.1 Release Date: March 3, 2021

« ClouderaManager 7.2.4 Release Date: November 30 2020

» Cloudera Manager 7.1.4 Release Date: October 13, 2020

» ClouderaManager 7.1.3 Release Date: August 10, 2020

* ClouderaManager 7.1.2 Release Date: July 13, 2020

e ClouderaManager 7.1.1 Release Date: May 22, 2020

» Cloudera Manager 7.0.3 Release Date: November 22, 2019

Important: Accessto Cloudera Manager binaries for production purposes requires authentication. To access the
binaries at the locations below, you must first have an active subscription agreement and obtain alicense key file
aong with the required authentication credentials (username and password).

The license key file and authentication credentials are provided in an email sent to customer accounts from Cloudera
when anew license isissued. If you have an existing license with a CDP Private Cloud Base Edition entitlement, you
might not have received an email. In this instance you can identify the authentication credentials from the license key
file. If you do not have access to the license key, contact your account representative to receive a copy.

To identify your authentication credentials using your license key file, complete the following steps:

e From cloudera.com, log in to the cloudera.com account associated with the CDP Private Cloud Base license and
subscription agreement.

e Onthe CDP Private Cloud Base Download page, click Download Now and scroll down to the Credential
Generator.

* Inthe Generate Credentials text box, copy and paste the text of the “PGP Signed Message” within your license
key file and click Get Credentials. The credentials generator returns your username and password.

Important: Make anote of the authentication credentials. Y ou might need them during installation to
complete tasks such as configuring a remote parcel repository, or installing Cloudera Manager packages using
a package manager such as YUM, APT, or other tools that you might be using in your environment.

When you obtain your authentication credentials, use them to form the URL where you can access the Cloudera
Manager repository in the Cloudera Archive.

i Important:

Before performing an upgrade of Cloudera Manager or the CDP Runtime, creating a backup of all the
metadata databases is important. This includes the Cloudera Manager database, and the various Runtime
component databases such as Hive Metadata Server, Ranger Admin, Ranger KM S, Schema Registry, etc. The
backups are necessary if there is areason to rollback to the prior version.

For information on repositories for the Cloudera Manager 7.11.3 cumulative hotfixes, see Cumulative hotfixes.

The repositories for Cloudera Manager 7.x are listed in the following tables:



https://www.cloudera.com/downloads/cdp-data-center.html
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Table 2: Cloudera Manager 7.11.3

Repository Type Repository L ocation

RHEL 9 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. con p/
cnv/ 7. 11. 3/ redhat 9/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnvv/ 7. 11. 3/ redhat 9/ yum cl ouder a- manager . r epo

RHEL 8 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnvv/ 7. 11. 3/ redhat 8/ yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7. 11. 3/ redhat 8/ yum cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7. 11. 3/ redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. con p/
cnv/ 7. 11. 3/ redhat 7/ yum cl ouder a- manager . r epo

SLES 15 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. conm p/
cnv/ 7. 11. 3/ sl es15/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 11. 3/ sl es15/ yuni cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnv/7.11. 3/ sl es12/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl oudera. com p/
cnv/ 7. 11. 3/ sl es12/ yuni cl ouder a- manager . r epo
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Repository Type Repository L ocation

Ubuntu 20 Repository:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnvv/ 7. 11. 3/ ubunt u2004/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7. 11. 3/ ubunt u2004/ apt / cl ouder a- nanager. | i st

Table 3: Cloudera Manager 7.10.1

Repository Type Repository L ocation

RHEL 8 Compatible Repository:

https://usernane: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 10. 1/ redhat 8/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnvv/ 7. 10. 1/ redhat 8/ yum cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 10. 1/ redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7. 10. 1/ redhat 7/ yum cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7. 10. 1/ sl es12/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/
cniv/ 7. 10. 1/ sl es12/ yuni cl ouder a- manager . r epo

Ubuntu 20 Repository:

htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 10. 1/ ubunt u2004/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnvv/ 7. 10. 1/ ubunt u2004/ apt / cl ouder a- nanager. | i st




CDP Private Cloud Base Version and Download Information

Repository Type Repository L ocation

Ubuntu 18 Repository:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 10. 1/ ubunt u1804/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7. 10. 1/ ubunt u1804/ apt / cl ouder a- nanager. | i st

Table 4: Cloudera Manager 7.9.5

Repository Type Repository L ocation

RHEL 8 Compatible Repository:

https://usernane: passwor d@r chi ve. cl oudera. conf p/ cnv/ 7. 9. 5/
redhat 8/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 9. 5/
r edhat 8/ yuni cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl oudera. com p/ cnv/ 7. 9. 5/
redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 9. 5/
r edhat 7/ yuni cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 9. 5/
sl es12/ yum

Repository File:

https://usernane: passwor d@r chi ve. cl oudera. conf p/ cnv/ 7. 9. 5/
sl es12/ yuni cl ouder a- manager . r epo

Ubuntu 20 Repository:

https://usernane: passwor d@r chi ve. cl oudera. conf p/ cnv/ 7. 9. 5/
ubunt u2004/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 9. 5/
ubunt u2004/ apt / cl ouder a- manager . | i st
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Repository Type Repository L ocation

Ubuntu 18 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/ cni?/ 7. 9. 5/
ubunt u1804/ apt

Repository file:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/ cnv/ 7. 9. 5/
ubunt u1804/ apt / cl ouder a- manager . | i st

Table 5: Cloudera Manager 7.8.1

Repository Type Repository L ocation

RHEL 8 Compatible Repository:

https://usernanme: passwor d@r chi ve. cl oudera. conf p/ cnv/ 7. 8. 1/
redhat 8/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 8. 1/
r edhat 8/ yuni cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 8. 1/
redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 8. 1/
redhat 7/ yum cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 8. 1/
sl es12/ yum

Repository File:

https://usernane: passwor d@r chi ve. cl oudera. conf p/ cnv/ 7. 8. 1/
sl es12/ yum cl ouder a- manager . r epo

Ubuntu 20 Repository:

https://usernane: passwor d@r chi ve. cl oudera. conf p/ cnv/ 7. 8. 1/
ubunt u2004/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 8. 1/
ubunt u2004/ apt / cl ouder a- manager . | i st
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Repository Type Repository L ocation
Ubuntu 18 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 8. 1/
ubunt u1804/ apt

Repository file:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 8. 1/
ubunt u1804/ apt / cl ouder a- manager . | i st

Table 6: Cloudera Manager 7.7.3-CHF1

Repository Type Repository L ocation

RHEL 8 Compatible Repository:

https://usernane: passwor d@r chi ve. cl ouder a. com p/
cn7/ 7. 7. 3- 33365545/ r edhat 8/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cniv/ 7. 7. 3- 33365545/ r edhat 8/ yum cl ouder a- manager . r epo

Important: You must use Cloudera Manager 7.7.3-CHF1 only when you need to use Python 3.8 for

& the Cloudera Manager agents. Y ou must install Python 3.8 on all hosts before installing or upgrading to
Cloudera Manager 7.7.3-CHF1. Cloudera Manager 7.7.3-CHF1 is only supported with RHEL 7.9, 8.4,
and 8.6. For more information, see CDP Private Cloud Base Installation Guide.

RHEL 7.9 Repository:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnvv/ 7. 7. 3- 33365545/ redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. conm p/
cnv/ 7.7. 3-33365545/ r edhat 7/ yum cl ouder a- manager . r epo

Table 7: Cloudera Manager 7.7.3

Repository Type Repository L ocation

RHEL 8 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/ cni?/ 7. 7. 3/
redhat 8/ yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 7. 3/
r edhat 8/ yuni cl ouder a- manager . r epo

Important: You must use Cloudera Manager 7.7.3 only when you need to use Python 3.8 for the
Cloudera Manager agents. Y ou must install Python 3.8 on all hosts before installing or upgrading to
Cloudera Manager 7.7.3. Cloudera Manager 7.7.3 is only supported with RHEL 8.4 and 8.6. For more
information, see CDP Private Cloud Base I nstallation Guide.
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Table 8: Cloudera Manager 7.7.1-CHF3
Repository Type Repository L ocation
RHEL 8 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/ cnv/
patch/7.7.1-34818722/ r edhat 8/ yum

Repository File:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/
patch/ 7. 7. 1- 34818722/ r edhat 8/ yuni cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/
patch/7.7.1-34818722/ r edhat 7/ yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/ cnv/
patch/ 7. 7. 1- 34818722/ r edhat 7/ yuni cl ouder a- manager . r epo

SLES12 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/ cnv/
patch/ 7. 7. 1- 34818722/ sl es12/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. cont p/ cni// pat ¢
h/7.7.1-34818722/ sl es12/ yum cl ouder a- manager . r epo

Ubuntu 20 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/ cnv/
patch/7.7.1-34818722/ ubunt u2004/ apt

Repository file:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/
patch/ 7. 7. 1- 34818722/ ubunt u2004/ apt/ cl ouder a- manager . | i st
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Repository Type Repository L ocation

Ubuntu 18 Repository:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/
patch/ 7. 7. 1- 34818722/ ubunt u1804/ apt

Repository file:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/ cnv/
patch/ 7. 7. 1- 34818722/ ubunt ul1804/ apt/ cl ouder a- manager . | i st

IBM PowerPC RHEL 8
htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/ cn¥/ pat ¢
h/7.7.1-34818722/ r edhat 8- ppc/ yum

IBM PowerPC RHEL 7
htt ps://usernane: passwor d@r chi ve. cl ouder a. conf p/ cni// pat ¢
h/7.7.1-34818722/ redhat 7- ppc/ yum

Table 9: Cloudera Manager 7.7.1

Repository Type Repository L ocation

RHEL 8 Compatible Repository:

https://usernane: passwor d@r chi ve. cl oudera. comf p/cnv/7.7. 1/
redhat 8/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
r edhat 8/ yuni cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
r edhat 7/ yuni cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
sl es12/yum

Repository File:

https://usernane: passwor d@r chi ve. cl oudera. comf p/cnv/7.7. 1/
sl es12/ yuni cl ouder a- manager . r epo
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Repository Type Repository L ocation

Ubuntu 20 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7.7. 1/
ubunt u2004/ apt

Repository file:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
ubunt u2004/ apt / cl ouder a- manager . | i st

Ubuntu 18 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
ubunt u1804/ apt

Repository file:

https://usernanme: password@r chi ve. cl oudera. comi p/cnv/7.7. 1/
ubunt ul1804/ apt / cl ouder a- manager. | i st

IBM PowerPC RHEL 8
htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
r edhat 8- ppc/ yum

IBM PowerPC RHEL 7
https://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/7.7. 1/
redhat 7- ppc/ yum

Table 10: Cloudera Manager 7.6.5

Repository Type Repository L ocation

RHEL 8 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 5/
redhat 8/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 5/
redhat 8/ yum cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 5/
redhat 7/ yum

Repository File:

https://usernanme: passwor d@r chi ve. cl oudera. conf p/ cnv/ 7. 6. 5/
redhat 7/ yum cl ouder a- manager . r epo
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Repository Type Repository L ocation

SLES 12 Repository:

htt ps://usernanme: passwor d@ar chi ve. cl oudera. com p/ cnv/ 7. 6. 5/
sl es12/yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/ cnv/ 7. 6. 5/
sl es12/ yuni cl ouder a- manager . r epo

Ubuntu 20 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 5/
ubunt u2004/ apt

Repository file:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 5/
ubunt u2004/ apt / cl ouder a- manager. | i st

Ubuntu 18 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 5/
ubunt u1804/ apt

Repository file:

htt ps://usernanme: passwor d@ar chi ve. cl oudera. com p/ cnv/ 7. 6. 5/
ubunt u1804/ apt / cl ouder a- manager . | i st

IBM PowerPC RHEL 8
htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 5/
r edhat 8- ppc/ yum

IBM PowerPC RHEL 7
htt ps://usernanme: passwor d@ar chi ve. cl oudera. com p/ cnv/ 7. 6. 5/
redhat 7- ppc/ yum

Important: Do not upgrade to Cloudera Manager 7.6.1 if you are running CDP Private Cloud Data Services
& in your deployment.

Table 11: Cloudera Manager 7.6.1 (Service Pack 1 for Cloudera Manager 7.4.4 in CDP Private Cloud

Base 7.1.7)
Repository Type Repository L ocation
RHEL 8 Compatible Repository:

https://usernane: password@r chi ve. cl oudera. conf p/ cnv/ 7. 6. 1/
redhat 8/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
r edhat 8/ yuni cl ouder a- manager . r epo
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Repository Type Repository L ocation

RHEL 7 Compatible Repository:

htt ps://usernanme: passwor d@ar chi ve. cl oudera. com p/cnv/ 7. 6. 1/
redhat 7/ yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
redhat 7/ yuni cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
sl es12/yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
sl es12/ yum cl ouder a- manager . r epo

Ubuntu 20 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
ubunt u2004/ apt

Repository file:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/cnv/ 7. 6. 1/
ubunt u2004/ apt / cl ouder a- manager . | i st

Ubuntu 18 Repository:

htt ps://usernanme: passwor d@ar chi ve. cl oudera. com p/cnv/ 7. 6. 1/
ubunt u1804/ apt

Repository file:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
ubunt u1804/ apt/ cl ouder a- manager . | i st

IBM PowerPC RHEL 8
https://usernane: passwor d@r chi ve. cl oudera. conf p/cnv/ 7. 6. 1/
r edhat 8- ppc/ yum

IBM PowerPC RHEL 7
htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
redhat 7- ppc/ yum
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Table 12: Cloudera Manager 7.5.5
Repository Type Repository L ocation
RHEL 8 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 5. 5/
redhat 8/ yum

Repository File:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/ 7. 5. 5/
r edhat 8/ yuni cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/ 7. 5. 5/
redhat 7/ yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 5. 5/
redhat 7/ yuni cl ouder a- manager . r epo

SLES12 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/ cnv/ 7. 5. 5/
sl es12/yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 5. 5/
sl es12/ yum cl ouder a- manager . r epo

Ubuntu 20 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 5. 5/
ubunt u2004/ apt

Repository file:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/ 7. 5. 5/
ubunt u2004/ apt / cl ouder a- manager . | i st

Ubuntu 18 Repository:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/ cnv/ 7. 5. 5/
ubunt u1804/ apt

Repository file:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 5. 5/
ubunt u1804/ apt/ cl ouder a- manager . | i st

Note: Cloudera Manager 7.5.4-20668437 contains mitigation for the Apache Log4j vulnerability tracked

at CVE-2021-44228. The release mitigates this either by upgrading all dependent libraries to 2.16 log4j or
by removing the affected classes. For more information, see CV E-2021-44228 remediation for CDP Private
Cloud Data Services 1.3.3
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Table 13: Cloudera Manager 7.5.4-20668437

Repository Type Repository L ocation

Cloudera Manager 7.5.4-20668437 contains mitigation for the Apache L og4j vulnerability tracked at

CVE-2021-44228. Therelease mitigates this either by upgrading all dependent librariesto 2.16 log4j or by
removing the affected classes. For more information, see CVE-2021-44228 remediation for CDP Private
Cloud Data Services 1.3.3

RHEL 7 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl ouder a. com p/
cnvv/ 7.5.4-20668437/ redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/
cnv/ 7.5.4-20668437/ r edhat 7/ yum cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7.5.4-20668437/ sl es12/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7.5.4-20668437/ sl es12/ yum cl ouder a- manager . r epo

Ubuntu 18 Repository:

https://usernane: passwor d@r chi ve. cl ouder a. com p/
cn7/ 7. 5. 4- 20668437/ ubunt u1804/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7.5.4-20668437/ ubunt ul804/ apt/ cl ouder a- manager. | i st

Table 14: Cloudera Manager 7.5.1

Repository Type Repository L ocation

RHEL 7 Compatible Repository:

https://username: passwor d@r chi ve. cl oudera. comf p/cnv/7.5. 1/
redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 5. 1/
redhat 7/ yuni cl ouder a- manager . r epo
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Repository Type Repository L ocation

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 5. 1/
sl es12/ yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 5. 1/
sl es12/ yuni cl ouder a- manager . r epo

Ubuntu 18 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 5. 1/
ubunt u1804/ apt

Repository file:

https://usernane: passwor d@r chi ve. cl ouder a. con p/
cnv/ 7.5.1/ubunt ul804/ apt/ cl ouder a- manager. | i st

Table 15: Cloudera Manager 7.4.4-24429768

Repository Type Repository L ocation

These URL S contain PATCH-5393, which have log4j fixesfor Cloudera Manager described in the

RHEL 8 Compatible Repository:

https://usernane: passwor d@r chi ve. cl ouder a. con p/
cnv/ 7. 4. 4-24429768/ r edhat 8/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/
cniv/ 7. 4. 4-24429768/ r edhat 8/ yum cl ouder a- manager . r epo

RHEL 7 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 4.4-24429768/ redhat 7/ yum

Repository File:

htt ps://username: passwor d@r chi ve. cl oudera. com p/
cnv/ 7. 4. 4-24429768/ r edhat 7/ yum cl ouder a- manager . r epo

SLES12 Repository:

htt ps://username: passwor d@r chi ve. cl oudera. com p/
cnv/ 7. 4.4-24429768/ sl es12/ yum

Repository File:

https://usernane: passwor d@r chi ve. cl ouder a. con p/
cnv/ 7. 4. 4-24429768/ sl es12/ yum cl ouder a- manager . r epo
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Repository Type Repository L ocation

These URL S contain PATCH-5393, which have log4j fixesfor Cloudera Manager described in the

Ubuntu 20 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. conm p/
cnv/ 7. 4. 4-24429768/ ubunt u2004/ apt

Repository file:

htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 4. 4- 24429768/ ubunt u2004/ apt / cl ouder a- manager . | i st

Ubuntu 18 Repository:

htt ps://usernane: passwor d@r chi ve. cl ouder a. com p/
cnv/ 7. 4. 4- 24429768/ ubunt u1804/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
ubunt u1804/ apt / cl ouder a- manager . | i st

IBM PowerPC RHEL 8
https://usernanme: passwor d@r chi ve. cl oudera. comf p/cnv/7.6. 1/
r edhat 8- ppc/ yum

IBM PowerPC RHEL 7
htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 6. 1/
redhat 7- ppc/ yum

Table 16: Cloudera Manager 7.3.1

RHEL 7 Compatible Repository:

https://usernanme: passwor d@r chi ve. cl oudera. comf p/ cnv/ 7. 3. 1/
redhat 7/ yum

Repository File:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 3. 1/
redhat 7/ yuni cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 3. 1/
sl es12/yum

Repository File:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 3. 1/
sl es12/ yuni cl ouder a- manager . r epo
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Repository Type

Ubuntu 18

Repository L ocation

Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 3. 1/

ubunt u1804/ apt

Repository file:

htt ps://username: passwor d@r chi ve. cl oudera. com p/
cnvv/ 7.3.1/ubuntul804/ apt/cl ouder a- nanager.|i st

Table 17: Cloudera Manager 7.2.4

Repository Type Repository L ocation

RHEL 7 Compatible

Repository:

https://usernanme: passwor d@r chi ve
redhat 7/ yum

Repository File:

htt ps://usernanme: passwor d@ar chi ve.

redhat 7/ yuni cl ouder a- manager . r epo

. ¢l ouder a.

cl ouder a.

coml p/cmi/ 7. 2.4/

com p/cnii/ 7.2. 4/

SLES12

Repository:

htt ps://usernanme: passwor d@r chi ve.

sl es12/yum

Repository File:

htt ps://usernane: passwor d@r chi ve.

sl es12/ yum cl ouder a- manager . r epo

cl ouder a.

cl ouder a.

com p/cnii/ 7.2. 4/

com p/cmr/ 7.2. 4/

Ubuntu 18

Repository:

htt ps://usernane: passwor d@r chi ve.

ubunt u1804/ apt
Repository file:

https://usernanme: password@r chi ve

cnv/ 7.2.4/ubuntul804/ apt/cl ouder a- manager . | i st

cl ouder a.

. ¢l ouder a.

com p/cmri/ 7.2. 4/

coml p/
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Table 18: Cloudera Manager 7.1.4

RHEL 7 Compatible Repository:

https://username: passwor d@r chi ve. cl oudera. comf p/cnv/ 7. 1. 4/
redhat 7/ yum

Repository file:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 1. 4/
redhat 7/ yuni cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cni?/ 7. 1. 4/
sl es12/yum

Repository file:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 4/
sl es12/ yuni cl ouder a- manager . r epo

Ubuntu 18 Repository:

htt ps://usernanme: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 4/
ubunt u1804/ apt

Repository file:

https://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 4/
ubunt ul1804/ apt / cl ouder a- manager. | i st

Table 19: Cloudera Manager 7.1.3

Repository Type Repository L ocation

RHEL 7 Compatible Repository:

htt ps://username: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 3/
redhat 7/ yum

Repository file:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 3/
redhat 7/ yum cl ouder a- manager . r epo

SLES 12 Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 3/
sl es12/yum

Repository file:

https://usernane: passwor d@r chi ve. cl oudera. conf p/cnv/ 7. 1. 3/
sl es12/ yum cl ouder a- manager . r epo
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Table 20: Cloudera Manager 7.1.2

Repository Type Repository L ocation

RHEL 7 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 2/
redhat 7/ yum

Repository file:

htt ps://username: passwor d@ar chi ve. cl oudera. com p/cnv/ 7. 1. 2/
redhat 7/ yuni cl ouder a- manager . r epo

Table 21: Cloudera Manager 7.1.1

Repository Type Repository L ocation

RHEL 7 Compatible Repository:

htt ps://usernane: passwor d@r chi ve. cl oudera. com p/cnv/ 7. 1. 1/
redhat 7/ yum

Repository file:

https://usernane: passwor d@r chi ve. cl oudera. comf p/cnv/ 7. 1.1/
redhat 7/ yuni cl ouder a- manager . r epo

Cloudera Runtime Version Information
Version numbers for current and previous rel eases of Cloudera Runtime 7.x.

Cloudera Runtime 7.1.9 SP1 is based on Apache Hadoop 3. For more information, see Cloudera Runtime Component
Versions.

Release date: July 19, 2024
Previous rel eases:

e ClouderaRuntime 7.1.7 SP3 Release Date: May 07, 2024

* ClouderaRuntime 7.1.9 Release Date: September 08, 2023
Cloudera Runtime 7.1.7 SP2 Release Date: January 31, 2023
Cloudera Runtime 7.1.8 Release Date: August 30, 2022
Cloudera Runtime 7.1.7 SP1 Release Date: March 30, 2022
Cloudera Runtime 7.1.7 Release Date: August 5, 2021
Cloudera Runtime 7.1.6 Release Date: March 3, 2021
Cloudera Runtime 7.1.5 Release Date: November 30, 2020
Cloudera Runtime 7.1.4 Release Date: October 13, 2020
Cloudera Runtime 7.1.3 Release Date: August 10, 2020
Cloudera Runtime 7.1.2 Release Date: July 13, 2020

e ClouderaRuntime 7.1.1 Release Date: May 22, 2020

e ClouderaRuntime 7.0.3 Release Date: November 22, 2019

Related Information
Cloudera Runtime Component Versions
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Cloudera Runtime Download Information

Important: Access to Cloudera Runtime parcels for production purposes requires authentication. To access the parcels
at the locations below, you must first have an active subscription agreement and obtain alicense key file along with
the required authentication credentials (username and password).

The license key file and authentication credentials are provided in an email sent to customer accounts from Cloudera
when anew licenseisissued. If you have an existing license with a CDP Private Cloud Base Edition entitlement, you
might not have received an email. In this instance you can identify the authentication credentials from the license key
file. If you do not have access to the license key, contact your account representative to receive a copy.

To identify your authentication credentials using your license key file, complete the following steps:

» From cloudera.com, log into the cloudera.com account associated with the CDP Private Cloud Base license and
subscription agreement.

e Onthe CDP Private Cloud Base Download page, click Download Now and scroll down to the Credential
Generator.

* Inthe Generate Credentials text box, copy and paste the text of the “ PGP Signed Message” within your license
key file and click Get Credentials. The credentials generator returns your username and password.

Important: Make anote of the authentication credentials. Y ou might need them during installation to
complete tasks such as configuring a remote parcel repository.

E Note: For information on Cloudera Runtime CHF, see the Cloudera Runtime CHF documentation.

When you obtain your authentication credentials, use them to form the URL where you can access the Runtime
repository in the Cloudera Archive. Cloudera Manager can also download the Runtime parcels directly during the
installation process.

The repositories for Cloudera Runtime 7.x are listed in the following tables:

Table 22: Cloudera Runtime 7.1.9.1000 (Service Pack 1):

Parcel Repository L ocation

https://[usernane] : [ passwor d] @r chi ve. cl oudera. com p/ cdh7/7. 1. 9. 1000/ par
cel s

Table 23: Cloudera Runtime 7.1.7.3000 (Service Pack 3):

Parcel Repository L ocation

https://[usernane]: [ password] @r chi ve. cl oudera. com p/ cdh7/7. 1. 7. 3000/ par
cel s

Table 24: Cloudera Runtime 7.1.9.0:

Parcel Repository L ocation

https://[usernane] : [ password] @r chi ve. cl oudera. conml p/ cdh7/7.1.9. 0/ parcel s
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Table 25: Cloudera Runtime 7.1.8.57 (Hotfix for IBM PPC):

Parcel Repository L ocation

https://[usernane] : [ passwor d] @r chi ve. cl oudera. com p/ cdh7/7. 1. 8. 57/ parcel s

Table 26: Cloudera Runtime 7.1.8.10 (Hotfix for IBM PPC):

Parcel Repository L ocation

https://[usernane]: [ password] @r chi ve. cl oudera. conf p/ cdh7/7. 1. 8. 10/ parcel s

Table 27: Cloudera Runtime 7.1.8.0:

Parcel Repository L ocation

https://[usernane]: [ password] @rchi ve. cl oudera. conf p/ cdh7/7. 1. 8.0/ parcel s

Table 28: Cloudera Runtime 7.1.7.2000 (Service Pack 2):

Parcel Repository L ocation

https://[usernane]: [ password] @r chi ve. cl oudera. coml p/ cdh7/7. 1. 7. 2000/ par
cel s

Table 29: Cloudera Runtime 7.1.7.1000 (Service Pack 1):

Parcel Repository L ocation

https://[usernane]: [ password] @r chi ve. cl oudera. coml p/ cdh7/7. 1. 7. 1000/ par
cel s

E Note: Cloudera Runtime 7.1.7 has been replaced by Cloudera Runtime 7.1.7 SP1 for use with CDP Private Cloud Base 7.1.7 SP1.

Table 30: Cloudera Runtime 7.1.7.0 (with log4j fixes in HOTFIX-4836):

Parcel Repository L ocation

https://[usernane] : [ password] @r chi ve. cl oudera. conf p/ cdh7/7.1.7.78/ parcel s

Table 31: Cloudera Runtime 7.1.6.0:

Parcel Repository L ocation

https://[usernane]: [ password] @rchi ve. cl oudera. conf p/ cdh7/7. 1. 6.0/ parcel s
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Table 32: Cloudera Runtime 7.1.5.0:

Parcel Repository L ocation

https://[usernane] : [ passwor d] @r chi ve. cl oudera. coml p/ cdh7/7.1.5.0/parcel s

Table 33: Cloudera Runtime 7.1.4.0:

Parcel Repository L ocation

https://[usernane] : [ password] @r chi ve. cl ouder a. com p/ cdh7/7. 1. 4. 0/ par cel s

Table 34: Cloudera Runtime 7.1.3.0:

Parcel Repository L ocation

https://[usernane]: [ password] @r chi ve. cl oudera. conf p/ cdh7/7. 1. 3.0/ parcel s

Table 35: Cloudera Runtime 7.1.2.1:

Par cel Repository L ocation

https://[usernane]: [ password] @r chi ve. cl oudera. coml p/ cdh7/7.1.2. 1/ parcel s

Table 36: Cloudera Runtime 7.1.1.1:

Par cel Repository L ocation

https://[usernane]: [ passwor d] @r chi ve. cl oudera. com p/ cdh7/7. 1. 1. 2001/ par
cels

Table 37: Cloudera Runtime 7.0.3.0:

Par cel Repository L ocation

https://[usernane] : [ passwor d] @r chi ve. cl oudera. conl p/ cdh7/7.0. 3. 0/ parcel s

CDP Private Cloud Base Trial Download Information

Y ou can try the CDP Private Cloud Base Edition of Cloudera Data Platform for 60 days without obtaining alicense
key file.

To download CDP Private Cloud Base without obtaining alicense key file, visit the CDP Private Cloud Base Trial
Download page, click Try Now, and follow the download instructions. When you install CDP Private Cloud Base
without alicense key, you are performing atrial installation that includes an embedded PostgreSQL database and
is not suitable for a production environment. For more information on tria installations, see the trial installation
documentation.

A 60-day trial of CDP Private Cloud Base Edition can be enabled permanently with the appropriate license. To obtain
a CDP Private Cloud Base Edition license, fill in the Contact Us form or call 866-843-7207
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For more information on component compatibility across versions, see the following compatibility matrices:

CDP Private Cloud Base Replication Manager can replicate HDFS directories, Hive external tables, Impala data,
Hive ACID tables, Iceberg tables, Ranger policies and roles for HDFS, Hive, and HBase services, and datain Ozone
buckets.

See the following sections for the supported cluster and runtime versions:
¢ Replicate from CDH and CDP Private Cloud Base source clusters section lists the cluster and runtime versions to:

» replicate data from CDH source clusters
* replicate data between CDP Private Cloud Base clusters using same storage
 replicate data between CDP Private Cloud Base clusters using different storage
* Replicate HDFS and Hive data to cloud storage
* Replicate from HDP 2 and HDP 3 source clusters

Replication policies support the following scenarios:
Kerberos

Replication Manager supports the following replication scenarios when Kerberos authentication is
used on acluster:

»  Secure source to a secure destination.
* Insecure source to an insecure destination.

» Insecure source to a secure destination. The following requirements must be met for this
scenario:

* When adestination cluster has multiple source clusters, al the source clusters must either
be secure or insecure. Replication Manager does not support amix of secure and insecure
source clusters.

* Thedestination cluster must run Cloudera Manager 7.x or higher.

» The source cluster must run a compatible Cloudera Manager version.

» Thisreplication scenario requires additional configuration. For more information, see
Replicating from unsecure to secure clusters.

Transport Layer Security (TLS)

Y ou can use TLS with Replication Manager. Additionally, Replication Manager supports
replication scenarios where TLS is enabled for non-Hadoop services (Hive/lmpala) and TLSis
disabled Hadoop services (such as HDFS)Y ARN, and MapReduce).

Apache Knox

When Cloudera Manager is configured with Knox and the source and target clusters are Knox-SSO
enabled, you must ensure that you use the Cloudera Manager port in the peer URL when you add
the source and target clusters as peers.

The following tables list the source and destination clusters, lowest supported versions of Cloudera Manager, and the
services that are available for each supported cloud provider for CDH and CDP Private Cloud Base source clusters;
ensure that the target database name is the same as the source database name, otherwise issues appear during or after
datareplication:
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Table 38: Replicate data from CDH source clusters

Sour ce cluster L owest supported source | Lowest supported source | Lowest supported Supported services on
Cloudera Manager Cloudera Runtime destination cluster Replication Manager
version version version

CDH 5 6.3.0 5.10 CDP Private Cloud Base | HDFS, Sentry to Ranger*,

CDH 6 7.03 Hive external tables

*To perform Sentry to Ranger replication using HDFS and Hive external table replication policies, you must have installed Cloudera Manager
version 6.3.1 and higher on the source cluster and Cloudera Manager version 7.1.1 and higher on the target cluster.

Table 39: Replicate data between CDP Private Cloud Base clusters using same storage

Sour ce cluster L owest supported source | Lowest supported source | Destination cluster Supported serviceson

Cloudera M anager Cloudera Runtime Replication Manager
version version

CDP Private Cloud Base | 7.1.1 711 CDPPrivate CloudBase |« HDFS
* Hiveexternd tables

CDP PrivateCloud Base | 7.7.1 7.18 CDPPrivateCloudBase |« Hive ACID tables*
* UseCloudera
Manager APIsto
replicate Ozone
buckets.
CDP Private Cloud Base | 7.7.1 CHF4 718 CDP Private Cloud Base | Ozone buckets
CDP Private Cloud Base | 7.11.3 7.1.9 CDPPrivate Cloud Base |« |ceberg tables

* Ranger policies and
roles, and Ranger
audit logsin HDFS**

CDP Private Cloud Base 7.11.3 CHF7 7.1.9 SP1 CDP Private Cloud Base | Atlasreplication
policies***

¢ *You can use REPL commands or Replication Manager to replicate Hive ACID tables between CDP Private Cloud Base 7.1.8 or higher
versions using Cloudera Manager versions 7.7.1 or higher.

e **You can also create Ranger replication policies on Kerberos-enabled CDP Private Cloud Base 7.1.8 or higher clusters using Cloudera
Manager 7.7.1 CHF6 and higher, if the Ranger replication feature flag is enabled.

« ***Replicating Atlas metadata using Hive external table replication policies and |ceberg replication policies, and replicating the metadata
and data lineage of all the Hive external tables, Iceberg tables, and any other Atlas supported entitiesin the source cluster to the target cluster
using Atlas replication policiesis atechnical preview feature. It is not recommended for production deployments. Cloudera recommends that
you try this feature in development or test environments. To enable this feature, contact your Cloudera account team.

Table 40: Replicate data between CDP Private Cloud Base clusters using different storage

Sour ce cluster L owest supported source | Lowest supported source | Destination cluster Supported services on
Cloudera M anager Cloudera Runtime Replication M anager
version version

CDP Private Cloud Base | 7.11.3 CHF1 7.19 CDP Private Cloud Base | Replicate the dataand

metadata for Hive external
tables from:

e sourcecluster using
HDFSto atarget
cluster using Dell
EMC Isilon storage.

e sourcecluster using
Dell EMC Isilon
storage to a target
cluster using HDFS.
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Sour ce cluster L owest supported source | Lowest supported source | Destination cluster Supported serviceson
Cloudera M anager Cloudera Runtime Replication M anager
version version

CDP Private Cloud Base | 7.11.3 CHF2 7.1.9 CDP Private Cloud Base | Replicate Hive ACID
tables and | ceberg tables
from:

e sourcecluster using
HDFSto atarget
cluster using Dell
EMC Isilon storage.

e source cluster using
Dell EMC Isilon
storage to a target
cluster using HDFS.

CDP Private Cloud Base | 7.11.3 CHF7 7.1.9SP1 CDP Private Cloud Base | Replicate metadata-only
for Ozone storage-backed
Hive externd tables
using Hive external table
replication policies. You
must replicate the data
using Ozone replication
policies.

Important: Hive external table replication policies do not support managed to managed table replication.
When you replicate from a CDH cluster to a CDP Private Cloud Base cluster, Replication Manager converts
managed tables to external tables.

Therefore, to replicate managed tables (ACID) and external tables in a database successfully, you must
perform the following steps in the order shown below:

1. Create Hive ACID table replication policy for the database to replicate the managed data.
2. After the replication completes, create the Hive external table replication policy to replicate the external
tables in the database.

Ensure that the target cluster version is CDP Private Cloud Base 7.1.8 or higher.

Replicate HDFS and Hive data to cloud storage
CDP Private Cloud Base Replication Manager supports the following replication scenarios:
« Replicate to and from Amazon S3 from CDH 5.14+ and Cloudera Manager version 5.13+.

Replication Manager does not support S3 as a source or destination when S3 is configured to use SSE-KMS.

» Replicate to and from Microsoft ADLS Genl from CDH 5.13+ and Cloudera Manager 5.15, 5.16, 6.1+.

* Replicate to Microsoft ADLS Gen2 (ABFS) from CDH 5.13+ and Cloudera Manager 6.1+.

e Supports snapshots from CDH 5.15+ and Cloudera Manager 5.15+.

* Replicate HDFS and Hive external tables from CDP Private Cloud Base 7.1.9 CHF3 and higher clusters using
Dell EMC Isilon storage to CDP Public Cloud clusters on AWS, Azure, and GCP.

» Replicate HDFS and Hive external tables from CDP Private Cloud Base 7.1.9 SP1 and higher to CDP Public
Cloud clusters on GCP.

Starting in Cloudera Manager 6.1.0, Replication Manager ignores Hive tables backed by Kudu during replication. The
change does not affect functionality since Replication Manager does not support tables backed by Kudu. This change
was made to guard against data |oss due to how the Hive Metastore, Impala, and Kudu interact.

Replicate from HDP 2 and HDP 3 source clusters

Replicating to and from HDP to Cloudera Manager 7.x is not supported by Replication Manager. However, you can
replicate data using other methods. The following table lists the methods and the supported data replications to CDP
Private Cloud Base clusters that are supported:
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Table 41: Replicate data from HDP 2 and HDP 3 source clusters

L owest supported source version Servicesthat require alternate replication methods

HDP 2.6.5 HDFS.
Use DistCp to replicate data.

HDP3.1.1 HDFS.
Use DistCp to replicate data.

HDP3.1.1 e HBase

Use HBase replication to replicate HBase data.
« Hiveexterna tables. For information to replicate data, contact
Cloudera Support.

HDP 3.1.5 Hive ACID tablesto CDP 7.1.6 and higher clusters. Use REPL
commands to replicate data.

E Note: Requires HDP 3.1.5 hotfixes.

Cloudera Manager with Runtime, CDH, and Data Services

Describes which versions of CDH, Cloudera Runtime, and CDP Private Cloud Data Services are supported by
Cloudera Manager.

: Important:
Before performing an upgrade of Cloudera Manager or the CDP Runtime, creating a backup of all the
metadata databases is important. Thisincludes the Cloudera Manager database, and the various Runtime
component databases such as Hive Metadata Server, Ranger Admin, Ranger KM S, Schema Registry, etc. The
backups are necessary if there is areason to rollback to the prior version.

Note: Not all combinations of Cloudera Manager, Cloudera Runtime, and CDP Private Cloud Data Services

E are supported. Ensure that the version of Cloudera Manager you are using supports the version of Cloudera
Runtime and CDP Private Cloud Data Services you have selected. For more information, see the Cloudera
Support Matrix.

The versions of Cloudera Runtime, CDP Private Cloud Data Services, and CDH clusters that can be managed by
Cloudera Manager are limited to the following:

For CDP Private Cloud Base
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Cloudera Manager Version

Table 42: Cloudera Manager support for CDP Private Cloud Base

Supported CDH/Runtime versions Supported CDP Private Cloud Data
Services versions

K

Note: You must install Python
3.8 (or 3.9 for RHEL 9.1) on

al hosts before installing or
upgrading to Cloudera Manager
7.11.3. For more information, see

the Installing Python 3.

e ClouderaRuntime 7.1.7 SP2
¢ ClouderaRuntime 7.1.8
e ClouderaRuntime 7.1.7 SP1
e ClouderaRuntime 7.1.7
e ClouderaRuntime7.1.6
¢ ClouderaRuntime 7.1.5
e ClouderaRuntime7.1.4
¢ ClouderaRuntime7.1.3
e ClouderaRuntime7.1.2
¢ ClouderaRuntime 7.1.1
e ClouderaRuntime7.0.3

» CDH63
» CDH6.2
« CDH6.1
» CDH6.0

ClouderaManager 7.11.3 Latest cumulative |«  Cloudera Runtime 7.1.9 SP1 None
hotfix «  ClouderaRuntime 7.1.7 SP3
e ClouderaRuntime7.1.9
¢ ClouderaRuntime 7.1.7 SP2
¢ ClouderaRuntime 7.1.8
¢ ClouderaRuntime 7.1.7 SP1
e ClouderaRuntime 7.1.7
¢ ClouderaRuntime7.1.6
¢ ClouderaRuntime 7.1.5
¢ ClouderaRuntime7.1.4
e ClouderaRuntime7.1.3
¢ ClouderaRuntime7.1.2
¢ ClouderaRuntime 7.1.1
¢ ClouderaRuntime 7.0.3
e« CDH®6.3
e« CDHG6.2
« CDH61
+ CDH6.0
ClouderaManager 7.11.3 Cumulative hotfix |«  Cloudera Runtime 7.1.7 SP3 None
5 ¢ ClouderaRuntime7.1.9
e ClouderaRuntime 7.1.7 SP2
¢ ClouderaRuntime7.1.8
e ClouderaRuntime 7.1.7 SP1
¢ ClouderaRuntime7.1.7
e ClouderaRuntime7.1.6
¢ ClouderaRuntime7.1.5
e ClouderaRuntime7.1.4
¢ ClouderaRuntime7.1.3
e ClouderaRuntime7.1.2
¢ ClouderaRuntime7.1.1
e ClouderaRuntime 7.0.3
e« CDHG6.3
e CDHG6.2
« CDH6.1
e CDH®6.0
ClouderaManager 7.11.3 + ClouderaRuntime 7.1.9 None
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Servicesversions
ClouderaManager 7.7.3 should only beused |+  ClouderaRuntime 7.1.8 None
when you need to use Python 3.8 for the
Cloudera Manager agents. Y ou must install
Python 3.8 on al hosts before installing
or upgrading to Cloudera Manager 7.7.3.
Cloudera Manager 7.7.3-CHF2 supports
only RHEL 8.4, RHEL 8.6, and RHEL 7.9.
See the CDP Private Cloud Base Installation
Guide for more information.
ClouderaManager 7.7.1 e ClouderaRuntime 7.1.7 SP2 None
Note: Clouderarecommendsyou |* ClouderaRuntime7.1.8
E to use latest cumulative hotfix ¢ ClouderaRuntime 7.1.7 SP1
of ClouderaManager 7.7.1 with e ClouderaRuntime7.1.7
Cloudera Runtime 7.1.7-SP2. «  ClouderaRuntime 7.1.6
e ClouderaRuntime7.1.5
¢ ClouderaRuntime7.1.4
e ClouderaRuntime7.1.3
¢ ClouderaRuntime7.1.2
e ClouderaRuntime7.1.1
¢ ClouderaRuntime 7.0.3
e« CDHG6.3
e CDH6.2
e« CDH6.1
e CDH®6.0
76.7 «  ClouderaRuntime 7.1.7 SP2 None
Important: Do not upgrade to + ClouderaRuntime 7.1.7 SP1
& ClouderaManager 7.6.7 if youare |+ ClouderaRuntime 7.1.7
running CDP Private Cloud Data e« ClouderaRuntime7.1.6
Servicesin your deployment. « ClouderaRuntime 7.1.5
¢ ClouderaRuntime 7.1.4
e ClouderaRuntime7.1.3
¢ ClouderaRuntime7.1.2
¢ ClouderaRuntime7.1.1
¢ ClouderaRuntime 7.0.3
« CDH6.3
e CDH6.2
e« CDHG6.1
e CDH®6.0
« CDH5.16.2
76.1 «  ClouderaRuntime 7.1.7 SP1 None
Important: Do not upgrade to * ClouderaRuntime 7.1.7
& ClouderaManager 7.6.1if youare |+ ClouderaRuntime 7.1.6
running CDP Private Cloud Data « ClouderaRuntime7.1.5
Servicesin your deployment. « ClouderaRuntime7.1.4
¢ ClouderaRuntime7.1.3
¢ ClouderaRuntime 7.1.2
¢ ClouderaRuntime7.1.1
e ClouderaRuntime 7.0.3
e« CDHG6.3
e CDHG6.2
e CDH6.1
e« CDH®6.0
¢ CDH5.13-516
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Cloudera Manager Version

7.4.4

Supported CDH/Runtime versions

Cloudera Runtime 7.1.7
Cloudera Runtime 7.1.6
Cloudera Runtime 7.1.5
Cloudera Runtime 7.1.4
Cloudera Runtime 7.1.3
Cloudera Runtime 7.1.2
ClouderaRuntime 7.1.1
Cloudera Runtime 7.0.3
CDH 6.3

CDH 6.2

CDH 6.1

CDH 6.0
CDH5.13-5.16

Supported CDP Private Cloud Data
Services versions

None

731

Cloudera Runtime 7.1.6
Cloudera Runtime 7.1.5
Cloudera Runtime 7.1.4
ClouderaRuntime 7.1.3
Cloudera Runtime 7.1.2
ClouderaRuntime 7.1.1
Cloudera Runtime 7.0.3
CDH 6.3

CDH 6.2

CDH 6.1

CDH 6.0

CDH 5.13-5.16

None

724

Cloudera Runtime 7.1.5
ClouderaRuntime 7.1.4
Cloudera Runtime 7.1.3
Cloudera Runtime 7.1.2
Cloudera Runtime 7.1.1
Cloudera Runtime 7.0.3
CDH 6.3

CDH 6.2

CDH 6.1

CDH 6.0

CDH 5.13-5.16

12
Supported with Cloudera Runtime 7.1.5 only

Cloudera Runtime 7.1.4
Cloudera Runtime 7.1.3
Cloudera Runtime 7.1.2
ClouderaRuntime 7.1.1
Cloudera Runtime 7.0.3
CDH 6.3

CDH 6.2

CDH 6.1

CDH 6.0

CDH 5.13-5.16

None
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Cloudera Manager Version

Supported CDH/Runtime versions

Cloudera Runtime 7.1.3
Cloudera Runtime 7.1.2
ClouderaRuntime 7.1.1
Cloudera Runtime 7.0.3
CDH 6.3

CDH 6.2

CDH 6.1

CDH 6.0
CDH5.13-5.16

Supported CDP Private Cloud Data
Services versions

11

Cloudera Runtime 7.1.2
ClouderaRuntime 7.1.1
Cloudera Runtime 7.0.3
CDH 6.3

CDH 6.2

CDH 6.1

CDH 6.0

CDH 5.13-5.16

1.0

Cloudera Runtime 7.1.1
Cloudera Runtime 7.0.3
CDH 6.3

CDH 6.2

CDH 6.1

CDH 6.0
CDH5.13-5.16

None

7.0.3

Cloudera Runtime 7.0.3

None

For CDP Private Cloud Data Servic

€S

Table 43: Cloudera Manager support for CDP Private Cloud Data Services

Cloudera Manager Version

Supported CDP Private Cloud Data
Services versions

7.11.3 cumulative hotfix 4 +  Supported with ClouderaRuntime 7.1.7 | 1.5.3
SP2, 7.1.8 CHF19 or higher, and 7.1.9 Important: Only supported with
CHF3 only when CDP Private Cloud & Cloudera Runtime 7.1.7 SP2
Data Services s deployed. 7.1.8 CHF19 or higher, and 7.1.9
CHF3.
7.11.3 cumulative hotfix 1 +  Supported with ClouderaRuntime 7.1.7 | 1.5.2
SP2, 7.1.8 CHF11 or higher, 7.1.9, and Important: Only supported with
7.1.9 CHF1 only when CDP Private & Cloudera Runtime 7.1.7 SP2
Cloud Data Servicesis deployed. 7.1.8 CHF11 or higher, 7.1.9, and
7.1.9 CHF1
7.10.1 . 151

Important: Upgrade to Cloudera
Manager 7.10.1 only if you are
running CDP Private Cloud Data
Servicesin your deployment.

Supported with Cloudera Runtime 7.1.7
SP2, 7.1.7 SP1, and 7.1.8 CHF4 only
when CDP Private Cloud Data Services
is deployed.

Only supported with Cloudera Runtime 7.1.7
SP2,7.1.7 SP1, and 7.1.8 CHF4.

35



https://docs.cloudera.com/cdp-private-cloud-data-services/1.5.1/index.html
https://docs.cloudera.com/cdp-private-cloud-data-services/1.5.1/index.html

CDP Private Cloud Base

Product Compatibility Matrices

Cloudera Manager Version

Supported CDH/Runtime versions

Supported CDP Private Cloud Data
Services versions

795 +  Supported with ClouderaRuntime 7.1.7 | 1.5.0
Important: Upgrade to Cloudera SP2,7.1.7 SP1, and 7.1.8 only when Only supported with Cloudera Runtime 7.1.7
& Manager 7.9.5 only if you are CDP Private Cloud Data Servicesis SP2,7.1.7 SPLand 7.1.8.
running CDP Private Cloud Data deployed.
Servicesin your deployment.
781 +  Supported with Cloudera Runtime 7.1.7 | 1.4.1
Important: Upgrade to Cloudera SP1, and 7.1.8 only when CDP Private | onjy supported with Cloudera Runtime 7.1.7
& Manager 7.8.1 only if you are Cloud Data Servicesis deployed. SP1and 7.1.8.
running CDP Private Cloud Data
Servicesin your deployment.
Important: Upgradeto Cloudera 7_-1_71 and 7.1.7 SP1 only then CDP ClouderaRuntime 7.1.6 , 7.1.7.
& Manager 7.6.5 only if you are Private Cloud Data Servicesis deployed. | 1 4 0 s supported with Cloudera Runtime
running CDP Private Cloud Data 7.1.7 SP1 only.
Servicesin your deployment.
755 . Note: C|0uderaManme' 131, 132, 1.33.1.34
E 7.5.5isnot compatiblewith | g nnorted with Cloudera Runtime 7.1.6 and
* ClouderaRuntime 7.1.7
e ClouderaRuntime 7.1.6
754 . Note: Cloudera Manager 131,132,133
E 7.5.4isnot compatiblewith | g hn0rted with Cloudera Runtime 7.1.6 and
* ClouderaRuntime 7.1.7
¢ ClouderaRuntime 7.1.6
751 131

. Note: Cloudera Manager
E 7.5.1isnot compatible with
the Spark 3 CDS parcel.
¢ ClouderaRuntime 7.1.7
* ClouderaRuntime 7.1.6

Supported with Cloudera Runtime 7.1.6 and
7.1.7 only

Product Compatibility Matrices for KMS and Encryption Products

Cloudera Navigator encryption comprises several components including Ranger KM S, Navigator Encrypt, KTS, and
Key HSM.

Theindividual compatibility matrices for each component are as follows.

Product Compatibility Matrix for Ranger KMS
Learn about the recommended hardware and supported distributions for Ranger KMS.

Ranger KMS can be installed with either Key Trustee Server or a separate database as the backing keystore.

Ranger KMS: Recommended Hardware and Supported Distributions

Ranger KM S with Key Trustee Server must be installed on a separate host than Key Trustee Server.

The recommended minimum hardware specifications are as follows:

Processor: 1 GHz 64-bit quad core
Memory: 8 GB RAM

Storage: 20 GB on moderate- to high-performance disk drives
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Table 44: Ranger KMS Compatibility Matrix

Ranger KM S Version Supported Operating Supported Key Trustee | Lowest Supported Supported CDP Versions
Systems Server Versions Cloudera M anager
Version

7.1.9 « RHEL and CentOS: 7X 7X 7X
9.1, 8.8, 8.8 with
FIPS, 8.6, 8.4, 8.2,
79,78,76,75,7.4,
7.3,7.2,6.10,6.9, 6.8

e OracleLinux: 7.5, 7.4,
7.3,7.2,6.10, 6.9, 6.8

X + RHEL andCentOS: | 7-X 7.x X
8.6*,8.4**, 8.2%*,
79,78,7.6,75,74,
7.3,7.2,6.10,6.9,6.8
(* RHEL and CentOS
8.6 is supported only
for 7.1.8) (** RHEL
and Cent0S 8.4, 8.2
are supported only
for versions 7.1.7 and
higher.)

e OracleLinux: 7.5, 7.4,
7.3,7.2,6.10,6.9,6.8

Product Compatibility Matrix for Navigator Encrypt
Learn about the recommended hardware and supported distributions for Navigator Encrypt.

Note: Cloudera Enterprise, with the exception of Cloudera Navigator Encrypt, is supported on platforms with
Security-Enhanced Linux (SELinux) enabled and in enforcing mode. Clouderais not responsible for policy
support or policy enforcement. If you experience issues with SELinux, contact your OS provider.

Supported command-line interpreters:

» sh(Bourne)
+ bash (Bash)
e dash (Ubuntu)

E Note: Navigator Encrypt does not support installation or use in chroot environments.

Network Requirements

For new Navigator Key Trustee Server installations, Navigator Encrypt initiates TCP traffic over port 11371
(HTTPS) to the Key Trustee Server.

For new Ranger KM S installations, Navigator Encrypt initiates TCP traffic over port 9494 (HTTPS) to Ranger KMS.

For upgrades, Navigator Encrypt initiates TCP traffic over ports 80 (HTTP) and 443 (HTTPS) to the Navigator Key
Trustee Server.

Internet Access

Y ou must have an active connection to the Internet to download many package dependencies, unless you have
internal repositories or mirrors containing the dependent packages.

Maintenance Window

Datais not accessible during the encryption process. Plan for system downtime during installation and configuration.
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Administrative Access

To enforce ahigh level of security, all Navigator Encrypt commands require administrative (root) access (including
installation and configuration). If you do not have administrative privileges on your server, contact your system
administrator before proceeding.

Network Time Protocol (NTP)

The Network Time Protocol (NTP) service synchronizes system time. Cloudera recommends using NTP to ensure
that timestamps in system logs, cryptographic signatures, and other auditable events are consistent across systems.

Package Dependencies

Navigator Encrypt requires these packages, which are resolved by your distribution package manager during
installation:

e dkms

o keyutils

e openss

L E

* gcc

* cryptsetup

These packages may have other dependencies that are also resolved by your package manager. Installation works with
gce, gee3, and gec4.

Table 45: Cloudera Navigator Encrypt Compatibility Matrix

Cloudera Navigator Encrypt Version Supported Operating Systems Supported Ranger KMS/ Key Trustee
Server Versions

7.1.9 « RHEL and CentOS: 9.1, 8.8, 8.8 with Ranger KMS 7.1.9 is supported. KTS7.1.x is
FIPS, 8.6,84,8.2,7.9 supported.

¢ OracleLinux:7.7,7.6

+ SLES: 15SP4

e Ubuntu: 20.04 LTS (Focal)

718 «  RHEL and CentOS: 8.6, 84, 8.2, 7.9 7.1x

e OracleLinux:7.7,7.6

* SLES: 12 SP2, SP3, SP4

«  Ubuntu: 20.04 LTS (Focal), 18.04
(Bionic)

710 « RHEL and CentOS: 7.9, 7.8, 7.7, 7.6 710
¢ OracleLinux:7.7,7.6

¢ SLES: 12 SP2, SP3, SP4

e Ubuntu: 16.04 LTS (Xenia), 18 (Bionic)

Product Compatibility Matrix for KTS and Key HSM

Learn about the recommended hardware and supported distributions for Key Trustee Server and Navigator Key HSM.

Key Trustee Server

Because of achangein the ports used by Key Trustee Server, Navigator Encrypt versions lower than 3.7 and Ranger
KMS versions lower than 5.4 are not supported in Key Trustee Server 5.4 and higher.

Recommended Hardware and Supported Distributions

Key Trustee Server must be installed on a dedicated server or virtual machine (VM) that is not used for any other
purpose. The backing PostgreSQL database must be installed on the same host as the Key Trustee Server, and must
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not be shared with any other services. For high availability, the active and passive Key Trustee Servers must not share

physical resources.

The recommended minimum hardware specifications are as follows:

* Processor: 1 GHz 64-bit quad core

* Memory: 8 GB RAM
e Storage: 20 GB on moderate- to high-performance disk drives

Table 46: Cloudera Navigator Key Trustee Server Compatibility Matrix

Cloudera Navigator

Key Trustee Server
Version

7.1.9

Supported
Operating Systems

RHEL and
CentOS: 8.8, 8.8
with FIPS, 8.6,
84,82,7.9,7.8,
7.7,76,75,7.4,
7.3,7.2,6.10,
6.9,6.8

Oracle Linux:
75,74,73,7.2,
6.10,6.9,6.8

L owest Supported
Cloudera Manager
Version

7X

L owest Supported

Cloudera Navigator
Key HSM Versions

7X

Supported Ranger
KMSVersions

7X

Supported Cloudera
Navigator Encrypt
Versions

7X

7.X

RHEL and
CentOS: 8.6*,
8.4**, 8.2%*,
79,78,7.7,
7.6,75,74,7.3,
7.2,6.10, 6.9,
6.8 (* RHEL
and CentOS

8.6 is supported
only for 7.1.8)
(** RHEL and
Cent0S 84, 8.2
are supported
only for versions
7.1.7 and higher.)
Oracle Linux:
75,74,73,7.2,
6.10, 6.9, 6.8

7.X

7.X

7.X

7.X

Cloudera Navigator Key HSM

Cloudera Navigator Key HSM must be installed on the same host as Key Trustee Server. Although Key HSM is
compatible across al versions of Key Trustee Server, Cloudera strongly recommends also upgrading Key HSM after
you upgrade Key Trustee Server. See Installing Cloudera Navigator Key HSM and Upgrading Cloudera Navigator
Key HSM for more information.

Recommended Hardware and Supported Distributions

Thefollowing are prerequisites for installing Navigator Key HSM:
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Oracle Java Runtime Environment (JRE) 8 or higher with Java Cryptography Extension (JCE) Unlimited Strength
Jurisdiction Policy Files:

* JCEfor JavaSE 8

E Note: JDK 1.8ul61 and higher enable unlimited strength encryption by default, and do not require
policy files.

«  OpendDK 11

Note: The Thales JCE libraries do not support Java 11, so running Key HSM with Thales on
OpenJdDK 11 is unsupported.

A supported HSM device:
e Thales (formerly Safenet) Luna
e V6

« HSM firmware version: 6.2.1
 HSM softwareversion: 5.2.3-1

e V7

¢ HSM firmware version: 7.0.3
« HSM software version: 7.2.0
» SafeNet KeySecure

«  HSM firmware version: 6.2.1
 HSM softwareversion: 8.0.1, 8.1.0, 8.7.0
* Thales nSolo, nConnect

¢ HSM firmware version: 11.4.0
¢ Client software version: 2.28.9cam136

E Note: Thales Key HSM is unsupported because the Thales client Javalibraries do not support Java 11.

* AWSCloudHSM

e Client software version: 1.1.1
Key Trustee Server 3.8 or higher

: Important: You mustinstall Key HSM on the same host as Key Trustee Server.

Root accessisrequired to install Navigator Key HSM.

Table 47: Cloudera Navigator Key HSM Compatibility Matrix

Cloudera Navigator Key HSM Version Supported Operating Systems L owest Supported Key Trustee Server
Version

¢ RHEL and CentOS: 8.6%, 8.4**,8.2**, | 7.X
79,76,75,7.4,7.3,7.2,6.10,6.9,6.8 (*
RHEL and CentOS 8.6 is supported only
for 7.1.8) (** RHEL and CentOS 8.4, 8.2
are supported only for versions 7.1.7 and
higher.)

Product Compatibility Matrix for HSM Support
Learn about the HSMs supported for the different CDP/ CDH/ HDP versions.
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HSM Support for CDP Private Cloud Base 7.x

Table 48: CDP Private Cloud Base 7.x

Lunav7 SafeNet KeySecure nCipher nSolo/nConnect AWS CloudHSM

LunaClient: 7 CipherTrust Manager 2.0
Ranger KMS ( Supported only for 7.1.8 and
7.1.9)
HSM firmware version: | HSM firmware version: HSM firmware version: 11.4.0 | Client software version:
7.0.3 6.2.1 ) - 111
Client software version:
HSM software version: | HSM software version: 2.28.9cam136
Key HSM 7.20 80.1,8.10,8.7.0
- T e CipherTrust Manager 2.0
( Supported only for 7.1.8 and
7.1.9)

Changes to CDH and HDP Components in CDP Private
Cloud Base

CDH and HDP components that have changed or been removed in CDP Private Cloud Base.

Updated CDH Components
CDH Component Changesin CDP Private Cloud Base 7.

Component Changes in CDP Private Cloud Base 7.0
Pig, Flume, Sentry, and Navigator have been removed.

» Pig can bereplaced with Hive or Spark.

* Flume has been replaced with Cloudera Flow Management (CFM). CFM is a no-code data ingestion and
management solution powered by Apache NiFi. Contact your Cloudera account team for more information about
moving from Flume to CFM.

« Sentry has been replaced with Apache Ranger. A Sentry-to-Ranger policy migration tool is available for CDP
Private Cloud Base 7.1 and migrations will be supported when Replication Manager is used to migrate Hive tables
from CDH to CDP.

« Navigator has been replaced with Apache Atlas.

e ClouderaDirector is not supported with CDP Private Cloud Base.

» MapReduce v1 was deprecated as of CDH 5.0 and is not supported in CDP.

E Note: Replacements are not direct replacements and are only alternate product offerings.

Component Changes in CDP Private Cloud Base 7.1

« The YARN Fair Scheduler is being replaced with the Y ARN Capacity Scheduler. A migration tool will be
provided to convert the Fair Scheduler configurations to Capacity Scheduler.

« The Sentry policy files feature option has been deprecated in CDH 5.x and is entirely removed in CDP Private
Cloud Base 7.1. Prior to an upgrade to CDP Private Cloud Base 7.1, the Sentry Service role must be set up and
used for enforcing access policies over Hive/Solr. To migrate the existing Sentry Policy file configuration to a
Sentry Service, see: Migrating from Sentry Policy Files to the Sentry Service.
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» Navigator has been replaced with Apache Atlas.

Navigator lineage data can be transferred to Atlas as part of the CDH to CDP Private Cloud Base upgrade process.
Navigator audit datais not transferred to Atlas.

When you upgrade a CDH cluster to CDP Private Cloud Base, the Navigator audits persist. However, services
no longer produce audits for Navigator. Y ou can continue to run Navigator to be able to access the audits. See
Transitioning Navigator audits.

E Note: Replacements are not direct replacements and are only alternate product offerings.

The following CDH components have been included in Cloudera Runtime for the first timein CDP Private Cloud
Base 7.1.1.

e Schema Registry
e Streams Messaging Manager
» Streams Replication Manager

Deprecated Items

A deprecated item is afeature, component, platform, or functionality that Clouderais planning to removein afuture
release. Cloudera supports items that are deprecated until they are removed, and the deprecation gives customers time
to plan for removal.

The following table lists deprecated items:

Table 49: CDH Components, Subcomponents, and Product Functionality

Related | nformation CDH Releasein Which Item Is | Releasein Which Support I's
Deprecated Removed

Apache Crunch Apache Crunch is deprecated, 6.0.0 Cloudera Runtime 7
and will beremovedina

future release. Cloudera
recommends using Spark 2
instead. Additionally, as of CDH
6.0.0, Crunch is available only as
Maven artifacts from the Cloudera
Maven repository.

AsyncHBaseSink AsyncHBaseSink isincompatible | 6.0.0 6.0.0, Cloudera Runtime 7
with HBase 2.0 and you can no
longer use AsyncHBaseSink with
Apache Flume. For information
about using HBase2Sink with
Apache Flume, see.

DataFu 5.9.0 6.0.0, Cloudera Runtime 7

HBaseSink HBaseSink has been replaced with | 6.0.0 6.0.0, Cloudera Runtime 7
HBase2Sink, which is compatible
with HBase 2.0. For information

about using HBase2Sink with

Apache Flume.
hbck read-write repair mode hbck is only availablein aread- 6.0.0 6.0.0, Cloudera Runtime 7

only inconsistency identifying

mode.
HFTP Use WebHDFS 5.10.1 6.0.0, Cloudera Runtime 7
Hive CLI 5.0.0 Cloudera Runtime 7
HiveServerl 5.3.0 6.0.0, Cloudera Runtime 7
Hue Ul version 3 Instead use Hue Ul version 4 6.0.0 6.0.0,, Cloudera Runtime 7
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Item Related | nformation CDH Releasein Which Item Is | Releasein Which Support I's
Deprecated Removed

Key HSM Debug Startup

To get debug information during
start up, set theroot log level to
debug in the /usr/share/keytrustee-
server-keyhsm/conf/logback.xml
file.

6.1.0

6.1.0, Cloudera Runtime 7

Kite Dataset API

Kite Dataset API is deprecated,
and will be removed in afuture
release.

6.0.0

, Cloudera Runtime 7

Kudu Flume sink configuration
parameters

The producer.skipMissingColu
mn, producer.skipBadColumnVa
lue, and producer.warnUnm
atchedRows Kudu Flume sink
configuration parameters have
been deprecated in favor of prod
ucer.missingColumnPolicy, prod
ucer.badColumnValuePolicy, and
producer.unmatchedRowPolicy

respectively.

6.1.0

, Cloudera Runtime 7

kudu perf loadgen tool
configuration options

The -table_num_buckets
configuration option of the kudu

perf loadgen tool is now removed
in favor of -table_num_hash_parti
tions and -table_num_range_par
titions

6.1.0

, Cloudera Runtime 7

Legacy Scalaclientsfor Kafka
(consumer and producer)

Thelegacy Scala clients (producer
and consumer) that are under

the kafka.producer.* and
kafka.consumer.* package.

CDK 3.0.0 and CDH 6.0.0

6.1.0, Cloudera Runtime 7

Level Encryption Using eCryptfs

new eCryptfs mount points.
Previoudly existing eCryptfs
mount points are not affected.

Llama 55.0 6.0.0, Cloudera Runtime 7
Mahout 55.0 6.0.0

Management of Key Trustee 5.9.0 6.0.0, Cloudera Runtime 7
Server without Cloudera Manager

MR Pipes 5.9.0 6.0.0, Cloudera Runtime 7
MRv1, MapReduce vl APIs, Migrating from MapReduce 1to | 5.0.0 6.0.0, Cloudera Runtime 7
MapReduce service MapReduce 2

Navigator Encrypt Filesystem- There is no support for creating July 2015 6.0.0, Cloudera Runtime 7

Navigator Encrypt migration
command

The navencrypt-migration
command is deprecated, and has
been removed.

February 1, 2018

6.0.0, Cloudera Runtime 7

RHEL®6, is deprecated. Key
Trustee Server usesthe utilities
ktadmin and keytrustee-orgtool,
which use the native version of
Python that is packaged with the
host OS.

Old NameNode Ul 5.5.0 6.0.0, Cloud