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Cloudera Runtime Apache Knox overview

The Apache Knox Gateway (“Knox”) is a system to extend the reach of Apache™ Hadoop® services to users outside
of aHadoop cluster without reducing Hadoop Security. Knox also simplifies Hadoop security for users who access
the cluster data and execute jobs. The Knox Gateway is designed as areverse proxy.

Establishing user identity with strong authentication is the basis for secure access in Hadoop. Users need to reliably
identify themselves and then have that identity propagated throughout the Hadoop cluster to access cluster resources.

* Authentication: Kerberos

Cloudera uses Kerberos for authentication. Kerberosis an industry standard used to authenticate users and
resources within a Hadoop cluster. CDP also includes Cloudera Manager, which simplifies Kerberos setup,
configuration, and maintenance.

» Perimeter Level Security: Apache Knox

Apache Knox Gateway is used to help ensure perimeter security for Cloudera customers. With Knox, enterprises
can confidently extend the Hadoop REST API to new users without Kerberos complexities, while also
maintaining compliance with enterprise security policies. Knox provides a central gateway for Hadoop REST
APIsthat have varying degrees of authorization, authentication, SSL, and SSO capabilities to enable asingle
access point for Hadoop.

Cloudera recommends that you leverage the default PAM Authentication Provider for the benefits in performance
and ease of administration rather than direct LDAP. For more details, see Considerations for Knox.

e Authorization: Ranger
OS Security: Data Encryption and HDFS

Considerations for Knox

A conceptual overview of the Apache Knox Gateway, areverse proxy.

Knox integrates with I dentity Management and SSO systems used in enterprises and alows identity from these
systems be used for access to Hadoop clusters.

Knox Gateway provides security for multiple Hadoop clusters, with these advantages:

« Simplifies access. Extends Hadoop's REST/HTTP services by encapsulating Kerberos to within the Cluster.

« Enhances security: Exposes Hadoop’'s REST/HT TP services without revealing network details, providing SSL out
of the box.

» Centralized control: Enforces REST API security centrally, routing regquests to multiple Hadoop clusters.

» Enterpriseintegration: Supports LDAP, Active Directory, SSO, SAML and other authentication systems.
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Typical security flow: Firewall, routed through Knox Gateway

Knox can be used with both unsecured Hadoop clusters, and Kerberos secured clusters. In an enterprise solution that
employs Kerberos secured clusters, the Apache Knox Gateway provides an enterprise security solution that:

* Integrates well with enterprise identity management solutions
» Protects the details of the Hadoop cluster deployment (hosts and ports are hidden from end users)
« Simplifies the number of services with which a client needs to interact

Knox Gateway deployment architecture

Users who access Hadoop externally do so either through Knox, viathe Apache REST API, or through the Hadoop
CLI tools.

Knox Supported Services Matrix

A support matrix showing which services Apache Knox supports for Proxy and SSO, for both Kerberized and Non-
Kerberized clusters.

Table 1. Knox Supported Components

Component Ul Proxy (with SSO) API Proxy

Atlas API # #
Atlas Ul # #
Beacon

Cloudera Manager API # #
Cloudera Manager Ul #

Data Analytics Studio (DAS) #

Druid

Falcon

Flink

HBase REST API(akaWebHBase & Stargate) #
HBase Ul #

HDFSUI #

HiveServer2 HTTP JDBC API (HS2 via #
HTTP)

HiveServer2 LLAP JDBC API

HiveServer2 LLAP Ul

HiveServer2 Ul

Hue #

ImpalaHTTP JDBC API #
ImpalaUl #

JobHistory Ul #

JobTracker #
Kudu Ul #

Livy APl + Ul # #
LogSearch
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Component Ul Proxy (with SSO)

NameNode

API Proxy

#

NiFi

NiFi Registry

Qozie API

#
#
#

Qozie Ul

Ozone

O OH | H| H| B

Phoenix (aka Avatica)

Profiler

Ranger API

Ranger Ul

Y arn ResourceManager API

Schema Registry APl + Ul

Streams Messaging Manager (SMM) API

Streams Messaging Manager (SMM) Ul

Solr

Spark3History Ul

SparkHistory Ul

HOH | F | OH | H| B ®H O R R

Storm

Storm LogViewer

Superset

WebHCat

WebHDFS

YARN Ul

YARN Ul V2

Zeppelin Ul

Zeppelin WS

* | H | H

Note:
E APIs, Uls, and SSO in the Apache Knox project that are not listed above are considered Community Features.

Community Features are developed and tested by the Apache Knox community but are not officially
supported by Cloudera. These features are excluded for avariety of reasons, including insufficient reliability
or incomplete test case coverage, declaration of non-production readiness by the community at large, and
feature deviation from Cloudera best practices. Do not use these features in your production environments.

Considerations for Knox
Learn about the considerations before you get started with Knox.

Default PAM settings for Knox

Secure clusters require local OS accounts. Local OS accounts are most often achieved by using
something like SSSD or Centrify which localizes user accounts from user stores or directories

including LDAP/AD and so on.
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Proxy Cloudera Manager through Apache Knox

This means that you should be able to use PAM and the local OS accounts straight away as long as
they are on the same host as Knox. There are various ways to make local OS accounts available.
SSSD or Centrify are technical solutions that make it seem like there are local OS accounts even
though they are only in LDAP/AD. Y ou can use real local OS accounts as well.

In order to have Cloudera Manager proxied through Knox, there are some steps you must complete.

Set the value for frontend_url: Cloudera Manager Administration Settings Cloudera Manager Frontend URL :

* Non-HA value: https://$Knox_host:$knox_port
« HA value: https://$Knox_loadbalancer_host:$K nox_loadbalancer_port

Set allowed groups, hosts, and users for Knox Proxy: Cloudera Manager Administration Settings External
Authentication :

» Allowed Groups for Knox Proxy: *

» Allowed Hosts for Knox Proxy: *

e Allowed Usersfor Knox Proxy: *

Enable Kerberos/SPNEGO authentication for the Admin Console and API: Cloudera Manager Administration
Settings External Authentication Enable SPNEGO/K erberos Authentication for the Admin Console and API: :
true

From Cloudera Manager Administration Settings External Authentication , set Knox Proxy Principal: knox.

External authentication must be set up correctly. Cloudera Manager must be configured to use LDAP, following the
standard procedure for setting up LDAP. This LDAP server should be the same LDAP that populates local userson
Knox hosts (if using PAM authentication with Knox), or the same LDAP that Knox is configured to use (if using

L DAP authentication with Knox).

However in cases where no LDAP server is available ,corresponding Cloudera Manager local users can be created
and assigned roles manually in Cloudera Manager Administrator Users & Roles Add Local User .

This document provides instructions on how to install Apache Knox using the installation process.

Apache Knox is an application gateway for interacting with the REST APIs and Uls. The Knox Gateway provides a
single access point for all REST and HTTP interactions in your Cloudera Data Platform cluster.

When installing Knox, you must have Kerberos enabled on your cluster.




Cloudera Runtime Installing Apache Knox

Procedure

1. From your Cloudera Manager homepage, go to Status tab $Cluster Name ... Add Service

CLOUDZRA
c Manager H ome
salth | LI au .|,.:"m - H. |
& C | :
f  Add Service [
o
B8
© 9w
o W
& =
Cloudera Mani
T
2. Fromthelist of services, select Knox and click Continue.
3. Onthe Select Dependencies page, choose the dependencies you want Knox to set up:
HDFS, Ranger, Solr, Zookeeper For users that require Apache Ranger for authorization.
HDFS with Ranger. HDFS depends on Zookeeper, and
Ranger depends on Solr.
HDFS, Zookeeper HDFS depends on Zookeeper.
No optional dependencies For users that do not wish to have Knox integrate with
HDFS or Ranger.

4. Onthe Assign Roles page, select role assignments for your dependencies and click Continue:

Knox serviceroles Description Required?

Knox Gateway If Knox isinstalled, at least one instance Required
of thisrole should be installed. Thisrole
represents the Knox Gateway which provides
asingle access point for all REST and HTTP
interactions with Apache Hadoop clusters.
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Knox serviceroles Description Required?

KnoxIDBroker* It is strongly recommended that thisroleis Optional*
installed on its own dedicated host. Asits
name suggests this role will alow you to
take advantage of Knox's Identity Broker
capabilities, an identity federation solution
that exchanges cluster authentication for
temporary cloud credentials.*

Gateway This role comes with the CSD framework. Optional
The gateway structure is used to describe the
client configuration of the service on each
host where the gateway role isinstalled.

* Note: KnoxIDBroker appears in the Assign Roles page, but it is not currently supported in CDP Private Cloud.
On the Review Changes page, most of the default values are acceptable, but you must Enable Kerberos
Authentication and supply the Knox Master Secret. There are additional parameters you can specify or change,
listed in “Knox Install Role Parameters’.
a) Click Enable Kerberos Authentication

Kerberosis required where Knox is enabled.
b) Supply the Knox Master Secret, e.g. knoxsecret.
¢) Click Continue.
The Command Details page shows the status of your operation. After completion, your system admin can view
logs for your installation under stdout.

o

o

Apache Knox Install Role Parameters

Reference information on al the parameters available for Knox service roles.

Service-level parameters

Table 2: Required service-level parameters

INETg[} In Wizard Type Default Value

kerberos.auth.enabled* Boolean

ranger_knox_plugin_hdfs audit_directory No Text ${ranger_base audit_url}/knox
autorestart_on_stop No Boolean false

knox_pam realm_service No Text login

save alias_ command_input_password No Text -

Knox Gateway role parameters

Table 3: Required parameters for Knox Gateway role

Name In Wizard Type Default Value

gateway_master_secret Yes Password -

gateway_conf_dir Yes Path Ivar/lib/knox/gateway/conf
gateway_data dir Yes Path Ivar/lib/knox/gateway/data
gateway_port No Port 8443

gateway_path No Text gateway
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Name In Wizard Type Default Value

gateway_heap_size No Memory 1 GB (min = 256 MB; soft min = 512
MB)
gateway_ranger_knox_plugin_conf_path No Path Ivar/lib/knox/ranger-knox-plugin
gateway_ranger_knox_plugin_policy_cache directory No Path Ivar/lib/ranger/knox/gateway/policy-
cache
gateway_ranger_knox_plugin_hdfs_audit_spool_directory No Path Ivar/log/knox/gateway/audit/hdfs/spool
gateway_ranger_knox_plugin_solr_audit_spool_directory No Path Ivar/log/knox/gateway/audit/sol r/spool

Table 4: Optional parameters for Knox Gateway role

INETg[} Type Default Value

gateway_default_topology _name Text cdp-proxy
gateway_auto_discovery_enabled Boolean true
gateway_cluster_configuration_monitor_interval Time 60 seconds (minimum = 30 seconds)
gateway_auto_discovery_advanced_configuration_monitor_interval Time 10 seconds (minimum = 5 seconds)
gateway_cloudera_manager_descriptors_monitor_interval Time 10 seconds (minimum = 5 seconds)
gateway_auto_discovery_cdp_proxy_enabled * Boolean true
gateway_auto_discovery_cdp_proxy_api_enabled * Boolean true
gateway_descriptor_cdp_proxy Text Array Contains the required properties of cdp-
proxy topology
gateway_descriptor_cdp_proxy_api Text Array Contains the required properties of cdp-

proxy-api topology

gateway_sso_autthentication_provider Text Array Contains the required properties of the
authentication provider used by the Uls
using the Knox SSO capabilities (such
as Home Page Ul). Defaultsto PAM
authentication.

gateway_api_authentication_provider Text Array Contains the required properties of
the authentication provider used by
pre-defined topol ogies such as admin,
metadata or cdp-proxy-api. Defaults to
PAM authentication.

Knox IDBroker role parameters

E Note: Knox IDBroker is not currently supported in CDP Private Cloud.

Table 5: Required parameters for Knox IDBroker role

Name In Wizard Type Default Value

idbroker_master_secret Password

idbroker_conf_dir Yes Path Ivar/lib/knox/idbroker/conf
idbroker_data_dir Yes Path Ivar/lib/knox/idbroker/data
idbroker_gateway_port No Port 8444

idbroker_gateway path No Text gateway
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Name In Wizard Type Default Value

idbroker_heap_size Memory 1 GB (min =256 MB; soft min =
512 MB)

Table 6: Optional parameters for Knox IDBroker role

NET [} Type Default Value

idbroker_aws_user_mapping Text

idbroker_aws_group_mapping Text

idbroker_aws_user_default_group_mapping Text

idbroker_aws credentials_key Password

idbroker_aws credentials_secret Password

idbroker_gcp_user_mapping Text

idbroker_gcp_group_mapping Text

idbroker_gcp_user_default_group_mapping Text

idbroker_gcp_credential_key Password

idbroker_gcp_credential_secret Password

idbroker_azure_user_mapping Text

idbroker_azure_group_mapping Text

idbroker_azure _user_default_group_mapping Text

idbroker_azure adis2_tenant_name Text

idbroker_azure vm_assumer_identity Text

idbroker_relaodable_refresh_interval_ms Time 10 seconds (minimum = 1 second)

idbroker_kerberos_dt_proxyuser_block Text Array A comma-separated list of proxy
user configuration used in Knox's dt
topology in case Kerberosis enabled

idbroker_knox_token_ttl_ms Time 1 hour (minimum = 1 second)

Management of Knox shared providers in Cloudera
Manager

Information on CDP Private Cloud topology management for Knox from within Cloudera Manager.

* Modifying the SSO authentication provider used by the Uls using the Knox SSO capabilities, such as the Home

Page UI.
» Modifying the API authentication provider used by predefined topologies, such as admin, metadata or cdp-proxy-

api.
» Adding/modifying new/existing shared provider configurations.
» Saving diases using a new Knox Gateway command.

Management of existing Apache Knox shared providers

Y ou can add, modify, or disable an existing shared provider configuration in Apache Knox via Cloudera Manager.

11
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An example of how to add a new provider to the authorization provider in the manager shared provider configuration.

In this example you will see how to add anew HA provider (thistime only the ATLAS service will be configured
for high availability) in the manager shared provider configuration . This particular authorization provider is set as
follows (inits JSON descriptor):

"role": "authorization",
"nanme": "Acl sAut hz",
"enabl ed": "true",
"parans": {
"knox. acl . node": "OR',
"knox. acl ": "KNOX_ADM N_USERS; KNOX ADM N _GROUPS; *"

1. From Cloudera Manager Knox Configuration , add the following entry inthe Knox ~ Gateway Advanced Co
nfiguration Snippet (Safety Valve) for  conf/cdp-resources.xml:

* name = providerConfigs.manager

» value = role=authorization#authorization.name=A cl sA uthz#authori zati on.enabl ed=fal se#fauthoriz
ation.param.knox.acl=myTestUser;KNOX_ADMIN_GROUPS;*#authorization.param.knox.acl.mod
e=OR#role=hattha.name=HaProvider#ha.param.ATL A S=enabl ed=true;maxFail overAttempts=3;fail over Sl eep=1000; maxRet

0 1 KN OX__I Actions « e Apr 2,2:35 AM PDT

Status  Instances  Configuration ~ Commands  ChartsLibrary  Audits  Knox Gateway UIZ'  Quick Links +

Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-descriptors.xml @fFilters  Role Groups  History and Rollback

FHterS Show All Descriptions

Knox Gateway Advanced Configuration Snippet Knox Gateway Default Group %y ®
SCOPE (Safety Valve) for conf/cdp-descriptors.xml View as XML

KNOX-1 (Service-Wide) Name ‘ providerConfigs:manager ‘ (S]]

Gateway
Knox Gateway
Knox IDBroker

)

Value [ role=authorization#authorization.name=AclsAuthz#authorization.enabled=false#e ‘

CATEGORY Description | ‘

Advanced
Logs

Main
Monitoring
Performance

Final

cocoooo =

Ports and Addresses

0 I KNOX-1 Actions ~ G Apr 2, 2:36 AM PDT

Status  Instances  Configuration =~ Commands  Charts Library ~ Audits ~ Knox Gateway UI(Z'  Quick Links v

nox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-descriptors.xml ilters  Role Groups istory and Rollbaci
QK G Ad d Confi S (Safety Valve) f f/cdp-d | @Fil le Gi H d Rollback
Filters Show All Descriptions
Knox Gateway Advanced Configuration Snippet Knox Gateway Default Group 'O Undo ®
SCOPE (afety Valve) for conf/cdp-descriptors.xml View Editor
KNOX-1 (Service-Wide) 0 <property>
Gateway 0 <name>providerConfigs:manager</name>
Knox Gateway 1 <value>role=authorization#authorization.name=AclsAuthz#authorization.enabled=false#authorization.param.knox
Knox IDBroker 0 acl=myTestUser;KNOX_ADMIN_GROUPS;*#authorization.param.knox.acl. mode=OR#role=ha#ha.name=HaProvider
#ha.param.ATLAS=enabled=true;maxFailoverAttempts=3;failoverSleep=1000;maxRetryAttempts=300;retrySleep=1
CATEGORY 000</value>
</property>
Advanced 1 GA
Logs 0
as o

12
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2. Saveyour changes.
3. Refresh the cluster.
4. Vdidate:

$ curl -ku <usernanme>: <password> ' https://johndoe-1. abc. cl ouder a. com 8443/
gat eway/ adni n/ api / v1/ provi der confi g/ manager"

"providers" : |
b N
"role" : "authorization",
"nanme" : "Acl sAuthz",
"enabl ed" : fal se,
"parans" : {
"knox.acl" : "nyTest User; KNOX_ ADM N_GROUPS; *",
"knox. acl . node" : "OR'
}
I
"role" : "ha",
"name" : "HaProvider",
"enabl ed" : true,
" parans" :
"ATLAS" : "enabl ed=true; maxFai |l over Att enpt s=3; f ai | over Sl eep=1000; m
axRet ryAtt enpt s=300; retrySl eep=1000"
}
Pl

}

An example of how to modify the authorization provider in the manager shared provider configuration.

In this example you will see how to modify the authorization provider in the manager shared provider configuration.
This particular authorization provider is set as follows (in its JSON descriptor):

{
"role": "authorization",
"nanme": "Acl sAut hz",
"enabl ed": "true",
"parans": {
"knox. acl . node": "OR",
"knox. acl ": "KNOX_ADM N_USERS; KNOX_ ADM N_GROUPS; *"
}

13
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1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced Config
uration Snippet (Safety Valve) for conf/cdp-resources.xml:

¢ name = providerConfigs:manager
 value = role=authorization#authorization.name=A cl SA uthz#authorizati on.enabl ed=f al setfauthori zati on.param.
knox.acl=myTestUser;KNOX_ADMIN_GROUPS;*#authori zation.param.knox.acl.mode=OR

KNOX-1T  Actions~ Jan 10, 8:32 AM UTC
Status  Instances  Configuration ~Commands Charts Library  Audits  Knox Gateway Home (@'  Quick Links +
Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources.xml @ Filters  Role Groups History & Rollback
Filters
Show All Descriptions
SCOPE Knox Gateway Advanced Configuration Snippet  Knox Gateway Default Group 'O Undo @
(Safety Valve) for conf/cdp-resources.xml View as XML
& conf/cdp-resources.xml_role_safety_valve Name [ providerConfigs:manager ‘ o)
Knox Gateway 1
Value ‘ role=aL i orization.r ! ion.parar ‘
CATEGORY
Description ‘ ‘
Advance d 1
[ Final

With this change you are authorizing a user called myTestUser to login and execute administrative actions on the
Knox Admin API.

2. Saveyour changes.
3. Refresh the cluster.
4. Validate:

$ curl -ku <username>: <password> ' https://johndoe-1. abc. cl oudera. com 8443/
gat eway/ adni n/ api / v1/ provi der conf i g/ manager"

"providers" : [
b L
"role" : "authorization",
"nanme" : "Acl sAuthz",
"enabl ed" : fal se,
"paranms" @ {
"knox. acl" : "nyTest User; KNOX ADM N_GROUPS; *",
"knox. acl . node" : "OR'

}

}!

"role" : "ha",

"nanme" : "HaProvider",

"enabl ed" : true,

" parans"

P
"ATLAS" : "enabl ed=true; maxFai | over Att enpt s=3; fai | over Sl eep=1000; m
axRet ryAtt enpt s=300; retrySl eep=1000"

}
H]
}

An example of how to disable the authorization provider in the manager shared provider configuration.

14
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In this example you will see how to disable the authorization provider in the manager shared provider configuration.
This particular authorization provider is set as follows (in its JSON descriptor):

{
"role": "authorization",
"nane": "Acl sAut hz",
"enabl ed": "true",
"paranms": {
"knox. acl . node": "OR',
"knox. acl ": " KNOX_ADM N_USERS; KNOX ADM N_GROUPS; *"

1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced Config
uration Snippet (Safety Valve) for conf/cdp-resources.xml:

* name = providerConfigs:manager
« value = role=authorization#authorization.name=A cl SA uthz#authori zati on.enabl ed=fal se#fauthorization.param
.knox.acl=KNOX_ADMIN_USERS,KNOX_ADMIN_GROUPS;*#authorization.param.knox.acl.mode=OR

o KNOX-1 Actions ~ e Apr 2, 2:35 AM PDT

Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Knox Gateway UIZ'  Quick Links +

Q Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-descriptors.xml @ Filters  Role Groups History and Rollback

Filters Show All Descriptions
Knox Gateway Advanced Configuration Snippet Knox Gateway Default Group *y ®

SCOPE (Safety Valve) for conf/cdp-descriptors.xml View as XML

KNOX-1 (Service-Wide) Name providerConfigs:manager ‘ (=]
Gateway - g

Knox Gateway
Knox IDBroker

o-o0o

Value role=authorization#authorization.name=AclsAuthz#authorization.enabled=false#¢ ‘

CATEGORY Description ‘

Advanced
Logs

Main
Monitoring
Performance

Final

coooo =

Ports and Addresses

2. Saveyour changes.
3. Refresh the cluster.
4. Validate:

$ curl -ku <usernane>: <password> ' https://johndoe-1. abc. cl ouder a. com 8443/
gat eway/ adni n/ api / v1/ provi der conf i g/ manager"

"providers" : [
b o
"role" : "authorization",
"nanme" : "Acl sAuthz",
"enabl ed" : fal se,
"params" @ {
"knox. acl" : "nyTest User; KNOX ADM N_GROUPS; *",
"knox. acl . nbde" : "OR'

}

n r OI ell . n ha" ,
"nanme" : "HaProvider",
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"enabl ed" : true,
"paranms" : {
"ATLAS" : "enabl ed=true; maxFai | over Att enpt s=3; fai | over S| eep=1000; m

axRet ryAtt enpt s=300; ret rySl eep=1000"
}
bl
}

The only change is that the enabled flag was changed to false.

An example of how to remove the authentication parameter from a shared provider configuration.

In this example you will see how to remove an authentication provider parameter in the pam shared provider
configuration. This particular provider is set asfollows:

"providers" : [ {
"role" : "authentication",
"nanme" : "ShiroProvider",
"enabl ed" : true,
"paranms" : {
"mai n. panReal ' : "org. apache. knox. gat eway. shi r or eal m KnoxPanReal ni',
"mai n. panReal m servi ce" : "l ogin",
"sessionTi neout” : "30"
}
L

"readOnly" : true
}

1. From Cloudera Manager Knox Configuration , add the following entry inthe Knox ~ Gateway Advanced Co
nfiguration Snippet (Safety Valve) for  conf/cdp-resources.xml:

e name = providerConfigs:pam
« vaue = role=authenti cati onffauthenti cation.name=ShiroProvide

r#fauthenti cati on.param.remove=sessionTimeout#authenti cation.param.main.pamReal m=org.apache.knox.gate
way .shiroreal m.K noxPamReal m#authenti cation.param.main.pamReal m.service=login

2. Saveyour changes.
3. Refresh the cluster.
4. Vdidate:

$ curl -ku <usernanme>: <password> ' https://johndoe-1. abc. cl oudera. com 8443/
gat eway/ admi n/ api / v1/ provi der confi g/ pam {

"providers" : [ {

"role" : "authentication",

"name" : "ShiroProvider",

"enabl ed" : true,

"paranms" : {
"mai n. panReal m' : "org. apache. knox. gat eway. shi r or eal m KnoxPanReal ni',
"mai n. panReal m service" : "login"

}

ol
"readOnly" : true
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There isanew command available for the Knox Gateway role which allows end-users to save an alias=password pair
to an arbitrary number of topologies on each host where an instance of the Knox Gateway isinstalled without the
need of running the Knox CLI tool manually.

A new password-type input field is added, called save alias_command_input_password. The format of an entry in

Example: cdp-proxy-api:admin:metadata.knoxL dapSystemPassword=guest-password.

After the end-users entered a meaningful and valid value and saved the configuration changes they can run the
command from Knox’s action list: Actions/Save Alias.

Tip: If you need to add a Gateway level alias, please use __gateway as topology name. For instance: __ga
Q teway.knoxL dapSystemPassword=admin-password.

Cluster 1
K -
O l \ KN OX 1 Actions ~ @ Configuration changes have been saved successfully. X
Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Knox Gateway UI(Z'  Quick Links v
Q Save Alias @ Filters  Role Groups History and Rollback
Filters Show All Descriptions
Save Alias Command Input KNOX-1 (Service-Wide) ®
SCOPE save_alias_command_input_password ‘
KNOX-1 (Service-Wide) 1
Gateway 0
Knox Gateway 0 .
Knox IDBroker 0 Per Pﬂge‘ 25% 1-250f 216
Cluster 1
0 K KNOX—’] Actions ~
Status  Instances  Configuration =~ Commands  Charts Library ~ Audits Web Ul v  Quick Links ~
Q @ Filters Last Updated: Apr 2, 3:05:30 AMPDT
Actions for Selected v Add Role Instances Role Groups
Filters
Status Role Type State Hostname Commission State Role Group
STATUS
Good Health 3 ] Knox Gateway Started cloudera.com Commissioned Knox Gateway Default Group
© Knox Gateway Started cloudera.com Commissioned Knox Gateway Default Group
COMMISSION STATE
MAINTENANCE MODE © Knox Gateway Started cloudera.com Commissioned Knox Gateway Default Group
RACK ID 1-30f3
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Cluster 1

® K KNOX-1

Status Instances Confi i
Restart

Rolling Restart

Health Tests

Save Alias

@ Knox Gateway Health Stop

Save Alias

Are you sure you want to run the Save Alias command on the service KNOX-1?

Cancel Save Alias

Save Alias X

Status @ Finished Context KNOX-1(%' £ Apr2,3:06:24 AM © 29.99s
Command Save Alias finished successfully on service KNOX-1.

~ Completed 1 of 1 step(s).

© Show All Steps Show Only Failed Steps Show Only Running Steps

v @ Execute 3 steps in parallel Apr 2, 3:06:24 AM 29.99s
Successfully completed 3 steps.

> @ Execute command Save Alias on role Knox Gateway ( ) Knox Gateway @ Apr 2, 3:06:24 AM 24.37s
> @ Execute command Save Alias on role Knox Gateway ( ) Knox Gateway Ic) Apr2,3:06:25 AM 28.97s
>@® Execute command Save Alias on role Knox Gateway ( ) Knox Gateway @ Apr 2,3:06:26 AM 22.24s

Close
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Save Alias
)
)

veo

Execute command Save Alias on role Knox Gateway Knox Gateway @ Apr2,3:06:24 AM 24.37s
Execute command Save Alias on role Knox Gateway Knox Gateway ( @ Apr2,3:06:25 AM 28.97s
Execute command Save Alias on role Knox Gateway Knox Gateway ( @ Apr 2,3:06:26 AM 22.24s
Command (Save Alias (59@)) has completed successfully
v @ SaveAlias @ Knox Gateway @ Apr 2,3:06:26 AM 2221s
Save Alias finished successfully on Knox Gateway ).
$>csd/csd.sh [] stdout stderr Role Log
Thu Apr 2 03:06:35 PDT 2020
JAVA_HOME=/usr/java/jdk1.8.8_232-cloudera
Using -XX:+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/tmp/KNOX-1_KNOX-1-KNOX_GATEWAY- .hprof -

XX:0nOutOfMemoryError=/opt/cloudera/cm-agent/service/common/killparent.sh as CSD_JAVA_Ori>
Using /var/run/cloudera-scm-agent/process/119-knox-KNOX_GATEWAY-SaveAliasCommand as conf dir

Using scripts/saveAliasCommand.sh as process script

CONF_DIR=/var/run/cloudera-scm-agent/process/119-knox-KNOX_GATEWAY-SaveAliasCommand

CMF_CONF_DIR=

Creating alias knoxLdapSystemPassword for topology cdp-proxy-api...

knoxLdapSystemPassword has been successfully created.
Creating alias knoxLdapSystemPassword for topology admin. ..
knoxLdapSystemPassword has been successfully created.

Creating alias knoxLdapSystemPassword for topology metadata.

knoxLdapSystemPassword has been successfully created.

Close

An example of how to add the kerberos-auth configuration provider from Cloudera Manager.

1. From Cloudera Manager Knox Configuration , add the following entry in the Knox Gateway Advanced  Co
nfiguration Snippet (Safety Valve) for conf/cdp-resources.xml:

* Name = providerConfigs.kerberos-providers
e Vaue=

rol e=aut henti cati on#

aut henti cati on. name=HadoopAut h#
aut henti cati on. param sessi onTi neout =30#

aut henti cati on. param confi g.
aut henti cati on. par am hadoop.
aut henti cati on. par am hadoop.
_CONFI G_SI GNATURE_SECRET}
aut henti cati on. par am hadoop.
aut henti cati on. param hadoop.
aut henti cati on. param hadoop.
aut henti cati on. par am hadoop.
_KERBEROS_PRI NCI PAL#

aut henti cati on. par am hadoop.
BERCS KEYTAB#

aut henti cati on. param hadoop.

pr ef i x=hadoop. aut h. confi g#
aut h. confi g. t ype=ker ber os#
aut h. confi g. si gnat ur e. secr et =${ ALI AS=AUTH

aut h. confi g. t oken. val i di t y=1800#

aut h. confi g. cooki e. pat h=/ #

aut h. confi g. si npl e. anonynous. al | owed=f al se#
aut h. confi g. ker beros. pri nci pal =AUTH_CONFI G
aut h. confi g. ker ber os. keyt ab=AUTH_CONFI G_KER

aut h. confi g. ker ber os. nane. r ul es=DEFAULT

f Important: Pastethe value asasingle line, without line-breaks.

2. Add asafety valve name/value pair in Cloudera Manager Knox Configuration ,in Knox Gateway Environment
anced Configuration  Snippet (Safety Valve):

Adv

Nanme = | DBROKER_KERBERCS_DT_PROXYUSER BLOCK
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Val ue = "proxyuser_bl ock": "none"
Knox Gateway Environment Advanced Knox Gateway Default Group ®
Configuration Snippet (Safety Valve) View as Text
% KNOX_GATEWAY_role_env_safety valve Key ‘ IDBROKER_KERBEROS_DT_PROXYUSER_BLOCK ‘ f)
Value ‘ "proxyuser_block": "none" ‘

3. Saveyour changes.
4. Refresh the cluster.

5. Validate with acurl command: curl -k https://host-10-00-100-100:8443/gateway/admin/api/v1/providerconfi
g/kerberos-providers.

# curl -k https://host-10-00-100-100: 8443/ gat eway/ adm n/ api / v1l/ provi derc
onfi g/ ker ber os- provi ders

"providers" : [ {
“role" : "authentication",
"nanme" : "HadoopAut h",
"enabl ed" : true,
"paranms" @ {
"config.prefix" : "hadoop. auth.config",
"hadoop. aut h. confi g. ker beros. keytab" : "/var/run/cl oudera-scm agent/
process/ 81- knox- KNOX_GATEWAY/ knox. keyt ab",
"hadoop. aut h. confi g. ker beros. nanme. rul es" : " DEFAULT",
"hadoop. aut h. confi g. kerberos. princi pal”™ : "HITP/ host-10-00- 100- 100.
coe. cl ouder a. com@LOUDERA. COMV',
"hadoop. aut h. confi g. signature. secret" : "${ALI AS=AUTH_CONFI G_SI GNA
TURE_SECRET} ",
"hadoop. aut h. confi g. si npl e. anonynous. al | oned" : "fal se",
"hadoop. aut h. confi g.token.validity" : "1800",
"hadoop. aut h. confi g.type" : "kerberos",
"proxyuser bl ock” : "none"
}
b o .
"role" : "identity-assertion",
"nanme" : "HadoopG oupProvider",
"enabl ed" : true,
"paranms" @ {
" CENTRAL_GROUP_CONFI G_PREFI X" : "gat eway. group.config."
}
b N
"“role" : "authorization",
"name" : " XASecur ePDPKnox",
"enabl ed" : true,
"paranms" : { }
}
"role" : "ha",
"name" : "HaProvider",
"enabl ed" : true,
" parans" :
"HBASE" : "maxFail over Attenpts=3;fail overSl eep=1000; enabl ed=t rue",
"H VE" : "nmaxFail over Att enpt s=3; f ai |l over S| eep=1000; enabl ed=t r ue; zoo

keeper Ensenbl e=naxFai | over At t enpt s=3; f ai | over S| eep=1000; enabl ed=t r ue; zoo
keeper Ensenbl e=gbl 20175161. syst ens. uk. conpany: 2181, gbl 20175162. systens. u
k. conmpany: 2181, gbl 20175163. syst ens. uk. conpany: 2181; zookeeper Nanespace=hi

veserver 2",
"OZI E'" : "maxFail over Attenpts=3;fail overSl eep=1000; enabl ed=t rue",
"WEBHCAT" : "nmaxFail over Attenpt s=3;fail overSl eep=1000; enabl ed=t rue",
"WEBHDFS" : "naxFail over Attenpts=3;fail overSl eep=1000; maxRet ryAtte

npt s=300; ret rySl eep=1000; enabl ed=t r ue"
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}

T
"readOnly" : true
}

Saving aliases

Learn how to use HadoopGroupProvider to configure group mapping.

Therole for this provider isidentity-assertion and name is HadoopGroupProvider:

<pr ovi der >
<rol e>i dentity-assertion</rol e>
<name>HadoopG oupPr ovi der </ nanme>
<enabl ed>t r ue</ enabl ed>
<<parane ... </parane

</ provi der >

All the configurations for HadoopGroupProvider reside in the provider section of a gateway topology file. The
hadoop.security.group.mapping property determines the implementation. Some of the valid implementations are as
follows:

 org.apache.hadoop.security.JniBasedUnixGroupsM appingWithFal Iback

Thisis the default implementation and is picked up if hadoop.security.group.mapping is not specified. This
implementation determinesiif the Java Native Interface (JNI) isavailable. If INI is available, the implementation
uses the API to resolve alist of groups for auser. If INI is not available then the shell implementation,
org.apache.hadoop.security.ShellBasedUnixGroupsM apping is used. It shellsout withthebash - ¢ groups
command (for a Linux/Unix environment) or thenet gr oup command (for a Windows environment) to resolve
alist of groupsfor auser.

 org.apache.hadoop.security.L dapGroupsM apping

This implementation connects directly to an LDAP server to resolve the list of groups. However, this should only
be used if the required groups reside exclusively in LDAP, and are not materialized on the Unix servers.

To enable group lookup using identity assertion as HadoopGroupProvider, perform the following steps:

1. Goto ClouderaManager Knox Configuration .

2. Search for the Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources.xml
property, and add the following entry:

# name = provider Configs: sso

# val ue = rol e=f ederati on#f eder ati on. name=SSOCooki ePr ovi der #f eder at i on.
par am sso. aut henti cati on. provi der. url =

htt ps:// <knox_host nane>: 8443/ gat eway/ knoxsso/ api / vl/ websso#rol e=i dentity-
assertion#identity-assertio...

HadoopGr oupPr ovi der #i denti ty-asserti on. enabl ed=t rue#i dentity-assertion. pa
ram CENTRAL_CGROUP_CONFI G_PREFI X=gat eway. gr oup.
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confi g#r ol e=aut hori zat i on#aut hori zat i on. name=XASecur ePDPKnox#aut hori zati o
n. enabl ed=t rue

Ij Note: Replace your Knox hostname in <knox_hostname>.

The following is a sample demo of LDAP configurations for the LDAP setting:

<par an®
<nanme>gat eway. gr oup. confi g. hadoop. security. group. mappi ng</ name>
<val ue>or g. apache. hadoop. security. LdapG oupsMappi ng</ val ue>

</ par an®

<name>gat eway. gr oup. confi g. hadoop. securi ty. group. mappi ng. | dap. bi nd. user </
name>

<val ue>ui d=t om ou=peopl e, dc=hadoop, dc=apache, dc=or g</ val ue>

</ par an»

<par an

<nanme>gat eway. gr oup. conf i g. hadoop. security. group. mappi ng. | dap. bi nd. pass
wor d</ nanme>

<val ue>t om passwor d</ val ue>

</ par an®

<par an

<name>gat eway. gr oup. confi g. hadoop. securi ty. group. mappi ng. | dap. url </ nane>

<val ue>l dap: / /| ocal host : 33389</ val ue>

</ par an®

<par an®

<name>gat eway. gr oup. confi g. hadoop. security. group. mappi ng. | dap. base</ nane>

<val ue></val ue>

</ par an®

<par an

<name>gat eway. gr oup. conf i g. hadoop. securi ty. gr oup. mappi ng. | dap. search. fi
ter. user </ name>

<val ue>( &np; (| (obj ect cl ass=per son) (obj ect cl ass=appl i cati onProcess)) (cn
={0})) </ val ue>

</ par an»

<par an

<name>gat eway. gr oup. confi g. hadoop. securi ty. group. mappi ng. | dap. search. filt
er. gr oup</ name>

<val ue>( obj ect cl ass=gr oupOf Nanes) </ val ue>

</ par an»

<par an

<nanme>gat eway. gr oup. confi g. hadoop. security. group. mappi ng. | dap. search. attr
. menber </ nane>

<val ue>nmenber </ val ue>

</ par an®

<par an

<nanme>gat eway. gr oup. confi g. hadoop. security. group. mappi ng. | dap. search. a
ttr.group. name</ name>

<val ue>cn</val ue>

</ par an®

</ provi der >

3. Saveyour changes.
4. Refresh the cluster.
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Y ou can enable or disable known or custom services in Knox proxy through Cloudera Manager.

There are two kinds of servicesin cdp-proxy:

Known: Officially-supported Knox services. Cloudera
definition files.

Manager provides and manages all the required service

Custom: Unofficial, tech preview, or community feature Knox services. Y ou must supply the service definition

files (servicexml and rewrite.xml) exist in the $CDP_PARCEL _DIR/lib/knox/data/services folder. These are not
recommended for production environments, and not supported by Cloudera.

Note: If you upgrade to a newer version of CDP, the previously added custom service definitions might
disappear from the new location. Therefore, you must ensure that those files are there after upgrading to a

newer CDP version.

Important:

A

These topologies will be deployed by Cloudera Manager only if Knox’s service auto-discovery featureis

turned on using the Enable/Disable Service Auto-Discovery checkbox on Cloudera Manager Ul:

Actions «

Q@ K KNOX-1

Status  Instances  Configuration ~ Commands ~ ChartsLibrary ~ Audits  Knox Gateway L

Q auto_discovery_enabled

Filters
Enable/Disable Service Auto-Discovery
bled

gateway.auto.discovery.enal

SCOPE

KNOX-1 {

Feb 17, 3:05 AM PST

JIZ' Quick Links ~

@fFilters  Role Groups  History and Rollback

Knox Gateway Default Group

For a comprehensive list of known services that can be en

Knox Supported Services Matrix

abled, see “Knox Supported Services Matrix”.

How to enable auto-discovery for a known service in Knox proxy via Cloudera Manager.

“Known” services are officially-supported Knox services

(like Apache Atlas, Ranger, Solr, etc.) Cloudera Manager

provides and manages all the required service definition files.
For the purposes of this example, we add ATLAS and ATLAS Ul to cdp-proxy. Y ou can add more services, for a

comprehensive list of knoxn services that can be enabled,

see “Knox Supported Services Matrix”.
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1. From ClouderaManager Knox Configuration , check the Gateway Auto Discovery (cdp-proxy) - $Component
boxes.
In this example, we enable:

e (gateway auto discovery cdp_proxy_enabled atlas
e (gateway_auto_discovery cdp_proxy_enabled atlas ui

G I KNOX-1 Actions ~ G Feb 17, 6:16 AMPST

Status  Instances Configuration Commands  Charts Library  Audits Knox Gateway Ul (' Quick Links ~

Q_ auto_discovery_cdp_proxy_enabled_atlas] @ Filters  Role Groups History and Rollback
Filters Show Al Descriptions
Enable Auto Discovery (cdp-proxy) - Atlas API Knox Gateway Default Group * @
SCOPE gateway.auto.discovery.cdp-proxy.enabled.atias-api
KNOX-1 (Service-Wide) 0
Gal (Servi e o Enable Auto Discovery (cdp-proxy) - Atlas Web Ul Knox Gateway Default Group @
Gateway
Knox Gateway " gateway.auto.discovery.cdp-proxy.enabled.atlas
Knox IDBroker 0
CATEGORY Per Page| 25 § 1-250f 209

2. Saveyour changes.
3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process finishes.

Stale Configurations

File: conf/auto-discovery-advanced-configuration-cdp-proxy.properties KNOX-1(1) | Show
i Clear All
Filters g L. ... 60 1,6 +1,6 €0
1 -gatemay .auto. discovery.cdp-proxy.enabled. atlas=false
2 -gateway.auto. discovery.cdp-proxy.enabled. atlas-api=false

FILE

+gatenay.auto.discovery.cdp-proxy.enabled.atlas=true

1
File: conf/auto discovery-ady... 1 2 +gateway.auto.discovery.cdp-proxy.enabled.atlas-api=true
e coni/auto-discovery-acv... 3 3 gateway.auto.discovery.cdp-proxy.enabled. cm-api=false
4 4 gateway.auto.discovery.cdp-proxy.enabled.cm-ui=false
SERVICE Clear 5 5 gatenay.auto.discovery.cdp-proxy.enabled.hbaseui=false
6 6 gateway.auto.discovery.cdp-proxy.enabled.hdfsui=false
K KNOX-1 1
ROLE TYPE
Knox Gateway 1
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Manager

4. Validatethat ATLAS in cdp-proxy was added by going to the following URL: http
s:///SKNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

&« C A Not Secure .cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

: Apps @ HWX-Okta (@ Cloudera- Okta [ AMBARI-DEV [ KNOX-DEV [ Docs [ LearningMaterial E5 Misc

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <topology>
v<uri>
https:// >loudera.com: 8443/gateway/cdp-proxy
</uri>
<name>cdp-proxy</name>
<timestamp>1581949152000</timestamp>
<generated>true</generated>
v<gateway>
» <provider>...</provider>
» <provider>...</provider>
» <provider>...</provider>
» <provider>...</provider>
</gateway>
v<service>
<role>ATLAS</role>
<url>http:// r.cloudera.com:31000</url>
</service>
v<service>
<role>ATLAS-API</role>
<url>http:// cloudera.com:31000</url>
</service>
</topology>

Knox Supported Services Matrix

How to remove auto-discovery for a known service in Knox proxy via Cloudera Manager.

“Known” services are officially-supported Knox services (like Apache Atlas, Ranger, Salr, etc.) Cloudera Manager
provides and manages all the required service definition files.

In this example, we are going to remove the previously added ATLAS and ATLAS-UI services from cdp-proxy. We
disable the gateway auto_discovery cdp proxy_enabled_atlas and gateway auto discovery cdp_proxy_enabled atl

as _ui checkboxes on Knox’s Configuration page in CM, save the changes and refresh the cluster.
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Manager

1. From ClouderaManager Knox Configuration , uncheck the Gateway Auto Discovery (cdp-proxy) - $Component
boxes.

In this example, we disable:

e (gateway auto discovery cdp_proxy_enabled atlas
e (gateway_auto_discovery cdp_proxy_enabled atlas ui

o 1 KNOX-1 Actions ~ e Feb 17,7:01 AMPST

Status  Instances  Configuration ~ Commands  Charts Library  Audits ~ Knox Gateway UI(Z'  Quick Links v

Q gateway_auto_discovery_cdp_proxy_enabled_atlas @Filters RoleGroups  History and Rollback

Filters Showr All Descripticns
Enable Auto Discovery (cdp-proxy) - Atlas API Knox Gateway Default Group @

SCOPE gateway.auto.d cdp-proxy.enabled.atlas-api
KNOX-1 (Service-Wide) 0 -
“ f’ (Service-Wide) ; Enable Auto Discovery (cdp-proxy) - Atlas Web Ul ] Knox Gateway Default Group @
Gateway (
Knox Gateway N gateway.auto discovery.cdp-proxy.enabled.atlas
Knox IDBroker 0

2. Saveyour changes.
3. The*Refresh needed’ stale configuration indicator appears; click it and wait until the refresh process finishes.

Stale Configurations

File: conf/auto-discovery-advanced-configuration-cdp-proxy.properties KNOX-1(1) | Show
Filters Clear Al .88 1,6 +1,6 €@
1 -gateway .auto. discovery. cdp-proxy.enabled. atlas=true
2 -gateway.auto. discovery.odp-proxy. enabled. atlas-api=true
FILE +gateway.auto.discovery.cdp-proxy.enabled.atlas=false
+gateway .auto. discovery.cdp-proxy.enabled.atlas-api=false
gateway .auto. discovery. cdp-proxy.enabled.cn-api=false
gateway .auto. discovery. cdp-proxy.enabled.om-ui=false
gateway .auto.discavery . cdp-proxy.enabled . hbaseui=false
gateway .auto.discovery. cdp-proxy.enabled. hdfsui=false

File: conf/auto-discovery-adv... 1

- SERVICE Clea

o ms @

oo w

K KNOX-1 1

4. Validate that custom service got removed by going to the following URL: http
S///SKNOX_GATEWAY_HOST:$PORT/$GATEWAY_PATH/admin/api/v1/topol ogies/cdp-proxy.

& C A Not Secure .cloudera.com:8443/gateway/admin/api/v1/topologies/cdp-proxy

it Apps © HWX-Okta @ Cloudera-Okta [5 AMBARI-DEV (5 KNOX-DEV (5 Docs [5 LearningMaterial E5 Misc

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<topology>
v<uri>
https:// .cloudera.com:8443/gateway/cdp-proxy
</uri>
<name>cdp-proxy</name>
<timestamp>1581951799000</timestamp>
<generated>true</generated>
v<gateway>
p <provider>...</provider>
p <provider>...</provider>
» <provider>...</provider>
» <provider>...</provider>
</gateway>
</topology>

How to add a custom descriptor to Apache Knox using Cloudera Manager.
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Manager

Custom descriptors can be deployed to Apache Knox using Cloudera Manager. These descriptors, combined with
referenced provider configurations, are transformed into Knox topologies. Using Cloudera Manager means that these
descriptors only ever need to be changed in one place to affect all Knox Gateway instances in the cluster.

Fundamentally, descriptors contain the declaration of services to proxy and a reference to provider configuration
defining how authentication and authorization for those proxied services should be handled. A descriptor also may
similarly declare Knox applications as topologies do.

Service declarations consist of at least the name of the service being proxied. They optionally include one or more
endpoint URLs and one or more service-specific parameters.

Descriptors optionally include discovery information, allowing Knox to dynamically discover the endpoint URLs for
the declared services.

1. Define the descriptor contents:
a) From ClouderaManager Knox Configuration , add a new entry in Knox Gateway Advanced Configurat
ion Snippet (Safety Valve) for conf/cdp-resources.xml_role_safety valve.
b) Name the topology, specify the providerConfigRef, and enumerate the services and associated service URLSs.

Optional service detailsinclude version (E.G., HIVE:version=0.13.0) and service parameters (E.G.,
HIV E:httpclient.connectionTimeout=5m)

IE Note: Thefollowing are predefined read-only topologies:

e admin

e cdp-proxy

e cdp-proxy-api

e cdp-proxy-token

*  knoxsso

*  manager

These names cannot be used when defining a custom descriptor, and these topol ogies cannot be
changed from the CM UI.

Static URL Example (HIVE and WEBHDFS with PAM authentication)

* Name=my-custom-topol ogy
e Vaue=

provi der Conf i gRef =pan¥#

HI VE: ur | =htt ps:// hi ve- host-1: 10001/ cl i servi ce#
VEBHDFS: ur | =ht t ps:// hdf s- host - 1: 20470/ webhdf s#
VEBHDFS: ur | =htt ps:// hdf s- host - 2: 20470/ webhdf s

Discovery Example (HIVE and WEBHDFS with PAM authentication)

Note: If the CDP cluster is not enabled with Auto-TLS, then you must add the Cloudera Manager
E certificate to the Knox truststore and restart the Knox service.

«  Name=my-discoverable-topology
e Value=

di scover yType=C ouder aManager #

di scover yAddress=https://cm host: 7183#
cluster=Cluster 1#

provi der Conf i gRef =pan¥#

HI VE#
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VEEBHDFS

Note: The gateway can monitor cluster configurations, and respond to changes by dynamically
B regenerating and redepl oying the affected topologies. This feature is turned off by default. To turn it on,
add the following safety valve:

Knox Service Advanced Configuration Snippet (Safety Valve) for conf/gateway-site.xml => gateway.clus
ter.config.monitor.cm.enabled = true.
2. Savethe changes.
3. Refresh the Knox instances' configuration: the Refresh needed stale configuration indicator appears; click it and
wait until the refresh process completes.
4. Vadlidate using the Knox homepage.
Verify that your topology is generated with the services and URL s you specified.

Knox offers load balancing using a simple round robin algorithm which prevents load on one specific node.

» For servicesthat are stateless, Knox loadbalances them using a simple round robin algorithm which prevents load
on one specific node.

» For servicesthat are stateful (i.e., require sessions, such as Ranger and Hive,) sessions are loadbal anced using a
round robin agorithm, where each new session will use adifferent host and all the requests in the same session
will be routed to the same host. Thiswill continue until a session terminates or there isafailover.

* Incaseof failover, servicesthat are stateful will return error response 502.

This behavior is configurable and can be changed by tuning various flags in Knox HA provider for the respective
services.

Currently, Knox offersload balancing using a simple round robin algorithm which prevents |oad on one specific
node.

Because we do not support session persistence, thisis not true HA, as there could be a case where stateful service will
not failover to other node.

The following services support Knox load balancing:

e Hive

e Impaa
e Qozie

*  Phoenix
e Ranger
e Solr

The following default values are enabled in the Knox topology. AP islocated in cdp-proxy-api.xml; Ul islocated in
cdp-proxy.xml.

e Hive
* API: enableStickySession=true;noFal |back=true;enablel oadBalancing=true
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*  Phoenix
» API: enableStickySession=true;noFallback=true;enablel. oadBal ancing=true
¢ Ranger

* API: enableStickySession=fal se;noFall back=fal se;enabl el oadBalancing=true
* Ul: enableStickySession=true;noFal lback=true;enabl eL oadBal ancing=true
« Solr

« API: enableStickySession=fal se;noFal | back=fal se;enabl eL oadBal ancing=true
» Ul: enableStickySession=true;noFallback=true;enabl el oadBal ancing=true

When Knox isinstalled on more than one instance (i.e., when Knox is running in HA), then signing keystore
configurations must be set in Cloudera Manager.

1. Generate your own certificate and keystore file, and then copy to /var/lib/knox/gateway/data/security/keystores/.
2. Set thefollowing values:

e gateway_signing_keystore _name: the filename of keystore file that contains the signing keypair.
» (gateway_signing_keystore type: the type of the keystore file where the signing keypair is stored. In non-FIPS
environments, this should be PKCS12.
« gateway signing _key alias. the dias for the signing keypair within the keystore.
3. If you do not want the master secret to be used, you can set an alias for the password to the keystore file that holds
the signing keypair.
a) Go to Saving Aliases and follow the instructions.

b) From Cloudera Manager Knox Configuration Knox Service (or Gateway) Advanced Configuration Snippet
(Safety Valve) for conf/gateway-site.xml_service safety valve: , configure gateway.signing.keystore.passwor
d.aiasto the alias previously defined.

Y ou can use the Apache Knox homepage to generate and manage Knox Gateway tokens for Cloudera Data Platform.

Knox token management (in v1.6.0 and above)

Instead of using a basic username/password pair, you can improve security by generating Knox Gateway tokens.
Tokens are more secure than plaintext username/password because they are signed, anonymized from the source data,
and have a specified lifetime (by default, one hour).

Before CDP 7.2.14, Knox on CDP Public Cloud had two default topologies: cdp-proxy and cdp-proxy-api. To enable
passcode tokens, a third Knox topology was added: cdp-proxy-token. While very similar to cdp-proxy-api, the
authentication provider for cdp-proxy-token is configured with the JWTFederation provider, so that newly generated
tokens can be used.
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View Knox token integration

Knox token integration can be accessed via Cloudera Manager or the Knox homepage:

* (Recommended) Cloudera Manager: Cloudera Manager Clusters Knox Configuration and search for “Knox

Token Integration”.

Actions v

© K KNOX-1

Status  Instances  Configuration

Commands  Charts Library  Audits

Knox Gateway Home (&'

Quick Links ~

Nov 8, 12:31 PM UTC

Q Knox Token Integration

Filters

~ SCOPE

Knox Gateway 16

~ CATEGORY

Main 16

v STATUS

o
A

% Non-Default 2

Knox Token Integration - Token State Service
Implementation

gateway.service tokenstate.impl
% gateway_service_tokenstate_impl

Knox Token Integration - Configured Token TTL

gateway_token_generation_knox_token_ttl
; gateway_token_generation_knox_token_tt|

Knox Token Integration - Token Type

gateway_knox_token_type
% gateway_knox_token_type

Knox Token Integration - Allowed Token
Management Implementations

gateway_token_generation_allowed_tss_backends
% gateway_token_generation_allowed_tss_backends

Knox Token Integration - Enable Lifespan Input

gateway_token_generation_enable_lifespan_input
4 gateway_token_generation_enable_lifespan_input

Knox Token Integration - Eviction Grace Period

gateway.knox.token.eviction.grace period
% gateway_knox_token_eviction_grace_period

Knox Gateway Default Group

(@]

org.apache.knox.gateway.services.token.impl.

@ org.apache knox.gateway.services.token.impl. JDBCTokenStateService

Knox Gateway Default Group

| N

Knox Gateway Default Group

l JWT

Knox Gateway Default Group

lJDBCT ice AliasBasedT¢ ice

[J Knox Gateway Default Group

Knox Gateway Default Group

H day(s) v

@Filters Role Groups  History & Rollback
Hide All Descriptions
Knox's internal implementation of its own X

token state service.

The value of 'knox.token.ttl' in the homepage X
topology.

This is an optional configuration parameterto X
indicate the type of the JWT token that Knox
generates

Alist implementation names that Knox x
considers allowed on its own token generation
page.

Whether the lifespan input fields are enabled X
on Knox's token generation page.

Defines the grace period for which an expired X
token's state will avoid eviction. Setting this to

zero means there is no grace period, and

token state is evicted based on expiration

only. See

idbroker_knox_token_eviction_interval for

more information.
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The default configurations for Knox token integration are as follows.

Navigate to the Management Console service > Data Lakes > (Y our cluster) > Token Integration (under the
Servicestab). Thiswill bring you to the Knox homepage. There are two new links on your Knox homepage
homepage: Token Management and Token Generation.

- General Proxy Information
Knox Version
TLS Pubkc Certificate

Integration Tokens

= Topologies
- cfip-proxy &

lj Atlas

Atlas Ul

CLOUD=RA

Cloudéra Manager Admin Consola

TI

HEasa LI

Knox token integration in CDP works out of the box using the Knox Token Generation page. However, the token

integration API can be re-used in your own custom topology.

Attention: The only restriction of the above approach isthat your custom topology must not use the
HadoopA uth authentication provider because it won't work with the KNOXTOKEN service dueto a

known issue (which will be fixed in future releases).
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Default configurations

Table 7: Default token configurations

Property Sample values

Token State Service Implementation

Knox'sinternal implementation of its own

token state service.

Default

org.apache.knox.gateway.services.token.impl.
JDBCTokenStateService

Allowed Token Management |mplementations

A list of implementation names that Knox
considers allowed on its own token generation
page.

JDBCTokenStateService AliasBasedTokenSta
teService

Configured Token TTL The value of “knox.token.ttl” in the homepage | 1 hour
topology.

Token Type Thisisan optiona configuration parameter to | JWT
indicate the type of the IWT token that Knox
generates.

Enable Lifespan Input Whether the lifespan input fields are enabled | false
on Knox's token generation page.

User Limit The number of tokens a user is allowed to 10

manage. Setting this to -1 indicates unlimited
token management.

User Limit Exceeded Action

The action Knox will take if user limitis
exceeded while trying to create a new Knox
Token. If REMOVE_OLDEST is selected
then the oldest token of the user, who the
token is being generated for, will be removed.
Otherwise, if RETURN_ERROR is selected,
Knox will return an error response with 403
error code.

RETURN_ERROR

Renewer Whitelist

Thisisan optional configuration parameter to
authorize the comma-separated list of users
to invoke the associated token renewal and/or
revocation APIs.

empty string

JWKS URL

This optional configuration parameter enables
end-users to declare their JWKS URL. The
JSON Web Key Set (JWKS) isaset of keys
containing the public keys used to verify

any JSON Web Token (JWT) issued by the
authorization server and signed using the
RS256 signing algorithm.

empty string

Allowed JWS Types

Thisisan optiona configuration parameter to
allow acomma-separated list of token types
Knox will alow while validating JSON Web
Signature (JWS) using WKS URLSs. Defaults
to “JWT". Thetypical customized valueis*“at
+wt, IWT".

Expected Principal Claim

If that configuration parameter is defined,
Knox will use thisto get the value of

this claim from the submitted JWT upon
verification instead of using the default

principal.

empty string

Expected JWT Signature Algorithm

Indicates the expected signature algorithm
Knox should use to verify the submitted
JWT's signature. If not defined, Knox will use
'RS256'.

empty string

Expected JWT Issuer

Indicates the expected issuer of areceived
token must match. If not defined, Knox will
use 'KNOXSSO'.

empty string

Enable Impersonation

Indicatesif Knox Token impersonation is
enabled.

fase
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Sample values

Proxyuser Block If Knox token impersonation is enabled, it empty string
allows the specified user(s) to impersonate
members of certain groups from specific hosts.
For example, the following values allow a user
named "changeme" to impersonate members

of any group from any host:
*  "knox.token.proxyuser.changeme.hosts":

gk

*  "knox.token.proxyuser.changeme.group
g e

The values for this property must be in JSON
key/value format.

Default configurations seen from Cloudera Manager:
@ K KNOX-1  actons~

Nov 8, 12:31 PMUTC

Status Ce i Ce Charts Library ~ Audits ~ Knox Gateway Home (@' Quick Links +
Q Knox Token Integration @ Filters  Role Groups  History & Rollback
Filters
Hide All Descriptions
 SCOPE Knox Token Integration - Token State Service Knox Gateway Default Group Knox's internal implementation of its own X

Implementation token state service.

O

KNOX-1 (Service-Wide) 0 . . .
o ae) org.apache.knox.gateway.services.token.impl.AliasBasedTokenStateService

gateway.service tokenstate.impl

Gateway 0 4 gateway_service_tokenstate_impl
Knox Gateway 16 @® org.apache.knox.gateway.services.token.impl.JDBCTokenStateService
Knox IDBroker 0

Knox Token Integration - Configured Token TTL Knox Gateway Default Group The value of 'knox.token.ttl' in the homepage X

v CATEGORY gateway_token_generation_knox_token_ttl l B I l hour(s) . topology.
Main 16 6 gateway_token_generation_knox_token_tt!
Advanced 0
Database 0 Knox Token Integration - Token Type Knox Gateway Default Group This is an optional configuration parameter to X
Logs 0 gateway_knox_token_type [ T l indicate the type of the JWT token that Knox
Monitoring 0 4 gateway_knox_token_type generates.
Performance 0
Ports and Addresses 0 Knox Token Integration - Allowed Token Knox Gateway Default Group A list implementation names that Knox X
Resource Management 0 Management Implementations considers allowed on its own token generation
0 [ JDBCT ice, T

Stacks Collection

gateway_token_generation_allowed_tss_backends
15 gateway._token_generation_allowed._tss_backends

page.

v STATUS Knox Token Integration - Enable Lifespan Input (] Knox Gateway Default Group Whether the lifespan input fields are enabled x
O o 0 gateway_token_generation_enable_lifespan_input on Knox's token generation page.
0 15 gateway._token_generation_enable_lifespan_input
0
% Non-Default 2 Knox Token Integration - Eviction Grace Period Knox Gateway Default Group Defines the grace period for which an expired X

B Incl

de Overrides

gateway knox.token.eviction.grace. period
5 gateway_knox_token_eviction_grace_period

H day(s) v

token's state will avoid eviction. Setting this to
zero means there is no grace period, and
token state is evicted based on expiration
only. See
idbroker_knox_token_eviction_interval for
more information.
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Knox Token Integration - User Limit

gateway.knox.token.limit.per.user
4 gateway_knox_token_limit_per_user

Knox Token Integration - User Limit Exceeded
Action

gateway.knox.token.user.limit.exceeded.action
# gateway_knox_token_user_limit_exceeded_action

Knox Token Integration - Renewer Whitelist

gateway_knox_token_renewer_whitelist
3 gateway_knox_token_renewer_whitelist

Knox Token Integration - JWKS URL

gateway_knox_token_jwks_url
 gateway_knox_token_jwks_url

Knox Token Integration - Allowed JWS Types

gateway_knox_token_allowed_jws_types
# gateway_knox_token_allowed_jws_types

Knox Token Integration - Expected Principal
Claim

gateway_knox_token_expected_principal_claim
¥ gateway_knox_token_expected_principal_claim

Knox Token Integration - Expected JWT
Signature Algorithm

gateway_knox_token_expected_jwt_signature_algorithm
o

gateway_knox_token_expected_jwt_signature_algorithm

Knox Token Integration - Expected JWT Issuer

gateway_knox_token_expected_jwt_issuer
¥ gateway_knox_token_expected_jwt_issuer

Knox Token Integration - Enable Impersonation

gateway_token_generation_enable_impersonation
 gateway_token_generation_enable_impersonation

Knox Token Integration - Proxyuser Block

gateway_knox_token_impersonation_proxyuser_block
4} gateway_knox_token_impersonation_proxyuser_block

Knox Gateway Default Group

Knox Gateway Default Group
() REMOVE_OLDEST
(® RETURN_ERROR

Knox Gateway Default Group

|

Knox Gateway Default Group

l

Knox Gateway Default Group

JWT

Knox Gateway Default Group

\

Knox Gateway Default Group

|

Knox Gateway Default Group

Knox Gateway Default Group *

Knox Gateway Default Group

‘ "knox.token.proxyuser.changeme.hosts": "*"

|we

‘ "knox.token.proxyuser.changeme.groups": "*"

|me

Default configurations seen from the Knox homepage Ul:

Rows per page: 25 a

The number of tokens a user is allowed to
manage. Setting this to -1 indicates unlimited
token management.

The action Knox will take if user limit is
exceeded while trying to create a new Knox
Token. If REMOVE_OLDEST is selected then
the oldest token of the user, who the token is
being generated for, will be removed.
Otherwise, if RETURN_ERROR is selected,
Knox will return an error response with 403
error code.

This is an optional configuration parameter to
authorize the comma-separated list of users
to invoke the associated token renewal and/or
revocation APIs.

This optional configuration parameter enables
end-users to declare their of JWKS URL. The
JSON Web Key Set (JWKS) is a set of keys
containing the public keys used to verify any
JSON Web Token (JWT) issued by the
authorization server and signed using the
RS256 signing algorithm.

This is an optional configuration parameter to
allow a comma-separated list of token types
Knox will allow while validating JSON Web
Signature (JWS) using JWKS URLs. Defaults
to 'JWT". Typical customized value is 'at+jwt,

If that configuration parameter is defined,
Knox will use this to get the value of this claim
from the submitted JWT upon verification
instead of using the default principal.

Indicates the expected signature algorithm
Knox should use to verify the submitted JWT's
signature. If not defined, Knox will use 'RS$256'.

Indicates the expected issuer of a received
token must match. If not defined, Knox will
use 'KNOXSSO'.

Indicates if Knox Token impersonation is
enabled.

Proxyuser configuration used in Knox's
'homepage' topology for token impersonation
purposes. Must conform a valid JSON key-
value format!

1-160f 16
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Tokan Gonaration
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Optional database connection properties that you can declare individually:

* (gateway.database.type: Set to postgresgl or mysql.

* gateway.database.host: Host where your DB server is running.

e gateway.database.port: Port that your DB server islistening on.

« gateway.database.name: Name of the database you are connecting to.

Important: From CDP Private Cloud Base 7.1.9 SP1 CHF1 release onwards, if you are using aMySQL
database, then the IDBC driver must be installed manually to /usr/share/java. For more information, see
Installing the MySQL JDBC Driver.

Out of the box, Knox will display the custom lifetime spinners on the Token Generation page. However, they can be
hidden by disabling the Knox Token Integration - Enable Lifespan Input checkbox on the CM UI. Given that input
property, and the configured maximum lifetime property, the generated token can have the following TTL value:

« |f thereisno configured token TTL and lifespan inputs are disabled, the default TTL is used (30 seconds).

« |f thereisconfigured TTL and lifespan inputs are disabled, the configured TTL is used.

e |f thereisconfigured TTL and lifespan inputs are enabled and lifespan inputs result in avalue that is less than or
equal to the configured TTL, the lifespan query param is used.

» |If thereisconfigured TTL and lifespan inputs are enabled and lifespan inputs result in avalue that is greater than
the configured TTL, the configured TTL is used.
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Warning

You are irying 1o genarata a token with a itetime that
enceeds the configured masimum., In this case the generated
token’s lifetima will be limted to the configured meaximum,

-

Generate-jwk options

CM automatically creates a token hash key for you. But if you want to do this manually, such as when scripting,
configure the knox.token.hash.key alias with:

generate-jwk --saveAlias knox.token. hash. key
This generates a JSON Web Key using the supplied algorithm name.

Table 8: Options

Option Description Sample values

jwkAlg (Optional) The desired JSON Web Signature algorithm name. HS256 (Default)
Determinesiif the gateway-level aiasis configured with a 256, 384, or
512-bit length WK. HS384

HS512

saveAlias (Optional, Recommended) Given alias name used to save the generated | knox.token.hash.key
JWK, instead of printing this sensitive information on the screen.

topology (Optional) Name of the topology (i.e., the cluster) to be used when cdp-proxy (Default)
saving the WK as an alias. If none specified, the aliasis going to be )
saved for the Gateway. cdp-proxy api

Generate tokens

How to generate Knox gateway tokens from the Knox homepage.
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1. To access Knox generation management, go to https://KNOX_GATEWAY_HOST:PORT/GATEWAY_PATH/
homepage/home, e.g. https://local host:8443/gateway/homepage/home. Click on Token Generation.

= General Proxy Information

Knax Visrsion

TLS Pubkc Certificate

Integration Tokens ( oken Management | Token Ger '.::.:':)

- Topologies
- Cilp-proxy o

© atas  CLOUDZ=RA

Arlas U Cloudera Manager Admin Consola

I

HEaza LI
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2. Thefollowing sections are displayed on the page:
» Status bar: Message about the configured token state backend. There are 3 different statuses:

* ERROR: Displayed in red. Indicates a problem with the service backend which makes the feature not work.
Usually, thisis visible when end-users configure JDBC token state service, but they make a mistake in
their DB settings.

*  WARN: Displayed in yellow. Indicates that the feature is enabled and working, but there are some
limitations.

< INFO: Displayed in green. Indicates when the token management backend is properly configured for HA
and production deployments.

« Information label: Explains the purpose of the Token Generation page.

e Comment: Optional input field that allows end-users to add meaningful comments (mnemonics) to their
generated tokens. The maximum length is 255 characters.

« Configured maximum lifetime: Informs the clients about the knox.token.ttl property set in the homepage
topology (defaultsto 1 day(s)). If that property is not set (e.g. someone removes it from he homepage
topology), Knox uses a hard-coded value of 30 seconds (aka. default Knox token TTL).

e Custom maximum (token) lifetime: Can be set by adjusting the days/hours/minutes fields. The default
configuration will yield one hour.

Token Generation

ke rarmme] bacheal a prmmh g b S ara ] eaka e by et
- ~ e
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If Knox Token Integration - Enable Impersonation is set to true, another input field is shown on the Ul called
Generating token for (impersonation).

Using that input field our customers should be able to generate tokens on behalf of other users. For this to work,
the Knox Token Integration - Proxyuser Block property has to be configured properly.

Important: If Knox isbehind aLoad Balancer and Token Impersonation support is used while

& generating tokens (that input field is populated with a username), the Load Balancer host must be added to
the Proxy User configuration too. If the user wants to decline requests from a specific host, then that can
be configured on the Load Balancer side.

Token Generation

Token management backend is properly confi for HA and
i Token ion enables i and API by using the token as an authorization bearer token. Gopy the JWT token from the resulting text box and protect it securely from others as this token represents your identity and is active until
expired.

 Comment:

i Configured maximum lifetime:

1 hours
O Lifetime (days, hours, mins):

0 1 0

& Generating token for (impersonation):

Generate Token

For more information, see Knox Apache User-guide: Token impersonation
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3. Click Generate Token.

Token Genaration
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4. Usethetoken to authenticate your request. Click the icon beside your choice on the page to copy the value to the
clipboard:

e JWT token: serialized JWT, fully compatible with the old-style bearer authorization method. Y ou can useit as
the ‘' Token' user:

$ curl -ku Token:eyJga3U[...] uThAXQGyMWP3VLGw htt ps: /| ocal host: 8443/ gat e
way/ cdp- pr oxy-t oken/ webhdf s/ v1?op=LI STSTATUS

{"FileStatuses":{"FileStatus":[{"accessTi nme": 0, "bl ockSi ze": 0, "childre
nNum': 1, "fileld": 16386, "group": "supergroup",

"l ength": 0, "nodi ficationTine": 1621238405734, "owner ": " hdf s", " pat hSuf fi x"
:"tnp", "permission":"1777","replication":O,

"storagePolicy":0,"type": "Dl RECTORY"}, {"accessTi ne": 0, "bl ockSi ze": 0, "chi
I drenNuni: 1, "fileld": 16387, "group": "supergroup”,

"l ength": 0, "nodi ficationTi ne": 1621238326078, "owner": "hdf s", "pat hSuf fi x"
:"user", "perm ssion":"755", "replication":0,

"storagePolicy":0,"type": "D RECTORY"}]}}

« Passcode token: Serialized passcode token, which can be used as the ‘ Passcode’ user:

$ curl -ku Passcode: VKRFMK1XTmh[ . ..] RYNFpXRTA= https://| ocal host: 8443/ ga
t eway/ cdp- pr oxy-t oken/ webhdf s/ v1?op=LI STSTATUS

{"FileStatuses":{"FileStatus":[{"accessTi nme": 0, "bl ockSi ze": 0, "chi | drenN
um': 1, "fileld": 16386, "group":"supergroup"

"l ength": 0, "nodificationTine": 1621238405734, "owner": "hdf s", " pat hSuf fi
x":"tnp", "permssion":"1777","replication":O0,
"storagePolicy":0,"type":" DI RECTORY"}, {"accessTi ne": 0, "bl ockSi ze":0,"c
hildrenNum':1,"fileld": 16387, "group":"supergroup"”

"l ength": 0, "nodi ficationTine": 1621238326078, "owner": "hdf s", "pat hSuf f i
x":"user", "pernission":"755","replication":O0,
"storagePolicy":0,"type": "Dl RECTORY"}]}}

Y ou can enable, disable, or revoke tokens via the Knox homepage.
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1. To access Knox token management, go to https://KNOX_GATEWAY_HOST:PORT/GATEWAY_PATH/homepage/
home, e.g. https://local host:8443/gateway/homepage/home. Click on Token Management.

= General Proxy Information

Knax Visrsion
TLS Pubk: Certificate

Integration Tokens

- Topologies
- Cilp-proxy o

Arlas U

© x4

e
=
;

ol
on

CLOUD=RA

Cloudera Manager Admin Consola

I

HEaza LI

A compact view of all tokens generated within the system is shown in a single table with the following

information.

Generate New Token

Search by Token ID, (Impersonated) User Name, Comment or Metadata.

Token ID lssued

b67434df-7972-4131-024f-
(87350026263 07/11/2023, 13:18:44

07/11/2023, 13:35:02

6d279169-7404-4dbf-

bedi-d73de3s1ds 07/11/2023, 13:35:22

66a9b7ba-7bac-4f8c-
0a5-8920950005(8 07/11/2023, 13:37:54

d9fd1384-4911-4425-873a-
fae14907ad31 07/11/2023, 13:39:16

Revoke Selected Tokens

Expired tokens cannot be disabled in batches (nor individually).

Expired tokens cannot be enabed in batches (nor individually).

08/11/2023, 13:18:44

07/11/2023, 14:35:02

07/11/2023, 13:38:22

07/11/2023, 14:37:54

07/11/2023, 14:39:16

knoxui

Kknoxui

Kknoxui

bob

Kknoxui

3
£
€

00 0 O

(x]

KnoxSSO

© 0 0 ©

9 Show My Tokens Only
Comment Additional Metadata Actions
Disable |
token 1 hour Enable | Revoke
token 8 minutes Revoke |

token for bob

token 1 hour

Show Disabled KnoxSSO Cookies

Disable | Revoke

Disable | Revoke |

a. Each row starts with a selection checkbox for batch operations (except for disabled KnoxSSO cookies, as there
isno point in doing anything with them).
b. A unique token identifier. Disabled token’s Token ID valueis shown in orange.
Information on when the token was created and when it will expire.

1. If thetoken isalready expired, the expiration timeis shown in red.
2. If thetokenisstill valid, the expiration timeis shown in green.

d. Username indicates the user for whom the token is created for.
e. Impersonated is aboolean flag indicating if thisis an impersonated token:

* Green check: Yes, thisisimpersonated. You'll see the user who created the token under the icon.

* Red cross: No, thisis not an impersonated token.
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f. KnoxSSO is another boolean flag that indicates if this token is created by the KNOXSSO service if the feature
was enabled. The lineis shown in bold if the token in this line represents the SSO cookie currently used as the
authentication token to login to the Token Management page.

* green check: yes, thisis KnoxSSO cookie (token)
« red cross: no, thisis not a KnoxSSO cookie (it was created by aregular token API call or on the Token
Generation page or the feature is disabled)

g. Comment: users may add a short comment to the tokens they create to make it easier for them to distinguish
certain tokens later (e.g. "1-hour token for user XY")

h. Additional Metadata : In some cases, it's beneficia to add different metadata to the generated token as a key-
value pair (e.g. shouldBeRemovedBy=09 Nov_2023). One token can have more than one associated metadata.
In this column, we display that information.

i. Inthe Actions column, you will see

* The enable/disable/revoke actions are visible for impersonated tokens too
*  KnoxSSO cookies cannot be revoked nor re-enabled.

In order to refresh the table, you can use the Refresh icon above the table (if you generated tokens on another tab
for instance).

Y ou can perform batch operations on the tokens. When at |east one token is selected, the following buttons are
shown under the table:

« Disable - when executed, all the selected tokens become disabled (if they were disabled originally, they
will remain disabled). Please note this option is shown only, if thereis no expired token selected (i.e. batch
disablement only works with live tokens).

« Enable - when executed, all the selected tokens become enabled (if they were enabled originally, they will
remain enabled). Please note this option is shown only, if there is no expired token selected (i.e. batch
enablement only works with live tokens).

* Revoke - when executed, al the selected tokens will be revoked. Please note this option is shown only, if there
isno KnoxSSO cookie (token) selected (i.e. batch revocation only works with regular tokens).

Note: If the selected tokens contain any that cannot be disabled/enabled (expired tokens) or revoked
E (Knox SSO Cookies), an informational message is displayed below the batch operation buttons
indicating the root cause.

Y ou can use the Search by field to narrow down tokens by :

e TokenID
» User Name (either own user name or impersonated)
«  Comment

Additional Metadata
Y ou can view the disabled Knox cookies or only your tokens by using the following toggle buttons.

» Show Disabled KnoxSSO Cookies - Thisis true by default. Since disabled KnoxSSO cookies remain in the
underlying token state service until they expire, it may bother users to see them in the tokens table. Flipping
this toggle button helps to hide them.

« Show My Tokens Only - thistoggle button is only visible to users, who can see all tokens. By default, thisis
false. Enabling it will filter the tokens table in away such that it will contain tokens only that were generated
for the logged-in user (impersonated or not).

Click the Refresh icon above the table.

The Knox Token Service enables the ability for clients to acquire the same JSON Web Token (JWT) that is used for
KnoxSSO with WebSSO flows for Ulsto be used for accessing REST APIs.
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By acquiring the token and setting it as a Bearer token on arequest, aclient is able to access REST APIsthat are
protected with the IWTProvider federation provider.

In CDP, the only Knox topology that is properly configured for Knox Token management is the homepage topology,
so that the following samples will assume KnoxSSO authentication. To use the Knox Token API, you should copy the
hadoop-jwt cookie from your browser and export it asan ENV variable:

export HIW="eyJraWQ O Jt SWIPbj RoSWZ1Un¥Z1Rl VLW VSb3dxbFh3SGUycGIUcndl W | EX1B
LUUINI i wi YW«nl j oi Ul MYNTYi f Q eyJzdW i O Jr bmP4dWi LCIr aWQ O Jt SWIPbj RpSWZ1Un71
Rl VLW VSb3dxbFh3SGUycGUcndl W | EXIBLUUINI i wi aXNzl j oi SOSPWENTTYI s| miv4cCl 6MTIcw
M ULM E10Cw bWFuYWHI ZC50b2t | bi | 61 nZzhbHN |i wi a25veC5pZCl 61 ] YSM2EWMTE3LTVhYTgt
NDA2MS1i Y] MyLTAAMDk4Yzdl MTkxYi J9. t LzmkSd64bAQEKAETs NXaaDBUKy MZzp0Qj OYNi - | 4Jm
cnloGhPer Ut 0OEM_.WnsDBuqt zExkR- g8net xwyl wj V61r gZRXLFycr N8x- nMICExdxcj t Megl S3
Xy ETut 8MRx8nk 6WPVc Bl wGHNOCG52CvxsvBe7pUFD4j YYbGzF_W kPDz Pj SRCA@BxRFDg21 Ft 7Rx
O ye_50ZdM_bzZBnOr Ni OREr gdr LKJIse68f | y- 58Bcf quubFgWJAOZOQND7 g3l PBzyBGChe _5YA23
j @i cgvt c- HhNKYBVR2RP- gpXngj | nGey 7dnpvbHXOQNF A8c Xf f dQA6e3bFr THpj NHgpEs Geg"”

Alternatively, you can create a custom topology with another authentication provider (PAM, for instance) and use that
topology instead of homepage in the following examples.

Important: KnoxToken APl 'v1'isno longer supported in 7.2.18 and subsequent CDP releases. All the
samples use the new 'v2' endpoints with the corresponding HTTP methods (GET, PUT, DELETE).

$ curl -ik --cookie "hadoop-jwt=$HIW™ -X CGET https://[***HOST_NAVME***]: 844
3/ gat eway/ honepage/ knoxt oken/ api / v2/t oken

HTTP/ 1.1 200 OK

Date: Wed, 13 Dec 2023 11:15:16 GMI

X- Franme- Opti ons: DENY

X- XSS- Prot ection: 1; node=bl ock

Strict-Transport-Security: max-age=31536000; i ncl udeSubDomai ns

Cont ent - Type: application/json

Cont ent - Lengt h: 3073{"access_t oken": "eyJqa3Ui G Jo...4BnSw', "t oken_i d": " 8f 7d
e7f 7- a094- 4ba4- b64d- f 21be86f 10eb", "managed": "true", "target _url": " cdp- proxy-t
oken", "honepage_url": " honmepage/ home?pr of i | e=t oken&t opol ogi es=cdp- pr oxy-t oken
", "endpoint_public cert":"MIELj CCAz...cXffQ","token type":"Bearer", "expires
_in":1702469717045, "passcode": " TOdZMLpH. . . ULESXo="}

In the result JSON, end-users can find the following information:

e accessToken: thisisthe serialized IWWT and is fully compatible with the old-style Bearer authorization method.
End-users might want to use it as the "'Token' user in the cdp-proxy-token topology for authentication purposes.

» passcode: thisis another sensitive data, the serialized passcode token, which end-users can use as the 'Passcode’
user for authentication purposes

e token_id: the unique identifier of the token within Knox

« managed: thisis aboolean flag indicating if the token is managed. Managed tokens can be renewed, revoked,
disabled, and enabled. By default, in CDP, the homepage topology is configured to manage tokens.

« expires: indicates the expiration time of this token. This may be updated with token renewal.

Currently, renewing atoken isfeasible only if you pass the value of the access token field as the request payload. For
instance:

$ export KNOX_TOKEN="eyJga3Ui G Jo...4BnSw'
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$ curl -ik --cookie "hadoop-jw =$HIW -H " X- XSRF- HEADER: val i d" -d $KNOX_TOK
EN - X PUT 'https://[***HOST_NAME***] : 8443/ gat eway/ honepage/ knoxt oken/ api / v2/
t oken/ renew

HTTP/ 1.1 200 OK

Dat e: Wed, 13 Dec 2023 15:22:01 GMTI

X- Frame- Opti ons: DENY

Knox Gateway token integration

X- XSS- Prot ecti on:

1; node=bl ock

Strict-Transport-Security: max-age=31536000;

Cont ent - Type:

text/plain

i ncl udeSubDonai ns

Cont ent - Lengt h: 54
{

" t r ueu ,
"1702567321838"

"renewed":
"expires":

Theresult JISON will tell you if the renewal was a success (this information is stored in the renewed field) and the
(new) expiration time. In case of an invalid/unknown token, you should expect aresponse like this :

{

"renewed": "false",

"error": "Unknown token: 9caf 743e- 1e0d-4708- a9ac- a684a576067c"

Note: Token Renewal isallowed only for a certain set of users, which end-users can define using the Knox
Token Integration - Renewer Whitelist Knox configuration on the CM UI.

‘ Q Knox Token Integration - Renewer Whitelist @ Filters  Role Groups History & Rollback

Filters Show All Descriptions

Knox Gateway Default Group 'O Undo ®

Knox Token Integration - Renewer Whitelist

v SCOPE

gateway_knox_token_rene

whitelist ‘ |
4 gateway_knox_token_re

rer_whitelist

atewa 1-10f1
Knox Gateway 1

If the requesting user is an unauthorized caller, you should expect aresponse like this:

{
"renewed": "false",
"error": "Caller (nyTestUser) not authorized to renew tokens."

End-users can revoke a token using either the token_id or the access token fields from the above acquired token
response. For instance, the following sample uses the token _id :

curl -ik --cookie "hadoop-jw =$HIW™ -H " X- XSRF- HEADER: val i d" -d ' cb538d38-3
076- 4a7a- 90a5- Of 26bf f 2939a' - X DELETE ' https://[***HOST_NAME***] : 8443/ gat ewa
y/ homepage/ knoxt oken/ api / v2/t oken/ r evoke'

HTTP/ 1.1 200 K

Wed, 13 Dec 2023 15:31:31 GMI

DENY

Dat e:
X- Frame- Opti ons:

X- XSS- Prot ecti on:

1; node=bl ock

Strict-Transport-Security: nmax-age=31536000;
Cont ent - Type: application/json
Content - Lengt h: 24

{

"revoked": "true"

i ncl udeSubDonai ns
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}
In case of an invalid or unknown token, you should expect asimilar error like this:
{
"revoked": "false",
“error": "Unknown token: chb538d38...0f 26bff2939a",
"code": 50
}

Token revocation also requires authorization. The same Cloudera Manager configuration should be used that islisted
above for token renewals. There is an exception though with revocation: end-users can revoke tokens that belong

to them. That is, you can revoke your very own token even if your user nameis not defined in the Knox Token
Integration - Renewer Whitelist configuration.

End-users might need to temporarily disable atoken for security purposes and then re-enable the same token. Y ou can
do that with the following API calls which use the token_id field from the acquired token response:

$ curl -ik --cookie "hadoop-jwt=$HIW" -H "X- XSRF- HEADER: val i d* -d ' 1cad8al3
- 08e2- 4b8a- 8076- 082678bb641b' -X PUT 'https://[***HOST_NAME***]: 8443/ gat ewa
y/ homepage/ knoxt oken/ api / v2/t oken/ di sabl e’

HTTP/ 1.1 200 OK

Date: Wed, 13 Dec 2023 15:42:57 GVl

X- Frame- Opti ons: DENY

X- XSS- Prot ecti on: 1; node=bl ock

Strict-Transport-Security: max-age=31536000; i ncl udeSubDomai ns

Cont ent - Type: application/json

Cont ent - Lengt h: 55

"set Enabl edFl ag”: "true",
"i senabl ed": "fal se"

$ curl -ik --cookie "hadoop-jwt =$HIW" -H " X- XSRF- HEADER: val i d* -d ' 1cad8al3
- 08e2- 4b8a- 8076- 082678bb641b' -X PUT 'https://[***HOST_NAME***]: 8443/ gat ewa
y/ homepage/ knoxt oken/ api / v2/t oken/ di sabl e’

HTTP/ 1.1 400 Bad Request

Date: Wed, 13 Dec 2023 15:43:21 GVl

X- Frame- Opti ons: DENY

X- XSS- Prot ection: 1; node=bl ock

Strict-Transport-Security: max-age=31536000; i ncl udeSubDomai ns

Cont ent - Type: application/json

Cont ent - Lengt h: 86

{
"set Enabl edFl ag”: "fal se",
"error": "Token is already disabled",
"code": 60

}

$ curl -ik --cookie "hadoop-jwt=$HIW" -H " X- XSRF- HEADER: val i d* -d ' 1cad8al
3- 08e2- 4b8a- 8076- 082678bb641b' -X PUT 'https://[***HOST_NAME***]: 8443/ gat ewa
y/ homepage/ knoxt oken/ api / v2/t oken/ enabl €'

HTTP/ 1.1 200 OK

Date: Wed, 13 Dec 2023 15:43:45 GVl

X- Frame- Opti ons: DENY
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X- XSS- Prot ection: 1; node=bl ock

Strict-Transport-Security: max-age=31536000; i ncludeSubDonai ns
Cont ent - Type: application/json

Cont ent - Lengt h: 54

"set Enabl edFl ag": "true",
"i sEnabl ed": "true"

The KnoxToken API provides a powerful way to fetch/filter previously created tokens. See the following samples:

$ curl -ik --cookie "hadoop-jwt=8HIW" -X GET 'https://[***HOST_NAVE***]: 844
3/ gat eway/ honepage/ knoxt oken/ api / v2/ t oken/ get User Tokens?user Name=knoxui '
HTTP/ 1.1 200 K

Date: Wed, 13 Dec 2023 15:46: 50 GVl

X- Frame- Opti ons: DENY

X- XSS- Prot ection: 1; node=bl ock

Strict-Transport-Security: max-age=31536000; i ncludeSubDonai ns

Cont ent - Type: application/json

Content - Lengt h: 413

{"tokens":[{"tokenld":"1cad8al3-08e2-4b8a- 8076- 082678bb641b", "i ssueTi ne":"
2023-12-13T15: 42: 17. 965+0000", "expi rati on": "2023-12-13T16: 42: 17. 957+0000", "m
axLifetinme":"2023-12-20T15: 42: 17. 965+0000", " net adat a": { " knoxSsoCooki e": f al se
, "cust omvket adat aMap": {}, "createdBy": null,"comrent": null,"enabl ed": true, "user
Nane": "knoxui "}, "maxLi f eti neLong": 1703086937965, "i ssueTi neLong": 170248213796
5, "expirationLong": 1702485737957} ] }

This document describes how to manage Token Metadata.

Asindicated in the previous sections, the KNOXTOKEN service maintains some hard-coded token metadata out-of-
the-box:

e userName

e comment

e enabled

e passcode

» createdBy (in case of impersonated tokens)

In Cloudera Runtime version 7.2.16, Cloudera has introduced support for a new feature that allows end-users to add
accept query parameters starting with themd_ prefix and treat them as Knox Token Metadata.

Example
curl -iku adm n:adm n-password -X GET ' https://$KNOX _GATEWAY_ HOST: 8443/ gat ew

ay/ sandbox/ knoxt oken/ api / vl/t oken?nd_not ebookNanme=account ant KnoxToken&nrd_sou
| dBeRenmovedBy=31Mar ch2022&nd_ot her Meani ngf uMet adat a=Knox| sCool '

When such atoken is created by Knox, the following metadata should be saved:

« notebookName=accountantK noxToken
« shouldBeRemovedBy=31March2022
e otherMeaningful M etadata=K noxIsCool
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It will not only enable Knox to save these metadata, but will also enable Knox's existing getUserTokens API endpoint
to fetch basic token information using the supplied metadata name besides the username information.

Note: The getUserTokens API returns tokensif any of the supplied metadata exists for the given token.
Metadata values may or may not be matched: you can either use the * wildcard to match all metadata values
with a given name or you can further filter the stored metadata information by specifying the desired value.

Example:
curl -iku adm n:adm n-password -X GET ' https://$KNOX _GATEWAY_ HOST: 8443/ gat ew

ay/ sandbox/ knoxt oken/ api / v1/t oken/ get User Tokens?user Nane=adni n&rd_not ebookNa
me=account ant KnoxToken&nd_nane=*"

It will return all Knox tokens where metadata with notebookName exists and equals accountantk noxToken OR
metadata with name exists.
Another Sample:

1. Create tokenl with md_Name=reina& md_Score=50
2. Create token2 with md_Name=mary&md_Score=100
3. Create token3 with md_Name=mary& md_Score=20& md_Grade=A

The following table shows the returned token(s) in case metadata filtering is added in the getUserTokens API:

Metadata Token returned
md_Name=reina tokenl

md_Name=mary token2 and token3
md_Score=100 token2

md_Name=mary& md_Score=20 token2 and token3
md_Name=mary& md_Name=reina tokenl, token2 and token3
md_Name=* tokenl, token2 and token3
md_Uknown=* Empty list

For more information on sample curl commands, see Managing custom Knox Token metadata.

Thisfeature allows alist of pre-configured superusersto invalidate previously issued Knox SSO tokens for (@)
particular user(s) in case there is amalicious attack where one (or more) of those users' SSO tokens get compromised.

By default, the feature is disabled. There are 2 separate steps to enableit:
1. Goto Cloudera Manager Knox Configuration and enable Knox SSO - Cookie Management Enabled.

KNOX“] Actions ~ Nov 7,9:52 AM UTC

Status  Instances  Configuration ~Commands  ChartsLibrary ~ Audits  Knox Gateway Home @ Quick Links ~

Q Knox SSO - Cookie Management Enabled @ Filters  Role Groups History & Rollback

Filters Show All Descriptions
Knox SSO - Cookie Management Enabled [JKNOX-1 (Service-Wide) ®

v SCOPE enabled

KNOX-1 (Service-Wide) 1
af C 1-10f1
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2. InKnox Service Advanced Configuration Snippet (Safety Valve) for conf/gateway-site.xml, press +.

a. In Name, type gateway.knox.token.exp.server-managed.

b. InValue, typetrue.
c. Click Save Changes(CTRL+S)

KNOX-1  Actions~ Nov 7, 9:56 AM UTC
Status  Instances  Configuration ~Commands  Charts Library  Audits  Knox Gateway Home @'  Quick Links +
Q Knox Service Advanced Configuration Snippet (Safety Valve) for conf/gateway-site.xml @Filters  Role Groups  History & Rollback
Filters Show All Descriptions
Knox Service Advanced Configuration Snippet  KNOX-1 (Service-Wide) ' Undo ®
+ SCOPE (afety Valve) for conf/gateway-site.xml View as XML
KNOX-1 (Service-Wide) | 2 conf/gateway-site xm|_service_safety_valve Name gateway.knox.token.exp.server-managed e
Knox Gz
Value true
nox IDB
v CATEGORY Description
Advanced 1 [JFinal
itoring
0 1-10f1
rts and Addr

In addition to enabling the feature, you should review and update the following configuration, if needed:

« Knox Home Page - Global Logout Page URL - when the knoxsso topology is configured to use the Pac4J
federation filter (which isthe default case in CDP Public Cloud), this configuration is an essential parameter (thus
it must not be empty). Thisusually points to the logout endpoint of the pre-configured SAML/OIDC callback.

[ Q Knox Home Page - Global Logout Page UR

J @ Filters  Role Groups History & Rollback

Filters Show All Descriptions
Knox Home Page - Global Logout Page URL KNOX-1 (Service-Wide) 6]
v SCOPE knox.global.logout page.url
8 knox_global_logout_page_url
KNOX-1 (Service-Wide) 1
Gat 0 1-10f1

Gateway

Knox IDBroker

« Knox Token Integration - Users Who Can See All Tokens - A comma-separated list of user names who can see al
tokens on the Token Management page. By default, thisis an empty list. Each organization should configure this
property to anarrowed set of users, security officers for instance, who will have the capability of disabling SSO

cookiesin case of a security breach.

‘ Q Knox Token Integration - Users Who Can See All Tokens

@fFilters  Role Groups  History & Rollback

Filters Show All Descriptions
Knox Token Integration - Users Who Can See Al Knox Gateway Default Group ®
v SCOPE Tokens ®
gateway.knox.token. users.can.see.all.token
0 -
1 gateway_knox_token_management_user_can_see_all_tok
Knox IDBroker 0 ens
1-10f1

v CATEGORY

After enabling the feature, every SSO cookie, the result of alogin event through the Knox SSO service, will be
recorded in the same database that Knox uses for token management purposes. These SSO cookies are included on
the Token Management page. If the logged-in user is aconfigured "superuser” (added in the above-referenced Users
Who Can See All Tokensllist), that user is capable of narrowing down user tokens, for whom they suspect are the
subject of malicious activities, and disabling the active tokens on the Ul (either individually or in batches).
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Once aKnox SSO cookie is disabled, it cannot be re-enabled or revoked. Knox has its own cleanup strategy to
remove expired tokens from the underlying token state repository (a database in CDP Public Cloud) periodically, on a
pre-configured schedule.

It is also important to emphasize, that the default Time To Live (TTL) value of Knox SSO cookiesis set to 1 day by
default. It's highly recommended that organizations overview their own Ul jobs and reduce this value to as short as
possible to reduce the security risk involved here.

Thisfeature is a security measure that enables end-users limiting the number of concurrent Ul sessions the users can
have. To achieve this goal the users can be sorted out into three groups: non-privileged, privileged, unlimited.

The non-privileged and privileged groups each have a configurable limit, which the members of the group can not
exceed. The members of the unlimited group are able to create an unlimited number of concurrent sessions.

All of the users, who are not configured in either the privileged or in the unlimited group, shall become the member of
the non-privileged group by default.

Note: Conccurent session verification feature is under Technical Preview. The technical preview feature and

E considered under development. Do not use thisin your production systems. To share your feedback, contact
Support by logging a case on our Cloudera Support Portal. Technical preview features are not guaranteed
troubleshooting guidance and fixes.

Configuration
The following table shows the relevant gateway-level parameters that are essential for this feature to work:

Parameter Description Default

gateway.service.concurrentsessionverifier.impl To enable the session verification feature, end-users should set this org.apache.knox.gateway.sessi on.cont!
parameter to org.apache.knox.gateway.session.control.InMemoryConc | onVerifier
urrentSessionV erifier

gateway.session.verification.privileged.users Indicates alist of usersthat are qualified “privileged”. Empty list

gateway.session.verification.unlimited.users Indicates alist of (super) usersthat can have as many Ul sessions as Empty list
they want.

gateway.session.verification.privileged.user.limit | The number of Ul sessionsa*“privileged” user can have 3

gfgte_way.sessi on.verification.non.privileged.user | The number of Ul sessions a“non-privileged” user can have 2

dimit

How thisworks
If the verifier isdisabled it will not do anything even if the other parameters are configured.

When the verifier is enabled all of the users are considered as a non-privileged user by default and they will not be
able to create more concurrent sessions than the non-privileged limit. The same is true after you added someone in the
privileged user group: that user will not be able to create more Ul sessions than the configured privileged user limit.
Whereas the members of the unlimited users group are able to create an unlimited number of concurrent sessions even
if they are configured in the privileged group as well.

In Cloudera Data Platform, currently, there are no first-class Cloudera Manager parameters for this feature, so all
of those properties have to be set through Knox Service Advanced Configuration Snippet (Safety Valve) for conf/
gateway-site.xml configuration in Cloudera Manager.
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0 K KNOX—‘] Actions ~ Nov 24, 12:21 PMUTC

Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Knox Gateway Home (Z'  Quick Links ~

Q gateway-site @Filters  Role Groups  History & Rollback
Filters
Show All Descriptions
 SCOPE Security - Use FQDN as TLS Certificate Alias Knox Gateway Default Group o
gateway_tls_certificate_alias_use_fqdn

KNOX-1 (Service-Wide) 1 4 gateway_tls_certificate_alias_use_fqdn

Knox Gateway 2 Knox Service Advanced Configuration Snippet KNOX-1 (Service-Wide) 'O Undo ®

Knox IDBroker 1 (Safety Valve) for conf/gateway-site.xml View as XML
B # conf/gateway-site xml_service_safety_valve Name [ gateway.service.concurrentsessionverifier.impl ] e

Main 1 - -

Advanced 3 Value [ org.apache.knox.gateway.session.control.InMemoryConcurrentSessionVerifier ]

Description l J
torir
Sor d [ Final
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