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Cloudera Runtime Cloud storage connectors overview

This content provides information and steps required for, using, securing, tuning performance, and troubleshooting
access to the cloud storage services using Cloudera cloud storage connectors available for Amazon Web Services
(AWS), Microsoft Azure (Azure) and Google Cloud Platform (GCP).

The primary audience of this content are the administrators and users of Cloudera deployed on cloud Infrastructure-
as-a-Service (laaS) such as AWS, Azure and GCP.

Y ou may also use this content if your Clouderais deployed in your own data center and you plan to access cloud
storage through the connectors; however, your experience and performance may vary based on the network
bandwidth between your data center and the cloud storage service. In addition, you can optionally configure other
features where available.

When deploying Cloudera clusters on cloud Infrastructure-as-a-Service (1aaS), you can take advantage of the native
integration with the object storage services available on Amazon Simple Storage Service (S3) in AWS, Azure Data
Lake Storage (ADLS) Gen2 in Azure, and Google Cloud Storage (GCS) in Google Cloud. Thisintegration is through
cloud storage connectors included with Cloudera. Their primary function isto help you connect to, access, and work
with data the cloud storage services.

The Cloud Connectors allow you to access and work with data stored in Amazon S3, ADLS Gen2, and GCS storage
services including but not limited to the following use cases:

» Collect datafor analysis and then load it into Hadoop ecosystem applications such as Hive or Spark directly from
cloud storage services.

» Persist datato cloud storage services for use outside of Cloudera clusters.

« Copy data stored in cloud storage services to HDFS for analysis and then copy back to the cloud when done.
« Share data between multiple Cloudera clusters, and between various external non-Cloudera systems.

» Back up Cloudera clusters using distcp.

The cloud object store connectors are implemented as individual Hadoop modules. The libraries and their
dependencies are automatically placed on the classpath.
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Amazon S3 is an object storage service. The S3A connector implements the Hadoop filesystem interface using
AWS Java SDK to access the web service, and provides Hadoop applications with a filesystem view of the buckets.
Applications can manipulate data stored in Amazon S3 buckets with an URL starting with the s3a// prefix.

ADL S Gen2 is an object storage service that combines the features of Azure Blob Storage and ADLS Genl. ADLS
Gen2 is an object store designed for large scale big-data applications, which can be treated as a hierarchical file
system, and has a security model which matches that of HDFS. Applications can manipulate data storein ADLS
Gen2 with with URL s starting with the abfs:// prefix.

GCSisan object storage service for unstructured data, which can be accessed through URL s beginning with the gcs:
/I prefix.

Table 1: Summary of Cloud Storages and Connectors

Cloud Storage Service Connector Description URL Prefix

Amazon S3 The S3A connector enables reading and s3a//
writing files stored in the Amazon S3 object
store.

ADLS Gen2 The ABFS connector enables reading and abfs://

writing files stored in the ADLS Gen2 object
store.

GCsS The GCS connector supports reading and gesi/
writing datain GCS.

Amazon S3 can not be used as areplacement for HDFS as the cluster filesystem in Cloudera. Amazon S3 can be used
as a source and destination of work.

Working with Amazon S3

The Amazon S3 object store is the standard mechanism to store, retrieve, and share large quantities of datain AWS.
Cloudera recommends that you use unique S3 bucket names across all regions.

The features of Amazon S3 include:
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* Object store model for storing, listing, and retrieving data.

« Support for objects up to 5 terabytes, with many petabytes of data allowed in asingle "bucket".
« Dataisstored in Amazon S3 in buckets which are stored in different AWS regions.

» Buckets can be restricted to different users or IAM roles.

» Datastored in an Amazon S3 bucket is billed based on the size of datahow long it is stored, and on operations
accessing this data. In addition, you are billed when you transfer data between regions:

» Datatransfers between an Amazon S3 bucket and a cluster running in the same region are free of download
charges (except in the special case of bucketsin which datais served on a user-pays basis).
» Datadownloaded from an Amazon S3 bucket located outside the region in which the bucket is hosted is billed
per megabyte.
« Datadownloaded from an Amazon S3 bucket to any host over the internet is also billed per-Megabyte.
« Datastored in Amazon S3 can be backed up with Amazon Glacier.

The Hadoop client to S3, called "S3A", makes the contents of a bucket appear like afilesystem, with directories, files
in the directories, and operations on directories and files. As aresult, applications which can work with data stored in
HDFS can also work with data stored in S3. However, since S3 is an object store, it has certain limitations that you
should be aware of.

Even though Hadoop's S3A client can make an S3 bucket appear to be a Hadoop-compatible filesystem, it is still an
object store, and has some limitations when acting as a Hadoop-compatibl e filesystem.

The key things to be aware of are:

e Operations on directories are potentially slow and non-atomic.

« Not al file operations are supported. In particular, some file operations needed by Apache HBase are not available
— s0 HBase cannot be run on top of Amazon S3 without additional features provided by a service. HBase Object
Store Semantics (HBOSS) adapter bridges the gap between HBase and the S3A filesystem.

» Except for versions of HBase specifically designed to work with S3 storage, HBase must not use s3a:// paths for
HBase storage.

e S3can not be used as areplacement for HDFS as the cluster filesystem in Cloudera. S3 can be used as a source
and destination of work.

- Dataisnot visible in the object store until the entire output stream has been written.

* Neither the per-file and per-directory permissions supported by HDFS nor its more sophisticated ACL mechanism
are supported.

« Bandwidth between your workload clusters and Amazon S3 is limited and can vary significantly depending on
network and VM load.

For these reasons, while Amazon S3 can be used as the source and store for persistent data, it cannot be used as a
direct replacement for a cluster-wide filesystem such as HDFS, or be used as defaultFS.

IDBroker isaREST API built as part of Apache Knox’s authentication services. It allows an authenticated user to
exchange a set of credentials or atoken for cloud vendor access tokens. It manages mapping LDAP usersto Freel PA
cloud identities for data access. It performs identity mapping for access to object stores.

This section provides information about the options that are enabled by default. For information on how IDBroker
worksin Cloudera, see Cloud identity federation in the Cloudera Management Console documentation.

For Apache Hadoop applications to be able to interact with Amazon S3, they must know the AWS access key and
the secret key. This can be achieved in multiple ways, including configuration properties, environment variables, and
EC2 instance metadata. While the first two options can be used when accessing S3 from a cluster running in your
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own data center. IAM roles, which use instance metadata should be used to control access to AWS resources if your
cluster is running on EC2.

Deployment Scenario Authentication Options

Cluster runs on EC2 Use IAM rolesto bind your EC2 VMsto a specific

role, and so manage its access to AWS resources.
IDBroker will provide authenticated users with the AWS
credentials they need to access datain S3. Thereisno
need to manually provide any AWS login credentials
directly to users

Cluster runsin your own data center Use configuration properties to authenticate. Y ou can set
the configuration properties globally or per-bucket.

Temporary security credentials, also known as "session credentials*, can be issued. These consist of a secret key with
alimited lifespan, along with a session token, another secret which must be known and used alongside the access key.
The secret key is never passed to AWS services directly. Instead it is used tosign the URL and headers of the HTTP
request.

By default, the S3A filesystem client follows the following authentication chain:

1. The AWSIogin details are looked for in the job configuration settings.
2. The AWS environment variables are then looked for.

3. An attempt is made to query the Amazon EC2 Instance Metadata Service to retrieve credential s published to EC2
VMs.

IDBroker isa REST API built as part of Apache Knox’s authentication services. It allows an authenticated user to
exchange a set of credentials or atoken for cloud vendor access tokens. It manages mapping LDAP users to Freel PA
cloud identities for data access. It performs identity mapping for access to object stores.

This section provides information about the options that are enabled by default. For information on how |DBroker
works in Cloudera, see Cloud identity federation in the Cloudera Management Console documentation.

For Apache Hadoop applications to be able to interact with Amazon S3, they must know the AWS access key and
the secret key. This can be achieved in multiple ways, including configuration properties, environment variables, and
EC2 instance metadata. While the first two options can be used when accessing S3 from a cluster running in your
own data center. IAM roles, which use instance metadata should be used to control access to AWS resources if your
cluster is running on EC2.

Deployment Scenario Authentication Options

Cluster runs on EC2 Use |AM rolesto bind your EC2 VMsto a specific

role, and so manage its access to AWS resources.
IDBroker will provide authenticated users with the AWS
credentials they need to access datain S3. Thereisno
need to manually provide any AWS login credentials
directly to users

Cluster runsin your own data center Use configuration properties to authenticate. Y ou can set
the configuration properties globally or per-bucket.

Temporary security credentials, also known as "session credentials’, can be issued. These consist of a secret key with
alimited lifespan, along with a session token, another secret which must be known and used alongside the access key.
The secret key is never passed to AWS services directly. Instead it is used tosign the URL and headers of the HTTP
request.

By default, the S3A filesystem client follows the following authentication chain:
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1. The AWSIogin details are looked for in the job configuration settings.
The AWS environment variables are then looked for.

3. An attempt is made to query the Amazon EC2 Instance Metadata Service to retrieve credential s published to EC2
VMs.

N

If your cluster is running on EC2, the standard way to manage access is via Amazon Identity and Access Management
(IAM),which allows you to create users, groups, and roles to control access to services such as Amazon S3 via
attached policies.

A role does not have any credentials such as password or access keys associated with it. Instead, if auser isassigned
to arole, access keys are generated dynamically and provided to the user when needed. For more information, refer to
IAM Roles for Amazon EC2 in Amazon documentation.

When launching your cluster on EC2, specify an IAM role that you want to use; if you are planning to use S3 with
your cluster, make sure that the role associated with the cluster includes a policy that grants access to S3. For more
information, refer to Using an IAM Role to Grant Permissions to Applications Running on Amazon EC2 Instancesin
Amazon documentation. No additional configuration is required.

Note: You can use IAM Rolesto control access to keys stored in Amazon's KM S Key Management service.
For more information, refer to Overview of Managing Accessto Your AWS KM S Resources in Amazon
documentation.

Y ou can reference datain Amazon S3 using a URL starting with the s3a:// prefix followed by bucket name and path
tofile or directory.

The URL structureis;
s3a:// <bucket>/<dir>/<fil e>

For example, to access afile called "mytestfile" in adirectory called "mytestdir”, which is stored in a bucket called
"mytestbucket”, the URL is:

s3a:// nytestbucket/nytestdir/nytestfile
The following FileSystem shell commands demonstrate access to a bucket named mytestbucket:

hadoop fs -1s s3a://nytestbucket/
hadoop fs -nkdir s3a://nytestbucket/testDir
hadoop fs -touch s3a://nytestbucket/testFile

hadoop fs -cat s3a://mytestbucket/testFile

Y ou can specify bucket-specific configuration values which override the common configuration values.

1. Authentication mechanisms and credentials

2. Encryption settings

3. The specific S3 endpoints to send HTTP requests to. Thisis essential when working with S3 regions which only
support the "V 4 authentication API", in case of which callers must always declare the explicit region.
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All fs.s3a options other than a small set of unmodifiable values (currently fs.s3a.impl) can be set on a per-bucket
basis.
To set a bucket-specific option:

1. Add anew configuration, replacing the fs.s3a. prefix on an option with fs.s3a.bucket. BUCKETNAME, where
BUCKETNAME is the name of the bucket.

For example, if you are configuring access key for a bucket called "nightly"”, instead of using fs.s3a.access.key
property name, use fs.s3a.bucket.nightly.access.key.

2. When connecting to a bucket, al options explicitly set for that bucket will override the base fs.s3a. values, but
they will not be picked up by other buckets.

Y ou may have a base configuration to use the lAM role information available when deployed in Amazon EC2 VM or
an AWS container service.

<property>

<name>f s. s3a. aws. credenti al s. provi der </ name>

<val ue>or g. apache. hadoop. fs. s3a. aut h. | AM nst anceCr edent i al sProvi der </ val
ue>
</ property>

Thiswill be the default authentication mechanism for S3A buckets.

A bucket s3a://nightly/ used for nightly data uses a session key, so its bucket-specific configuration is:

<property>
<name>f s. s3a. bucket . ni ghtly. access. key</ name>
<val ue>AKAACCES- SKEY- 2</ val ue>

</ property>

<property>
<name>f s. s3a. bucket . ni ghtly. secret. key</ name>
<val ue>SESS| ON- SECRET- KEY</ val ue>

</ property>

<property>
<nanme>f s. s3a. bucket . ni ghtl y. sessi on. t oken</ name>
<val ue>SHORT- LI VED- SESSI ON- TOKEN</ val ue>

</ property>

<property>

<nanme>f s. s3a. bucket . ni ghtly. aws. credenti al s. provi der </ nanme>

<val ue>or g. apache. hadoop. f s. s3a. Tenpor ar yAWSCr edent i al sPr ovi der </ val ue>
</ property>

Finally, the public s3a://landsat-pds/ bucket could be accessed anonymously, so its bucket-specific configuration is:
<property>
<nanme>f s. s3a. bucket . | andsat - pds. aws. credenti al s. provi der </ nane>

<val ue>or g. apache. hadoop. f s. s3a. Anonynous AWSCr edent i al sProvi der </ val ue>
</ property>

For all other buckets, the base configuration is used.

JCEK s credential files support the same per-bucket settings as those in XML files. To provide different credentials for
different buckets, simply create par-bucket entries in the JCEK S file with the relevant secrets.

10
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1. Set base properties for fs.s3a.secret.key and fs.s3a.access.key in the JCEK S file. These will be the default.

2. Set al non-security properties per-bucket for a bucket called "frankfurt-1" in the core-site.xml. These will override
the base properties when talking to the bucket "frankfurt-1".

3. For the AWS authentication secrets, set the fs.s3afrankfurt-1.access.key and fs.s3a.frankfurt-1.secret.key
propertiesin the JCEK Sfile.

Credential Provider APl Guide

S3 buckets are hosted in different AWS regions, the default being "US-East". The S3A client talks to this region by
default, issuing HTTP requests to the server s3.amazonaws.com. This central endpoint can be used for accessing any
bucket in any region which supports using the V2 Authentication API, albeit possibly at a reduced performance.

Each region hasits own S3 endpoint, documented by Amazon. The S3A client supports these endpoints. Whileit is
generally simpler to use the default endpoint, direct connections to specific regions (i.e. connections viaregion's own
endpoint) may deliver performance and availability improvements, and are mandatory when working with the most
recently deployed regions, such as Frankfurt and Seoul. You canusef s. s3a. endpoi nt . r egi on to explicitly set
the region for the bucket.

When deciding which endpoint to use, consider the following:

1. Applications running in EC2 infrastructure do not pay for data transfersto or from local S3 buckets. In contrast,
they will be billed for access to remote buckets. Therefore, wherever possible, aways use local buckets and local
copies of data.

2. When the V1 request signing protocol is used, the default S3 endpoint can support data transfer with any bucket.

3. When the V4 request signing protocol is used, AWS requires the explicit region endpoint to be used — hence S3A
must be configured to use the specific endpoint. Thisis done in the configuration option fs.s3a.endpoint.

4. All endpoints other than the default endpoint only support interaction with buckets local to that S3 instance.

If the wrong endpoint is used, the request may fail. This may be reported as a 301 redirect error, or as a 400 Bad
Request. Take these failures as cues to check the endpoint setting of a bucket.

The up to date list of endpointsis provided by Amazon: https://docs.aws.amazon.com/general/latest/gr/
rande.html#s3_region

The following examples show per-bucket endpoints set for the "landsat-pds"' and "eu-dataset” buckets, with the
endpoints set to the default central endpoint and EU/Ireland, respectively:

<property>

<nanme>f s. s3a. bucket . | andsat - pds. endpoi nt </ nanme>

<val ue>s3. amazonaws. conx/ val ue>

<descri pti on>The endpoint for s3a://l|andsat-pds URLs</description>
</ property>
<property>

<nanme>f s. s3a. bucket . eu- dat aset . endpoi nt </ nane>

<val ue>s3- eu- west - 1. amazonaws. conx/ val ue>

<descri pti on>The endpoi nt for s3a://eu-dataset URLs</description>
</ property>

The following example shows how to set the region for a bucket as ap-south-1:
<property>

<nanme>f s. s3a. endpoi nt . r egi on</ name>
<val ue>ap- sout h- 1</ val ue>
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<descri pti on>AW5 S3 region for a bucket, which bypasses the parsing o
f fs.s3a.endpoint to know the region. This helps in avoiding errors while
using privateLink URL and explicitly setting the bucket region.
</ descri pti on>
</ property>

Explicitly declaring a bucket bound to the central endpoint ensures that if the default endpoint is changed to a new
region, data stored in US-east is still reachable.

The S3A filesystem client supports Amazon S3's server-side and client-side encryption mechanisms to better secure
thedatain S3.

* In Server-Side Encryption (SSE), the datais encrypted beforeit is saved to disk in S3, and decrypted when it is
read. This encryption and decryption takes place in the S3 infrastructure, and is transparent to (authenticated)
clients.

e InClient-Side Encryption (CSE), the datais encrypted and decrypted on the client, that is, inside the AWS S3
SDK.

In general, the specific configuration mechanism can be set via the property fs.s3a.server-side-encryption-algorithm
in core-site.xml. However, some encryption options require extra settings. The encryption method configured in core
-sitexml applies cluster wide. Any new file written will be encrypted with this encryption configuration. When the
S3A client reads afile, S3 will attempt to decrypt it using the mechanism and keys with which the file was encrypted.

It isalso possible to configure encryption for specific buckets and to mandate encryption for a specific S3 bucket.
Note the following:

« |tisNOT advised to mix and match encryption types in a bucket.

* Itismuch simpler and safer to encrypt with just one type and key per bucket.

* You can use AWS bucket policies to mandate encryption rules for a bucket.

* You can use S3A per-bucket configuration to ensure that S3A clients use encryption policies consistent with the
mandated rules.

e You can use S3 Default Encryption in the AWS console to encrypt data without needing to set anything in the
client.

« Changing the encryption options on the client does not change how existing files were encrypted, except when the
files are renamed.

» For al mechanisms other than SSE-C and CSE-KMS, clients do not need any configuration options set in order to
read encrypted data: it is all automatically handled in S3 itself.

» Encryption options and secrets are collected by S3A Delegation Tokens and passed to workers during job
submission.

» Encryption options and secretsMAY be stored in JCEK S files or any other Hadoop credentia provider service.
This allows for more secure storage than XML files, including password protection of the secrets.

AWS S3 supports server-side encryption inside the storage system itself. When an S3 client uploading data requests
data to be encrypted, then an encryption key is used to encrypt the data as it saved to S3. It remains encrypted on S3
until deleted and clients cannot change the encryption attributes of an object once uploaded.

The server-side "SSE" encryption is performed with symmetric AES256 encryption; S3 offers different mechanisms
for defining the key to use.

For server-side encryption to work, the S3 servers require secret keys to encrypt data, and the same secret keysto
decrypt it. These keys can be managed in three ways:
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e SSE-S3: By using Amazon S3-Managed Keys
e SSE-KMS: By using AWS Key Management Service
e SSE-C: By using customer-supplied keys

Caution: Client-side encryption (CSE-KMS) is an experimental feature. Do not mix encrypted and
unencrypted datain a CSE-enabled configuration; instead maintain separate buckets. CSE will slow down
performance due to the linear nature of multi-part uploads.

Client-side encryption encrypts the data on the client, before transmitting to S3, where it is stored encrypted. The data
is unencrypted after downloading, when it is being read back.

In CSE-KMS, the ID of an AWS-KMS key is provided to the S3A client; the client communicates with AWS-KMS
to request a new encryption key, which KM S returns along with the same key encrypted with the KMS key. The S3
client encrypts the payload and attaches the KM S-encrypted version of the key as a header to the object.

When downloading data, this header is extracted, passed to AWS KMS, and, if the client has the appropriate
permissions, the symmetric key is retrieved and returned. This key is then used to decode the data.

Troubleshooting S3

Using server-side encryption with Amazon S3 managed keys (SSE-S3) | AWS
Using server-side encryption with AWS KM S keys (SSE-KMS) | AWS

Using server-side encryption with customer-provided keys (SSE-C) | AWS

In SSE-S3, al keys and secrets are managed inside S3. Thisis the simplest encryption mechanism.

Using server-side encryption with Amazon S3 managed keys (SSE-S3) | AWS

To write S3-SSE encrypted files, the value of fs.s3a.server-side-encryption-algorithm must be set to that of the
encryption mechanism used in core-sitexml; currently only AES256 is supported.

<property>
<nanme>f s. s3a. server - si de-encrypti on-al gorit hns/ name>
<val ue>AES256</ val ue>

</ property>

Once set, all new datawill be uploaded encrypted. There is ho need to set this property when downloading data— the
data will be automatically decrypted when read using the Amazon S3-managed key.

To learn more, refer to Protecting Data Using Server-Side Encryption with Amazon S3-Managed Encryption Keys
(SSE-S3) in AWS documentation.

Note: When encrypted files are renamed, they are de-encrypted and then re-encrypted with the encryption
settings algorithm of the client application performing the rename. If a client with encryption disabled
renames an encrypted file, the new file will be unencrypted.

Amazon offers a pay-per-use key management service, AWS KMS. This service can be used to encrypt data on S3
using keys which can be centrally managed and assigned to specific rolesand IAM accounts.

The AWS KMS can be used by S3 to encrypt uploaded data. When uploading data encrypted with SSE-KMS, the
named key that was used to encrypt the datais retrieved from the KM S service, and used to encode the per-object
secret which encrypts the uploaded data. To decode the data, the same key must be retrieved from KM S and used to
unencrypt the per-object secret key, which is then used to decode the actual file.
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KMS keys can be managed by an organization's administratorsin AWS, including having access permissions
assigned and removed from specific users, groups, and IAM roles. Only those "principals' with granted rightsto a
key may access it, hence only they may encrypt data with the key, and decrypt data encrypted with it. This allows
KMS to be used to provide a cryptographically secure access control mechanism for data stores on S3.

Note:

E AWSKMS serviceis not related to the Key Management Service built into Hadoop (Hadoop KMS). The
Hadoop KM 'S primarily focuses on managing keys for HDFS Transparent Encryption. Similarly, HDFS
encryption is unrelated to S3 data encryption.

Using server-side encryption with AWS KM S keys (SSE-KMS) | AWS

To enable SSE-KMS, the property fs.s3a.server-side-encryption-algorithm must be set to SSE-KMS in core-site.xml.

<property>
<nanme>f s. s3a. server - si de-encrypti on-al gorit hn/ name>
<val ue>SSE- KM5</ val ue>

</ property>

The ID of the specific key used to encrypt the data should also be set in the property fs.s3a.server-side-encryptio
n.key:

<property>

<name>f s. s3a. server - si de-encrypti on. key</ nane>

<val ue>arn: aws: kims: us- west - 2: 360379543683 key/ 071a86f f - 8881- 4ba0- 9230- 95af
6d01call</ val ue>

</ property>

If your account is set up set up with adefault KM S key and fs.s3a.server-side-encryption.key is unset, the default key
will be used.

Alternatively, organizations may define a default key in the Amazon KMS; if adefault key is set, then it will be used
whenever SSE-KMS encryption is chosen and the value of fs.s3a.server-side-encryption.key is empty.

Note: AWS Key Management Service (KMS) is pay-per-use, working with data encrypted viaKMS keys
B incurs extra charges during data |/O.

To learn more, refer to Protecting Data Using Server-Side Encryption with AWS KM S-Managed Keys (SSE-KMYS) in
the AWS documentation.

B Note: The AWSKMS key used must be in the same region as the S3 Bucket where the datais being
encrypted.

Note: The KMS key specified is only used when writing new data, or when renaming objects. When reading
E an existing object, whichever KM S key was used to encrypt the data is reused to decrypt it.

All 1AM roles which need to read data encrypted with SSE-KM S must have the permissions to decrypt using the
specific key the data was encrypted with: kms:Decrypt

All 1AM roles which need to both read and write data need the encrypt and decrypt permissions (encrypt-only
permission is not supported).

kms: Decr ypt
kms: Gener at eDat akey

If arole does not have the permissions to read data, it will fail with an java.nio.AccessDeniedException.
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Note: The renaming files require the permission to decrypt the data, asit is decrypted and then re-encrypted
asitiscopied. See AWS KMS API Permissions: Actions and Resources Reference for more detailson KMS
permissions.

In SSE-C, the client supplies the secret key needed to read and write data.

The same SSE-C key must be used on al clients reading or writing the data; this must be set client-side, in the hadoop
configuration.

For hadoop applications to work reliably, SSE-C with acommon key must be used exclusively within abucket if itis
to be used at all. Thisisthe only way to ensure that path and directory listings do not fail with "Bad Request” errors.

Using server-side encryption with customer-provided keys (SSE-C) | AWS

To use SSE-C, the configuration option fs.s3a.server-side-encryption-algorithm must be set to SSE-C, and a base-64
encoding of the key placed in fs.s3a.server-side-encryption.key.

<property>
<nanme>fs. s3a. server -si de-encryption-al gorit hng/ name>
<val ue>SSE- C</ val ue>

</ property>

<property>

<nanme>fs. s3a. server -si de-encrypti on. key</ nane>

<val ue>RE&Bgbnd0l Gv2ZXI gbh@nl HRoaXMya2V5l Ryl P0aGvyd2| zZSBzaGFy ZSBpdA==</
val ue>
</ property>

This property can be set in a Hadoop JCEKS credential file, which is significantly more secure than embedding
secretsin the XML configuration file.

Amazon S3 Client Side Encryption (S3-CSE) is used to encrypt data on the client side and then transmit it to S3
storage. The same encrypted data is transmitted to the client while reading and then decrypted on the client side.

S3-CSE uses AmazonS3EncryptionClientV 2.java as the Amazon S3 client. The encryption and decryption is done by
AWS SDK. Currently only the CSE-KM S method of client-side encryption is supported.

Previoudly, client-side encryption was unavailable due to the AWS S3 client padding uploaded objects with a 16 byte
footer. This meant that files were shorter when being read than when are listed them through any of the list API calls/
getFileStatus(). This broke many applications, including anything seeking near the end of afileto read afooter, as
ORC and Parquet do.

Thereis now aworkaround: compensate for the footer in listings when CSE is enabled.

*  When ligting files and directories, 16 bytes are subtracted from the length of all non-empty objects (greater than or
egual to 16 bytes).
« Directory markers MAY be longer than O bytes long.

The length of files when listed through the S3A client is now going to be shorter than the length of fileslisted with
other clients--including S3A clients where S3-CSE has not been enabled.

« Supports client-side encryption with keys managed in AWS KMS.
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» Encryption settings propagated into jobs through any issued delegation tokens.
» Encryption information stored as headers in the uploaded object.

« Performance will be reduced. All encrypt/decrypt is now being done on the client.

» Writing files may be slower, as only asingle block can be encrypted and uploaded at atime.
* Multipart Uploader API is disabled.

* S3 Select is not supported.

e Multipart uploads would be serial, and partSize must be a multiple of 16 bytes.

* Maximum message size in bytes that can be encrypted under this mode is 2*36-32, or ~64G, due to the security
limitation of AES/GCM as recommended by NIST.

To enable CSE-KMS, the property fs.s3a.server-side-encryption-algorithm must be set to CSE-KMS in core-site.xml.

e Generate an AWS KMS Key ID from the AWS console for your bucket, with the same region as the storage
bucket.

» |If already created, view the KM S key 1D following these steps.
* Set fs.s3aserver-side-encryption-algorithm=CSE-KMS.
*  Set fs.s3aserver-side-encryption.key=<KMS_KEY _ID>.

Note: If fs.s3a.server-side-encryption-algorithm=CSE-KMSis set, the fs.s3a.server-side-encryption.key=<K
MS KEY_ID> property must be set for S3-CSE to work.

<property>
<nanme>fs. s3a. server -si de-encrypti on-al gorit hng/ name>
<val ue>CSE- KM5</ val ue>
</ property>

<property>
<nanme>fs. s3a. server - si de-encrypti on. key</ nane>
<val ue>${ KMs_KEY_| D} </ val ue>

</ property>

S3A's per-bucket configuration mechanism can be used to configure the encryption mechanism and credentials for
specific buckets.

For example, to access the bucket called "production” using SSE-KM S with the key 1D arn:aws.kms:us-west-2:36
0379543683:key/071a86ff-8881-4baD-9230-95af 6d01call, the settings are as follows:

<property>
<nanme>f s. s3a. bucket . producti on. server-si de-encrypti on-al gorit hnk/ nane>
<val ue>SSE- KM5</ val ue>

</ property>

<property>

<name>f s. s3a. bucket . producti on. server - si de- encrypti on. key</ nane>

<val ue>arn: aws: kims: us- west - 2: 360379543683: key/ 071a86f f - 8881- 4ba0- 9230- 95
af 6d01ca0l</ val ue>
</ property>
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To guarantee that all data uploaded to a bucket is encrypted, it is possible to set a default encryption option for a
bucket in the AWS management console.

For more information, see Amazon S3 Default Encryption for S3 Buckets.

« Thisdoes not encrypt any data already stored in the bucket.
« S3A clients can till be configured to use a different encryption option if desired; thisis the default value to use if
no other policy was set.

A default encryption across a bucket offers significant benefits:

e |t guaranteesthat all clients uploading data have encryption enabled.

e It guarantees that when afileisrenamed, it will be re-encrypted, even if the client does not explicitly request
encryption.

« |If applied to an empty bucket, it guarantees that all future uploaded data in the bucket is encrypted.

We recommend selecting an encryption policy for a bucket when the bucket is created, and setting it in the bucket
policy. This stops misconfigured clients from unintentionally uploading unencrypted data, or decrypting data when
renaming files.

Server Side encryption slightly slows down performance when reading data from S3, both in the reading of data
during the execution of a query, and in scanning the files prior to the actual scheduling of work.

Amazon throttles reads and writes of S3-SSE data, which resultsin a significantly lower throughput than normal S3
10 requests. The default rate, 600 requests/minute, means that at most ten objects per second can be read or written
using SSE-KMS per second — across an entire hadoop cluster (or the entire customer account). The default limits
may be suitable during development — but in large scale production applications the limits may rapidly be reached.
Contact Amazon to increase capacity.

The S3A committers are three different committers used to commit work directly to Mapreduce and Spark. The
committers are enabled by default for Spark in Cloudera.

Amazon's S3 Object Store is not a filesystem: some expected behaviors of a filesystem are missing.
Some of the following aspects of S3 that are different from a filesystem are as follows:

« Directory listings are only eventually consistent.

» File overwrites and deletes are only eventually consistent: readers may get old data.

» Thereisno rename operation; it is mimicked in the S3A client by listing a directory and copying each file
underneath, one-by-one.

Because directory rename is mimicked by listing and then copying files the eventual consistency of both listing and
reading fails may result in incorrect data. And, because of the copying: it is slow.

The normal means by which Hadoop MapReduce and Apache Spark commit work from multiple tasksis through
renaming the output. Each task attempt writesto a private task attempt directory; when the task is given permission
to commit by the MapReduce Application Master or Spark Driver, thistask attempt directory is renamed into the
job attempt directory. When the job is ready to commit, the output of all the tasks is merged into the final output
directory, again by renaming files and directories.

Thisisfast and safe on HDFS and similar filesystems, and on object stores with rename operations, such as Azure
WASB. Thetime to commit work to S3 is proportional to the amount of data written. An operation which may work
well during development can turn out to be unusable in production.
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To address this, S3A committers were developed. They allow the output of MapReduce and Spark jobs to be written
directly to S3, with atime to commit the job independent of the amount of data created.

What Are the S3A Committers?

The S3A committers are three different committers which can be used to commit work directly to Map-reduce
and Spark. They differ in how they deal with conflict and how they upload data to the destination bucket —but
underneath they all share much of the same code.

They rely on a specific S3 feature: multipart upload of largefiles.
When writing alarge object to S3, S3A and other S3 clients use a mechanism called “Multipart Upload”.

The caller initiates a“ multipart upload request”, listing the destination path and receiving an upload ID to use in the
upload operations.

The caller then uploads the datain a series of HTTP POST requests, closing with afinal POST listing the blocks
uploaded.

The uploaded dataiis not visible until that final POST request is made, at which point it is published in asingle atomic
operation.

This mechanism is always used by S3A whenever it writes large files; the size of each part is set to the value of fs.s
3a.multipart.size

The S3A Committers use the same multipart upload process, but convert it into a mechanism for committing the work
of tasks because of a special feature of the mechanism: The final POST request does not need to be issued by the
same process or host which uploaded the data.

The output of each worker task can be uploaded to S3 as a multipart upload, but without issuing the final POST
reguest to complete the upload. Instead, all the information needed to issue that request is saved to a cluster-wide
filesystem (HDFS or potentially S3 itself)

When ajob is committed, thisinformation is loaded, and the upload completed. If aatask is aborted of fails: the
upload is not completed, so the output does not become visible. If the entire job fails, none of its output becomes
visible.

For further reading, see:

« HADOOP-13786: Add S3A committers for zero-rename commitsto S3 endpoints.
* S3A Committers: Architecture and |mplementation.
e A Zero-Rename Committer: Object-storage as a Destination for A pache Hadoop and Spark.

The Three Committers
The three different S3A committers are directory committer, partitioned committer, magic committer.

« Directory Committer: Buffers working data to the local disk, uses HDFS to propagate commit information from
tasks to job committer, and manages conflict across the entire destination directory tree.

« Partitioned Committer: Identical to the Directory committer except that conflict is managed on a partition-by-
partition basis. Thisallows it to be used for in-place updates of existing datasets. It is only suitable for use with
Spark.

e Magic Committer: Datais written directly to S3, but “magically” re-targeted at the final destination. Conflict is
managed across the directory tree. It requires a consistent S3 object store.

We currently recommend use of the “ Directory” committer: it is the simplest of the set, and by using HDFS to
propagate data from workers to the job committer, this makesit easier to set up.

Therest of the documentation only covers the Directory Committer: to explore the other options, consult the Apache
documentation.

In addition to fs.s3a.committer.name, two other core-site.xml configuration options are used to control where
intermediate is stored.
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A locationisin the local filesystem for buffering data

<property>

<nanme>f s. s3a. buf fer. di r </ nane>

<val ue>${ hadoop. t np. di r}/ s3a</ val ue>

<descri pti on>Comma separated list of directories that will be used to b
uffer file

upl oads to.</description>
</ property>

These directories will store the output created by all active tasks until each task is committed; the more worker
processes/spark worker threads a host can support, the more disk space will be needed. Multiple disks can be listed to
help spread the load, and recover from disk failure.

A location in the cluster's HDFS filesystem to share summary data about pending uploads.
<property>
<name>fs. s3a.conmmi tter. stagi ng.tnp. pat h</ nane>

<val ue>t np/ st agi ng</ val ue>
</ property>

Thesefiles are generally quite small: afew kilobytes per task.

Once the propertyfs.s3a.committer.name is set, Hadoop MapReduce jobs writing to paths using the s3a:// schema will
automatically switch to the new committers.

Jobs using any other filesystem as a destination will still use the normal file committer.

When working correctly, the only sign the new committers are in use isthat it should be faster to use S3 asa
destination of work.

Thereisastraightforward way to determine if a new committer was used: examine the _ SUCCESS file created in the
destination directory of aquery. With the origina file committer, thisis a zero-byte file. The new S3A committers all
write a JSON file describing the committer used, the files created and various diagnostics information.

Listing thisfile is enough to show whether an S3A committer was used:
hadoop fs -1s s3a://guarded-bucket/ dat aset s/ orc/_SUCCESS

If thisfileis of size 0. then no S3A committer was used. If thefile length is greater than zero, then an S3A committer
was used.

To see more details about the job commit operation, the file's contents can be printed.

hadoop fs -cat s3a://guarded-bucket/ dataset s/ orc/_SUCCESS

The S3A committers upload data in the tasks, completing the uploads when the job is committed.

Amazon AWS till bill you for all data held in this“pending” state. Y ou can use bucket lifecycle rules to automate the
cleanup of these jobs.

1. Gotothe AWS S3 console: https://s3.console.aws.amazon.com/.
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Find the bucket you are using as a destination of work.

Select the Management tab.

Select Add anew lifecyclerule.

Create arule “cleanup uploads’ with no filter, and without any “transitions”.
Configure an “Expiration” action of Clean up incomplete multipart uploads.
Select atime limit for outstanding uploads, such as 1 Day.

7. Review and confirm the lifecyclerule

Y ou need to select alimit of how long uploads can be outstanding. For Hadoop applications, thisis the maximum
time that either an application can write to the same file and the maximum time which ajob may take. If the
timeout is shorter than either of these, then programs are likely to fail.

Oncetheruleis set, the cleanup is automatic.

o r wD

o

The Apache documentation covers the full set of configuration options for the committers.

The S3A committers all support speculative execution.

For MapReduce, enable the following properties in the job:

mapr educe. map. specul ati ve true
mapr educe. r educe. specul ati ve true

For Spark, set the following configuration option:

spar k. specul ation true

When updating existing datasets, if anew file overwrites an existing file of the same name, S3's eventual consistency
on file updates means that the old data may still be returned.

To avoid this, unique filenames should be used when creating files. The property fs.s3a.committer.staging.unique-file
names enables this.

<property>
<nanme>fs. s3a. commi tter. stagi ng. uni que-fil enane</ name>
<val ue>t rue</ val ue>

</ property>

It is set to true by default; you only need to disableit if you explicitly want newly created files to have the same name
as any predecessors.

When an individual job writes many files to S3, the time to commit the job can increase.

It can be speeded up by increasing the value of fs.s3a.committer.threads>. However, the value of fs.s3a.connectio
n.maximum must be at least this size otherwise the limit on the number of parallel uploadsis till limited.

<pr operty>
<nanme>fs.s3a.conmitter.threads</ name>
<val ue>8</ val ue>

</ property>

<property>
<nane>fs. s3a. connecti on. maxi nunx/ nane>
<val ue>15</ val ue>

</ property>
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There are afew security considerations when using the S3A committers.
S3 Bucket Permissions

To use an S3A committer, the account/role must have the same AWS permissions as heeded to writeto the
destination bucket.

The multipart upload list/abort operations may be a new addition to the permissions for the active role.
Local Filesystem Security

All the committers use the directories listed in fs.s3a.buffer.dir to store staged/buffered output before uploading it to
S3.

To ensure that other processes running on the same host do not have access to this data, unique paths should be used
per-account.

This requirement holds for al applications working with S3 through the S3A connector.
HDFS Security

The directory and partitioned committers use HDFS to propagate commit information between workers and the job
committer.

These intermediate files are saved into a job-specific directory under the path ${ fs.s3a.committer.staging.tmp.path}/
${user} where ${user} isthe name of the user running the job.

The default value of fs.s3a.committer.staging.tmp.path is tmp/staging, Which will be converted at run time to a path
under the current user's home directory, essentially /user/${ user} /tmp/staging/${ user} /.

Provided the user's home directory has access restricted to trusted accounts, this intermediate datawill be secure.

If the property fs.s3a.committer.staging.tmp.path is changed to a different location, then this path will need to be
secured to protect pending jobs from tampering.

Note: Thisintermediate data does not contain the output, merely the listings of all pending files and the MD5
Ij checksums of each block.

The S3A committers will work with any object store which implements the AWS S3 protocols.

The directory committer requires a consistent cluster filesystem to propagate commit information from the worker
processes to the job committer. Thisis normally done in HDFS.

If the third-party object storeis consistent, then it may also be used as the cluster filesystem. Set fs.s3a.committer.sta
ging.tmp.path to a chosen path in the store.

There are limitations of the S3A committers associated with custom file output formats, MapReduce API output
format, and non-availability of Hive support.

Output formats which implement their own committers do not automatically switch to the new committers. If such
a custom committer relies on renaming files to commit output, then it will depend on a consistent view of the object
store, and take time to commit output proportional to the amount of data and the number of files.

To determineif thisis the case, find the subclass of org.apache.hadoop.mapreduce.lib.output.FileOutputFormat which
implements the custom format, to seeif it subclasses the getOutputCommitter() to return its own committer, or hasa
custom subclass of org.apache.hadoop.mapreduce.lib.output.FileOutputCommitter.
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It may be possible to migrate such a committer to support store-specific committers, as was done for Apache Parquet
support in Spark. Here a subclass of Parquet's ParquetOutputCommitter was implemented to delegates all operations
to the real committer.

Only the MapReduce V2 APIs underorg.apache.hadoop.mapreduce support the new committer binding mechanism.
The V1 APIs under the org.apache.hadoop.mapred package only bind to the file committer and subclasses. The vl
APIs date from Hadoop 1.0 and should be considered obsolete. Please migrate to the v2 APIs, not just for the new
committers, but because the V2 APIs are still being actively developed and maintained.

Thereis currently no Hive support for the S3A committers.

The Apache documentation contains information about troubleshooting the committers.

The primary issue which surfacesis actually programs not switching to the new committers. There are three common
reasons for this.

« The configuration settings to switch to the new committer are not being picked up. Thisis particularly commonin
Spark, which is harder to set up.
e Theprogram isusing the older V1 MapReduce APIs. Fix: switch to the V2 API.

e The output format the program uses is explicitly creating its own committer. This can only be fixed by modifying
the program.

To help debug Spark's configuration, there is an option which can be set to forcibly fail the spark query if the path
output committer is used. However, the file committer is being returned.

spar k. hadoop. pat hout putconmit.reject.fil eoutput true

Thereis aso the blunt-instrument approach of causing the original output committer to crash with an invalid
configuration.

spar k. hadoop. mapr educe. fil eout putconmitter. al gorithm version 3

This (invalid) option ensures that if the original file committer is used, it will raise an exception.

To enable low-level logging of the committers, set the log-level of the package org.apache.hadoop.fs.s3a.commit to
DEBUG. With Log4J, this can be onein log4j.properties:

| og4j . | ogger. org. apache. hadoop. fs. s3a. comm t =DEBUG

The security and permissions model of Amazon S3 is very different from this of a UNIX-style filesystem: on Amazon
S3, operations which query or manipulate permissions are generally unsupported. Operations to which this applies
include: chgrp, chmod, chown, getfacl, and setfacl. The related attribute commands getfattr andsetfattr are also
unavailable.

In addition, operations which try to preserve permissions (for example fs-put -p) do not preserve permissions.

Although these operations are unsupported, filesystem commands which list permission and user/group details
usually simulate these details. As a consequence, when interacting with read-only object stores, the permissions found
in“list” and “stat” commands may indicate that the user has write access — when they do not.
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Amazon S3 has a permissions model of its own. This model can be manipulated through store-specific tooling. Be
aware that some of the permissions which can be set — such aswrite-only paths, or various permissions on the root
path — may be incompatible with the S3A client. It expects full read and write access to the entire bucket with trying
to write data, and may fail if it does not have these permissions.

As an example of how permissions are simulated, hereis alisting of Amazon's public, read-only bucket of Landsat
images:

$ hadoop fs -1s s3a://I|andsat - pds/
Found 10 itens
drwxrwxrwx - nmapred 0 2016-09-26 12:16 s3a://| andsat-pds/ L8

-rwrwrw 1 nmapred 23764 2015-01-28 18: 13 s3a://l andsat - pds/i ndex. ht n
drwxrwxrwx - mapred 0 2016-09-26 12: 16 s3a://| andsat - pds/| andsat - pds_stats
-rwrwrw 1 mapred 105 2016-08-19 18: 12 s3a://| andsat - pds/robot s. t xt
-rwrwrw 1 mapred 38 2016-09-26 12:16 s3a:/ /Il andsat-pds/run_info.json
drwxrwxrwx - mapred 0 2016-09-26 12:16 s3a://| andsat - pds/runs

-rwrwrw 1 nmapred 27458808 2016-09-26 12: 16 s3a://landsat-pds/scene_li st.
gz

drwxrwxrwx - mapred 0 2016-09-26 12: 16 s3a://| andsat-pds/tarq
drwxrwxrwx - mapred 0 2016-09-26 12: 16 s3a://| andsat-pds/tarqg_corrupt
drwxrwxrwx - mapred 0 2016-09-26 12:16 s3a://| andsat - pds/t est

The following is evident from the examples:

» All filesarelisted as having full read/write permissions.

« All directories appear to have full rwx permissions.

e Thereplication count of all filesis"1".

« The owner of all files and directoriesis declared to be the current user (mapred).

e Thetimestamp of all directoriesis actualy that of the time the -Is operation was executed. This is because these

directories are not actual objectsin the store; they are simulated directories based on the existence of objects under
their paths.

When an attempt is made to delete one of the files, the operation fails — despite the permissions shown by the Is
command:

$ hadoop fs -rms3a://l andsat - pds/ scene_list.gz

rm s3a://landsat-pds/scene |ist.gz: delete on s3a://landsat-pds/scene_li st.
gz:

com amazonaws. servi ces. s3. nodel . AmazonS3Excepti on: Access Denied (Service: A
mazon S3;

St at us Code: 403; Error Code: AccessDeni ed; Request |D: 1EF98D5957BCAB3D),

S3 Ext ended Request |ID: wi 3veOXFuFqWBUCIgV3Z+NQVj 9gWgZVdXl PUAKBbYMswW gA+hyh
RXcaQ+PogQOsDgHh31H TCebQ=

This demonstrates that the listed permissions cannot be taken as evidence of write access. Only object manipulation
can determine this.

The S3A connector can be configured to export the HT TP etag of an object as a checksum, by setting the option fs.s
3a.etag.checksum.enabled to true. When unset (the defaut), S3A objects have no checksum.

$ hadoop fs -touchz s3a://hwdev-bucket/src/ sonet hing. t xt
$ hadoop fs -checksum s3a://hwdev-bucket/src/sonet hi ng. t xt
s3a: // hwdev- bucket/ src/ sonet hi ng. t xt NONE
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Once set, S3A objects have a checksum which is created on upload.

$ hadoop fs -Dfs.s3a.etag. checksum enabl ed=true -checksum s3a://hwdev-bucket
/ src/ somet hi ng. t xt

s3a: // hwdev- bucket/src/sonet hing.txt etag 6434316438636439386630306232303
465393830303939386563663834323765

This checksum is not compatible with that or HDFS, so cannot be used to compare file versions when using the -upd
ate option on DistCp between S3 and HDFS. More specifically, unless -skipcrccheck is set, the DistCP operation will
fail with a checksum mismatch. However, it can be used for incremental updates within and across S3A buckets.

$ hadoop distcp -Dfs.s3a. etag. checksum enabl ed=true --update s3a://hwdev-buc
ket/src s3a://hwdev-bucket/ dest

$ hadoop fs -Dfs.s3a. etag. checksum enabl ed=true -checksum s3a://hwdev- bucke
t/ dest/ sonet hi ng. t xt

s3a: // hwdev- bucket/src/sonet hing.txt etag 643431643863643938663030623230346
5393830303939386563663834323765

As the checksums match small files created as a single block, incremental updates will not copy unchanged files.
For large files uploaded using multiple blocks, the checksum values may differ in which case the source file will be
copied again.

All S3A client options are configured with options with the prefix fs.s3a.

For information about the S3A configuration properties, see General S3A client configuration.

AWS S3 supports "Versioning" in buckets, where the bucket is configured to save older versions of objects. When an
object is overwritten (or even deleted), the old version can be accessed when arequest is made for the object using the
original version ID.

For more information, see Using Versioning.
The S3A connector supports versioning in the following ways:

*  When afileis opened for reading, the version ID of that fileis recorded, and then for the duration of the file read
(seconds, minutes, hours...) only that version of the datais read. Even if the file is overwritten, the single ongoing
file read will always read the original data.

« When afileis copied (asin arename operation), the version ID is used to guarantee that even if the sourcefileis
overwritten, the copied file will be the original version.

* It can be used as an alternative to moving deleted files to a trash location: simply delete the files and then recover
them later. Note: The S3A connector does not provide arecovery tool.

The following are some issues you must be aware of when using versioning:

e Too many S3 Tombstone markers from deleted objects will slow down directory listings, and can result in clients
being throttled (https://docs.aws.amazon.com/A mazonS3/l atest/dev/troubl eshooti ng.html#troubl eshooting-by-
symptom-increase-503-reponses )

» Oldversions of filesare till billed for. That means files overwritten by new versions are still billed by the
megabyte until the previous  versions are permanently deleted.

»  While working with Hive managed or externa table directories, staging directories are created for each table
or partition every time they are queried. These staging directories are deleted after the query is complete, but
copies are kept. Cloudera recommends to add appropriate S3 lifecycle rule to remove the copies (created due to
versioning) after aperiod of time.
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To keep costs down and minimize performance problems, we recommend having alifecycle rule on the bucket which
deletes older versions of files after a number of days. This can be done from the Management tab of the AWS S3
console.

Here is an example policy which deletes all versions of objects which were overwritten more than aweek previously,
while also cleaning up tombstone markers and incompl ete file uploads:

Lifecycle rule X

Configure expiration

B Cument version Previous versions

Permanently delete previous versions

After days from becoming a previous version

Clean up expired object delete markers and incomplete multipart
uploads

Clean up expired object dalste markera

Clean up incomplete multipart uploads

After 2 RN from start of upload

-

Working with Third-party S3-compatible Object Stores

The S3A Connector can work with third-party object stores; some vendors test the connector against their stores —
and even actively collaborate in developing the connector in the open source community.

Note: Clouderateststhe S3A Connector only for use with AWS S3. Third-party object store vendors are
E responsible for the integration testing of the connector with their object store solutions.
Y ou must configure the S3A connector in Cloudera Manager to be able to use it with third-party objects stores.

1. Loginto ClouderaManager, and select your cluster.
2. Select the Configuration tab.
3. Search for Cluster-wide Advanced Configuration Snippet (Safety Valve) for core-site.xml.
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4. Usethe + button to add each of the following configuration parameter and provide its value.
5. Click Save, and restart the service.

fs.s3a.endpoint (the hostname of the S3 Store)
fs.s3a.endpoint.region Specify the AWS region for the region.

fs.s3a path.style.access true

fs.s3a.signing-algorithm If the default signing mechanism is rejected, ancther

mechanism may work from: "QueryStringSignerType",
"S3SignerType", "AWS3SignerType", "AWSASignerType",
"AWSAUnsignedPayloadSignerType" and "NoOpSignerType".

fs.s3a.connection.ssl.enabled Set to "false” if HTTPis used instead of HTTPS
fs.s3amultiobjectdel ete.enable Set to "false” if bulk delete operations are not supported.
fs.s3alist.version Set to "1" if thelist directories with the default "2" option failswith an

error.

The following aspects must be considered when using using S3 connector with third-party object stores:

e Third-party object stores are generally consistent. The S3A Committers will still offer better performance, and
should be used for MapReduce and Spark.

» Except for versions of HBase specifically designed to work with S3 storage, HBase must not use s3a:// paths for
HBase storage.

» S3can not be used as areplacement for HDFS as the cluster filesystem in Cloudera. S3 can be used as a source
and destination of work.

» Encryption may or may not be supported, refer to the documentation of the third-party object store.

e Security permissions are likely to be implemented differently from the IAM role mode —again, refer to the
documentation of the third-party object store to see what is available.

Y ou can consider various options for improving performance when working with data stored in Amazon S3.

The bandwidth between the Cloudera cluster and Amazon S3 is the upper limit to how fast data can be copied into S3.
The further the Cloudera cluster is from the Amazon S3 installation, or the narrower the network connection is, the
longer the operation will take. Even a Cloudera cluster deployed within Amazon's own infrastructure may encounter
network delays from throttled VM network connections.

Network bandwidth limits notwithstanding, there are some options which can be used to tune the performance of an
upload:

» Working with S3 buckets in the same AWS region on page 26
» Configuring and tuning S3A block upload on page 27

A foundational step to getting good performance is working with buckets close to the Hadoop cluster, where "close"
is measured in network terms.

Maximum performance is achieved from working with S3 buckets in the same AWS region as the cluster. For
example, if your cluster isin North Virginia ("US East"), you will achieve best performance if your S3 bucket isin
the same region.

In addition to improving performance, working with local buckets ensures that no bills are incurred for reading from
the bucket.
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Because of the nature of the S3 object store, data written to an S3A OutputStream is not written incrementally —
instead, by default, it is buffered to disk until the stream is closed in its close() method. This can make output slow
because the execution time for OutputStream.close() is proportional to the amount of data buffered and inversely
proportional to the bandwidth between the host to S3; that is O(data/lbandwidth).

Other work in the same process, server, or network at the time of upload may increase the upload time.

In summary, the further the processis from the S3 store, or the smaller the EC2 VM is, the longer it will take
complete the work. This can create problems in application code:

« Code often assumes that the close() call isfast; the delays can create bottlenecks in operations.

« Very slow uploads sometimes cause applications to time out - generally, threads blocking during the upload stop
reporting progress, triggering timeouts.

« Streaming very large amounts of data may consume all disk space before the upload begins.

When dataiswritten to S3, it is buffered locally and then uploaded in multi-Megabyte blocks, with the final upload
taking place asthefileis closed.

The following major configuration options are available for the S3A block upload options. These are used whenever
dataiswrittento S3.

fs.S3amultipart.size 100M Definesthe size (in bytes) of the blocks into
which the upload or copy operations will be
split up. A suffix from the set {K,M,G,T,P}
may be used to scale the numeric value.

fs.s3afast.upload.active.blocks 8 Defines the maximum number of blocks
asingle output stream can have active
uploading, or queued to the central FileSystem
instance's pool of queued operations. This
stops a single stream overloading the shared
thread pool.

fs.s3abuffer.dir Empty value A comma separated list of temporary
directories use for storing blocks of data prior
to their being uploaded to S3. When unset
(by default), the Hadoop temporary directory
hadoop.tmp.dir is used.

fs.s3a fast.upl oad.buffer disk The fs.s3afast.upload.buffer determines the
buffering mechanism to use when uploading
data.

Allowed values are: disk, array, bytebuffer:

e (default) "disk" will use the directories
listed in fs.s3a.buffer.dir as the location(s)
to save data prior to being uploaded.

e Marray" usesarraysin the VM heap.

*  "bytebuffer" uses off-heap memory within
the VM.

Both "array" and "bytebuffer" will consume
memory in asingle stream up to the number
of blocks set by: fs.s3amultipart.size*  fss
3afast.upload.active.blocks. If using either of
these mechanisms, keep this value low.

The total number of threads performing work
across al threadsiis set by fs.s3athreads.max,
with fs.s3amax.total .tasks val ues setting the
number of queued work items.

Note that:
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« |If the amount of datawritten to a stream is below that set in fs.s3a.multipart.size, the upload takes place after the
application has written al its data.

* Themaximum size of asinglefilein S3 is one thousand blocks, which, for uploads means 10000 * fs.s3amulti
part.size. Too A small value of fs.s3a.multipart.size can limit the maximum size of files.

« Incrementa writes are not visible; the object can only be listed or read when the multipart operation completesin
the close() call, which will block until the upload is completed.

Thisisthe default buffer mechanism. The amount of data which can be buffered islimited by the amount of available
disk space.

When fs.s3a.fast.upload.buffer is set to "disk”, all datais buffered to local hard disks prior to upload. This minimizes
the amount of memory consumed, and so eliminates heap size as the limiting factor in queued uploads.

When fs.s3a.fast.upload.buffer is set to "bytebuffer", all datais buffered in "direct" ByteBuffers prior to upload. This
may be faster than buffering to disk in cases such as when disk spaceis small there may not be much disk spaceto
buffer with (for example, when using "tiny" EC2 VMs).

The ByteBuffers are created in the memory of the VM, but not in the Java Heap itself. The amount of datawhich can
be buffered is limited by the Java runtime, the operating system, and, for YARN applications, the amount of memory
regquested for each container.

The slower the upload bandwidth to S3, the greater the risk of running out of memory — and so the more careis
needed in tuning the upload thread settings to reduce the maximum amount of data which can be buffered awaiting
upload.

When fs.s3a.fast.upload.buffer is set to "array"”, all datais buffered in byte arraysin the JVM's heap prior to upload.
This may be faster than buffering to disk.

The amount of data which can be buffered is limited by the available size of the VM heap heap. The slower the
write bandwidth to S3, the greater the risk of heap overflows. This risk can be mitigated by tuning the upload thread
settings.

Both the array and bytebuffer buffer mechanisms can consume very large amounts of memory, on-heap or off-heap
respectively. The disk buffer mechanism does not use much memory up, but it consumes hard disk capacity.

If there are many output streams being written to in a single process, the amount of memory or disk used isthe
multiple of all streams' active memory and disk use.

Y ou may need to perform careful tuning to reduce the risk of running out memory, especialy if the datais buffered in
memory. There are anumber parameters which can be tuned:

fs.s3a.fast.upload.active.blocks 4 Maximum number of blocks a single output
stream can have active (uploading, or queued
to the central FileSystem instance's pool of
queued operations). This stops a single stream
overloading the shared thread pool.

fs.s3athreads.max 10 The total number of threads available in
the filesystem for data uploads or any other
queued filesystem operation.

fs.s3amax.total .tasks 5 The number of operations which can be
queued for execution
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Default Value Description

fs.s3athreads.keepalivetime 60 The number of seconds a thread can beidle
before being terminated.

When the maximum allowed number of active blocks of asingle stream is reached, no more blocks can be uploaded
from that stream until one or more of those active block uploads completes. That is, awrite() call which would trigger
an upload of anow full datablock will instead block until thereis capacity in the queue.

Consider the following:

» Asthe pool of threads set in fs.s3athreads.max is shared (and intended to be used across al threads), alarger
number here can allow for more parallel operations. However, as uploads require network bandwidth, adding
more threads does not guarantee speedup.

» The extra queue of tasks for the thread pool (fs.s3a.max.total.tasks) covers all ongoing background S3A
operations.

« When using memory buffering, a small value of fs.s3a.fast.upload.active.blocks limits the amount of memory
which can be consumed per stream.

*  When using disk buffering, alarger value of fs.s3afast.upload.active.blocks does not consume much memory. But
it may result in alarge number of blocks to compete with other filesystem operations.

We recommend alow value of fs.s3a.fast.upload.active.blocks — enough to start background upload without
overloading other parts of the system. Then experiment to see if higher values deliver more throughput — especially
from VMs running on EC2.

Optimizing S3A read performance for different file types

The S3A filesystem client supports the notion of input policies, similar to that of the POSIX fadvise() API call. This
tunes the behavior of the S3A client to optimize HTTP GET reguests for reading different filetypes. To optimize
HTTP GET requests, you can take advantage of the S3A input policy option fs.s3a.experimental .input.fadvise.

Policy Description

"normal” This starts off as"sequential": it asks for the wholefile. As soon as

the application tries to seek backwards in the file it switchesinto
"random" 1O mode. Thisis not quite as efficient for Random 10 as

the "random" mode, because that first read may have to be aborted.
However, because it is adaptive, it is the best choice if you do not know
the data formats which will be read.

"sequential" (default) Read through the file, possibly with some short forward seeks.

The whole document is requested in asingle HTTP request; forward
seeks within the readahead range are supported by skipping over the
intermediate data.

This leads to maximum read throughput, but with very expensive
backward seeks.

“random” Optimized for random 10, specifically the Hadoop
“PositionedReadable’ operations — though “seek(offset);
read(byte_buffer)” also benefits.

Rather than ask for the wholefile, the range of the HTTP request is set
to that of the length of data desired in the “read” operation - rounded up
to the readahead value set in “setReadahead()” if necessary.

By reducing the cost of closing existing HT TP requests, thisis highly
efficient for file 10 accessing a binary file through a series of Posi
tionedReadabl e.read() and PositionedReadable.readFully() calls.
Sequential reading of afileis expensive, as now many HTTP requests
must be made to read through thefile.

For operations simply reading through afile (copying, DistCp, reading gzip or other compressed formats, parsing .csv
files, and so on) the sequential policy is appropriate. Thisisthe default, so you do not need to configureit.
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For the specific case of high-performance random access 10 (for example, accessing ORC files), you may consider
using the random policy in the following circumstances:

» Dataisread using the PositionedReadable API.

e Therearelong distance (many MB) forward seeks.

« Backward seeks are aslikely as forward seeks.

e Thereislittle or no use of single character read() calls or small read(buffer) calls.

» Applications are running close to the Amazon S3 data store; that is, the EC2 VMs on which the applications run
are in the same region as the Amazon S3 bucket.

Y ou must set the desired fadvise policy in the configuration option fs.s3a.experimental .input.fadvise when the
filesystem instance is created. It can only be set on a per-filesystem basis, not on a per-file-read basis. Y ou can set it
in core-sitexml:

<property>
<nanme>f s. s3a. experi mental . i nput . f advi se</ name>
<val ue>r andonx/ val ue>

</ property>

Or, you can set it in the spark-defaults.conf configuration of Spark:
spar k. hadoop. fs. s3a. experi nental . i nput . fadvi se random

Be aware that this random access performance comes at the expense of sequential 10 — which includes reading files
compressed with gzip.

The Hadoop Vectored IO API allowsfile formats like ORC and Parquet to fetch a set of datarangesin asingle
operation instead of issuing individual read calls for each range.

The Hadoop Vectored 1O is an asynchronous API that enables the libraries to perform other tasks while waiting for
the data. Different implementations of the Hadoop Vectored IO can support additional optimizations such as merging
close-by data ranges and fetching data ranges in parallel from remote cloud storage. This resultsin a faster and more
efficient dataretrieval from cloud storage. The S3A connector offers a customized implementation that enables
parallel and asynchronous reading of different data blocks.

Y ou can enable Hadoop Vectored 10 using hive.exec.orc.use.hadoop-vectored.api=true for Hive on ORC queriesi,
and parquet.hadoop.vectored.io.enabled=true for Spark on Parquet queries.

The S3A filesystem supports implementation of readV ectored API using the client to provide alist of file rangesto
read, which returns a future read object associated with each range. For more information about the readV ectored
API, see the FSDatal nputStream specification and specification and Hadoop Vectored |O: your data just got faster!
article.

The following configurations can be used to optimize vectored reads based on the client requirements:

fs.s3a.vectored.read.min.seek.size 4K Smallest reasonable seek in bytes to group
ranges together during vectored read
operation.

fs.s3a.vectored.read.max.merged.size M Largest merged read size in bytes to group

ranges together during vectored read.

Setting this value to O disables merging of
ranges.
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fs.s3a.vectored.active.ranged.reads 4 Maximum number of range reads asingle
input stream can have active (downloading, or
queued) to the central FileSystem instance's
pool of queued operations.

This stops a single stream overloading the
shared thread pool

FSDatal nputStream
Hadoop Vectored |O: your data just got faster!

There are various types of checklists that you can use to ensure optimal performance when working with datain S3.
Checklist for Data

* [] Amazon S3 bucket isin same region as the EC2-hosted cluster.

e [] Thedirectory layout is"shallow". For directory listing performance, the directory layout prefers "shallow"
directory trees with many files over deep directory trees with only afew files per directory.

e [] The"pseudo" block size set in fs.s3a.block.size is appropriate for the work to be performed on the data.
e [] Copy to HDFS any data that needs to be repeatedly read to HDFS.

Checklist for Cluster Configurations
» [ ] Set yarn.scheduler.capacity.node-locality-delay to 0 to improve container launch times.
Checklist for Code

* [] Application does not make rename() calls. Where it does, it does not assume the operation isimmediate.
* [] Application does not assume that delete() is near-instantaneous.

« [ ] Application uses FileSystem.listFiles(path, recursive=true)  to list adirectory tree.

« [] Application prefers forward seeks through files, rather than full random 10.

e []If making "random" 10 through seek() and read() sequences or and Hadoop's PositionedReadable API, fs.s3a.e
xperimental.input.fadvise is set to random.

It can be a bit troublesome to get the S3A connector to work, with classpath and authentication being the usual trouble
spots. Use the tips provided in the following links to troubleshoot errors.

S3: https://aws.amazon.com/premiumsupport/knowledge-center/

Encrypting Dataon S3

The Cloudera platform allows you to configure access from a cluster to Google Cloud Storage (GCS) in order to
access cloud data
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Configuring Access to Google Cloud Storage

Access to Google Cloud Storage can be configured separately for each cluster by providing the service account email
address.

Access from a cluster to a Google Cloud Storage is possible through a service account. Configuring access to Google
Cloud Storage involves the following steps.

Table 2: Overview of Configuring Access to Google Cloud Storage

Step Consider ations

Creating a service account on Google Cloud Platform and generating a Y ou may need to contact your Google Cloud Platform admin in

key associated withiit. order to complete these steps.

« If you aready have a service account, you do not need to perform
these steps as long as you are able to provide the service account
key. If you have a service account but do not know the service
account key, you should be able to generate a new key.

Creating arole on Google Cloud Platform with sufficient permissions |«  you may need to contact your Google Cloud Platform adminin

to access storage buckets. order to complete these steps.

» Thisisaonetime operation, and the same role can be used across
different service accounts and storage buckets.

Modifying permissions of the Google Cloud Storage bucket so that you |« Y ou may need to contact your Google Cloud Platform admin in

can access it by using your service account key. order to complete these steps.

* \You should perform these steps for each bucket that you want to
access.

e Youdo not need to perform these steps if your service account has
project-wide access to all buckets on the account.

Configuring credentials via Cloudera Manager. «  These configuration steps are appropriate for a single-user cluster.
*  Only one configuration per cluster is recommended; that is,
you should use one service account per cluster. If required, it is
possible to use multiple service accounts with the same cluster; in
that case, each job-specific configuration should be changed to use
the desired service account.

Create a GCP Service Account

Y ou must create a Google Cloud Platform service account and generate an access key (in the JSON format). If you
are using a corporate GCP account, it islikely that only your GCP admin can perform these steps. Example steps are
described below.

These steps assume that you have a Google Cloud Platform account. If you do not have one, you can create it at
https:.//consol e.cloud.google.com.

Steps

1. Inthe Google Cloud Platform web console, navigate to IAM & admin Service accounts:
2. Click +Create Service Account.
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3. Provide the following information:

a. Under Service account name, provide some name for your service account.
b. Under Role, select the project-level roles that the account should have.
¢. Check Furnish anew private key and select JSON.

Create service account

Service account name Role

domi-test Compute Image .. ~

Service account D

domi-test @siq-haas.iam.gserviceaccount.com (3

[+ Furnish a new private key

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

® JSONM
Recommended

P12
For backward compatibility with code using the P12 format

Enable G Suite Domain-wide Delegation
Allows this service account to be authorized to access all users' data an a G Suite

domain without manual authorization on their part. Learn more

CANCEL | CREATE

4. Click Create and the file containing the key will be downloaded onto your machine. The name of the key fileis
usually long and contains spaces, so you may want to rename the file.

Later you will need to place this key on your cluster nodes.

Create a Custom Role

Specific permissions are required for the Google Cloud Storage Connector to access buckets. This set of permissions
is the combination of the permissions associated with the existing Google Cloud IAM Role called " Storage Object
Admin" and the Google Cloud IAM Permission called "storage.buckets.get”.

1. Inthe Google Cloud Platform web console, navigateto IAM & admin > Roles
2. Click on +Create Role.
3. Provide the following:

e Enter atitle under Title
e Enter the ID under ID
« Under Role launch stage select General Availability
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4. Click on Add Permissions and add the following permissions:

 storage.bucket.get

« dtorage.objects.create

« storage.objects.delete

» storage.objects.get
 storage.objects.getlamPolicy
» storage.objectslist

« storage.objects.setlamPolicy
» storage.objects.update

Add permissions
Filter permissions by role -
+ CEEEED D x @ m
B  Permission 4 Status
storage buckets get Supported
D storage buckets getlamPolicy Supported
storage objects.create Supported
storage objects.delete Supported
storage objects.get Supported
storage objects.getlamPolicy Supported
storage objects list Supported
storage objects.setlamPolicy Supported
storage objects.update Supported
CANCEL “

5. Once done adding permissions, click on Create.
After performing these steps, a new role will be created.

Modify GCS Bucket Permissions

You or your GCP admin must set the bucket permissions so that your service account has access to the bucket that
you want to access from the cluster. The lAM role created in the previous step, is the minimum role required to access
the cluster. Example steps are described below.

1. Inthe Google Cloud Platform web console, navigate to Storage > Browser.
2. Find the bucket for which you want to edit permissions.

3. .
Click the * and select Edit bucket permissions:

4. Inthe Permissionstab set the bucket-level permissions:

e Click on Add members and enter the service account created earlier.
e Under Roles, select the IAM role created in the previous step. The role should be available under Custom.




Cloudera Runtime Working with Google Cloud Storage

5. When done, click Add.

PERMISSIONS LABELS

To grant access to your bucket, add members and assign |dentity and
Access Management (lAM) roles to specify their level of access. Multiple
roles allowed.

You can no longer set ACLs in the console to manage access. To learn
how |AM and ACLs are related, see the documentation.

Add members

domi-test@sig- Select a role hd Add
haas.iam.gserviceaccount.com
Selected
Search members
Cloud Build b
Filter by name
4 , Custom 3
domitestgep
Dataflow b
Cloud Build Service Account (1 m Dataproc , v
Can perform builds
AN b
) _ Storage »
Security Reviewer (1 member) v
. . . Storage Legacy b
Security reviewer role, with permission
Manage roles
Storage Admin (16 members) v
Full control of GCS resources. *

After performing these steps, the bucket-level permissions will be updated.

Configure Access to GCS from Your Cluster
After obtaining the service account key, perform these steps on your cluster. The steps below assume that your
service account key is called google-access-key.json. If you choose a different name, make sure to update the
commands accordingly.
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1. In Cloudera Manager Ul, set the following three properties under hdfs core-site.xml. Navigate to Clusters > HDFS
> Configuration > Advanced > Add property under Cluster-wide Advanced Configuration Snippet (Safety Valve)
for core-sitexml.

» Set the following properties: fs.gs.auth.service.account.email=<VALUE1> fs.gs.auth.service.accou
nt.private.key.id=<VALUE2> fs.gs.auth.service.account.private.key=<VALUE3> Y ou can obtain the
values for these parameters as follows:

fs.gs.auth.service.account.email The client_email field extracted from the credential's JSON file.
fs.gs.auth.service.account.private.key.id The private_key_id field extracted from the credential's JSON file.
fs.gs.auth.service.account.private.key The private_keyfield extracted from the credential's JSON file.

The JSON key file downloaded in the previous step isin plain text. Open thefile in your favorite text editor to
extract the relevant values needed in the above configuration.

B Note: For enhanced security, these values can aso be configured using Hadoop Credential Provider.

» Configurethe following propertiesif they're not aready set by Cloudera Manager fs.gs.working.dir=/ fs
.gs.path.encoding=uri-path

Note: Setting fs.gs.working.dir configures the initial working directory of a GHFS instance. This
should always be set to /", Setting fs.gs.path.encoding sets the path encoding to be used, and allows
for spaces in the filename. This should always be set to "uri-path".

2. Savethe configuration change and restart affected services. Additionally - depending on what services you are
using - you must restart other services that access cloud storage such as Spark Thrift Server, HiveServer2, and
Hive Metastore; These will not be listed as affected by Cloudera Manager, but require arestart to pick up the
configuration changes.

3. Test access to the Google Cloud Storage bucket by running afew commands from any cluster node. For example,
you can use the command listed below (replace “ mytestbucket” with the name of your bucket): hadoop fs -Is gs.//
mytestbucket/

After performing these steps, you should be able to start working with the Google Cloud Storage bucket(s).

The Intermediate Manifest committer is a high performance committer for Spark work that provides performance
on ABFS for real world queries, and performance and correctness on GCS. It also works with other filesystems,
including HDFS. However, the design is optimized for object stores where listing operatons are slow and expensive.

The only committer of work from Spark to Azure ADLS Gen 2 "abfs//" storage that is safe to useisthe "v1 file
committer.”

Thisis"correct” in that if atask attempt fails, its output is guaranteed not to be included in the final out. The "v2"
commit algorithm cannot meet that guarantee, which iswhy it is no longer the default.

But the v1 file committer is slow, especially on jobs where deep directory trees of output are used. Thisis due to lack
of any instrumentation in the FileOutputCommitter. Stack traces of running jobs generally show rename(), though list
operations do surface too.

On GCS, neither the v1 nor v2 algorithm are safe because the Google filesystem doesn't have the atomic directory
rename which the v1 algorithm requires.

A further issue is that both Azure and GCS storage may encounter scale issues with deleting directories with many
descendants. This can trigger timeouts because the FileOutputCommitter assumes that cleaning up after thejobisa
fast call to delete(”_temporary”, true).
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The Manifest Committer is a higher performance committer for ABFS and GCS storage for jobs that create files
across deep directory trees through many tasks. It will also work on hdfs:// and file:// URLSs, but it is optimized to
address listing and renaming performance and throttling issuesin cloud storage.

It will not work correctly with S3, because it relies on an atomic rename-no-overwrite operation to commit the
manifest file. It will also have the performance problems of copying rather than moving all the generated data.

Although it will work with MapReduce, there is ho handling of multiple job attempts with recovery from previous
failed attempts.

This committer uses the extension point which camein for the S3A committers. Users can declare a new committer
factory for abfs:// and gcs:// URLSs. A suitably configured Spark deployment will pick up the new committer.

Define afactory for the ABFS or GCS schema, then bind to the manifest committer in Spark.

Define afactory for the ABFS schema in mapreduce.outputcommitter.factory.scheme.abfs or mapreduce.outputcomm
itter.factory.scheme.gs for GCS.

Some matching spark configuration changes, especially for parquet binding, will be required. These can be donein
core-site.xml, if it is not defined in the mapred-default.xml JAR.

<property>

<name>mapr educe. out put comi tter. factory. schene. abf s</ name>

<val ue>or g. apache. hadoop. fs. azur ebfs. conm t. Azur eMani f est Conmi t t er Fact ory
</ val ue>
</ property>
<property>

<nanme>mapr educe. out put conmi tter.factory. schenme. gs</ nane>

<val ue>or g. apache. hadoop. napr educe. | i b. out put. comni tter. nani fest. Mani fe
st Conmi t t er Fact ory</ val ue>
</ property>

In Apache Spark, set the configuration either with command line options (after the '--conf*) or by using the spark-de
faults.conf file. The following is an example of using spark-defaults.conf, and also including the configuration for
Parquet with a subclass of the parquet committer which uses the factory mechansim internally.

spar k. hadoop. mapr educe. out put conmi tter. factory. schene. abfs org. apache. hadoop
.fs.azurebfs. comit. AzureMani f est Conmi tt er Fact ory

spar k. hadoop. napr educe. out put conmitter. factory. schene. gs org. apache. hadoop

. mapreduce. |l ib. output.conmitter. manifest. Mani fest ConmitterFactory

spar k. sql . parquet . out put.comm tter.cl ass org. apache. spark.internal.io.clou
d. Bi ndi ngPar quet Qut put Conmi tt er

spark. sql . sources. conmi t Prot ocol O ass org. apache. spark.internal.io.cloud. Pat
hQut put Commi t Pr ot ocol
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The hadoop committer settings can be validated in arecent build of cloudstore and its committerinfo command. This
command instantiates a committer for that path through the same factory mechanism as MR and spark jobs use, then
printsits toString value.

hadoop jar cloudstore-1.0.jar commtterinfo abfs://testi ng@kwest.dfs.core.w
i ndows. net /
2021-09-16 19:42:59,731 [main] INFO commands. Conmitterlnfo (StoreDurationl
nfo.java: <init>(53)) - Starting: Create committer
Committer factory for path abfs://testi ng@kwest. dfs. core.w ndows. net/ is
or g. apache. hadoop. mapr educe. | i b. out put. conmi tter. mani fest. Mani fest Commi tter
Fact or y@315d2d7
(cl assname org. apache. hadoop. mapreduce. | i b. out put. conmitter. mani f est. Mani
fest ConmitterFactory)
2021-09-16 19:43: 00,897 [main] I NFO nanifest. ManifestConmitter (ManifestC
onmtter.java:<init>(144)) - Created ManifestConmtter with
Jobl D job_ 0000, Task Attenpt attenpt__0000_r 000000 _1 and destination ab
fs://testi ng@kwest. df s. core. wi ndows. net/
Created committer of class org.apache. hadoop. mapreduce. lib. output.comitte
r.mani fest. Mani fest Conmitter:
Mani f est Commi tt er { Mani f est Comi tt er Confi g{desti nati onDi r=abfs://testing@
kwest . df s. core. wi ndows. net/,
role="task commtter',
taskAttenpt Di r=abfs://testi ng@kwest . dfs. core.w ndows. net/ _tenporary/ m
ani fest _job__0000/0/ tenporary/attenpt__ 0000 _r_ 000000_1,
creat eJobMar ker =t r ue,
j obUni quel d='job__0000',
j obUni quel dSour ce="' Jobl D ,
j obAt t enpt Nunber =0,
j obAttenpt!1d="job__0000_0',
taskl d='task__0000_r 000000,
taskAttenptld="attenpt 0000 r 000000 _1'},
i ostatistics=counters=();

gauges=();

m ni mums=() ;
maxi munms=() ;

means=();

The new committer will write a JSON summary of the operation, including statistics, in the _SUCCESSfile.
If thisfile exists and is zero bytes long: the classic FileOutputCommitter was used.

If thisfile exists and is greater than zero bytes long, either the manifest committer was used, or in the case of S3A
filesystems, one of the S3A committers. They all use the same JSON format.

mapreduce.manifest.committer.delete.target.f | Delete target files? false
iles
mapreduce.manifest.committer.io.threads Thread count for parallel operations 64

mapreduce.manifest.committer.summary.rep | Directory to save reports
ort.directory
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mapreduce.manifest.committer.cleanup.paralle | Delete temporary directoriesin parallel true
|.delete

mapreduce.fileoutputcommitter.cleanup.sk Skip cleanup of _temporary directory fase
ipped

mapreduce.fileoutputcommitter.cleanup-failur | Ignore errors during cleanup fase
es.ignored

mapreduce.fileoutputcommitter. marksucces Create a_SUCCESS marker file on successful | true
sfuljobs completion (and delete any existing onein job
setup)

The core reason that the manifest committer is faster than the classic FileOutputCommitter isthat it triesto parallelize
asmuch file 10 asit can during job commit, specifically:

e Task manifest loading

» Deletion of fileswhere directories will be created
« Directory creation

* File-by-file renaming

» Deletion of task attempt directoriesin job cleanup

These operations are all performed in the same thread pool, whose size is set in the option mapreduce.manifest.commi
tter.io.threads.

Larger values may be used.
XML:

<property>
<nanme>mapr educe. mani fest. conmm tter.io.threads</ name>
<val ue>200</ val ue>

</ property>

spark-defaults.conf:

spar k. hadoop. mapr educe. mani f est. committer.io.threads 200
A larger value than that of the number of cores allocated to the MapReduce AM or Spark Driver does not directly
overload the CPUs, as the threads are normally waiting for (slow) 10 against the object storeffilesystem to complete.
Caveats:

* In Spark, multiple jobs may be committed in the same process, each of which will create their own thread pool
during job commit or cleanup.

« Azurerate throttling may be triggered if too many 10 requests are made against the store. The rate throttling
option mapreduce.manifest.committer.io.rate can help avoid this.

The classic FileOutputCommitter deletes files at the destination paths before renaming the job's files into place.

Thisisoptional in the manifest committers, set in the option mapreduce.manifest.committer.del ete.target.files with
adefault value of false. Thisincreases performance and is safe to use when all files created by ajob have unique
filenames.

Apache Spark does generate unique filenames for ORC and Parquet since SPARK-8406 Adding UUID to output file
name to avoid accidental overwriting.
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Avoiding checks for/deleting target files saves one delete call per file being committed, so can save a significant
amount of store |O.

When appending to existing tables, using formats other than ORC and Parquet, unless confident that unique
identifiers are added to each filename, enable deletion of the target files.

spar k. hadoop. mapr educe. mani fest. committer.del ete.target.files true
B Note: The committer will skip deletion operations when it created the directory into which afileisto be

renamed. This makesit slightly more efficient, at least if jobs appending data are creating and writing into
new partitions.

Note: The committer still requires tasks within asingle job to create uniquefiles. Thisis foundational for any
B job to generate correct data.

Spark has a feature called “ Dynamic Partition Overwrites’ that can be initiated in SQL :

I NSERT OVERWRI TE TABLE . ..

Or through DataSet writes where the mode is overwrite and the partitioning matches that of the existing table:

spar kConf . set ("spark. sql . sources. partiti onOverwitehde", "dynamc")
/1 followed by an overwite of a Dataset into an existing partitioned table.
event Dat a2

.Write

. node("overwite")

.partitionBy("year", "nonth")

.format (" parquet™)
. save(existingDir)

This Spark feature:

» Directsthejob to write its new data to atemporary directory

« After job commit completes, scans the output to identify the leaf directories “partitions’ into which datawas
written

+ Deéletes the content of those directories in the destination table
« Renames the new files into the partitions.

Thisisall donein Spark, which takes over the tasks of scanning the intermediate output tree, deleting partitions and
of renaming the new files.

This feature also adds the ability for ajob to write data entirely outside the destination table, which is done by writing
new files into the working directory, and then Spark moving them to the final destination in job commit.

The manifest committer is compatible with dynamic partition overwrites on Azure and Google Cloud Storage as
together they meet the core requirements of the extension:

» Theworking directory returned in getWorkPath() is in the same filesystem as the final output.
* rename() isan O(1) operation which is safe and fast to use when committing a job.

None of the S3A committers support this. The first condition is not met by the staging committers, while the second
condition is not met by S3 itself.

To use the manifest committer with dynamic partition overwrites, the Spark version must contain SPARK-40034
PathOutputCommitters to work with dynamic partition overwrite.
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Be aware that the rename phase of the operation will be slow if many files are renamed--thisis done sequentially.
Parallel renaming would speed this up, but could trigger the ABFS overload problems the manifest committer is
designed to both minimize the risk of and support recovery from.

The Spark side of the commit operation will be listing/treewalking the temporary output directory (some overhead),
followed by the file promotion, done with a classic filesystem rename() call. There will be no explicit rate limiting
here.

This means that _dynamic partitioning should not be used on Azure Storage for SQL queries/Spark DataSet
operations where many thousands of files are created. The fact that these will suffer from performance problems
before throttling scale issues surface, should be considered awarning.

Y ou can view and collect job summariesin the_ SUCCESS files.

The original Hadoop committer creates a zero byte SUCCESS file in the root of the output directory unless disabled.
The manifest committer writes a JSON summary which includes:

e The name of the committer.

» Diagnostics information.

« Alist of some of thefiles created (for testing; afull list is excluded asit can get big).
« |0 Statistics.

If, after running a query, this_ SUCCESSfile is zero bytes long, the manifest committer has not been used.

If it is not empty, then it can be examined.

The summary files are JSON, and can be viewed in any text editor.

For amore succinct summary, including better display of statistics, use the ManifestPrinter tool.

hadoop org. apache. hadoop. mapreduce. i b. output.comitter. mani fest.fil es. Manif
est Printer <path>

Thisworks for the files saved at the base of an output directory, and any reports saved to areport directory.

The committer can be configured to save the SUCCESS summary files to areport directory, irrespective of whether
the job succeed or failed, by setting a fileystem path in the option mapreduce.manifest.committer.summary.report.dire
ctory.

The path does not have to be on the same store/filesystem as the destination of work. For example, alocal fileystem
could be used.

XML:

<property>
<name>nmapr educe. mani fest. comm tter. sumary. report. direct ory</ nanme>
<val ue>file:///tnp/reports</val ue>

</ property>
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spark-defaults.conf:

spar k. hadoop. mapr educe. mani fest.conmitter. sunmary.report.directory file:///t
np/ reports

This allows for the statistics of jobs to be collected irrespective of their outcome, whether or not saving the _SUC
CESS marker is enabled, and without problems caused by a chain of queries overwriting the markers.

Job cleanup is designed to address a number of issues which may surface in cloud storage:

« Slow performance for deletion of directories.
« Timeout when deleting very deep and wide directory trees.
* Generd resilience to cleanup issues escalating to job failures.

mapreduce.fileoutputcommitter.cleanup.sk Skip cleanup of _temporary directory false
ipped

mapreduce.fileoutputcommitter.cleanup-failur | Ignore errors during cleanup fase
es.ignored

mapreduce.manifest.committer.cleanup.paralle | Delete task attempt directoriesin parallel true
|.delete

The algorithmis:

i f “mapreduce. fil eout putcommitter. cl eanup. ski pped:
return
i f “mapreduce. mani fest.conmitter.cleanup. parallel.delete:
attenpt parallel delete of task directories; catch any exception
i f not ~mapreduce. fil eoutputcomitter.cleanup. skipped :
del ete(” _tenporary’); catch any exception
i f caught-exception and not " mapreduce. fil eoutputcomnitter.cleanup-failures.
i gnored:
t hr ow caught - excepti on

The goal isto perform afast/scalable delete and throw a meaningful exception if that didn't work.

When working with ABFS and GCS, these settings should normally be left alone. If somehow errors surface during

cleanup, enabling the option to ignore failures will ensure the job still completes. Disabling cleanup even avoids the
overhead of cleanup, but requires aworkflow or manual operation to clean up all _temporary directories on aregular
basis.

The manifest committer is compatible with and tested against Google Cloud Storage through the gcs-connector
library from Google, which provides a Hadoop filesystem client for the schema gs.

Google Cloud Storage has the semantics needed for the commit protocol to work safely.

The Spark settings to switch to this committer are:

spar k. hadoop. mapr educe. out put comm tter. factory. schene. gs org. apache. had
oop. mapreduce. | i b. out put.conmm tter. manifest. Mani f est CommitterFactory
spark. sql . parquet . out put.comnitter.class org. apache. spark.internal.io.c

| oud. Bi ndi ngPar quet Qut put Conmi tt er

spark. sql . sources. conmi t Prot ocol O ass org. apache. spark.internal.io.cloud.
Pat hQut put Commi t Pr ot ocol
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spar k. hadoop. mapr educe. mani f est. commi tter. summary.report.directory (optio
nal: URI of a directory for job summaries)

The store's directory delete operations are O(files) so the value of mapreduce.manifest.committer.cleanup.paralel.de
lete should be l€eft at the default of true.

For MapReduce, declare the binding in core-site.xmlor mapred-site.xml:

<property>

<name>mapr educe. out put conmi tter. factory. schene. gcs</ name>

<val ue>or g. apache. hadoop. mapr educe. | i b. out put. conmi tter. mani fest. Mani fe
st Conmi t t er Fact or y</ val ue>
</ property>

Advanced topics and configuration options for the manifest committer.

There are some advanced options which are intended for development and testing, rather than production use.

mapreduce.manifest.committer.store.operation | Classname for Manifest Store Operations
s.classname

mapreduce.manifest.committer.validate.output | Perform output validation? fase

The option mapreduce.manifest.committer.validate.output triggers a check of every renamed file to verify it has the
expected length.

This adds the overhead of a HEAD request per file, and so is recommended for testing only.

There is no verification of the actual contents.

The manifest committer interacts with filesystems through implementations of the interface ManifestStoreOperations.
It is possible to provide custom implementations for store-specific features. Thereis one of these for ABFS; when the
abfs-specific committer factory is used thisis automatically set.

It can be explicitly set:

<property>

<name>mapr educe. mani fest. commi tter. store. operations. cl assnane</ name>

<val ue>or g. apache. hadoop. fs. azur ebf s. comm t . Abf sMani f est St or eOper ati ons</
val ue>
</ property>

The default implementation may a so be configured:

<property>

<nanme>mapr educe. mani fest. conmi tter. store. operations. cl assnane</ name>

<val ue>or g. apache. hadoop. mapr educe. | i b. out put. conmitter. mani fest.inpl. M
ni f est St oreQper ati onsThr oughFi | eSyst enx/ val ue>
</ property>
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There is no need to alter these values, except when writing new implementations for other stores, something which is
only needed if the store provides extra integration support for the committer.

Y ou may optionally set the following properties related to Google Cloud Storage.

fs.gs.project.id Allows you to enter Google Cloud's Project 1D with accessto
configured GCS buckets. By default, this option is unset.

fs.gs.block.size This does not have any effect on storage but allows you to change
the way split sizes are computed. The value should be in bytes. We
recommend that you set this to the HDFS block size on the cluster, or
134217728 for ablock size of 128MB.

The Cloudera platform allows you to configure access from a cluster to Azure in order to access cloud data

The Hadoop-Azure module provides support for Azure Data L ake Storage Gen2 storage layer through the abf s
connector.

#Azure Data Lake Storage (ADLS) Gen2 combines the features of Azur e Bl ob st or age and Azur e Dat a
Lake Storage Genl. Inaddition to the existing features of both the services, an important part of Azure

Data L ake Storage Gen2 is the addition of hierarchical namespace to Blob storage. The hierarchical namespace
feature processes operations such as moving, renaming, and del etings directories by updating a single entry (the
parent directory). This ensures a significant improvement in performance of query engines writing data to the store,
including MapReduce, Spark, Hive, and DistCp. Y ou can also set permissions on a directory instead of per file basis.

Note: Hierarchica Namespace feature is available only if the container is created with the namespace
support. Y ou cannot enable Hierarchical Namespaces on an existing storage account.

The Azure Storage data model presents three core concepts:

« Storage Account: All accessis done through a storage account.

e Container: A container is agrouping of multiple blobs. A storage account may have multiple containers. In
Hadoop, an entire file system hierarchy is stored in asingle container.

« Blob: A file of any type and size stored with the existing Windows Azure Storage Blob (wasb) connector

The ABFS connector can be used as a replacement for HDFS on Hadoop clusters deployed in Azure infrastructure.
Some of the features of the ABFS connector are as follows:

» Supports reading and writing data stored in an Azure Blob Storage account
« Helpsto perform hadoop operations on Azure datastores

* Provides aconsistent view of the storage across al clients

» Enablesusing asimple abfs:// url to access containers and directories
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* Presentsahierarchical file system view by implementing the standard Hadoop File System interface
» Supports configuration of multiple Azure Blob Storage accounts
» Actsasasource or destination of datain Hadoop MapReduce, Apache Hive, Apache Spark

ADLS Gen 2 iswhere all future development of Azure Big Data storage istaking place, in the cloud server aswell as
the client connector. In contrast, ADLS Gen 1 must be considered anai nt enance onl y datastore, which is not
being rolled out across more Azure regions.

Broadly supported in applications | Yes No Yesin non-hierarchical; growing
in hierarchical

Scales to many petabytes No Yes Yes

Availablein all Azureregion Yes No Yes

Interoperability ADLS Gen 2 in non-hierarchical none Azure Storage

Directories with permissions No Yes Yes

ADLS Gen 2 should be considered as a reimplementation of the ADLS Gen 1 features, but integrated with the
origina Azure Storage.

» Supports the Hadoop FileSystem API, with directories, file and directory permissions, and other key features.
» Reads and writes data storesin the original Azure Storage (which has previously used the wasb:// URL)

* Nointegration with ADLS Genl. The adls:// connector must be used there.

« Availablein all Azure regions.

e |f an ADLS Gen 2 account is created "without hierarchical namespaces' then the wash:// connector can read/write
data stored in ADLS Gen 2.

« Capable of storing many Petabytes of data.

Y ou must have an Azure storage account with hierarchical namespace enabled and Azure container prior to
configuring the ABFS connector.

Y ou can use the following steps to create a new storage account, create anew container, and configure the ABFS
connector:

1. Create Azure storage account

Every storage account must belong to an Azure resource group. A resource group is alogical container for
grouping your Azure services. When you create a storage account, you have the option to either create a new
resource group, or use an existing resource group.

Y ou can create an Azure storage account using Azure CLI or Azure portal. When creating a Storage Account,
you must ensure to enable namespace support by selecting the Hi er ar chi cal Namespace option. For
information on creating an Azure storage account, see Create a storage account.
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2. Create Azure Container

Y ou must create a container to organize the blobs. One Azure storage account can have multiple containers, each
with the container name as the user information field of the URI used to reference it.

For example, the container cont ai ner 1 in the storage account will have the URL abfs://containerl@<storage_a
ccount>.dfs.core.windows.net/
For information on creating a container in Azure, see Create a container.

3. Configure ABFS

Y ou can configure access credential s to authorise access to Azure containers. For information on configuring
ABFS, see Configuring ABFS.

Note: Delete Azure storage account - Deleting a storage account del etes the entire account, including all
data in the account, and cannot be undone. For information about deleting an Azure storage account, see
Delete a storage account.

Y ou can configure access credential's to authorise access to Azure containers in multiple ways including | DBroker,
Shared Key, Managed Instance, and Shared Access Signature.

Authentication for ABFS is granted by Azure Active Directory. The authentication mechanism is set using the
fs.azure. account. aut h. t ype (or the account specific variant) property in the core-site.xml file.

IDBroker isa REST API built as part of Apache Knox’ s authentication services. It allows an authenticated user to
exchange a set of credentials or atoken for cloud vendor access tokens. IDBroker manages mapping LDAP usersto
Freel PA cloud identities for data access. It performsidentity mapping for access to object stores.

For information on how IDBroker worksin Cloudera, see ADLS Gen2 and managed identities in the Cloudera
Management Console documentation.

The ADLS connector uses the VM proxy settings to control its proxy setup.
The Oracle Java documentation covers the options to set.

Asthe ADLS connector uses HTTPS, the https.proxy options are those which must be configured. See DistCp and
Proxy Settings for the specifics of how to set these proxy settings in DistCp (or indeed, any MapReduce job).

The Intermediate Manifest committer is a high performance committer for Spark work that provides performance
on ABFS for real world queries, and performance and correctness on GCS. It also works with other filesystems,
including HDFS. However, the design is optimized for object stores where listing operatons are slow and expensive.

The only committer of work from Spark to Azure ADLS Gen 2 "abfs//" storage that is safe to useisthe "v1 file
committer.”

Thisis"correct” in that if atask attempt fails, its output is guaranteed not to be included in the final out. The "v2"
commit algorithm cannot meet that guarantee, which iswhy it is no longer the default.
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But the v1 file committer is slow, especially on jobs where deep directory trees of output are used. Thisis due to lack
of any instrumentation in the FileOutputCommitter. Stack traces of running jobs generally show rename(), though list
operations do surface too.

On GCS, neither the v1 nor v2 algorithm are safe because the Google filesystem doesn't have the atomic directory
rename which the v1 algorithm requires.

A further issue is that both Azure and GCS storage may encounter scale issues with deleting directories with many
descendants. This can trigger timeouts because the FileOutputCommitter assumes that cleaning up after thejobisa
fast call to delete(”_temporary”, true).

The Manifest Committer is a higher performance committer for ABFS and GCS storage for jobs that create files
across deep directory trees through many tasks. It will also work on hdfs:// and file:// URLS, but it is optimized to
address listing and renaming performance and throttling issuesin cloud storage.

It will not work correctly with S3, because it relies on an atomic rename-no-overwrite operation to commit the
manifest file. It will also have the performance problems of copying rather than moving all the generated data.

Although it will work with MapReduce, there is ho handling of multiple job attempts with recovery from previous
failed attempts.

This committer uses the extension point which came in for the S3A committers. Users can declare a new committer
factory for abfs:// and gcs.// URLSs. A suitably configured Spark deployment will pick up the new committer.

Define afactory for the ABFS or GCS schema, then bind to the manifest committer in Spark.

Define afactory for the ABFS schema in mapreduce.outputcommitter.factory.scheme.abfs or mapreduce.outputcomm
itter.factory.scheme.gs for GCS.

Some matching spark configuration changes, especially for parquet binding, will be required. These can be donein
core-sitexml, if it is not defined in the mapred-default.xml JAR.

<property>

<nanme>mapr educe. out put comi tter. factory. schene. abf s</ name>

<val ue>or g. apache. hadoop. f s. azur ebfs. comm t . Azur eMani f est Conmi t t er Fact ory
</ val ue>
</ property>
<property>

<name>nmapr educe. out put commi tter. factory. schene. gs</ nane>

<val ue>or g. apache. hadoop. mapr educe. | i b. out put. conm tter. nmani fest. Mani fe
st Conmi t t er Fact or y</ val ue>
</ property>

In Apache Spark, set the configuration either with command line options (after the '--conf*) or by using the spark-de
faults.conf file. The following is an example of using spark-defaults.conf, and also including the configuration for
Parquet with a subclass of the parquet committer which uses the factory mechansim internally.

spar k. hadoop. mapr educe. out put comm tter. factory. schene. abfs org. apache. hadoop
.fs.azurebfs. comit. AzureMani f est Commi tt er Fact ory

spar k. hadoop. mapr educe. out put commi tter. factory. schene. gs org. apache. hadoop

. mapreduce. | i b. out put.conmi tter. nmanifest. Mani f est Commi tterFactory

spark. sql . parquet . out put.comr tter.class org. apache. spark.internal.io.clou
d. Bi ndi ngPar quet Qut put Conmi tt er
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spar k. sql . sources. conmi t Prot ocol G ass org. apache. spark.internal.io.cloud. Pat
hQut put Commi t Pr ot ocol

The hadoop committer settings can be validated in arecent build of cloudstore and its committerinfo command. This
command instantiates a committer for that path through the same factory mechanism as MR and spark jobs use, then
printsits toString value.

hadoop jar cloudstore-1.0.jar commtterinfo abfs://testi ng@kwest.dfs.core.w
i ndows. net/
2021-09-16 19:42:59,731 [main] INFO commands. Conmitterlnfo (StoreDurationl
nfo.java: <init>(53)) - Starting: Create committer
Conmmitter factory for path abfs://testing@kwest. dfs.core.w ndows. net/ is
or g. apache. hadoop. mapr educe. | i b. out put. conm tter. mani fest. Mani fest Commi tter
Fact or y@315d2d7
(cl assname org. apache. hadoop. mapreduce. | i b. out put.conmitter. mani fest. Mani
fest Conmi tterFactory)
2021-09-16 19:43:00,897 [main] I NFO nanifest. ManifestConmitter (ManifestC
ommtter.java:<init>(144)) - Created ManifestCommitter with
Jobl D job__0000, Task Attenpt attenpt__0000_r_000000_1 and destination ab
fs://testi ng@kwest. dfs. core.w ndows. net/
Created committer of class org.apache. hadoop. mapreduce. li b. output.comitte
r.mani fest. Mani f est Committer:
Mani f est Comni tt er { Mani f est Comi tt er Confi g{destinati onDi r=abfs://testing@
kwest . df s. core. wi ndows. net/,
role="task commtter',
taskAttenpt Di r=abfs://testi ng@kwest. dfs. core. w ndows. net/ _tenporary/ m
ani fest _job__0000/0/ _tenporary/attenpt__ 0000 _r 000000_1,
creat eJobMar ker =t r ue,
j obUni quel d='job__0000',
j obUni quel dSour ce=' Jobl D,
j obAt t enpt Nunber =0,
jobAttenptld='"job__0000_0',
taskl d='task__0000_r _000000',
taskAttenptl d="attenpt 0000 _r 000000_1'},
i ostatistics=counters=();

gauges=();

m ni mums=() ;
maxi mums=() ;

means=() ;

The new committer will write a JSON summary of the operation, including statistics, in the _SUCCESSfile.
If thisfile exists and is zero bytes long: the classic FileOutputCommitter was used.

If thisfile exists and is greater than zero bytes long, either the manifest committer was used, or in the case of S3A
filesystems, one of the S3A committers. They all use the same JSON format.

mapreduce.manifest.committer.delete.target.f | Delete target files? false
iles
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mapreduce.manifest.committer.io.threads Thread count for parallel operations 64
mapreduce.manifest.committer.summary.rep | Directory to save reports
ort.directory
mapreduce.manifest.committer.cleanup.paralle | Delete temporary directoriesin parallel true
|.delete
mapreduce.fileoutputcommitter.cleanup.sk Skip cleanup of _temporary directory fase
ipped
mapreduce.fileoutputcommitter.cleanup-failur | Ignore errors during cleanup fase
es.ignored
mapreduce.fil eoutputcommitter. marksucces Create a_ SUCCESS marker file on successful | true
sfuljobs completion (and delete any existing onein job

setup)

The core reason that the manifest committer is faster than the classic FileOutputCommitter isthat it tries to parallelize
asmuch file 10 asit can during job commit, specifically:

e Task manifest loading

» Deletion of fileswhere directories will be created
» Directory creation

* File-by-file renaming

« Deletion of task attempt directoriesin job cleanup

These operations are all performed in the same thread pool, whose size is set in the option mapreduce.manifest.commi
tter.io.threads.

Larger values may be used.
XML:

<property>
<nanme>mapr educe. mani fest. conmi tter.io.threads</ name>
<val ue>200</ val ue>

</ property>

spark-defaults.conf:

spar k. hadoop. mapr educe. nani f est. committer.io.threads 200
A larger value than that of the number of cores allocated to the MapReduce AM or Spark Driver does not directly
overload the CPUs, as the threads are normally waiting for (slow) 10 against the object storef/filesystem to complete.

Caveats.

e In Spark, multiple jobs may be committed in the same process, each of which will create their own thread pool
during job commit or cleanup.

* Azureratethrottling may be triggered if too many 10 requests are made against the store. The rate throttling
option mapreduce.manifest.committer.io.rate can help avoid this.

The classic FileOutputCommitter deletes files at the destination paths before renaming the job's files into place.

Thisisoptional in the manifest committers, set in the option mapreduce.manifest.committer.del ete.target.files with
adefault value of false. Thisincreases performance and is safe to use when all files created by ajob have unique
filenames.
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Apache Spark does generate unique filenames for ORC and Parquet since SPARK-8406 Adding UUID to output file
name to avoid accidental overwriting.

Avoiding checks for/deleting target files saves one delete call per file being committed, so can save a significant
amount of store |O.

When appending to existing tables, using formats other than ORC and Parquet, unless confident that unique
identifiers are added to each filename, enable deletion of the target files.

spar k. hadoop. mapr educe. mani fest. committer.del ete.target.files true
B Note: The committer will skip deletion operations when it created the directory into which afileisto be

renamed. This makesit slightly more efficient, at least if jobs appending data are creating and writing into
new partitions.

Note: The committer still requires tasks within asingle job to create uniquefiles. Thisis foundational for any
B job to generate correct data.

Spark has a feature called “ Dynamic Partition Overwrites’ that can be initiated in SQL :

I NSERT OVERWRI TE TABLE . ..

Or through DataSet writes where the mode is overwrite and the partitioning matches that of the existing table:

spar kConf . set ("spark. sql . sources. partiti onOverwitehde", "dynamc")
/1 followed by an overwite of a Dataset into an existing partitioned table.
event Dat a2

.Write

. node("overwite")

.partitionBy("year", "nonth")

.format (" parquet™)
. save(existingDir)

This Spark feature:

» Directsthejob to write its new data to atemporary directory

« After job commit completes, scans the output to identify the leaf directories “partitions’ into which datawas
written

+ Deéletes the content of those directories in the destination table
« Renames the new files into the partitions.

Thisisall donein Spark, which takes over the tasks of scanning the intermediate output tree, deleting partitions and
of renaming the new files.

This feature also adds the ability for ajob to write data entirely outside the destination table, which is done by writing
new files into the working directory, and then Spark moving them to the final destination in job commit.

The manifest committer is compatible with dynamic partition overwrites on Azure and Google Cloud Storage as
together they meet the core requirements of the extension:

» Theworking directory returned in getWorkPath() is in the same filesystem as the final output.
* rename() isan O(1) operation which is safe and fast to use when committing a job.

None of the S3A committers support this. The first condition is not met by the staging committers, while the second
condition is not met by S3 itself.

To use the manifest committer with dynamic partition overwrites, the Spark version must contain SPARK-40034
PathOutputCommitters to work with dynamic partition overwrite.

50


https://issues.apache.org/jira/browse/SPARK-8406
https://issues.apache.org/jira/browse/SPARK-40034

Cloudera Runtime Working with Azure Cloud Storage

Be aware that the rename phase of the operation will be slow if many files are renamed--thisis done sequentially.
Parallel renaming would speed this up, but could trigger the ABFS overload problems the manifest committer is
designed to both minimize the risk of and support recovery from.

The Spark side of the commit operation will be listing/treewalking the temporary output directory (some overhead),
followed by the file promotion, done with a classic filesystem rename() call. There will be no explicit rate limiting
here.

This means that _dynamic partitioning should not be used on Azure Storage for SQL queries/Spark DataSet
operations where many thousands of files are created. The fact that these will suffer from performance problems
before throttling scale issues surface, should be considered awarning.

Y ou can view and collect job summariesin the_ SUCCESS files.

The original Hadoop committer creates a zero byte SUCCESS file in the root of the output directory unless disabled.
The manifest committer writes a JSON summary which includes:

e The name of the committer.

» Diagnostics information.

« Alist of some of thefiles created (for testing; afull list is excluded asit can get big).
« |0 Statistics.

If, after running a query, this_ SUCCESSfile is zero bytes long, the manifest committer has not been used.

If it is not empty, then it can be examined.

The summary files are JSON, and can be viewed in any text editor.

For amore succinct summary, including better display of statistics, use the ManifestPrinter tool.

hadoop org. apache. hadoop. mapreduce. i b. output.comitter. mani fest.fil es. Manif
est Printer <path>

Thisworks for the files saved at the base of an output directory, and any reports saved to areport directory.

The committer can be configured to save the SUCCESS summary files to areport directory, irrespective of whether
the job succeed or failed, by setting a fileystem path in the option mapreduce.manifest.committer.summary.report.dire
ctory.

The path does not have to be on the same store/filesystem as the destination of work. For example, alocal fileystem
could be used.

XML:

<property>
<name>nmapr educe. mani fest. comm tter. sumary. report. direct ory</ nanme>
<val ue>file:///tnp/reports</val ue>

</ property>
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spark-defaults.conf:

spar k. hadoop. mapr educe. mani fest.conmitter. sunmary.report.directory file:///t
np/ reports

This allows for the statistics of jobs to be collected irrespective of their outcome, whether or not saving the _SUC
CESS marker is enabled, and without problems caused by a chain of queries overwriting the markers.

Job cleanup is designed to address a number of issues which may surface in cloud storage:

« Slow performance for deletion of directories.
« Timeout when deleting very deep and wide directory trees.
* Generd resilience to cleanup issues escalating to job failures.

mapreduce.fileoutputcommitter.cleanup.sk Skip cleanup of _temporary directory false
ipped

mapreduce.fileoutputcommitter.cleanup-failur | Ignore errors during cleanup fase
es.ignored

mapreduce.manifest.committer.cleanup.paralle | Delete task attempt directoriesin parallel true
|.delete

The algorithmis:

i f “mapreduce. fil eout putcommitter. cl eanup. ski pped:
return
i f “mapreduce. mani fest.conmitter.cleanup. parallel.delete:
attenpt parallel delete of task directories; catch any exception
i f not ~mapreduce. fil eoutputcomitter.cleanup. skipped :
del ete(” _tenporary’); catch any exception
i f caught-exception and not " mapreduce. fil eoutputcomnitter.cleanup-failures.
i gnored:
t hr ow caught - excepti on

The goal isto perform afast/scalable delete and throw a meaningful exception if that didn't work.

When working with ABFS and GCS, these settings should normally be left alone. If somehow errors surface during

cleanup, enabling the option to ignore failures will ensure the job still completes. Disabling cleanup even avoids the
overhead of cleanup, but requires aworkflow or manual operation to clean up all _temporary directories on aregular
basis.

Switch the factory for committers with ABFS destiations to the manifest committer factory.

To switch to the manifest committer, the factory for committers for destinations with abfs:// URLs must be switched
to the manifest committer factory, either for the application or the entire cluster.

<property>

<name>nmapr educe. out put comi tter. factory. schene. abf s</ name>

<val ue>or g. apache. hadoop. fs. azur ebfs. conm t. Azur eMani f est Conmi t t er Fact ory
</ val ue>
</ property>
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Thisallowsfor ADLS Gen2 -specific performance and consistency logic to be used from within the committer. In
particular:

» The Etag header can be collected in listings and used in the job commit phase.
* 1O rename operations are rate limited
* Recovery is attempted when throttling triggers rename failures.

Warning: This committer is not compatible with older Azure storage services (WASB or ADLS Gen 1).

The core set of Azure-optimized options becomes:

<property>

<name>mapr educe. out put comi tter. factory. schene. abf s</ name>

<val ue>or g. apache. hadoop. f s. azur ebfs. conmi t. Azur eMani f est Conmi t t er Fact ory
</ val ue>
</ property>

<property>
<name>spar k. hadoop. fs. azure.io.rate.limt</name>
<val ue>10000</ val ue>

</ property>

spar k. hadoop. mapr educe. out put committer. factory. schene. abfs org. apache. hadoo
p. fs.azurebfs. conm t.AzureMani f est Conmi tt er Fact ory

spar k. hadoop. fs. azure.io.rate.limt 10000

spark. sqgl . parquet . out put.comm tter.cl ass org. apache. spark.internal.io.cloud
. Bi ndi ngPar quet Qut put Conmi tt er

spark. sqgl . sources. conmi t Prot ocol C ass org. apache. spark.internal.io.cloud.
Pat hQut put Commi t Pr ot ocol

spar k. hadoop. mapr educe. mani fest. commi tter. summary.report.directory (optio
nal: URI of a directory for job sunmaries)

To avoid triggering store throttling and backoff delays, aswell as other throttling-related failure conditions file
renames during job commit are throttled through a "rate limiter" which limits the number of rename operations per
second a single instance of the ABFS FileSystem client may issue.

fs.azureio.ratelimit Rate limit in operations/second for 10 operations.

Set the option to 0 remove al rate limiting.

The default value of thisis set to 10000, which is the default 10 capacity for an ADLS storage account.

<property>

<name>fs.azure.io.rate.limt</name>

<val ue>10000</ val ue>

<descri pti on>maxi num nunber of renanes attenpted per second</description>
</ property>

This capacity is set at the level of the filesystem client, and so not shared across all processes within asingle
application, et alone other applications sharing the same storage account.
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It will be shared with all jobs being committed by the same Spark driver, as these do share that filesystem connector.

If rate limiting is imposed, the statistic store_io_rate limited will report the time to acquire permits for committing
files.

If server-side throttling took place, signs of this can be seen in:

* Thestore service'slogs and their throttling status codes (usually 503 or 500).
* Thejob statistic commit_file_rename_recovered. This statistic indicates that ADLS throttling manifested as
failures in renames, failures which were recovered from in the comitter.

If these are seen or other applications running at the same time experience throttling/throttling-triggered problems,
consider reducing the value of fs.azure.io.rate.limit, and/or requesting a higher 10 capacity from Microsoft.

Important: if you do get extra capacity from Microsoft and you want to use it to speed up job commits, increase the
value of fs.azure.io.rate.limit either across the cluster, or specifically for those jobs which you wish to allocate extra
priority to.

Thisisstill awork in progress; it may be expanded to support all 10 operations performed by a single filesystem
instance.

Advanced topics and configuration options for the manifest committer.

There are some advanced options which are intended for development and testing, rather than production use.

mapreduce.manifest.committer.store.operation | Classname for Manifest Store Operations
s.classname

mapreduce.manifest.committer.validate.output | Perform output validation? false

The option mapreduce.manifest.committer.validate.output triggers a check of every renamed file to verify it has the
expected length.

This adds the overhead of a HEAD request per file, and so is recommended for testing only.

There is no verification of the actual contents.

The manifest committer interacts with filesystems through implementations of the interface ManifestStoreOperations.
It is possible to provide custom implementations for store-specific features. There is one of these for ABFS; when the
abfs-specific committer factory is used thisis automatically set.

It can be explicitly set:

<property>

<name>mapr educe. mani fest. conmi tter. store. operations. cl assnane</ name>

<val ue>or g. apache. hadoop. fs. azur ebf s. conmi t . Abf sMani f est St or eOper at i ons</
val ue>
</ property>

The default implementation may & so be configured:

<property>
<nanme>mapr educe. mani fest. commi tter. store. operations. cl assnane</ nane>
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<val ue>or g. apache. hadoop. mapr educe. | i b. out put. conmitter. mani fest.inpl. M
ni f est St oreQper ati onsThr oughFi | eSyst enx/ val ue>
</ property>

There is no need to alter these values, except when writing new implementations for other stores, something which is
only needed if the store provides extraintegration support for the committer.

Like al Azure storage services, the Azure Datalake Gen 2 store offers afully consistent view of the store, with a
complete Create, Read, Update, and Delete operation consistency for data and metadata.

For containers with hierarchical namespaces, the scalability numbers, in Big-O Notation, are as follows:

Operation Scalability
File Rename 0(1)
File Delete 0(1)
Directory Rename: 0(1)

Directory Delete 0(1)

For non-namespace stores, the scalability numbers are as follows:
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Operation Scalability
File Rename 0(1)
File Delete 0(1)
Directory Rename: O(files)

Directory Delete O(files)

Source: Performance_and_Scal ability

The Azure Blob File System and OutputStream flush options are enabled by default. These flush options have an
impact on performance. Those applications which call flush() frequently, for example, with every write of aline,
might show poor performance. Hence, you must disable the flush option if your application does not need it.

e AzureBlob File System Flush Options (f s. azur e. enabl e. f | ush) - renders ABFS flush APIs - HFlush()
and HSync(), to be no-op. Both the APIs ensure that data persists.

e OutputStream Flush Options (f s. azur e. di sabl e. out put st ream f | ush) - renders OutputStream
Flush() API to be ano-op in AbfsOutputStream. Hflush() being the only documented API that can provide
persistent data transfer, flush() also attempting to persist buffered data will lead to performance issues.

After you configure access in the core-site.xml file, you can access your cluster using the CLI. Y ou can run Hadoop
file system commands, DistCP commands, create Hive tables, and so on using the CLI.

Y ou can execute Hadoop file system commands using CLI on your cluster.

« Accessyour cluster by using the URL of the container.

abfs:// <NAME OF CONTAI NER>@NAME OF ACCOUNT>. df s. core.w ndows. net/
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» Create adirectory using the mkdir command. For example,

hadoop fs -nkdir abfs://abfscontainer @bf storageacc. df s. core. wi ndows. net/
nyDi r/
hadoop fs -1s abfs://abfscontai ner @bf st orageacc. df s. core. wi ndows. net/

Found 2 itens

drwxr-xr-x - root root 0 2020-05-20 15:14

abf s: /[ abf scont ai ner @bf st or ageacc. df s. core. wi ndows. net/ nmyDi r
drwxr-x--- - root root 0 2020-05-20 12:50

abf s: // abf scont ai ner @bf st or ageacc. df s. cor e. wi ndows. net/t est

Similarly, you can use the put command to add afile to one of the directories, | s command to list theitemsin
your cluster, and cat command to read the contents of thefile.

Note: If you name afile with the same file name that is already present in the directory, the existing filei s
E not overwitten.

Y ou can create, modify, update, and remove tables in Hive using beeline or any other tool to access Hive.

1. Enter the beeline command shell by beeline command in your cluster:

~ beel i nex

2. Enter the database you want to access.
~ use <DATABASE_NAME>;
Or create and use a new database. In this following example, abfsdb is the name of the database.

creat e dat abase abf sdb;
~ use abf sdb;

3. Create atableinside the container in adirectory named table 1. If the directory does not exigt, it is automatically
created:

~ create external table nyTabl e(key STRING value INT) |ocation
' abfs:// abf scont ai ner @bf st or ageacc. df s. core. wi ndows. net/table_1/";

4. View thetable structure using the s how command:

~ show create table myTabl e;

INFO : Conpiling conmand(queryl d=hi ve_20200520153116_301af 680- 9630- 49d1-
af 40- 3df a5349e52a): show create tabl e nyTabl e

INFO : Semantic Analysis Conpleted (retrial = fal se)

INFO : Created Hive schema: Schema(fiel dSchemas: [ Fi el dSchema( nane: creat et
ab_stnt, type:string, coment:from deserializer)], properties:null)

INFO : Conpleted conpiling command(queryl d=hi ve_20200520153116_301af 680
-9630- 49d1- af 40- 3df a5349e52a); Ti ne taken: 0.052 seconds

I NFO : Executing comand(queryl d=hi ve 20200520153116_ 301af 680- 9630- 49d1-
af 40- 3df a5349e52a): show create tabl e nyTabl e

INFO : Starting task [Stage-0:DDL] in serial node

I NFO : Conpl eted executing command( queryl d=hi ve_20200520153116_301af 680-
9630- 49d1- af 40- 3df a5349e52a); Ti ne taken: 0.072 seconds

INFO @ K

| createtab_stnt

57



Cloudera Runtime Working with Azure Cloud Storage

CREATE EXTERNAL TABLE "“nyTabl e (

“key' string,

“value® int)
ROW FORMAT SERDE

' or g. apache. hadoop. hi ve. serde2. | azy. LazySi npl eSer
STORED AS | NPUTFORVAT

' or g. apache. hadoop. mapr ed. Text | nput For nat '

|
|

|

I 1

| |
|

| OUTPUTFORVAT

|

|

|

|

|

|

———g————

" org. apache. hadoop. hi ve. gl . i 0. Hi vel gnor eKeyText Qut put For mat ' |
LOCATI ON

" abfs:// abf scont ai ner @bf st or ageacc. df s. core. wi ndows. net/table_1' |
TBLPROPERTI ES ( [

" bucketing_version' = 2", |

"transient | astDdl Ti ne' =' 1589988617' ) |

14 rows sel ected (0.162 seconds)

After the table is created inside the Azure storage, it behaves like aregular table and you can use al the hql
commands. For example, to insert valuesin the table, run ~ insert into myTable values("myKey", 1);.

Y ou can use spark-shell to query the files that are stored in the Azure Storage account. Y ou should be able to access
gpark asan hdf s user usingthe~ sudo -u hdf s -s command.

~ spark-shel |

Setting default log level to "WARN'.

To adj ust | ogging |l evel use sc.setlLoglLevel (newLevel). For SparkR, use set
LogLevel (newLevel).

20/ 05/ 20 16: 35:32 WARN cl ust er. Yar nSchedul er Backend$Yar nSchedul er Endpoi nt: A
ttenpted to request executors before the AM has registered

Spark context available as 'sc' (master = yarn, app id = application_1589987
399184 _0004).

Spar k session available as 'spark'.

Wl cone to

/I ._I\_, [ /T /\.\ version 2.4.0.7.1.1.0-413

Using Scal a version 2.11.12 (OpenJDK 64-Bit Server VM Java 1.8.0_232)
Type in expressions to have them eval uat ed.
Type :help for nore information.

scal a> val sanpl eRDD = sc.textFil e("abfs://abfscontai ner @bfstorageacc. df s
.core.wi ndows. net/nmyDir/testingFile.txt")

sanpl eRDD: or g. apache. spar k. rdd. RDD[ Stri ng] = abfs://abfscontai ner @bf st or
ageacc. df s. core. wi ndows. net/ nmyDir/testingFile.txt MapPartitionsRDD 1] at tex
tFile at <consol e>: 24

scal a> sanpl eRDD. col | ect (). foreach(println)
testing the hadoop fs commands on azure.

Hence, after accessing the azure container, the datain sanpl e RDD would work like any other text file. Now, you can
use any spark operation on these flies. For example,

» Find the word count of a particular word:

scal a> sanpl eRDD. filter(line => line.contains("azure")).count()
res4: Long = 1
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» Usewordcount by MapReduce, as popularized by Hadoop. Spark can implement MapReduce flows easily:

scal a> val wordcount = sanpl eRDD. flatMap(line => line.split(" ")).mp(word
=> (word, 1)) . reduceByKey(_+ )

wor dcount: org. apache. spark.rdd. RDD[ (String, Int)] = ShuffledRDD 7] at

reduceByKey at <consol e>: 26

scal a> wor dcount . col | ect ()

res7: Array[(String, Int)] = Array((commands, 1), (testing,1), (hadoop,1),
(on, 1), (fs,1), (azure.,l), (the, 1))

DistCp (distributed copy) isatool used to copy filesin large inter-cluster and intra-cluster environments. It uses
MapReduce to affect its distribution, error handling and recovery, and reporting. It expands alist of files and
directoriesinto input to map tasks, each of which copy a partition of the files specified in the source list.

The following are some of the examples of distcp commands with object stores:

« Copying between directories in an object store

~ hadoop distcp
abf s: // abf scont ai ner @bf st orageacc. df s. core. wi ndows. net/ nyDi r/t esti ngFi
le.txt \ abfs://abfscontai ner @bf st orageacc. df s. core. wi ndows. net/test/

20/ 05/ 21 08:48: 09 | NFO mapr educe. Job: Job job_ 1589987399184 0005
conpl et ed successfully

~hadoop fs -Is abfs://abfscontai ner @bf st orageacc. df s. core. wi ndows. net/tes
t/

Found 1 itens

STWr--T-- 1 hdfs hdfs 41 2020- 05-21 08: 48
abf s: // abf scont ai ner @bf st orageacc. df s. core. wi ndows. net/test/testingFil
e. txt

» Copying between two different object stores

~ hadoop distcp

abf s: / / abf scont ai ner @bf st or ageacc. df s. core. wi ndows. net/ nmyDi r/ t esti ngFi
le.txt \ abfs://mycontai ner @yst or agehast oexi st. df s. core. wi ndows. net/ new
test/

20/ 05/ 21 08:53:26 | NFO mapr educe. Job: Job job_1589987399184 0007
conpl eted successfully

~ hadoop fs -1Is

abf s: // mycont ai ner @yst or agehast oexi st. df s. core. wi ndows. net/ new est/

Found 1 itens
SITWTr--r-- 1 hdfs hdfs 41 2020-05-21 08:53

abf s: // mycont ai ner @ryst or agehast oexi st. df s. core. wi ndows. net/ newtest/tes
tingFile.txt

For more information about the DistCp commands, see DistCP documentation.
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When using DistCp to back up data from an on-site Hadoop cluster, proxy settings may need to be set so asto reach
the cloud store. For most of the stores, these proxy settings are hadoop configuration options which must be set in
core-site.xml, or as options to the DistCp command.

ADLS usesthe VM proxy settings, which need to be set in DistCp's map and reduce processes. This can be done
through the mapr educe. nap. j ava. opt s and mapr educe. r educe. j ava. opt s options respectively.

export DI STCP_PROXY_OPTS="-Dhtt ps. proxyHost =web- pr oxy. exanpl e. com - Dht t ps. pr
oxyPor t =80"
hadoop distcp \

- D mapreduce. nap. j ava. opt s=" $Dl STCP_PROXY_OPTS" \

- D mapr educe. reduce. j ava. opt s="$DI STCP_PROXY_OPTS" \

-updat e -ski pcrccheck -nunii ststatusThreads 40 \

hdf s: // nanmenode: 8020/ users/ al i ce adl ://backups. azur edat al akest or e. net/ us
ers/alice

Without these settings, even though access to ADLS may work from the command line, distcp access can fail with
Error fetching access token.

If the fs.trash.interval property is set to avalue other than zero on your cluster and you do not specify the -skipTrash
flag with your rm command when you remove files, the deleted files are moved to the trash folder in your ADLS
account. Thetrash folder in your ADL S account is located at adl://your_account.azuredatal akestore.net/user/
user_name/.Trash/current/.

For more information about HDFS trash, see Configuring HDFS Trash.

Y ou might encounter issues when configuring the ABFS connector. The issues are usually related to classpath,
network, and authentication. For tips to troubleshoot these issues, see https://hadoop.apache.org/docs/current/hadoop-
azure/abfs.html#Troubleshooting.
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