Cloudera Runtime 7.3.2

Cloudera Iceberg REST Catalog for Data

Sharing Reference

Date published: 2020-07-28
Date modified: 2026-03-31

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2026. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



Cloudera Runtime | Contents | iii

Sample Spark workload to access data.........ccceeveevereieerie e 4
Cloudera Data Catalog Data Sharing Concurrent User TestS.......ccccevcveveevnnenne. 5

Data Sharing longevity test reSUILS.........ccooiiriiriieeere e 6



Cloudera Runtime Sample Spark workload to access data

See an example of an end to end sample workload flow that describes the process for enabling a Spark session,
connecting to the HMS REST Catalog server, and running a Spark engine query to access data.

Note: Based on the type of client that is accessing the REST Catalog, refer to the appropriate client-side
documentation to configure your client. For example, see the Tabular documentation.

Obtain the OAuth client ID and client secret for your Data Catal og consumer from the Manage User s export (CSV
columns clientld and secret). Pass them to the sample script as a single argument, Clientld:Secret (a colon between
the two values, no spaces).

From ashell, run your PySpark script and supply that value for --credential. Replace your_script.py with your script
filename and substitute your real client credentials for the placehol der.

pyt hon your _script.py --credential '[***CLIENT-1D: CLI ENT- SECRET***]"

Important: knox.token.ttl controlsthe lifetime of your Knox access token received in exchange for the
Client ID and Secret of your external users. Once it expires, external users need to request a new access token.
For more information, see Editing Knox topologies.

The PySpark workload connects to ClouderaHMS REST Catalog with CLIENT _ID and CLIENT_SECRET as
credentials and runs workloads from an external system like Databricks, Snowflake, Standalone Spark in Docker, and
so on. The following example expects the same Clientld: Secret string to be passed in at run time via args.credential
(see the previous section).

# © 2024 by doudera, Inc. Al rights reserved.

# Scripts and sanpl e code are |icensed under the Apache License,
# Version 2.0

i mport pyspark

from pyspark.sqgl inport SparkSession

i mport argparse

parser = argparse. Argunent Par ser (descri pti on="Spark WrkLoad Script")
par ser.add_argunent ("--credential”, help="Cientld: Secret")
args = parser.parse_args()

conf = (
pyspar k. Spar kConf ()

. set AppNane(' Fet ch Enpl oyees')

.set Master (' [***SPARK- MASTER- URL***] ")

.set('spark.jars', '[***PATH TO | CEBERG SPARK- RUNTI ME- JAR***] ")

.set('spark.files', '[***PATH TO LOG4J2- PROPERTI ES***] ")

#packages

.set (' spark.jars. packages', '[***| CEBERG SPARK- RUNTI ME-
PACKAGES***] ")

#SQ. Ext ensi ons

.set (' spark.sql.extensions', 'org.apache.iceberg. spark. extensions
. | ceber gSpar kSessi onExt ensi ons')

#Confi guring Catal og

.set (' spark.sql.defaultCatal og', 'denp')

.set (' spark.sql.catal og.denp', 'org.apache.iceberg. spark. Spar kCat
al og')
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.set (' spark.sql.catal og.denp.type', 'rest')

.set (' spark.sql.catal og.deno.uri', "https://[*** DATALAKE-
HOSTNAME* **] / [ *** DATALAKE- NAME* **] / cdp- dat ashar e- access/ hns-api ')

.set (' spark.sql.catal og.deno.io-inpl', '[***] CEBERG FI LE-1 O
I 'vPL***] U )

.set (' spark.sql.catal og.deno.s3.client-factory-inmpl', '[***| CEBERG
S3- FI LE-1 O CLI ENT- FACTORY- | MPL***] ")

.set (' spark.sql.catal og. denp. credential', args.credential)

.set (' spark. sql . catal og. deno. def aul t - nanespace', '[***DEFAULT-
NAMESPACE***] ")

)

## Start Spark Session

spark = SparkSession. bui | der. confi g(conf=conf). get Or Creat e()
spar k. spar kCont ext . set LogLevel (" DEBUG')

print("Spark Job Running...")

print ("####A#H Credenti al @ ####AH#H")

print(args.credential)

## |ist databases

dbl i st =spark. cat al og. | i st Dat abases()

print ("###### Li st Dat abases ########")

print(dblist)

spar k. sparkCont ext. paral l elize([dblist]).coal esce(l).saveAsTextFile("file:
[1]]***QUTPUT- DATABASES- DI R***] ")

## list tables

t abl eLi st =spark. catal og. | i st Tabl es("deno. [ *** DEFAULT- NAMESPACE***] ")

print ("###### Li st Tabl es ######HR")

print(tableList)

spar k. sparkCont ext . paral l eli ze([tabl eLi st]).coal esce(1l).saveAsTextFile("file
2/ /[ ***OUTPUT- TABLES- DI R***] ")

## Run a Query
print ("##### Query: fetch all the enpl oyees of 'departnent -> d006' ##H#H#AH#")
resul t s=spark. sql ("sel ect [***DEFAULT- NAMESPACE***] . enpl oyees. first
_name, [***DEFAULT- NAMESPACE***] . enpl oyees. | ast _nanme, [***DEFAULT-
NAMESPACE***] . depar t nent s. dept _nanme "

"from[*** DEFAULT- NAMESPACE***] . enpl oyees, [***DEFAULT-
NAMVESPACE***] . depart ments, [***DEFAULT- NAMESPACE***]. dept_enp "

"where [***DEFAULT- NAMESPACE***] . enpl oyees. enp_n
o=[ *** DEFAULT- NAMESPACE***] . dept _enp. enp_no "

"and [***DEFAULT- NAMESPACE***] . dept _enp. dept _n
o=[ *** DEFAULT- NAMESPACE***] . depar t nents. dept _no "

"and [***DEFAULT- NAMESPACE***] . depart nent s. dept _no
=' [ ***SAMPLE- DEPT- NO***]"' ")
print(results.show())
results.coal esce(l).wite.option("header", "true").csv("file:///[***OUTPUT-
QUERY- RESULTS- DI R***] ")

Running Apache Spark Applications
Verifying external accessto a Data Share

Performance testing of Data Sharing with Cloudera Data Catalog in Clouderaon cloud 7.3.2.0 revealed
stable operation with up to 100 concurrent users, while higher loads caused significant errors and timeouts.
Recommendations include limiting concurrent users to 100 for optimal performance.
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Test Environment

Tests were run for 30 minutes per user level against a cluster running Clouderaon cloud 7.3.2.0. The data set
consisted of 50 databases with 100 tables and 1000 columns each. 1000 data shares were crested, each sharing 5
tables with 200 external users.

Table 1: Test Results

Users Requests Avg. Response Time Error
(miliseconds)
9087 0

50 9877
100 9945 17484 0

150 10113 25222 728 (7.2%)
Conclusion

Data Catal og stress tests showed reliable performance with up to 100 concurrent users. At 150 concurrent users,
asignificantly higher error rate was observed when listing external users and listing data shares. Response times
exceeded 60 seconds, resulting in request timeouts. The errors seen at 150 users were:

504 Gateway Ti ne- out
Status Code: 504; Error Code: UNKNOMN_ERROR; Service: datacatal og; Operatio
n: |istExternal Users; Request ID: Unknown;

Note: The concurrent user count is the determining factor for this degradation, not the number of external
E users or data shares. Testing confirmed that 150 concurrent users caused timeouts even when the number of
external users per Data Share was reduced.

Recommendation

Cloudera recommends keeping the number of concurrent users accessing the Cloudera Data Catalog APIs at or below
100 for stable operation. Exceeding this threshold is an extreme scenario that may lead to degraded performance and
timeout errors.

Data Sharing longevity test results

The following are the results of a 50-user longevity test performed on the Cloudera Data Catalog and Cloudera
|ceberg REST Catalog.

Test environment and dataset

The longevity test was conducted on an AWS Enterprise Data L ake cluster with the following dataset configuration:

Table 2: Cloudera Data Catalog longevity test dataset

Configuration item Value

Databases 50
Tables 100
Columns 1000
Snapshots 0
Data Shares 1000
Tables per Data Share 5

Data Sharing longevity test results
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Data Sharing longevity test results

Configuration item ‘ Value ‘
Users 200
Users per Data Share 200

Table 3: Cloudera Iceberg REST Catalog longevity test dataset

Configuration item ‘ Value ‘
Databases 250

Tables 20

Columns 1000

Snapshots 100

Data Shares 100

Tables per Data Share 15

Users per Data Share 50t

The following table displays the longevity test results for 50 concurrent users on the AWS EDL cluster environment:

Component Users/Threads Duration Throughput Total requests Failed requests ‘ Error %
Cloudera Data 50 72 hours 2.03/s 527373 62 0.01%
Catalog 2

Cloudera | ceberg 50 72 hours 33.90/s 8787271 0 0.00%
REST Catalog

Note: During the Cloudera Data Catal og test, some requests failed with errors such as 504 Gateway Time-out

and 500 UNKNOWN.

1 Each user accessed one table from one database up to 50 Data Shares.

2 The default Ranger heap size was 1 GB.
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