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Cloudera Runtime How data sharing with Cloudera Iceberg REST Catalog works

Cloudera Iceberg REST Catalog enables your clients to run their workloads from data platforms, such as Databricks
or Snowflake to fetch data from Cloudera environments for analytical purposes.

Data sharing involves the creation of a Data Share with the necessary authorization and authentication mechanisms. A
Data Share is an organizational unit of data, a collection of data assets. Y ou can then share this data with your clients
so that they can access the I ceberg table data created within the Cloudera environment.

The following sections describe the high-level workflow of the processes:

The following tasks are part of the Data Share creation process.

< Asaresource owner, use the existing Knox Token Management system to generate atoken. This unique Token ID
isreferred to asthe CLIENT_ID and the generated passcode is the CLIENT_SECRET.

« Aspart of the token generation process, a Ranger role and Ranger group are created. This group isavirtual group
that Knox provides for the client with whom the datais shared.

» Create and maintain policies for the set of databases and tables to be shared for the Ranger role and group and
thereby create a Data Share.

* Maintain the SELECT permission for the databases or tablesto allow  READ-only access.

e You can then sharethe CLIENT _ID and the CLIENT_SECRET with your clients so that they can access the
shared data in the Cloudera environment.

After you have created a Data Share, which includes creating tokens, authoring a read-only policy within Ranger, and
shared the CLIENT _ID and CLIENT_SECRET with your client, the client makes use of these credentialsin their
workloads to establish a handshake with Cloudera and to access the shared data. In exchange for the CLIENT_ID
and the CLIENT_SECRET, Knox can return an Access Token, than can be used in requests to Iceberg REST Catalog
(Hive MetaStore).

Enabling data sharing with Cloudera lceberg REST Catalog
Verifying external accessto a Data Share

Creating a Data Share with CDP CL |

Creating a Data Share

Learn how to perform the preparatory configurationsin Clouderato enable data sharing. These configurations are
required for the creation of a data share in Cloudera and allow your clients to access datain Cloudera environments.
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Note:
E « Thisfeature isavailable as technical preview and is under entitlement. To obtain the required entitlement,
contact your Cloudera Account Representative.
* Inthefollowing processes, run all commands within the network of your Cloudera Runtime or through a
VPN.
Different versions of Cloudera Runtime and Data L akes require different steps to enable data sharing.

* Fresh 7.3.2.x Data L ake Installation on page 5

« Upgrade from Cloudera Runtime 7.2.18.x with no Cloudera | ceberg REST Catalog configurations on page 5

« Upgrade from Cloudera Runtime 7.2.18.x with Cloudera |ceberg REST Catalog / Cloudera Manager configuration
on page 6

* Resizing Cloudera Data L ake from Light Duty Data L ake to Enterprise Data L ake on page 6

Complete the following steps after afresh installation of 7.3.2.x Data L ake to enable data sharing.
E Note: For more information on installing a Data L ake, see:

¢ Creating and managing Cloudera deployments
¢ Deploy Clouderausing Terraform
¢ Registering an AWS environment from the Cloudera Ul

1. HMS Rest Catalog configuration

Configure the Hive Metastore (HMS) service to serve as an I ceberg REST catalog. This alows clientsto use
REST Catalog APIsto access the required metadata files.

2. Editing Knox topologies

Edit your Knox topologies to define the lifetime of your Knox tokens (lifetime of your Data Shares) and the
number of external users.
3. Knox configuration

Configure propertiesin Knox to set up administrator privileges that allow creation of tokens.
4. |DBroker configuration

Configure Knox IDBroker in Cloudera Manager.
5. Creating a Data Share with CDP CL1 or Creating a new Data Share

Create aData Share in Cloudera.

Complete the following configurations to enable Cloudera Data Sharing when upgrading the Data L ake from 7.2.18.x
with no REST Catalog or Cloudera Data Sharing configured in that version.

E Note: For more information on upgrading a Data L ake, see Upgrading a Data L ake.

1. Manual Installation of metering service

Install and configure the metering server for Cloudera Data Sharing.
2. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. This alows your clientsto use REST
Catalog APIsto access the required metadata files.
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https://docs.cloudera.com/runtime/7.3.2/using-cloudera-data-sharing/topics/cr-ds-knox-configuration-in-gateway-site-xml.html
https://docs.cloudera.com/runtime/7.3.2/using-cloudera-data-sharing/topics/cr-ds-configuring-the-knox-idbroker.html
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3. Editing Knox topologies

Edit your Knox topologies to define the lifetime of your Knox tokens (lifetime of your Data Shares) and the
number of external users.

4. Knox configuration

Configure propertiesin Knox to set up administrator privileges that allow creation of tokens.
5. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
6. Creating a Data Share with CDP CLI or Creating a new Data Share

Create a Data Share in Cloudera.

Complete the following configurations to enable Data Sharing when upgrading the Data L ake from 7.2.18.x with
REST Catalog / Data Sharing configured in that version.

IS Note: For more information on upgrading a Data L ake, see Upgrading a Data L ake.

1. Manua Installation of metering service

Install and configure the metering server for Cloudera Data Sharing.
2. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. Thisalows your clientsto use REST
Catalog APIsto access the required metadata files.
3. Editing Knox topologies

Edit your Knox topologies to define the lifetime of your Knox tokens (lifetime of your Data Shares) and the
number of external users.
4, Knox configuration

Configure properties in Knox to set up administrator privileges that allow creation of tokens.
5. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.
6. Creating a Data Share with CDP CLI or Creating a new Data Share

Create a Data Share in Cloudera.

Complete the following configurations to enable Cloudera Data Sharing after resizing the Data Lake from Light Duty
Data L ake to Enterprise Data L ake.

E Note: For more information on resizing a Data Lake, see Resizing a Data L ake.

1. HMS Rest Catalog configuration

Configure the Hive Metastore service to serve as an Iceberg REST catalog. Thisalows your clientsto use REST
Catalog APIsto access the required metadata files.
2. Editing Knox topologies

Edit your Knox topologies to define the lifetime of your Knox tokens (lifetime of your Data Shares) and the
number of external users.

3. Knox configuration

Configure properties in Knox to set up administrator privilegesthat allow creation of tokens.
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4. IDBroker configuration

Configure Knox IDBroker in Cloudera Manager.

Configuring Hive Metastore as a REST Catalog
To use the API endpoints provided by REST Catalog, you need to enable it in the Hive Metastore where it is
deployed.
Before you begin

Ensure that your Cloudera Runtimeisof 7.3.2 version or later in Management Console Environments *** YOUR-
ENVIRONMENT*** Data Lake)

IEmvwronments cloudera-catalog-hue-lake-6 / Data Lake IEventHistory

AWS  Environment Details @ Stop Actions ~
NAME TYPE STATUS REGION

cloudera-catalog-hue-lake-6 Cloud Environment @ Available US West (Oregon) - us-west-2

LAST EVENT CRN

13/03/2026,10:29:12 | Environment successfully started crn:cdp:environments:us-west-1:c =}

Data Lake Details

NAME STATUS STATUS REASON

cloudera-catalog-hue-lake-6 © Running Datalake is running

CRN

crn:cdp:datalake:us-west-1: B

SCALE NODES QUICK LINKS

Light Duty ©2 00 ©o ©@Atlas @ Ranger @ Data Catalog

Data Hubs Data Lake FreelPA Compute Clusters Cluster Definitions Summary

>. SHOW CLI COMMAND ® RETRY A REPAIR ' RESIZE B RENEW PUBLIC CERTIFICATE

aWs  Environment Details

NAME CREDENTIAL REGION AVAILABILITY ZONE
cloudera-catalog-hue-lake-6 eng-sdx-weekly us-west-2 us-west-2b
@ Services

@ Atlas B cvu € Ranger JK Token Integration

W Cloudera Manager Info

CM URL CM VERSION RUNTIME VERSION LOGS
https:, italog-hue-lak -gat y.C - 7.13.2.0 7.3.2-1.cdh7.3.2.p0.76545179 Command logs, Service logs
Procedure

1. Loginto ClouderaManager and click Clusters Hive Metastore Configuration .
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2. Search for Enable REST Catalog Service and enable it to set up the REST Catalog Service in Hive Metastore.

CLOUDERA
Manager
« Hive Metastore  actons~ Apr 14,12:26 AM UTC
Instan: Configurat mmand Charts Library ~ Compaction: Quick Links +
Q Enab! Catalog Servi @fFilters  Role Groups  History & Rollback
Filters Show Al Descriptions
Enable REST Catalog Service e Metas! ervice-Wide) *
v SCOPE
ot
Hive Met

IE Note: Use only one IDBroker, as Hive Metastore does not support multiple IDBrokers.

3. If you use Cloudera Data Sharing with AWS Elastic MapReduce and AWS Athena notebook, add the region of
AWS environment to the Hive Metastore configuration.

a) Check your region in Cloudera Management Console Environments [***YOUR_ENVIRONMENT***]
Environment Details .

CLOUDEZRA

Management Console [IRRSAMICIUICRIS cloudera-catalog-hue-lake-5 ' Data Lake ' Nodes

(?) Dashboard

aWs  Environment Details @sStop | Actions ~
NAME TYPE STATUS REGION

cloudera-catalog-hue-lake-5 Cloud Environment @ Available US West (Oregon) - us-west-2

LAST EVENT chN

15/09/2025,11:04:23 | Environment successfully started ©

b) If your region is different than the default us-west-2, go to Cloudera Manager Clusters Hive Metastore
Configuration Hive Service Advanced Configuration Snippet (Safety Valve) for hive-sitexml .

¢) Add aproperty with your region.
<property><name>client.region</name><value>[*** CLIENT_REGION_NAME***] </value></property>

CLOUDZRA

Manager cloudera-catalog-hue-lake-5

‘¢ Hive Metastore  ctions - Sep 15,315 PMUTC

Status  Instances  Configuration ~ Commands  Charts Library ~ Compactions  Quick Links +

Q Hive Service Advanced Configuration Snippet (Safety Valve) for hive-site ©fFilters  Role Groups  History & Rollback
Filters Show All Descriptions
Hive Service Advanced Configuration Snippet Hive Metastore (Service-Wide) o)
v SCOPE (Safety Valve) for hive-site.xml View Editor

4 hive_service_config_safety_valve
Hive Metastore (Service-Wide) 1 [ metastore trvdirect

|<proper gion</! lue></prop: ty>|

P

" 1-10f1

v STATUS

© Error
A Warning 0
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4. Savethe changes and restart the Hive Metastore service.

‘@ Hive Metastore  Actions~

Stale Configuration: Restart
needed

Status  Instances  Configuration Co pactions  Quick Links ~

Q, Hive Service Advanced Configuration Snippet (Safety Valve) for hive-site

Continue with Editing the Knox topologies.

Learn how to edit Knox topologies to define for Knox how to proxy reguests from external users.

Ensure that you have the following information before performing the steps:
* Username of the user who will generatethe CLIENT_ID and CLIENT_SECRET.

The cdp-datashare-access Knox topology is automatically deployed. Editing the token lifetime and the token
allowance per user (by adding the parameter KNOXTOKEN:knox.token.limit.per.user=[*** TOKENLIMIT***]) is
possible for each topology but it is optional. The following steps override the general settings in the Knox Gateway
for a specific Knox topology. Y ou can add more topologies. For more information, see Add a custom descriptor to
Apache Knox.

Important: If you use multiple services using the same Knox token gateway, Cloudera strongly recommends
;’i\, using topology level settings by each service.

1. Goto ClouderaManager Knox Configuration .
2. Select the Knox Gateway scope.
3. Edit the default cdp-datashare-access topology by searching for cdp_datashare access descriptor.
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4. Configure the value of KNOXTOKEN:knox.token.ttl=36000000.

Note: The default value of 36000000 of knox.token.ttl means a 10 hour period. Y ou can reduce this
IE number to adjust the CLIENT_ID and CLIENT_SECRET lifetime.

Figure 1: Editing the default topology

Cluster 1

@ K KNOX-1  actions~

Status  Instances  Configuration

| cDEP Deployment from 2026-Feb-09 10:39 |

Commands  Charts Library ~ Audits ~ Web Ul ~

Quick Links ~

Feb 9, 3:04 PM UTC

Q cdp_datashare_access_descriptor

@Filters Role Groups  History & Rollback

Filters

v SCOPE

KNOX-1 (Service-Wide) 0
Gateway 0
Knox Gateway 1
Knox IDBroker 0

v CATEGORY

Main 1
Advanced 0
Logs 0
Monitoring 0
Performance 0
Ports and Addresses 0
Resource Management 0
Security 0
Stacks Collection 0

v STATUS

© Error 0
A Warning 0
& Edited 1
% Non-Default 1
@ Include Overrides 0

CDP DataShare Access - Topology descriptor

cdp_datashare_access_descriptor
&} cdp_datashare_access_descriptor

Knox Gateway Default Group 'O Undo

Show All Descriptions
0]

‘ providerConfigRef=cdp-datashare-access-provider

| o

i provisionEncryptQueryStringCredential=false

| mo

I l KNOXTOKEN:knox.token.ttI=36000000 I

|wo

[ KNOXTOKEN:knox.token.exp.server-managed=true

|we

l ICEBERG-REST

| mo

|
I ‘ KNOXTOKEN:knox.token.limit.per.user=2 I
1

| mo

1-10f1

2 Edited Values Reason for change: l Modified CDP DataShare Access - Topology descriptor, Knox Service Advanced Configuration Snippet (Safety Valve) for conf/gateway-site.xml ] Save Changes(CTRL+S)

Important: knox.token.ttl controls the lifetime of your Knox access token received in exchange for the
Client ID and Secret of your external users. Once it expires, external users need to request a new access
token. For more information, see Editing Knox topologies.
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5. If additional users are needed, the marked section needs to be duplicated to add the user in cdp_datashare_access
_provider.

@ K Knox  actons~ Feb 17, 4:45 PM UTC

Status  Instances  Configuration ~ Commands  Charts Library  Quick Links +

Q CDP DataShare Access - Authentication Provider @FFilters | Service Knox on de-jenkins-597 ~  Role Groups  History & Rollback
Filters Show All Descriptions
CDP DataShare Access - Authentication Provider Knox Gateway Default Group 'O Undo 0]
v SCOPE
cdp_datashare_access_provider l role=federation l e
2 cdp_datashare_access_provider
Knox (Service-Wide) 0
Gateway 0 l federation.name=JWTProvider l JugC]
Knox Gateway 1
Knox IDBroker 0 [ ion.param knox.token.exp.sen g J we
v CATEGORY [ role=identity-assertion J jugc)
Main 1
Advanced 0 [ identity-assertion.name=Default J oW e
Logs 0
Monitoring 0 [ identity-assertion.param.group.mapping.SPRIMARY_GROUP=(not (member username)) J jugc)
Performance 0
Ports and Addresses 0 [ role=ha J oo
Resource Management 0
Securit 0
ceurty [ ha.name=HaProvider J jugc)
Stacks Collection 0
« STATUS [ ha.param.ICEBERG-REST: ue;maxF pts=3; p=1000 J jugc)
© Error 0 [ identity-assertion.param.hadoop.proxyuser.<**USERNAME***> users=* J jugc)
A Warning 0
(& Edited 1 [ identity-assertion.param.hadoop.proxyuser.<**USERNAME***> groups=* ] juge)
% Non-Default 1
[ Include O des 0 N N
Cinelude overrde [ identity-assertion.param.hadoop.proxyuser.<+USERNAME*++>. hosts =+ ] me
1-Tof 1

1 Edited Value Reason for change: [ Modified CDP DataShare Access - Authentication Provider ‘ Save Changes(CTRL+s)

6. Click Save Changes and refresh the configuration as needed.

d

o K knox Actions ~

Stale Configuration: Refresh
Status  Instances needed harts Library ~ Quick Links ~

Results
The relevant Knox topologies are updated.

What to do next
Continue with configuring Knox.

Configuring the Knox gateway-site.xml

Learn how to configure Knox parameters to allow admin permissions in Knox. Admin permission is required to
create the CLIENT_ID and CLIENT_SECRET.
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The CLIENT_ID and CLIENT_SECRET isrequired for creating Data Shares to authorize your external clients.

« The Clouderaon cloud user must be configured as both Knox and Ranger Admin to perform the tasks required to
configure Knox parameters.

B Note: For more information on setting the Ranger admin, see:

¢ Clouderaaccount administrator
¢ Administering Ranger Users, Groups, Roles, and Permissions
» Knox topologies are automatically deployed. Editing the token lifetime (KNOXTOKEN:knox.token.ttl) and the
token allowance per user (KNOXTOKEN:knox.token.limit.per.user) is applicable to all topologies, but can be
overridden by individual topology settings.

Important: If you use multiple services using the same Knox token gateway, Cloudera strongly
& recommends using topology level settings by each service.

1. Goto Cloudera Manager Clusters Knox Configuration Advanced Configuration Snippet (Safety Valve) for conf/
gateway-site.xml

a) Add the gateway.knox.admin.users parameter.

Note:
E Users who create the Client tokens and secrets for data sharing, must be a part of the Knox admin users
and groups configuration. For example, gateway.knox.admin.users = *** HAREADMINL*** |
*** SHAREADMINZ***,

b) Add the gateway.knox.admin.groups parameter.
2. Click Save Changes.
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3. Set the Knox token limit parameter:
a) ClouderaManager Clusters Knox Configuration .
b) Search for gateway.knox.token.limit.per.user, then set the value of the parameter.

Note: Thevalue -1 means"unlimited". For example, using gateway.knox.token.limit.per.user=2
allows two external Data Share users concurrently without an expiration time limit. This setting
appliesto all user across al Knox topologies.

| CDEP Deployment from 2026-Feb-04 22:02

Cluster 1
@ K KNOX-T  actons~ Feb 6, 5:27 PMUTC
Status  Instances  Configuration ~Commands  Charts Library ~ Audits  Knox Gateway Home @ Quick Links v L3
l Q Knox Token Integration - User Limit @Filters (1)  Role Groups  History & Rollback
Filters (1) Clear Al Show All Descriptions
Knox Token Integration - User Limit Knox Gateway Default Group o]
v SCOPE Clear gateway.knox.token.limit.per.user
10
42 gateway_knox_token_limit_per_user
KNOX-1 (Service-Wide) 0
Gateway 0 N
Knox Token Integration - User Limit Exceeded Knox Gateway Default Group 0]
Knox Gateway 2 y
Action
Knox IDBroker 0 (O REMOVE_OLDEST
gateway.knox.token.user.limit.exceeded.action
4 gateway_knox_token_user_limit_exceeded_action (@ RETURN_ERROR
v CATEGORY
Main 2 1-20f2
Advanced 0
Logs 0
Monitoring 0
Performance 0
Ports and Addresses 0
Resource Management 0
Security 0
Stacks Collection 0

v STATUS

© Error

A Warning

(# Edited

% Non-Default
0 Include Overrides 0

Save Changes(CTRL+S)

4. Click Save Changes and refresh the configuration as needed.

o K knOX Actions +

Stale Configuration: Refresh
Status  Instances needed harts Library ~ Quick Links «

What to do next
Continue with configuring the Knox |DBroker.

Related Information
Editing Knox topologies
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Learn how to configure the Knox IDBroker in Cloudera Manager.

The IDBroker must be made aware of available session policies. Configure these policies using the Cloudera Manager
so that they survive restarts, upgrades, and other such events.

This policy template provides secure, read-only access to specific S3 paths for data sharing scenarios:

o Listing permissions (s3:List*): Allows listing bucket contents with prefix restrictions

» Read permissions (s3:Get*): Allows reading objects within the specified prefix path

e Dynamic scoping: The ${ bucket} and ${ prefix} variables are automatically substituted with the S3 bucket name
and its path when REST Catalog requests credentials.

» Size optimized: The minified format ensures the policy stays under the 2048-character AWS STS plaintext limit,
aswell as, honors the packed policy size limit.

After REST Catalog constructs the session policy template with the data access information, the AWS Security Token
Service provides the minimal required temporary credentials to read the data stored in AWS.

Note: The read-only policy template is automatically deployed to ${ KNOX_GATEWAY_CONF_DIR}/idb-
policy-templates/read-only.json during Knox IDBroker configuration. The configuration below registers this
policy template so it can be applied when REST Catal og requests scoped credentials for data sharing.

1. Goto ClouderaManager Knox Instances Configuration Knox IDBroker Advanced Configuration Snippet (Safety
Valve) for conf/cdp-resources.xml

2. After clicking View as XML, add a property hamed sessionPolicy Template:read-only with the following values:

<property>
<nanme>sessi onPol i cyTenpl at e: r ead- onl y</ nanme>
<val ue>
{"Version":"2012-10-17",
"Statenent":[{"Sid":" Al owLi stingOf Dat aLakeFol der Onl y",
"Effect":"Al |l ow',
"Action":["s3:List*"],
"Resource":"arn: aws: s3: :: ${ bucket } ",
"Condition":{"StringEqual s":{"s3:prefix":["${prefix}",
"${prefix}/"]}}},
{"Sid":"A|l owAccessToDat aLakeFol der",
"Effect":"Al |l ow',
"Action":["s3: Get*"],
"Resource":"arn: aws: s3::: ${bucket}/ ${prefix}/*"}]}
</ val ue>
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</ property>

0 K kn (0).4 Actions ~ Dec 18, 10:00 PM UTC

Status  Instances  Configuration ~ Commands  Charts Library  Quick Links v

Q Knox IDBroker Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources.xml @ Filters  Role Groups History & Rollback
Filters Show All Descriptions
Knox IDBroker Advanced Configuration Snippet  Knox IDBroker Default Group ' Undo ®
v SCOPE (Safety Valve) for conf/cdp-resources.xml View Editor

6 conf/cdp-resources xml_role_safety_valve <property><name>sessionPolicy Template:read-only</names<value>{'Version':"2012-10-17", Statement"

[{"Sid""AllowListingOfDataLakeFolderOnly" Effect":"Allow",Action’:
['s3:List*"]"Resource”"arn:aws:s3::${bucket}" Condition"{"StringEquals":{"s3:prefix"["${prefix)’ 'S{prefix}/"I}},
{'Sid""AllowAccessToDatal akeFolder",'Effect":"Allow",'Action":
['s3:Get*']'Resource""arn;aws:s3::${bucket}/${prefix}/*"}|}</value></property>

knox (Service-Wide)
Gateway

Knox Gateway
Knox IDBroker

- ooo

v CATEGORY

Main
Advanced 1-10f1
Database

Logs

Monitoring
Performance

Ports and Addresses
Resource Management
Security

ococooocoooo-=o

Stacks Collection

v STATUS

© Error

A Warning

(& Edited

% Non-Default

) Include Overrides

)

1 Edited Value Reason for change: [ Modified Knox IDBroker Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources.xml ‘ Save Changes(CTRL+S)

d

3. Saveyour changes and restart the Knox service.

o K knox Actions =

Stale Configuration: Refresh
Status  Instances needed harts Library  Quick Links ~

What to do next
Continue with Creating a new Data Share.
Related Information

Creating a Data Share with CDP CLI

Creating a Data Share with CDP CLI

Learn how to register external clientsin Cloudera on cloud and create Data Shares using CDP CLI commands.
This process involves provisioning credentials for external users and managing data sharing through a series of CLI
commands. Ensure prerequisites are met and follow the steps to securely share data assets with external users.
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Resource owners or Data Share administrators who want to share their |ceberg tablesin Cloudera with external
clients must first register the external client in the Cloudera on cloud environment using thecdp dat acat al og
creat e- ext er nal - user s CDP CLI command. Thisprovisionsa CLIENT_ID and CLIENT_SECRET for the
external user.

After registering the external user, the resource owner creates a Data Share using thecdp dat acat al og

cr eat e- dat a- shar e CDP CLI command. The command packages specified data assets (Iceberg tables) into
ashareable unit and optionally grants access to registered external users at creation time using the --external-users
parameter.

The CDP CLI aso provides commands to manage the full Data Share lifecycle, including listing, updating, activating,
deactivating, and deleting shares, as well as managing asset membership and external user access.

E Note: The following functions are all available through the Cloudera Data Catalog user interface as well.

* Userswho run the token generation commands, must be a part of the Knox admin users and groups configuration.
For more information see Knox configuration in gateway-sitexml. Having the DataShareAdmin resource role
includes the knoxAdmin role. For more information, see Providing access to users.

e Run al commands within the network of your Cloudera Runtime or through a VPN.

« For Cloudera on cloud environments, you can aternatively register external users using the Cloudera Data Catalog
user interface. For more information, see Creating external users.

e CDPCLI isinstalled and configured. For more information, see CLI client setup.

Ensure that you have the following information before performing the steps:

Share Admin user and password
Username and password of the Cloudera Administrator. For more information, see Cloudera
account administrator.

Data L ake name

Goto Management Console Environments <***YOUR_ENVIRONMENT NAME***> Data L ake
Details and copy and make a note of the Data Lake name.
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I Environments /' cloudera-catalog-hue-lake-6  Data Lake IEvem History

aws - Environment Details @Stop  Actions ¥

NAME YPE STATUS REGION

cloudera-catalog-hue-lake-6 Cloud Environment © Available US West (Oregon) - us-west-2

LAST EVENT CRN

13/03/2026,10:29:12 | Environment successfully started ernzcdpienvironments:us-west-1:c ©

@ Data Lake Details

NAME STATUS STATUS REASON

cloudera-catalog-hue-lake-6 © Running Datalake is running

CRN

crm:cdp:datalake:us-west-1 ©

SCALE NODES QUICK LINKS

Light Duty ©®2 00 Qo ©@Atlas @Ranger @ Data Catalog

DataHubs  Datalake  FreelPA  Compute Clusters  Cluster Definitions  Summary

>. SHOW CLI COMMAND © RETRY A REPAIR o RESIZE B RENEW PUBLIC CERTIFICATE

aws  Environment Details

NAME CREDENTIAL REGION AVAILABILITY ZONE
cloudera-catalog-hue-lake-6 eng-sdx-weekly us-west-2 us-west-2b

£ services

3 Atlas B cmu @ Ranger Token Integration

B cloudera Manager Info

CM URL CM VERSION RUNTIME VERSION LoGs
https://cloudera-cataloa-hue-lake-6-qateway.c - 713.2.0 7.3.2-1.0dh7.3.2.p0.76545179 Command logs , Service logs

The following additional CDP CLI commands are available for Data Share management:

cdp dat acat al og creat e-ext ernal - user s — Creates external user accounts for individuals outside
Cloudera, generating a CLIENT _ID and CLIENT_SECRET for each user.

cdp datacatal og |ist-external -users — Listsexternal users registered for data sharing, with
optional filtering and pagination.

cdp dat acat al og revoke-external -user-credenti al s— Revokesthe active credentials for an
external user.

cdp datacatal og regenerate-external -user-credential s— Issuesanew set of credentials
for an external user, invalidating the old ones.

cdp datacat al og del et e- ext er nal - user — Permanently deletes an external user and removes their
access to all data shares.

cdp dat acat al og creat e- dat a- shar e — Creates a new data share and packages specified data assets
into a shareable unit.

cdp datacatal og |ist-data-shares — Listsall available data shares within a specified Data L ake.
cdp dat acat al og get - dat a- shar e — Retrievesthe full details of a specific data share, including its
assets and user accesslist.

cdp dat acat al og updat e- dat a- shar e — Updates the metadata for an existing data share, such asits
name, keywords, or expiration.

cdp datacat al og del et e- dat a- shar e — Permanently deletes a data share.

cdp dat acat al og shar e- dat a- shar e — Activates a data share, making its assets available to the
configured external users.

cdp dat acat al og unshar e- dat a- shar e — Desactivates a data share, making its assets temporarily
unavailable.

cdp dat acat al og add- asset s-t o- dat a- shar e — Adds new data assets, such as tables or views, to
an existing data share.
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 cdp datacatal og renove-assets-from dat a- shar e — Removes one or more assets from an
existing data share by resource ID.

e« cdp datacatal og grant-access-to-external -users-on-dat a- shar e — Grants one or more
external users access to a data share, with an optional expiration.

« cdp datacatal og updat e-access- of - ext er nal - user s- on- dat a- shar e — Adds external
usersto a data share or updates their access expiration time.

« cdp datacatal og renove-access- of - ext ernal - user s- on- dat a- shar e — Removes one or
more external users access from a specific data share.

1. Instead using the Cloudera Data Catalog user interface, you can register external users directly using the cdp
dat acat al og creat e-ext ernal -users CDP CLI command:

Run the following command to create one or more external users:
cdp datacatal og create-external -users \
--dat al ake-crn "[***DATALAKE- CRN***]" \
--environnment-crn "[***ENVI RONVENT- CRN***] " \
--external -users email =[ ***EMAI L***] | user nane=[ *** USERNAME* **] | conpany
Nane=[ ** * COMPANY* * * ]
The command accepts the following parameters for each entry in --external-users:
email
Email address of the external user.

username
Username for the external user account.

companyName
Name of the external user's organization.

On success, the command returns the created user objects including the generated credentials:

{
"external Users": |

{
"user | d": 51,
"username": "[***USERNAVE***]",
"email": "[***EMAIL***]",
"conmpanyName": "[*** COVPANY***]"
"clientld": "[***CLIENT_|D***]",
"secret": "[***SECRET***]",
"createdAt": "2025-07-29T14:07: 05. 742000+00: 00",
"error": ""

}
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Important: The clientld and secret valuesin the response are generated credentials and are displayed
only once. Securely store this information immediately and share it with the external user. If the
credentials are lost, you must regenerate them.

* To verify viaRanger Audits:

a. Toverify if the CLIENT_ID (Token ID) is generated successfully, goto Cloudera Management Console

[***ENVIRONMENT-NAME***] [*** DATALAKE-NAME***] Ranger Audits Admin . Y our external user
creation events are shown as User created [*** CLIENTID***].

Figure 3: Client ID verification in Ranger

Operation : create

Name: 77892837-d0dd-42¢7-8b57-affd973ach68

Date: 03/12/2026 05:56:59 PM Central European Standard Time
Created By: csso_aszuromi

User Details:

Fields New Value

First Name id Torres

Login ID 77892837-d0dd-4207-8b57-afld973ach68

UserRole  "ROLE_USER"
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To verify via Data Catalog user interface:

a. InClouderaData Catalog, go to Manage Users.

b. Select thetarget Data L ake from the dropdown at the top of the page. The user list shows all existing
external usersfor the selected Data Lake, including their Client ID, email address, company name,
associated shares, and registration date.

Manage Users

Manage Users

External users are the users/applications which are not part of CDP ecosystem and still want to consume the data from CDP.

Data Lakes”

= cloudera-catalog-hue-... ~

Thomas Mller

CLIENT ID
0ce78769-9a1b-4115-9e11-03128fc53aec

David Torres Revoked

CLIENT ID
N/A

Sarah Jenkins

CLIENT ID
7507e2b5-b5d5-4f95-be8d-85f43f7c3a6e

Marcus Chen

CLIENT ID
8c53c26a-97b4-42fa-a5c4-0af27f1824af

Elena Rostova

CLIENT ID

EMAIL ADDRESS:
tmuller@aerosettlement.com

EMAIL ADDRESS:
dtorres@securejourey.com

EMAIL ADDRESS:
s jenkins@nbsa.gov

EMAIL ADDRESS:
marcus.chen@pacificrimair.com

EMAIL ADDRESS:

COMPANY NAME
AeroSettlement Financial Services

COMPANY NAME
SecureJourney Insurance

COMPANY NAME
National Border Security Agency

COMPANY NAME
Pacific Rim Airways

COMPANY NAME
GlobalFlight Ground Services

SHARES
1 Share

SHARES
1 Share

SHARES
1 Share

SHARES
1 Share

SHARES
1 Share

ADDED ON
03/12/2026 04:04 PM CET

ADDED ON
03/12/2026 01:06 PM CET

ADDED ON
03/12/2026 12:54 PM CET

ADDED ON
03/12/2026 12:54 PM CET

ADDED ON
03/12/2026 12:51 PM CET

External user Client IDs are also visible in Knox under Cloudera Manager Environment
[***YOUR_DATALAKE***] Token Integration Token Management

Generate New Token | &

Search by Token ID, (Impersonated) User Name, Gomment or Metadata.

o Token ID

Expires.
7eda98fb-3937-420d-

o sc53.5q780006d530  12/03/2026,12:51:38 Never
8c53c26a-97b4-42fa-

o a5c4-Oat27HiE2aal 12/03/2026, 12:54:24 Never
7507e2b5-b5d5-4195-

o © 12/03/2026, 12:54:46 Never

be8d-85f43f7c3abc

User Name

Impersonated

Type

Comment

tems per page: 100

Additional Metadata

Show Disabled KnoxSSO Cookies
Show My Tokens Only

Actions

companyName =
GlobalFiight
Ground Services
email =
erostova@globalfiig| Disable | Revoke
ht-handling.com
externalUserName
= Elena Rostova

companyName =
Pacific Rim Airways
email =
marcus.chen@pacif p
cus-chendp [ Disable | Revoke
externalUserName
= Marcus Chen

companyName =

National Border

Security Agency
email =

Disable | Revoke

externalUserName
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2. After verifying the Client | Ds, create a Data Share using the CDP CLI command:

cdp datacatal og create-data-share \

--dat al ake-crn "[***DATALAKE- CRN***] " \

--environnment-crn "[***ENVI RONVENT- CRN***] " \

- -dat a- share- name "[*** DATA- SHARE- NAME***] " \

--assets dat abaseName=[ *** DATABASE- NAME* **] | t abl eName=[ *** TABLE-
NAME* **] , gui d=[ *** ASSET- GUI D* * * ]

The command accepts the following required parameters:

--datalake-crn
The CRN of the source Data L ake.

--environment-crn
The CRN of the associated CDP environment.

--data-share-name
A unigque name for the new data share (maximum 512 characters).

--assets

Thelist of datatablesto includein the share, specified as databaseName=[*** DATABASE-
NAME***] tableName=[*** TABLE-NAME***] ,guid=[*** ASSET-GUID***] . Separate multiple
entries with spaces.

Y ou can also specify the following optional parameters: --summary, --terms-of-use, --keywords, --expiry-time,
and --external-users. Use --external -users to grant access to one or more external users at creation time. Each entry
uses the shorthand format externalUserld=[***USER-1D***] ,expiry Time=[*** YYYY-MM-DDTHH: MM: SS***].
Separate multiple entries with spaces. The externalUserld is the userld returned when creating external users with
cdp dat acat al og creat e-external -users.

cdp dat acat al og creat e-dat a-share \

--dat al ake-crn "crn: cdp: dat al ake: us-west-1:..." \

--environnent-crn "crn:cdp: environnments: us-west-1:..." \

--dat a- share-nanme "q3_nmarketing data" \

--assets dat abaseNane=nar ket i ng, t abl eNanme=canpai gn_r esul t s, gui d=5eb2d
66b- d47d- 402b- a26¢c- de77b403ef 6a \

--sunmary "3 marketing canpaign results" \

--expiry-tinme 2025-08-20T06: 30: 00 \

--external -users external User| d=344

On success, the command returns a JSON object with the identifiers for the new share;
"dat aSharel d": 1,

"dat aShar eNane": "qg3_marketi ng_data",
"dat al akeCrn": "crn:cdp: dat al ake: us-west-1:..."

21



Cloudera Runtime Setting up Cloudera lceberg REST Catalog for data sharing

Note: For complex shares with many assets or users, use a JSSON input file. Generate a template with cdp
datacatalog create-data-share --generate-cli-skeleton > share_input.json, then run the command with
--cli-input-json  file://share_input.json.

* To verify viaRanger Audits:

a. Toverify if the Data Share is generated successfully, goto Cloudera Management Console
[***ENVIRONMENT-NAME***] [*** DATALAKE-NAME***] Ranger Audits Admin . Your Data Share
creation events are shown as three consecutive Ranger audit events:

+ DataSharein Dataset created
e Data Share created ***DATASET SERVICE NAME***
e Dataset create *** DATASHARE NAME***

Figure 5: Data Share verification in Ranger

Operation : create

Name : flight_summary_complex

Date: 03/12/2026 03:23:01 PM India Standard Time
Greated By:

Dataset Detail:

Fields New Value

Termsof "By accessing this data asset, you acknowledge that the information
use herein is the exclusive intellectual property of Airines Ltd. and is
provisioned strictly for authorized, internal business purposes. Users
must handle all data in strict accordance with Airlines Ltd. s enterprise
data governance policies, including mandatory compliance with GDPR
and relevant privacy regulations wherever Personally Identifiable
Information (PIl) o Passenger Name Records (PNR) are present.
Unauthorized extraction, distribution, or tiization of this data for non-
, external sharing, or unauthorized
rictly prohibited. This data is provided 'as-
ies of and Ailines Ltd.
logs, monitor usage patterns, and
ensure regulatory and security

s ['Border_Control_Feed","Regulated_Transit_Data","Passenger_Manifest']

false

flight_summary_complex

g and

Y
requiring raw passenger name records.

Validity {"startTime":"2026/03/12 14:23:01","endTime":"2026/03/13
Schedule  13:22:03" "timeZone":"UTC"}

{users™{’c "2 ADMIN'Y}

['Staged","GDPR_PNR","Highly_Restricted]

» To verify via Data Catalog user interface:

a. In Cloudera Data Catalog, go to Data Sharing. The new Data Share islisted on the All Shares pagein Not
Shared status until you publish it.

Figure 6: All Shares page
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All Shares

Data Sharing

You can directly share data with data consumers using external ecosystems, saving time spent on integration, to spend it rather on useful collaboration. You can tailor the access rights of your data consumers to their needs.

Data Lakes®
== cloudera-catalog-hue-... + ® New Share

SotBy v | Tag v  Keyword v  Expiry v | ShareStatus ~

& Shared dim_aircraft
CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS

1 a1 03/12/2026 03:26 PM CET © Reference_Data ) (® Public....n_Spec ) (® Operational £ Ground...ations ) (# Fleet_Hardware
2 Aviati..e_Data

/A Share expires on: 03/13/2026 11:59 PM CET (5 hours, 32 minutes, 31 seconds left)

® NotShared agg_route_performance

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
&1 a1 03/12/2026 03:24 PM CET © Aggregated ) (® Non_Pil ) (& Commer...ential 2 Partne....actors ) (_# Route_...lytics ) (. B2B_BI_Feed

2 Shared airlines_new

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
1 a1 03/12/2026 04:09 PM CET © Reference_Data ) (& Commer....ential ) (& Non_Pil # Interl...illing ) ( Financ....lement ) (# SWIFT_Routing
+2

@IERpIEd flight_summary_complex
CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
51 a1 03/12/2026 03:23 PM CET ©® Staged | (® GDPR_PNR | (® Highly....ricted £ Border...|_Feed | [  Regula...t_Data
£ Passen....nifest

@ Share expired on: 03/13/2026 02:22 PM CET

% Shared) enriched_flight_data

CREATED BY ASSETS USERS CREATED ON TAGS KEYWORDS
1 a1 03/12/2026 02:16 PM CET © Confidential ) (® Enriched ) (& GDPR PNR £ Claims....dation ) (# Enrich... Roster
£ B2B.In...e_Feed ) +2

Creating anew Data Share

If your environment contains a custom set of trusted certificate authorities, you need to import the Cloudera certificate
to your environment and apply it to the node where Spark is running.

E Note: Run al commands within the network of your Cloudera Runtime or through a VPN.

1. Run thefollowing command to export a certificate from the Cloudera on cloud environment:

openssl s _client -showcerts -connect [***CDP-PUBLI C- CLOUD- HOSTNAME***] : 443
</dev/null 2>/dev/null | openssl x509 -outform PEM > share. pem

2. Convert the created share.pem file to share.cert by running the following command:

openssl x509 -outformder -in share.pem-out share.cert
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3. Import the certificate into the Java Virtual Machine (JVM) of the Spark cluster.

keytool -inportcert -alias cdpcert -keystore /usr/lib/jvmjava-11-openjdk-
amd64/|i b/ security/cacerts -file ${CERT_HOVE}/share.cert -storepass change
it -nopronpt

Note: The JAVA path, /usr/lib/jvm/java-11-openjdk-arm64/lib/security/cacertsis different for ARM-
based machines.

To use the I ceberg data sharing in Cloudera, you must employ the REST client to perform specific operations.

The REST APIs from the specification defined by Apache Iceberg are available in the REST Catalog open API
specification. Cloudera currently supports the REST APIsthat allow read operations on I ceberg tables:

Retrieving the access token works the same for all supported endpoints:

[ ***MY- TOKEN- NAME***] =$(curl -k -X POST -H "Content-Type: applic

ati on/ x-www« formurl encoded” -d "client id=[***CLIENT |ID***]&cli

ent _secret=[***CLI ENT SECRET***] &rant type=client _credential s" "htt
ps://[*** DATALAKE- LOADBALANCER* **] / [ *** DATALAKE- NAME***] / cdp- shar e- access/ hm
s-api/icecli/vl/oauth/tokens” | jqg -r '.access_token')

Using the endpoints must be always preceded by retrieving the access token.

List all namespaces at a certain level, optionally starting from a given parent namespace.

curl -ivk -X GET -H "Content-Type: application/x-ww-fornurlencoded"

H "Aut horization: Bearer $[***My- TOKEN- NAME***]" https://[***DATALAKE-
LOADBALANCER* **] / [ *** DATALAKE- NAME* **] / cdp- shar e- access/ hns-api /i cecli/v1/
namespaces
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E Note: The[***DATALAKE-LOADBALANCER***] DNS can be found via Cloudera Management Console

in the L oad Balancer s section.

L3
Environments / dc-datasharing ' Data Lake ' Load Balancers

NAME CREDENTIAL REGION AVAILABILITY ZONE

de-datasharing eng-sdx-longrunning-v2 us-west-2 us-west-2¢

@ Services

) Atlas B cvul @ Ranger Token Integration

W Cloudera Manager Info

CM URL CM VERSION RUNTIME VERSION LOGS

hitps://dc-datasharing-gateway.dc-datas.svbr-nqvp.int.cldr.work/dc-datasharing/cdp- 7.13.2.0-65959242 7.3.2-1.cdh7.3.2.p0.65742253 Command logs , Service logs
proxy/cmf/home/
Event History Load Balancers
Upgrade
Private
Endpoints (4)
Resource ID Cloud DNS
Security
arn:aws:elasticloadbalancing:us-west-2:146617852659:loadbalancer/net/dcdat-LBInternal- dedat-LBInternal 9.elb.us-west-
> e
Tags (15) 2 amazonaws.co m
Nodes
Network
Load Balancers
Telemetry
Repository Details
Image Details
Recipes (0)
Cloud Storage
Database

My-t oken- name=$(curl -k -X POST -H "Content-Type: application/x-ww-formur

| encoded"” -d "client id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client secret=W
WpsbFpt TXpaR1FOTXpZNU5 TMDBPRFk z TFRs bE5SHTXROVEI 6 TXpnNVI 6aGhCenhpQ pNRG 5Tnpne

E1HUXRZak 00Tk wiVFpqTXhMVGecz TTJ ZdFpt TXhCekl 6 TnpVNFI gazl =&gr ant _t ype=cl i ent _cr

edential s" "https://apr24-LBlnternal -1745472822408- f ddbd702bf adbe45. el b. us-w
est - 2. amazonaws. cont apr 24- env2-dl / cdp- shar e- access/ hns-api /i cecli/vl/ oauth/t

okens" | jq -r '.access_token')

curl -ivk -X GET -H "Content-Type: application/x-ww-formurl encoded" -H "
Aut hori zati on: Bearer $M/-token-name" https://apr24-LB-ny-datal ake-| oad- bal a
ncer. el b. us-west - 2. amazonaws. coni ny- dat al ake- nane/ cdp- shar e- access/ hns- api /i
cecli/vl/ nanespaces

List al tableidentifiers under the specified namespace.

curl -ivk -X CGET -H "Content-Type: application/x-ww-fornmurlencoded"

H "Authori zation: Bearer $[***My- TOKEN- NAME***]" https://[***DATALAKE-
LOADBALANCER* **] / [ *** DATALAKE- NAME* **] / cdp- shar e- access/ hns-api /i cecli/v1/
nanespaces/ <namespace>/t abl es

Example:

My-t oken- name=$(curl -k -X POST -H "Content-Type: application/x-wwformur
| encoded"” -d "client _id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client _secret =W
WosbFpt TXpaR1LFOTXpZNUSTMDBPRFkz TFRsbESHTXROVElI 6 TXpnNVI 6aGhCermhpQ pNRG 5Tnpne
E1HUXRZak 00Tk wiVFpqTXhMVGecz TTJZdFpt TXhCOekl 6 TnpVNFI gazl =&gr ant _t ype=cl i ent _cr
edential s" "https://apr24-LB-ny-datal ake-| oad- bal ancer. el b. us-west - 2. amazona
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ws. coml ny- dat al ake- nane/ cdp- shar e-access/ hns-api /i cecli/vl/oauth/tokens" |
jg -r '.access_token")

curl -ivk -X GET -H "Content-Type: application/x-ww-formurlencoded" -H "Au
thorizati on: Bearer $M-token-nanme" https://apr24-LB-ny-datal ake-| oad- bal anc
er. el b. us-west - 2. amazonaws. com ny- dat al ake- nane/ cdp- shar e- access/ hns-api /i ce
cli/vl/ nanespaces/ hive rest _airline_orc/tables

Load atable from the catalog.

curl -ivk -X CGET -H "Content-Type: application/x-ww-formurlencoded”

H "Aut horizati on: Bearer $[***My- TOKEN- NAME***]" https://[*** DATALAKE-
LOADBALANCER* **] / [ *** DATALAKE- NAME* * *] / cdp- shar e- access/ hnms-api /i cecli/v1l/
nanespaces/ <namespace>/t abl es/ i ceber gt abl e

Example:

My- t oken- name=$(curl -k -X POST -H "Content-Type: application/x-wwformur
| encoded"” -d "client _id=b9efc3dd-3695-4867-9e4c-523389c8a78b&cli ent _secret =W
WhsbFpt TXpaR1FOTXpZNUSTVDBPRFk z TFRs bESHTXROVEI 6 TXpnNVI 6aGhCemhpg pNRG: 5Tnpne
E1HUXRZak 00 Tk wMFpqTXhWGcz TTJZdFpt TXhOekl 6 TnpVNFI qazl =&gr ant _t ype=cl i ent _cr
edential s" "https://apr24-LB-ny-datal ake-| oad- bal ancer. el b. us- west - 2. amazona
ws. conl ny- dat al ake- nane/ cdp- shar e- access/ hns-api /i cecli/vl/ oauth/tokens" |
jgq -r '.access_token')

curl -ivk -X CGET -H "Content-Type: application/x-ww-formurlencoded" -H "Au
thori zati on: Bearer $M/-token-nanme" https://apr24-ny-datal ake-1 oad- bal ancer.
el b. us-west - 2. amazonaws. cont ny- dat al ake- nane/ cdp- shar e- access/ hns- api /i cecl i
/v1l/ nanespaces/ hive _rest _airline_orc/tabl es/airport_iceberg external

Sample Spark workload to access data
Data Sharing longevity test results
Iceberg REST Catalog APl specification
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